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BBenenue

B HacTosllieM pPYKOBOJCTBE ONHUCAH TOPSJIOK YCTAHOBKM M TEPBUYHOM
HACTpOIKK MapmpyTtu3aTtopa ECORouter (manmee — ECORouter).

Hacrosiee pyKOBOJICTBO JIEHCTBUTEIBHO JJII BCTPOSHHOTO IPOTPAMMHOIO
obecnieuennss Bepcun 3.2. HekoTopsle KOMaHABI M 3HAYCHHS IapaMeTPOB MOTYT
OTIMYAThCA JIs OoJiee MO3MHUX WM 0Oojiee pPaHHUX BEPCHl IMPOrPaMMHOTO
obecnieuenus. [t nonyyenus uHGopManuu 00 aKTyalbHON BEPCHH IPOTPAMMHOTO
obecrieueHus ¥ JOKYMEHTAI[MK 00paTUTECh Ha callT mpousBoauTelts hitp://rdp.ru/ wnm
B CITY’KOY TEXHUYECKOM MOIICPHKKH.

Pexomenpanmu 1o HACTpOIiKe, COIIPOBOKIAFOIIIAECCS CIIOBaMH
«BHUMAHUEY, «BAXKHO» u o0BeleHHbIE B JBOHHYIO paMKy, 00sI3aTE€IbHBI K
WCIIOJTHEHUIO JIJIS1 KOPPEKTHOM paOboThl 000pyA0BaHUS M BCTPOCHHOTO IMPOTrPAMMHOTO
obecnieueHus. [Ipu HeBBIMOTHEHUM STUX PeKOMeH1anuii, ECORouter moxert paboTtaTth
HEKOPPEKTHO.
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YcJI0BHBIE 0003HAYCHUSA

JlJis HarJISIAHOCTH B TEKCTE TOKYMEHTALMU UCIIONIb3YIOTCS pa3InyHble CTUIH O(OpPMIICHUS.
OO6nacTn mpUMEHEHUS CTHIICH yka3aHbl B Tabnuma 1.
Tabnuma 1 — Ctunm opopmiieHus B TIOKyMEHTE

Ctuiab oopmiaeHus Oo6saacTh NpUMeHeHust ITpumep
Moy xupHbIi IPUPT Hazpanust 3IeMeHTOB|/[J1s co3anus paBuIia 3ePKaTUPOBAHHS
M0JIb30BATCIILCKOTO HCTIONB3yeTCsS KOMaHaa: Mirror-session
uHTepdetica (KOMaHMBL,| cyaspanme>.
KHOTIKH KJIQBHATYPHI,
CUMBOJTBI KOHCOJIH,

pEKOMEHyeMble  3HaueHUs
BBOJIMMBIX [TApPaMETPOB)

pudt Courier New |[Ipumepsr koma. Ilpumepnl|YcraHaBnmBaeM CBA3KY mopra u uHTepdetica L3.
BBIBOJIa KOHCOJIU ecorouter (config-service-
instance) #connect ip interface el

Pamka, [Ipumeps! BeIBosa KOHCONMM |B Tekymeld  KOH(UWTYypanud  BHPTYaIbHOTO

ToJIyOoM MaplipyTuzaropa Haxo4uTCs TOJIBKO

uBeT QoHa MMOMETIEHHBIN Tyaa nHTepderic.
ecorouter#show run

no service password-

encryption

B Tab6ymia 2 mpuBeeHBI YCIIOBHBIE 0003HAUEHUS, HCITOJIB3yEeMBbIC IPU OMMMCAHUU KOHCOJIH.
Tabnuna 2 — YciaoBHble 0003HAUEHHS TTPY OMTUCAHUN KOHCOJIN

Y cii0BHOE 0603Haqeﬂne‘ PacmppoBka ‘ Mpumep
Onucanue KOHCOIH
<> ITonb30BaTeNnbCKuE <4ACTH KOMAHIE>?
3Ha4YeHHs TapaMeTPOB
[ KHonku ki1aBuatyps <4actb komap>[TAB]
IIpumepnl
pudt Courier New|BrBox koHCONMH ecorouter>en

ecorouterfconf t
Enter configuration commands, one
per line. End with CNTL/Z.
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Cnucok TePMHUHOB U COKPALlEHUI

Coxpamenue

AAA
ACL
AS
ASN
BA
BDI
BGP
CIR
CLI
DHCP
DSCP
ECMP
EGP
EXP
FTP
GRE
ICMP
IGP
IP
LACP
MED
MP-BGP
MPLS
NTP
OSPF
PDU
PIM
PIR
RED
RID
RIP
RSVP
sl
SPAN
TCP
TFTP
TTL
UDP
uTC
VLAN
VRF
VRRP
oC

Pacmugposka
Authentication, Authorization, Accounting
Access control list — cniricku KOHTpOIIS TOCTYyHA
ABTOHOMHas cUcTEMa
Homep aBTOHOMHOM cHCTEMBI
Behavior Aggregation
Interface bridge domain — unrepdeiic bridge domain
Border Gateway Protocol
Committed Information Rate
Command Line Interface — unrepdeiic KoMaHIHOK CTPOKH
Dynamic Host Configuration Protocol
DSCP mone 3aronoska IP makera
Equal-cost multi-path routing
Exterior Gateway Protocol
EXP none 3aronoska MPLS makera
File Transfer Protocol
Generic Routing Encapsulation
Internet Control Message Protocol
Internal Gateway Protocol
Internet Protocol
Link Aggregation Control Protocol
Multi-Exit Discriminator
Multiprotocol BGP
Multiprotocol Label Switching
Network Time Protocol
Open Shortest Path First
Protocol Data Unit
Protocol Independent Multicast
Peak Information Rate
Random early detection
Router ID
Routing Information Protocol
Resource ReSerVation Protocol
Service Instance — cepBucHBIi HHTEpDEiic
Switched Port Analyzer
Transmission Control Protocol
Trivial File Transfer Protocol
Time to Live
User Datagram Protocol
Coordinated Universal Time
Virtual Local Area Network
Virtual Routing and Forwarding
Virtual Router Redundancy Protocol
OnepanonHas cuctema
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1 YKOBOJICTBO T0JIb30BATEIISI
Tabmnna 3
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1 OOopynoBanmue

Ha pucynkax Huxe mpeJcTaBieH BU epeaHei nanenu obopyaoBanus cepun EcoRouter. Moaenu
IIPEJCTABIIEHbI B CIIEIYIOIEM MOPSIKE:

« ER-116 (ER-110),

o ER-216,
o ER-1004,
o ER-2008.

VY Bcex yCTPOMCTB CEPUM HA MEPEIHEN MAaHENU PACTIOJIOKEHBI:

e KoHcoubHBIN TOPT RJ-45 ¢ mapkuposkoit COM,

e  yMpaBIAONIMHI (Management, MEHEHKMEHT-) MOPT ¢ MapkupoBkoit MNG,
e (ukcupoBaHHBIE CETEBBIC UHTEP(EHCHI,

e ceTeBble MOIYH (MHTEpQEICHbIC KapThl),

o 1Ba USB-pa3nema,

e  CBETOAMOJbI MHIUKAIUH.

Ha nepenneit manenu "muammux" moneneit cepun (ER-110, ER-116, ER-216) Takke pacmoyioxkeH
pa3beM Kadenst mutaHus. B ciydae eciy mutaHue IPOU3BOIUTCS OT CETH MEPEMEHHOTO TOKa, TaM
e pacIoIoKeHA KHOTKA BKITFOUCHHUS ITUTAHUS.

B monenmu ER-116 unrepdeticer GES-GE11 — ontuueckue.

Cetesble uHTep(eiich "Maaamux" Moaenei cepun mpomapkuposansl (GE0-GEL5, E1[1]-E1[4]).

PAR(L1D-240V] ([} DOO00OD0000000000¢

) I } }I T = == = = Ej E]
EcoRouter cont % MNG/GED _ GEL GE2 GE3 % E
e p B LUONLIL] TRCE LILE

HDD.
On{off
Paer

Pucynok 1

EcoRouter ER-216 D000 0000000000000000; GE GE1l Gl

Eil1] Ei[2] MNG/GE0 GEL  GE2 GE3

5 GEY GES  GELL E15
DOOO0000000000000000O0L
PWR[10-36V] com ~ usa Q |!|
S SN Y i = Nl o | | = H= ok

GE: GE1

HDD
Onjof
Parwer

Pucynok 2

VY "crapmux" moneneit cepun (ER-1004, ER-2008) pazwembl kabenst nUTaHUs U KHOMKA
BKJTFOUCHUS PACIIOJIOKCHBI Ha 3a/THCH TTaHEITH.

Hymepauus cereBpix MOysIEN ITOKa3aHa HA PUCYHKAX HHUKE. B 3aBUCHMOCTH OT YCTaHOBJIEHHBIX
CETEBBIX MOJYJICH, BUJI IEPEHEN MAHETN MOKET OTJIMYATHCS.

[Mepennss manens ER-1004.
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[Mepenuss nanens ER-2008.
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Pucynok 4

Monens ER-2008 paboraer Ha n1ByX nporeccopax. CeTeBble MOIYIJIN PACIPEACIISIOTCS MEKITY
nporeccopamu (COKeTaMH MPOIIECCOPOB) TPYIIIAMU 110 4 MOJTYJIsl, KaK TIOKa3aHO Ha PUCYHKE BHIIIE.

CootBeTcTBEHHO, ceTeBble MOAYIH B ER-2008 nMeroT 1BOIHYIO HyMEpaLuo:
e CKBO3HYIO Hymepauuio ot 0 10 7,

e HyMEpalHIO B Mpejenax oAHoro cokera ot 0 1o 3.

1.1 Hymepauus unrepgeiicos (IOpTOB)

[MonnepxuBarotcst ceTeBbie MHTEpdEiick ¢ mponyckHo# criocobHocThi0 100Mbit,1Gbit, 10Ghit,
40Gbit u 100Gbit.

B noruxe EcoRouter cereBrie nuntepdeiicel (L2) npencraBneHsl o0bekTaMu Trmna port.

Nmena untepdelicoB HaunHaIOTCS ¢ npeuKca, 3aBUCAIIETO OT THIA IepeIaTuhKa:

o feN — Fast Ethernet,

e geN — Gigabit Ethernet,

o teN - Ten Gigabit Ethernet,

o 0geN — Quad Gigabit Ethernet,

o heN — Hundred Gigabit Ethernet,

rae N — mopsIKoBbIil HoMep ycTpoiicTBa (Hanpumep: te0, ge3, fel). Hazpanus nopros
qyBCTBHUTEJBHBI K PETHCTPY U YKa3bIBAIOTCS TOJIBKO C MAJIEHBKOMH OYKBBI.

Jns "maagmux" Mojeneit Ha3BaHUE CETEBbIX MHTEP(EHCOB CTPOUTCS O MPUHIUITY
<npepuxkc><"Homep>, Hanpumep, ge2. Hymeparus nopToB COOTBETCTBYET MAPKUPOBKE Ha
NEPEIHEN MAHENIN YCTPOUCTBA.

B "crapmmx" Mozmensx cepun u3-3a UX MOJYJIBHOCTH MPUMEHSIOTCSI COCTABHBIE HMEHA IOPTOB.
B ER-1004 na3Banue cereBbIX HHTEP(PEICOB CTPOUTCS 1O NPUHIUIY <npeuKc><HOMep

MOJYJIs>/<HOMep MOpPTa B MOAYyJe>, HarpuMep, tel/2. I'ne Homep MoIysIst U3MEHSETCS B
npenenax ot 0 go 3.
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B ER-2008 Ha3BaHue ceTeBbIX HHTEP(PEHCOB CTPOUTCS MO MPUHIHITY <npeduKc><HOMep
coKeTa>/<HoMep MO/YJisl B COKeTe>/<HOMep MopTa B MojayJie>, Hanpumep, te0/2/1, rae Homep
cokera — 0 wim 1. Homep monyns usmensiercs B npeaenax ot 0 1o 3.

Ha pucynke Hmke rmokazana HyMmepalys IOpTOB B Pa3HbIX THIIAX MOYJIEH.

0000000C0000000000000 000000000000000000000
0000000000000 00000000 00 00
0000000000000 O0000000 00 0 ) 4 6 00
0000000000000 00000000 00 00
oo i eYe) oo 00
oo‘ O 1 2 u 3 00 ool 1 3 5 7/ |3so
00 L= | =2 J oo 00 00
0000000000000 00000000 0000000000000 O0000000

Pucynok 5

1.2 IIpocMoTp MH(pOPMALUH O CETEBBIX MOXYJIAX

Jli1st npocMoTpa HHGOPMAIMU 00 YCTaHOBJICHHBIX CETEBBIX MOIYIISIX (MHTEp(dEHCHBIX KapTax)
UCIIOJIb3YETCsl KOMaH/a aIMUHKUCTpaTUBHOrO peskuma show platform inventory.

[Tpumep BBIBOA KOMaH B! U1t Mojienu ER-1004.

ecorouter#show platform inventory
Item Part number Serial number Description

chassis ER-1004-LBD 3.2.1.0.8859-develop-ceed202
slotO NIC-8GE-TX
slotl NIC-4XGE-SEPP

tel/0:ML-SFP+DAC-V2-3 05G201511115480 Unspecified
tel/1:ML-SFP+DAC-V2-3 X201601201111 Unspecified
tel/2 ————= SFF non-compatible

tel/3  —-=—== SFF non-compatible

slot2 empty
slot3 empty

[Tpumep BbIBosa KoMaHab! a7 moaenu ER-2008.

ecorouter#show platform inventory
Item Part number Serial number Description

chassis ER-2008 3.2.1.1.9218-merge-request-sfp-
fix-d9o416e5
slot0 NIC-4XGE-SEPP

te0/0/0 ——=—= SFF non-compatible
te0/0/1  ————= SFF non-compatible
te0/0/2 ————= SFF non-compatible
te0/0/3 ——=—= SFF non-compatible
slotl NIC-4XGE-SFPP
te0/1/0 ————= SFF non-compatible
te0/1/2 ————= SFF non-compatible
te0/1/2  ————= SFF non-compatible
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te0/1/3 === SFF non-compatible
slot2 NIC-4XGE-SFPP
te0/2/0 === SFF non-compatible
te0/2/2 == =—= SFF non-compatible
te0/2/2 ————= SFF non-compatible
te0/2/3 ————= SFF non-compatible
slot3 NIC-4XGE-SFPP
te0/3/0 ————= SFF non-compatible
te0/3/2  ————= SFF non-compatible
te0/3/2  ————= SFF non-compatible
te0/3/3 ————= SFF non-compatible
slot4 NIC-4XGE-SFPP
te1/0/0  ————= SFF non-compatible
tel/0/2 === SFF non-compatible
tel/0/2:ML-SFP+DAC-V2-1 03G201605307001 Unspecified
te1/0/3 ————= SFF non-compatible
slotb NIC-4XGE-SFPP
tel/1/0 ————= SFF non-compatible
tel/1/12  ————- SFF non-compatible
tel/1/2 ————= SFF non-compatible
tel/1/3 ————- SFF non-compatible
sloté empty
slot? NIC-4XGE-SFPP
tel/3/0 ————= SFF non-compatible
tel/3/2 === SFF non-compatible
tel/3/2 === SFF non-compatible
tel/3/3  ————= SFF non-compatible

1.3 loaaep:xxuBaemsbie SFP moayu

N3roroButens rapaHTUPYET KOPPEKTHYIO paboty ycrpoiicTB EcoRouter ¢ SFP-monynsamu RDP.RU.

WzroroButens He OrpaHN4YMBaCT BO3MOKXHOCTb MCITIOJIb30BAHUA MOI[}’J'ICI\/'I CTOPOHHHX
HpOI/ISBO,Z[I/ITeJIeﬁ, COBMCCTHMBIX C CCTCBbIMU aallTCpaMU Intel.

[MonnepxuBaemsle 1 GbE SFP monynu ans 10 GbE noptoB moaenu ER-1004:

o CISCO 30-1410-02 1000BASE-T SFP Copper,
e PycnsTeneTex 10/100/1000BASE-T RTT-SFT-0001 Copper,
e Juniper SFP-1GE-T 1000Base-T Copper.

Monenu EcoRouter MoryT ObITh CHAOKEHBI pa3HbIM HabopoM ceTeBbix nHTEpdeiicos (10/100/1000
MDbE, 1, 10, 25, 40, 100 GbE). ITognepxuBaeTcs ropsiuasi 3aMeHa ONTHYESCKUAX MOJTYJICH, MOy
MOTYT OBITH ITOJIKJTFOYEHBI MJIH OTKIIOYCHBI TIOCTIC CTAPTa CHCTEMBI.

MapuipyTusarop nojepkuBaet padboty HeKoTopbix SFP-monyseii ¢ MeHbIei
npousBoauTenbHocThio (1 GbE B mopty 10 GbE). Ilpu BcTaBke MO1ysist B TOPT OH MOXKET OBITH
cpasy BKJIIOUEH B paboTy 0e3 nmepesarpys3ku ycrpoiictsa. OiHaKo, €Clii He yJ1aeTcs NOTHATH MOPT B
cocrosinue UP, To MOXxeT noTpeboBaThcsi MOBTOPHAS MHUIMATN3ALKS TOPTa MPU OMOIIH
koMaH bl Port-reload B pexume konurypanuu L2 nopra. Ecnu u 570 HE moMoriio, 3Ha4uT
nanHbli SFP-Monyns He monnepkuBaeTcs.
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Ipumeuanue: Eciu nopt Haxoautes B rpynie LAG, To 11 NOBTOpHOW MHUIIMATIM3AIMU TOPTa
Heo0X01MMo cHauana BeiBecTd opT U3 LAG (komanaa no bind <umst nopta> B pexxume
koHburypuposanus LAG-moprta, cM. pazzaein "ArperupoBanue KaHaTOBATPErupoBaHKe KaHAIOB"),
a 3aTeM ye BBecTH KoMaHay port-reload.

Ecnu B mopt BCTaBUTH MOAYIb OoJbInei nponsBoautensHocTy (Hanpumep, 10 GbE B mopt 1 GbE),
TO paboTaTh OH HE OyJET, XOTS MOXKET ONPEENATHC CHCTEMOM.

1.4 MoHuTOpHHT 0JIOKOB MUTAHUSA

Jjis1 0TOOpaXKeHUS COCTOSIHHSI paOOThI OJIOKOB TUTAHMSI HA YCTPOMCTBE UCIIOJB3YETCSl KOMaH 1a
anMHUHUCTpaTuBHOTO pexkuma show platform power. KoppektHas paboTa 6J0Kka mUTaHUs
obo3Hauaercsi crarycom OK. HepabGouee cocrosinue 610ka nutanus (€ OJIOK MUTaHUS OTKITFOUCH
OT CETH WJIM BBIIIEN U3 CTPOsi) o0o3Havaercs crarycom failed.

BbIBo1 KOMaH/IbI A7 yCTPOMCTB € OJTHUM OJIOKOM MUTAHUS:

ecorouter#show platform power
PSU is ok

s mmardopm ER-116 u ER-216 "PSU is failed" BeiBoauTCS B Citydae, €Ciiv OJWH U3 CEHCOPOB
OUTaHud HaxoouTcsa B cocTossHuu ALARM.

BriBoa xoMaHAbI 1S YCTPOﬁCTB C AByM:A 0J10KaMU MUTAHUA:

ecorouter#show platform power
PSUl is ok
PSU2 is failed

Jliig mpocMoTpa HHGOPMAIIMU O COCTOSTHUM 000py10BaHUs (HAaNPsLKEHUH, TEMIIEPaType, CKOPOCTH
BpAILICHUs] BEHTUIIATOPOB) UCIOJIB3YETCsl KOMaH/1a aJMUHUCTpaTUBHOTO peskima Show platform
sensors. [l 6e3BeHTUIIATOPHBIX IIATPOPM JaHHAs KOMaHAa He OyIeT 0TOOpakaTb CKOPOCTh
BpaIllEHUs] BEHTUIISITOPA.

[Ipumep BBIBOIa KOMAHJIBIL:

ecorouterf#show platform sensors

id | value | units | min | max | ALARM | description
1] 1.79 | Vv | -inf | inf | NO | CPU VCORE
2 | 4.99 | Vv | -inf | inf | NO | +5V

3 | 11.88 | V | -inf | inf | NO | +12V

4 | 3.31 | V | —-inf | inf | NO | +3.3V

5| 3.26 | V | -inf | inf | NO | VBAT

6 | 3.31 | V | -inf | inf | NO | 3VSB

7 | 54 | C | -inf | inf | NO | CPUO

8 | 1 | C | -inf | inf | NO | CPU1

9 | 30 | C | -inf | inf | NO | MB

10 | 4232 | RPM | 1000.00 | inf | NO | FAN1

11 | 5294 | RPM | 1000.00 | inf | NO | FAN2

12 | 485 | RPM | 1000.00 | inf | YES | FAN3

13 | 5294 | RPM | 1000.00 | inf | NO | FAN4

14 | 4232 | RPM | 1000.00 | inf | NO | FANS

15 | 5294 | RPM | 1000.00 | inf | NO | FANG
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16 | 4232 | RPM | 1000.00 | inf | NO | FAN7
17 | 5294 | RPM | 1000.00 | inf | NO | FANS

Ecnu 3HaueHmne nmapamerpa Kakoro-im0o U3 JaTYMKOB BBIIUIO 33 TPAHUIIBI JHAMTA30HA MEXTY
MHUHHUMAJIbHBIM U MaKCUMaJIbHM 3HaY€HUSMH (Min ¥ max COOTBETCTBEHHO), TO B cTondine ALARM
B COOTBETCTBYIOIIIEH CTpOKe OyIeT BriBeeHO 3HaueHue Y ES. B ciyuae mtaTHON paboThI B
croniorie ALARM oro6paxkaercs NO.

B Tab:miie HIbKe ONMCAaHbI 3HAYCHHMS, BBIBOJAMMBIE AaHHOM Koman 1o Show platform sensors.

Tabnuua 4
IMapamerp Onucanue

CPU Hanpsxenue Ha miporieccope.

VCORE
[penynpexnenne (ALARM) He BeIaeTCs, IOTOMY 4TO 3HAUYEHHE MOXKET CHIILHO
BapbUPOBATHCS OT MPOLIECCopa, 3HaUYSCHHE MOXKET 3aBbIIIaTh caMa Iuiata. BeiBoauTes miist
nHpOpPMALTUH

+12V Hampsokenue 12 B Ha Beixoe O6110Ka mATaHMSL.
[penynpexnenue (ALARM) Bbiaercs, eciy 3Hau€HHE OTKIOHSAETCS OT TOITYCTUMOM
HOpMEI Oorbire, ueM Ha 10%

+5V Hanpsiokenue 5 B Ha BbIXo/ie O10Ka MUTaHUS.
[Ipenynpexnenue (ALARM) Bbmaercs, eciyi 3HaUS€HUE OTKIOHSAETCS OT TOITYCTHMOM
HOpMEI Oonibiie, yeM Ha 10%

+3.3V Hanpspkenue 3,3 B Ha BeIXOze OI0Ka TUTAHUS.
[penynpexnenue (ALARM) Bbaercs, eciy 3HaU€HHE OTKIOHSAETCS OT TOITYCTUMOM
HOpMBI OoJIbIle, yeM Ha 5%

VBAT Hanpspkenue Ha 6atapee

3VSB JexypHoe HanpsiKeHue

CPUn Temnepatypa npoueccopa.
[penynpexnenne (ALARM) BbiaeTcs, ecinu remneparypa mnpebimaet 90°C

MB TemriepaTypa MaTEpUHCKOM IIJIATHI.
[penynpexnenne (ALARM) BbiaeTcs, ecnu remneparypa mnpebimaer 70°C

FANn CxopocTh BpalieHust BEeHTHIATOpa (000pOTHl B MUHYTY). KonnuecTBO BEHTUIISITOPOB B
BBIBOJIE 3aBUCHUT OT caMoii riardopmel (ot 0 1o 8-mu).
[penynpexnenue (ALARM) Bbmaercsi, eciii cKOpocTh Bpamierus yrnana ke 1000
RPM

Jlns mpuHyIuTensHOro copoca Bcex 3HaueHui B cronbdiue ALARM k NO ucnosib3yercst KoMaHaa
clear platform sensors. Jlns copoca 3uauenus B ctonbie ALARM k NO qist onpeieieHHOro
ceHcopa ucrnoib3yeTcs komana clear platform sensors <ID>, rue <ID> — nopsiikoBbIii HOMEp
ceHcopa (rmepBbiit crodern B BhiBoze koman sl Show platform sensors).

BHUMAHME: cOpoc 3HaueHMsI HE BIMSIET Ha paboTy camoro obopynoBanus. Eciau 3naueHue
KaKoro-janbo mapamMeTpa MOCTOSTHHO BBIXOHT 32 TPAHUIIBI TOMYCTUMOTO JUarna3oHa, He00X01MMO
MIPOBECTH JIMATHOCTUKY 000PYI0BAHUA.

JIJIst OTKITIOYEHHsI OpOca ONPEIEIEHHOTO CEHCOopa Ha MPEIMET BBIX0/[a ITApaMeTpOoB 3a
nonycrumbie 3HadeHus (ALARM) ucnons3yercs komanaa platform sensors alarm <ID> disable
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i no platform sensors alarm <ID> enable, rae <ID> — mopsiakoBsIii HOMEP ceHcopa (TTEPBBI
crosberl B BbIBOjIe kKoMaH 161 Show platform sensors). J{ist BKiitoueHHst ompoca OnpeaeicHHOro
ceHcopa mcmob3yercs komanaa platform sensors alarm <ID> enable.
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2 Oo0mue ceexenusi o padore ¢ CLI

WnTepdeiic komannnoii ctpoku (Command Line Interface, CLI) — ocHoBHOM uHTEpdeEiic
ynpasieHus: 1 Monutopunra EcoRouter.

B atom pazaene npeacraieHo ob1iee onucanue nHTepderica komanaHon ctpoku EcoRouter,
OCHOBHBIX KOMaH/I, TOPSYMX KJIABHUII U TIOCTYIA K TIOMOIIIH.

2.1 Iloakarouenue Kk EcoRouter

[onKIIOYUTECS K MapIIPYTU3ATOPY MOXKHO CIEAYIOIIUMH CIIOCOOAMU:

e yepe3 KOHCOJIbHBIN IOPT;
o uepe3 Ethernet-nopt ympasnenus mgmt;
o 4epe3 smHeiHbIe Ethernet-mopTer.

Jlorun u IapoJib MOT'yT OBITE TIOJIYYCHBI 11O 3aIIpOCy.
2.1.1 KoHcoJbHBIIi OPT

Konconphsiii mopt (06s14HO cambiii eBbiit mopT 8P8C aka RJ45) umeer ctangaptHoe
pacmoioKeHUE KOHTAKTOB U COBMECTUM C KOHCOJIBHBIMU Kabemsimu Cisco v JPyTuX BEHIOPOB.
Hacrpoiika mopra: 115200 8N1 No flow control.

2.1.2 Toptr MGMT

[Topt ynpaBnenust mgmt (0ObIYHO JIEBBIN MOPT B IPYIIE BCTPOCHHBIX TMTaOUTHBIX ethernet-opToB
¢ mapkupoBkoit MNG/GEO) umeer IP-anpec no ymonmuanuto 192.168.255.1/24. Ha ynpasistoneit
MalIuHe TpeIBapUTeIbHO HE0OX0IUMO HACTPOUTH ajipec u3 mojacet 192.168.255.0/24 u
UCIIOJIb30BaTh /IS 10CTyMa NpoTokoi ssh uiu telnet. Anpec mopta mgmt MOXKHO BIIOCIIEICTBUU
U3MEHHUTh KoMaH 10 hw mgmt ip <agpec>. [Iy11 HACTPOMKH IIITF03a 10 YMOIYAHHUIO JIIsT mgmt-
CETH UCIob3yiiTe KoManay hw mgmt gw <agpec>.

2.2 Pe:xxumbl padoThl KOHCOJIH

Wurepdeiic komananoit ctpoku (CLI) — ocHOBHOI MHTEpdeiic ynpaBIeHns: © MOHUTOPUHTA
EcoRouter.

EcoRouter 1a€t 1octyn K HECKOJIBKMM YPOBHAM KOMaHAHON CTpOoKU. Kaxplil ypoBEeHb
XapaKTEPU3yETCS PA3HBIMU TPyIIIaMU BO3MOYKHBIX KOMAaH/I.

Jlng yno6erBa ynpasnenusi B EcoRouter pa3aenensl pexxuMbl M0JIb30BaTENbCKOTO IPOCMOTPa U
PEKUMBI aIMUHUCTPUPOBAHUS 1 KOH(UTYPALIUH.

B Ta6J'II/II_[e HHWKC OITMCaHbl OCHOBHBIC PC)KUMBI, CIIOCOOBI MX BKIIIOUCHUS U MpUTIAIICHUA
KOMaH)IHOfI CTPOKH B OTUX PECIKHUMaAX.
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Tabnumna 5
Pexum Onucanue Kaxk nonacts B IIpurnamenue
peKUM KOMAH/JHOW CTPOKHU
ITonb3oBaTenbCKUM OT10T pexxuM no3BoisieT | [ToakmouuThes K ecorouter>
pexuM MIpOCMaTpPUBATh YCTpOMCTBY
TEKYIllee COCTOSIHHE
(user-exec) YCTPOMCTBA,
COETMHEHUH,
HCIIOJIb30BaTh CETEBbIC
YTHIIATHI
Pexum B stom pexume Baectu komanay ecorouter#
aJIMHHUACTPUPOBAHUS | TOCTYIIHBI TC XK€ enable B
KOMAaHJIbI, YTO U B MpUTTIAIICHUN

(enable-exec)

MIOJTb30BATEIILCKOM
PEXKUME, NOCTYII B
pEeXUM
koH(purypuposanus OC
Y KOMaHIbl OTJIAKH

KOMAaHJIHOM CTPOKH, U
Maposib, €CJId OH
YCTaHOBJIEH

YPOBHEU
KOH(UTypauuu, npu
CO3/IaHMU WU BXOJIE B
TaKylo CTPYKTypy
(mampumep, npu
co3/1aHnyu UHTEpdeiica)
[10JIb30BAaTEJIb 01T
B KOHTEKCTHBIN PEKUM
KoHburypuposanus. B
3TOM PEKUME MOXKHO
HU3MEHATh HACTPONKH
YCTpOHCcTBa

Pexum B pexume Beectu komaHIy ecorouter (config) #
KOH(pUTypanuu KOH(UTYpHPOBaHUS configure terminal,

MOYXHO U3MEHSATH U HaxOsICh B PeXKHME
(config) 3aJaBaTh HACTPOMKH, aJIMAHUCTPUPOBAHUS

KOTOPBIC MOBJIMAIOT HA

paboTy ycTpoicTBa B

eJIOM
KoHTekcTHBIN B pexxume [Ipu BBOZC ecorouter (config-
pexum KOH(UTYpPHPOBaHUSI OIpECJICHHBIX KOHTEKCT) #

MHOTHE CTPYKTYPBI KOMaHJI B peXXHMe
(context-config) HAMEIOT HECKOJIBKO KOH(HUT'YpHPOBAHUS

[Ipu BXoze Ha yCTPONCTBO MOJIb30BATENb OKA3bIBACTCS B PEXKUME TPOCMOTPA U BUAUT
MIPUIJIAIIEHNE KOMAH/IHOW CTPOKHU B TAaKOM BHJIE ecorouter>.

YToObl MEPEKITIOYNTHCS B PEIKUM aJIMUHUCTPUPOBAHUS, HY)KHO BBECTH KoMaHIy enable, mocie
Yero MpuUrJalieHue KOMaHAHOM CTPOKM U3MEHUT BHUJI Ha ecorouter#. YtoOsl OTMEHUTH JeiicTBUE
KOMaH/Ibl, Hy’>KHO BBecTH Komany disable.

JI7st mepexiTroueHns B p&KUM KOH(DUTYpHUPOBaHHUS HYKHO BBecTH KomaHay configure terminal.
[Tocrne sTOTO MpUIIIaNIeHe KOMaHIHOW CTPOKU M3MeHHTCs Ha ecorouter(config)#. [lns Beixona u3
3TOTO PEKHMMA HITH C JIFOOOTO MOYPOBHSI KOH(PUTYpaAIHH HCIIOIb3yeTCs KoMaH 1a exit.

EcoRouter0OS version 3.0.0 EcoRouter 04/01/16 17:28:12
ecorouter>enable

ecorouterf#configuration terminal
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Enter configuration commands, one per line. End with CNTL/Z.

ecorouter (config) #interface e3

ecorouter (config-if) #fexit

ecorouter (config) #fexit

lecorouter# |

YToObI 3aKpPBITH AKTUBHYIO CECCHIO C YCTPOMCTBOM, naiiTe koManmy l0gout us pexumMa npocMoTpa.

kcorouter>logout ‘

Pa3peIB ceaHca WM 3aKphITHE COCIMHEHNS aBTOMaTHYECKU IPUBOJUT K IOTEPE
BCEX HECOXPAHEHHBIX U3MEHEHHUH B PEJAKTHPYEMOI KOH(PUTYPALIH.

BonbIIMHCTBO KOMaH | KOH(OUTYpaIii MOKHO OTMEHUTD C TOMOIIIBIO MPUCTABKU NO. UTOOBI
BKJIFOUUTH KOMaH/Iy CHOBA, HY)KHO BBECTH €€ MOBTOPHO O3 mpuctaBku NO. Hampumep, 4To0bI
yIAIATh CO3aHHbBIN HHTEp(EiC, HY)KHO AaTh KoMaHay NO interface el; yToObI co3aaTh €ro
3aHOBO, HYXKHO BBecTH Komau 1y interface el.

2.3 Joctyn Kk nHTEep(eiicy KOMAHIHONH CTPOKHU

CtaHgapTHO IOCTYI K KOMaHIHOM CTPOKE YCTPOHCTBA OCYIIECTBIISETCS TOJIBKO Yepe3 KOHCOIbHBIN
¥ MEHEDKMEHT TOPT, a TSl JOCTYTIA K JIMHEHHBIM rmopTam 1o npotokoiam Telnet nmun SSH
HE00X0UMO CKOH(pUTYpHpoBaTh npodunu 6e3omacHocTu (cM. pasaen "llpodunu 6e3onacHocTH").
[To ymomuanuro noctymn no npotokoiry SSH Beikmouer B VRF. Jlns BKimroueHUs: HEOOXOIMMO
BBecTH KoMaHy transport input ssh B pexume kondurypamnuu VRF.

B CLI mapuipyTtuszaropa EcoRouter KOHCOIBbHBII MOPT 0003HaYaeTCsl Kak Clelualn3upOBaHHas
suHus «con O». JI7st e HaCTPOMKHU MCIIONB3YeTCsl KOMaH1a KOHPUTYpaIHOHHOTO pexuma line
console 0.

VYeTrpoiicTBO noaepkuBaet A0 872 oAHOBpEMEHHBIX ceaHcoB 1o npoTokonam Telnet u SSH uepes
MEHE/PKMEHT- U JINHEIHbIE MOPTHI, Ha3bIBAEMbIX BUPTYaJIbHBIMU JIMHUAMHU (VIY) 1 HymepyeMbIx ¢
no 871.

Jl1s HacTpoMKU JOCTyMa MO JIMHEHHBIM TOPTaM UCIONIb3yeTCs KOMaHa KOH(PUTypalluOHHOTO
pexuma line vty <NUM | RANGE>, rne NUM — 510 HOMep koHKpeTHO# naun, RANGE —
JMarna3oH HOMEPOB JIMHUH (3HAYeHUsI YKa3bIBAIOTCA Yepes Mpooeit), K KOTOPhIM Oy yT MPUMEHEHbI
nanpHeimue HacTpoiiku. KoMaHja nepeBoAUT MOIb30BaTeNs B PEKUM KOH(PHUTYPUPOBAHHS
BUPTYaJbHBIX JIMHUH. [lanbHelne HacTpolku OyIyT ucrosb3oBaTbes Kak ais Telnet, Tak u s
SSH-ceancos.

Takum obpazom, komanaa line vty 0 871 ykaspiBaeT MapIipyTH3aTopy, 4TO CIEIYIONIUE 3a HEH
HACTPOWKHM OyAyT MPUMEHEHBI K BceM 872 BUPTyaJIbHBIM JIMHUAM, a KoMaHa line vty 7 moxer
HaCTPOUTH TOJBKO 7 JIMHHUIO.

B PEXKUME KOH(i)I/IprI/IpOBaHI/ISI KOHCOJIM U BUPTYAJIBHBIX JIMHUH AOCTYITHbBI KOMaH/IbI,
IMPUBCACHHBLIC B TaGJ'II/II_IC HUWXKCE.
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Tabnumna 6
Komanna Onucanue

exec-timeout <0- | Bpems oxxumanusi. Eciu 3a yka3aHHBIH HHTEpBaJI BpEMEHH B TAHHOW CECCHHU Ha

35791> <0- JAHHOW BUPTYaJIbHOW JTMHUM (KOHCOJH) He OyeT MPOU3BEICHO HUKAKUX JICHCTBHH,

2147483> CUCTEMa aBTOMAaTHYECKH 3aBEPIINT ceaHc ¢ coobmenunem Tuma "User is logged out
by timeout" mnu "Vty connection is timed out". [[s1 BO300OHOBIEHHUS ceaHca
MOJIB30BATEII0 HEOOXOAMMO OyIeT CHOBA BBECTH CBOM JIOTHMH U MapoJib.
CHauana yKa3pIBaeTCsl KOJHYECTBO MUHYT, TOTOM, Yepe3 MpoOell, KOJTHIECTBO
cekyHn npu HeooxoanmocTtu. lpu 3navennu 0 mapmpyTusarop He Oyaer
OTKJII0YATh MOJIH30BATEIICH OT COOTBETCTBYOLICH JIMHUM HUKOT/a. 3HAYCHUE TI0
ymomgaanto — 10 MuHyT

history max <0- KonuuecTBo kOMaH 1, KOTOpOe OyneT coxpaHsaThes B Oydepe komann. bydep

2147483647> JOCTYTIEH MO HAXKaTHIO KJIaBHILHU CTpenka BBepx «T». [lo ymomyanuto 3HaueHue
pPaBHO MAKCHMAIIbHO BO3MOXKHOMY

Jlsst ipocMoTpa HHGOPMAIIMH O MOAKIIIOYEHHBIX T0JIb30BATENSIX UCIIOIB3YETCS KOMaH 1a
aJIMHHHACTPATHBHOTO peskuMa ShOW USErs (manHast KOMaH/1a JOCTYITHA TOJBKO IS [TOJb30BaTEICH,
KOTOPBIM Ha3Ha4yeHa posib admin).

HpHMep BBIBOJA I/IH(i)OpMaI_II/II/I O ITOAKJIFOYCHHBIX ITOJIB30BATCIIAX !

ecorouter#show users
Line User Logged Location PID
0 con O admin 00:00:03 ttySO 1701
130 vty O admin 00:14:08 pts/0 1506
131 vty 1 admin 00:00:18 pts/1 1685

B BbIBOJIe KOMaH 1Bl IPUCYTCTBYIOT CIETYIOIIME CTOIOLIBI:

Line — Ha3BaHus JIMHWIA,

User — umst 1oJib30BaTesi, OCYIIECTBUBIIETO BXO B CUCTEMY,
Logged — ckoibKO BpeMEHH MPOILIO C MOMEHTA TOAKIFOUYCHUS,
Location — BHyTpeHHHE 0003HAYCHHS JTUHUH,

PID — nomep mporecca.

2.4 ITapoJib Ha BXOJ B PEe:KUM A[IMMHUCTPHPOBAHUS

B EcoRouter cymecTByeT BO3MOXHOCTB 33J1aTh IapOJIb HA JOCTYH K PEXKUMY aIMUHUCTPUPOBAHUS
(xomanza enable). [Taponb 3agaeTcs KoMaH10# KOH(UTYpaIMOHHOTO peknma enable password.
[Taposb MoXeT ObITh 33/1aH B SBHOM BHJIE WJIH B BHJIE XOIIIA.

Jlnist 3a1aHust Taposist B SBHOM BHJIE MCIIOB3yeTcst Komamaa enable password <PASS>, rue
<PASS> — napouib. [Taposb 10KEH COCTOATh U3 JATUHCKUX OYKB U IIUdp. MakcuManbHas 1JIHMHA
napoJist — 8 cumBoIoB. [Tapons nomwken HaunHaThCA ¢ OyKBBI. [10 yMomuaHuio 3TOT mapois Oyaer
3aMucad B KOHQUTypaluyu MapIipyTu3aTopa B OTKPHITOM BH/IE.
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[Taposs Ha JOCTYI K PeXKUMY aIMHUHHCTPHUPOBAHUS MOKHO CO3/aTh Cpa3y B BHJIE XAIIIA MPU
HIOMOIIM KOMaH 1kl KoH(puryparmonnoro pexuma enable password 8 <hash>, rue hash — sro yxe
samudpoBannas anroputMoM DES (B hopmate Base64) crpoka mapous.

I[J'ISI TOTO YTOOBI CHATH mapoJib, 10CTaTOYHO BBECTU B KOH(i)I/IpraI_[I/IOHHOM PECKUMC KOMAaHy no
enable password (0e3 yka3aHwusI apoJis).

B EcoRouter npeycMoTpeHa BO3MOKHOCTh XpaHEHUs aposisl B 3aIMppoBaHHOM BHJE. 1 3TOT0
ucnonb3yeTcs anroput™ mmdposanus DES, u maponb 3anucsiBaeTcs B KOHPUTYPAIHOHHBIN (aiin
Mapuipytusaropa B Buae DES-xamia.

ABromarnyeckoe mudpoBaHKe Mapois BKIIOYASTCs KOMaHI0i KOHDUTYPAIIHOHHOTO PEXUMA
service password-encryption. [Tocie BBOAa JaHHOH KOMaH bl 3aIIMCAHHBIA B KOH(PHUTYpALIUH
apoJib mudpyeTcs, U TaK e OyayT MU(POBATHCA BHOBD CO3/1aBaeMble maposu. [Ipu 3tom
KOMaH 1a N0 Service password-encryption BeIKIIOYAET PEXKUM aBTOMAaTHYECKOTO HIH(POBaHHUS, HO
He paciriu(poBbIBACT yiKE CO3IaHHBIH apOJIb.

ecorouter>enable
Password:
ecorouter#

2.5 Coxpanenune koHGUrypauuu

Komanzpsl, KoTOpbIE ObUIM JaHBI B PEKUME KOHPUTYPALIUU, BHOCSIT U3MEHEHHUS B TEKYILYIO
KoH(urypanuo. VizMeHeHHs KOHPUrypaluy BCTYHAKOT B CUITY IOCJIE KaXKJI0T0 HAXKaTUs KIIaBUIIH
[Enter] mociie BBOa MpaBUIIbHON KOMaH/Ibl. DTH H3MEHEHHS HE COXPAHSIOTCS B (aiiie
KOH(HTYpalHH 3aIycKa JI0 TeX 1op, MoKa He OyaeT BBeieHa komanaa Write. Eciiu komanma write
JaHa He ObLIa, Mocye epe3arpy3Ky yCTPOHCTBA TEKYIMe U3MEHEHHs Oy IyT COpOIIIeHbI U HE OyayT
IPUMEHATHCS.

Y xoMaHIbI Write ecTb HECKOJIBKO APTYMCHTOB:

o write file uim write memory — coxpaHeHue TeKyIei KoHpHUrypaiuu B hait;
o write terminal — BeIBOA TeKyIel KOHPUTYpALIMH HAa YKPaH, aHAIOT KOMaH 161 Show
running-config.

ecorouterfwrite ?

file Write to file
memory Write to NV memory
terminal Write to terminal

2.6 Tloacka3ky U ropsumre KJIABUIIH

B nmro6om PCKUMEC NOCTYITHA MOMOIIB IO CHHTAKCUCY KOMAH/. YT0o05I MMPOCMOTPETH CITMCOK BCCX
AOCTYIIHBIX KOMaH/, BBCJIUTE 3HAK BOIIPOCA B IPUTTTALICHU N KOMaH)IHOﬁ CTPOKH. KOMaH,ZII)I
paciojiararoTcsda B aﬂ(baBI/ITHOM MopsaKe.

ecorouter#?
Exec commands:
arp IP ARP table
clear Reset functions
configure Enter configuration mode
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copy Copy from one file to another

debug Debugging functions (see also 'undebug')
develop Debug command

disable Turn off privileged mode command

| enable Turn on privileged mode command

YT005I MMOCMOTPETH CIIUCOK BCCX NOCTYIIHBIX KOMaH, HAUMHAIOIMUXCA C OIPCACIICHHBIX 6yKB
HYKHO BBCCTH HA4YaJIO CJIOBA U 3HAK BOIIPOCA.

ecorouter#co?
configure Enter configuration mode
copy Copy from one file to another

YtoObI MPOCMOTPETH CIIUCOK CYIIECTBYIOUIMX apryMEHTOB JIJIsl KOMAH/Ibl, BBEJUTE 3HAK BOIIPOCA
[10CJIE KOMaH/BI.

ecorouterf#configure?
terminal Configure from the terminal

Taxxe MOKHO 3371aBaTh KOMAH]IbI 110 Hada bHBIM OykBaM. KordecTBO Ha4aIbHBIX OYKB KOMaHIbI
JOJKHO OBITH TOCTATOYHBIM, UTOOBI MOXKHO OBLJIO OTIMYHTH OJHY KOMaHy OT aApyroil. Hampumep,
KOPOTKOM 3amuChio st KoMaH el ShOW Oy et Sh. ITpu Takoii 3amucu Takke MOKHO JOMOJHHUTD
KOMaH/1y ¢ Ha4aJbHbIX OYKB /10 KOHIIA CJIOBa C MOMOIIIbI0 KiiaBuiiu [ Tab] na knaBuarype.

[Tpu3HaKkoM yCIENIHO BBIMOJTHEHHON KOMaH IbI SIBJISETCS MPUTJIAlIEHUE KOMaHIHOU cTpoku. B
cllydae eciii KOMaH/1a MPUHSATA He OblIa, MOSBUTCS COOOIIEHUE 00 OmunoOKe.

B m1000if MOMEHT MOKHO MICTIOJIB30BATh IMOJCKA3KH M TOPSIHE KIIABUIIH, ITPESICTABICHHBIC B
TabJIIIEe HUXKE.

Tabmuua 7
Komanna/coueranue JeiictBue
KJIABHII
? [Noka3pIBaeT nepeveHb KOMaH| H/UIH apTyMEHTOB, JOCTYITHBIX B TEKYIEM
KOHTEKCTE, a TAK)Ke MOJICKA3KH 110 UX Ha3HAUYEHHUIO
<4acTh KOMaHABL>? [TokaspIBaeT epeueHb KOMaH/| C TAKUM HadaJIoM
<gacTbh KOMaH/1p>[ TAB] IIpITaeTcsi BEIOJIHUTE aBTO3AMOJHEHUE
cTpenka BBepx [1] Bo3sBpar k paHee BBeieHHOW KoMaH i€ (MCcTOpus)
CTpenKa BHU3 [| ] Bo3sBpaT k KoMaH[ie, BBeIeHHOU T03/1Hee (UCTOpHS)

2.7 KomaHabl npocMoTpa

JIJ1st IpOCMOTpa UCIOIB3YIOTCS Pa3JIMYHbIC BapHalliid KOMaH 16l ShOW Buja:

show <o0bekT npocMoTpa> <HazBaHue 00beKTA>

Takoe npeacraBneHnue KoMaH bl show eHCTBYeT B aIMUHUCTPATUBHOM pexuMe. J[J1s Toro 4toos!
KOMaHia MpocMOTpa Obliia MPUHSATA B peKUME KOH(DUTYpAIUH, TIepel KOMaHI0W JOHKHA OBITh
npuctaBka do:

do show <o00bekT mpocMoTpa> <Ha3BaHHE 00beKTa>

IIpumep:
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ecorouter (config) #do show interface el
Interface el[15] is up, line protocol is up
Type: KNI

HW address 0000.abel.b507

Jlnst mpocMoTpa KOH(PUTYpaIiK B IIEJI0M HCIIONb3yeTcst komanaa Show running- config B

A/IMUHHUCTPATHBHOM HJIN KOH(l)I/IpraI_[I/IOHHOM PEXKUME.

Komanas! npocMoTpa popMHUPYIOT BBIBOA Ha 3KpaH 010kaMu. UTOOBI IPOCMOTPETH ClIEAYIOIINH
610K, HeoOxoauMo Haxats Ki1asuiny [[IPOBEJI]. {ns BeIxoaa U3 pexuMa mpocMoTpa

ucnonp3yercs knasuiina [Q].

st ymo6cTBa 0ToOpaXkeHusl BbIBoJ1a B KOHCOJIb B EcoRouterOS moanepsxuBarorcs GUiIbTpsI,
peaTM30BaHHBIE MPU TTOMOIIH TaK HA3BIBAEMBIX «MOAU(PUKATOPOBY. MoIU(MUKATOPHI BBOASTCS

1I0CJIe KOMaHIbl Yepe3 CUMBOII ‘|’ (Ha3bIBaeMBbIil «pipe»):
<KoOMaHJa npocMoTpa> | <moaupukaTop> <npusHaxk GuiabTpanun>

[Monnep>xuBaembie MOAM(PUKATOPHI ONMMCAHBI B TAOJIHIIEC HIDKE.

Tabmuma 8
Komanna Onucanue
include BBIBOJIUT CTPOKH, BKITIOYAIOIINE 33J[aHHBIN CHMBOJI WM TPYIIITY CHMBOJIOB
exclude BBIBOIUT CTPOKHU, UCKIHOYAKOLIUE 33JaHHbIA CUMBOJI MJIM TPYIIY CUMBOJIOB
begin BBIBOIUT CTPOKH, HAUMHAKOUIMECS C 3aJAHHOTO CUMBOJIA WK IPYIIbl CHMBOJIOB
redirect OTIpaBiIseT BBIBOJ KOMAHABI JUISI COXpAaHEHUS B YKa3aHHBIN (haii

PaccmoTpuM npumep paboTel MOIU(BUKATOPOB.

BriBoa koMaHIBI CO CTaTyCaMHU BCCX CYHICCTBYIOIHX HHTepq)eﬁCOBZ

ecorouter#show interface brief

Interface Status Protocol Description
aql up up

89 up up

t34 up up

6 up up

e3 up up

BrIBOJ KOMaHIBI TOJIBKO C HHTCp(pCfIC&MPI, B Ha3BaHUU KOTOPBIX COACPIKUTCA uH(I)pa 3:

ecorouter#show interface brief | include 3
t34 up up
e3 up up

BriBos kOMaH b1 ¢ MHTEp(dEicamMu, B HA3BaHUHM KOTOPBIX HE coep uTcs mudpa 3:

ecorouter#show interface brief | exclude 3

Interface Status Protocol Description
aql up up

89 up up

6 up up
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BriBoa koMaH b ¢ nHTEp(dElicamMu, Ha3BaHUE KOTOPHIX HAUMHAETCS Ha UGy 8:

ecorouter#show interface brief | begin 8
Interface Status Protocol Description
89 up up

YroObl OTIIPaBUTH BHIBOJ KOMAaH/IbI B YKa3aHHBIN (aiii, He0OX0AUMO BBECTH:

hcorouter#show interface brief | redirect Textl.log

i (kpatkas ¢popma Beipaxkenus redirect)

hcorouter#show interface brief > Textl.log

2.8 Ucnoab3oBaHue KOMaHAbI ping

Komanpa ping siBiisieTcst 00IMM CIIOCOOOM MOKCKA HEUCTIPABHOCTEH B ceTsiX. KoMaHa nucnonp3yer
nporokos ICMP niist oTripaBKH c€pUM 9X0-TIAKETOB JUIsl ONIPENEICHMUS, SIBJIETCS JIM yIaJICHHOE
000pyI0BaHUE aKTUBHBIM, /ISl ONIPEIeNICHIs] BDEMEHH 3aIep)KeK MPH Mepeaade u AJisi ONpeIeIICHUs
HaJINYMS TOTEPU NaKeToB. JlaHHast yTUIUTa paboTaeT TOJIbKO U3 PeKUMa aJMUHUCTPUPOBAHMUSL.

CrangapTHbIN BapuaHT paObOThl yTHIINTHL:

OO0OLMK BUI KOMAHIBI;

ecorouter#ping xx.xxX.xXX.XX
ecorouter#ping ip xX.XX.XX.xXX
ecorouter#ping mgmt xXX.xXX.XX.XX

Bapuant xomanaer Ping mgmt ucnosb3yeTcs st TUHTa CETH Yepe3 MEHEKMEHT-UHTepdeiic.

ITpumep BbIBOAA:

ecorouter#ping ip 10.10.10.2

PING 10.10.10.2 (10.10.10.2) 56(84) bytes of data.

64 bytes from 10.10.10.2: icmp seg=1 ttl=64 time=0.017 ms
64 bytes from 10.10.10.2: icmp seg=2 ttl=64 time=0.016 ms

64 bytes from 10.10.10.2: icmp seg=9 ttl=64 time=0.015 ms
-—- 10.10.10.2 ping statistics ---

9 packets transmitted, 9 received, 0% packet loss, time 8004ms
rtt min/avg/max/mdev = 0.015/0.018/0.023/0.005 ms

[Toce 3amycka yTHIUTBI B TAKOM BHJIE 3aITycKaeTcss OeckoHeuHbli Ping. OH OyneT npoaoKaThCs
710 TEX MO, MOKa He OyIET OCTAHOBIICH aIMHHHUCTPATOPOM. [IpepBaTh BHITOTHEHHE KOMAHIbI
MOXHO couyetanueMm knauii [Ctri+z] wmu [Ctri+c].

Pacmmpentas Bepcusi yTHINTHI PING 1aéT JONOIHUTEIbHBIE BO3MOKHOCTH TSI MATHOCTHKH.
Hamnpumep, no3BosisieT U3MEHUTH pa3Mep OTIPABIIIEMOrO ITAKETa WIM YKa3aTh aJbTePHATUBHBIN
BBIXOJTHOM MHTEpEHcC.
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JUi1st 3amycka pacIIMPEHHOH BEPCHU HY)KHO B IIPUITIANICHUH KOMaHHOW CTPOKH BBECTH KOMaHIy
ping u Haxkatk [Enter] na xiaBuatype. B koMaHaHO# CTPOKE MOSBUTCS MPEUIOKCHNUE BBECTH
CIICIYIOIIUI apryMeHT, [0CJIe KOTOPOro HY»)HO Haxath [Enter]. Takum oOpazom Oyner
IPE/ITI0KEHO 3aII0OJIHUTh BCE MOJIsl aprYMEHTOB YTWIIMTHL. B Ta0iuIie HUKe ecTh ONMCaHue
00s13aTeNbHBIX U HEO0s3aTeIbHBIX JIIS 3aII0JTHEHHS apTyMEHTOB.

Tabmuua 9
IoJie Onucanue
Protocol 3anpoc noxaepxuBaeMoro npotokona. [lo ymomganuro ucmons3yercs [P
[ip]:
Target IP 3anpoc [P-anpeca naznauenus. Eciu B kauecTBe MOAIEP)KUBAEMOTO MPOTOKOJIA
address: yKa3aH He npoTokod [P, BBeauTe 374€Ch COOTBETCTBYIOIIMM aipec sl YKa3aHHOTO
npoTokoia. 1o yMorgaHuIo He HCIIOIb3yeTCsl
Name of the 3anpoc ykasaTtb uMsa VRF ot koToporo Oyner ocymectBisatbes ping. [To
VRE : YMOJTYaHUIO HC UCIIOIb3YCTCS
Repeat count KonndecTBo ping-makeToB 70 ajgpeca Ha3HA4YCHUs. 3HAYCHHUE [0 YMOIYaHUIO — 5
[5]:
Datagram size | Pa3mep ping-makera (B 6aiirax). [To ymomganuio: 100 Gaiir
[1007:
Timeout in NutepBan Bpemenu oxuaanus. [lo ymonuanuro: 2 cekynasl. 3anpoc "[CMP-3xo"
seconds [2]: CUMTAETCs YCHEIHBIM, TONbKO ecin nakeT 9XO-OTBETA nony4en 1o 3toro
BPEMEHHOT'0 IIPOMEKYTKaA
Extended Yka3bIBaeT Ha NOSBIECHUE WK OTCYTCTBUE IOMOJIHUTENBHBIX KOMaH. [1o
commands [n]: YMOJYaHUIO HE UCIIOJIB3YETCS
Broadcast YkasbIBaeT Ha TO, YTO 1IEJIeBOI ip-aapec sSBISIETCS IUPOKOBeIaTenbHbIM. [1o
[n]: YMOJTYaHHIO HE UCTIOIB3YETCS

OO1uii BU HCIIOTHEHHsI PING ¢ paCIIMPEHHBIMHU OTIUSIMHU.

ecorouter#ping
Protocol [ip]: ip

Anpec, KOTOpbIH TpeOyeTcs MPOBEPUTD.

Target IP address: 192.168.2.2
Name of the VRF
Repeat count [5]:
Datagram size [100]:
Timeout in seconds [2]:
Extended commands [n]:
Broadcast [n]:
PING 192.168.2.2 (192.168.2.2) 100(128) bytes of data.

108 bytes from 192.168.2.2: icmp seg=1 ttl=254 time=26.9 ms
108 bytes from 192.168.2.2: icmp seg=2 ttl=254 time=30.9 ms
108 bytes from 192.168.2.2: icmp seqg=3 ttl=254 time=26.0 ms
108 bytes from 192.168.2.2: icmp seqg=4 ttl=254 time=29.9 ms
108 bytes from 192.168.2.2: icmp seqg=5 ttl=254 time=24.0 ms

-- 192.168.2.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4003ms
rtt min/avg/max/mdev = 24.001/27.606/30.998/2.571 ms
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KOMaHI[a BBIITIOJIHCHA YCIICIITHO.

2.9 KomaHaa TpacCUpPOBKH

Komanna traceroute mcromib3yercs Juisi OOHAPYKEHHUS IyTeH CIIeI0BaHMs MaKeTa 0 aJpecoB
YIQJIEHHBIX YCTPOMCTB, a TAKXKE TOYEK HApYIICHUs MapuipyTu3anuu. JlanHas yrunura padotaet
TOJILKO M3 PEXKUMA aIMUHUCTPUPOBAHMUSL.

YTunura ornpasisiet mo Tpu mpodueix nakera UDP (User Datagram Protocol) Ha kaxbiii u3
MIPOMEXKYTOUHBIX Y3JIOB CETH, YEPE3 KOTOPBIM NPOXOJUT MApIIPYT K yAAJEHHOMY XOCTY. Y TUJIMTA
OTPaHUYMBACT BPEMsI MPOXO0XKIECHUS MPOOHOT0 MaKeTa Mo MapIIpyTy, UCTIONb3ys Hapamerp Time to
live (TTL). C momompto TTL onpenensercs KOJIUYECTBO MEPEXOA0B, KOTOPBIC HYKHO COBEPIIUTH
MaKeTy, 4ToObl JOoCTHYb ceTH Ha3HadeHus. [lapamerp TTL yBenuuuBaercs Ha 1 10 Tex mop, moka
MaKeT HE CMOKET JOCTUYb yAAJEHHbIN X0cT, win napamerp TTL He qocTUrHET MakCUManbHOTO
3HauyeHus, paBHoro 30.

Oo6wumii BUI KoManael traceroute:

|ecorouter#traceroute XX .XX .XX.XX

CranmapTHBIN BU BBIBOJIa KOMaH/IbI traceroute:

ecorouterf#traceroute 192.168.2.2
traceroute to 192.168.2.2 (192.168.2.2),
1 192.168.1.1 (192.168.1.1)
2 192.168.2.2 (192.168.2.2)
ecorouter#

30 hops max, 60 byte packets
11.955 ms 11.945 ms 11.941 ms
22.933 ms 22.929 ms 22.927 ms

B 5TOM BBIBOZIE MBI BUJIUM, YTO OT YCTPOMCTBA, OTKY/1a OCYIIIECTBIISIETCS KOMaH/a, 10 ajipeca
Ha3HA4Y€HMsI CYLIECTBYET TOJIBKO JIBa MAapIIPyTU3ATOPA.

Pacmmpennsie BO3MOKHOCTH yTUIMTHI traceroute.

Jlis 3amycKa pacIIMPEHHOM BEPCUM HY>KHO B ITPUTIIALIEHUN KOMaHIHOM CTPOKH BBECTH KOMaHy
traceroute u naxxats [Enter] na knaBuarype. B koMaHIHO# CTpOKE MOSBUTCS MPEATIOKEHHIE
BBECTH CJICIYIOIINI apryMEHT, ITOCie KOTOPOro HY»KHO HaxkaTh [Enter]. Takum oOpa3om Oymer
MIPEAJIOKEHO 3aII0JIHUTD BCE OIS apTyMEHTOB YTUIIUTHL. B CiCKe HMKE €CTh ONMCcaHue
00s13aTeNbHBIX M HE0OSI3aTEeNbHbIX IS 3alI0JTHEHNS apTyMEHTOB.

Ta6muma 10
Iouae Onucanne
Protocol [ip]: 3arpoc moaaepsKuBaeMoro mpoTokoia. ITo ymonrganuto ucmoss3yercs 1P
Target IP Heo6xonnmo ykazats umMst xocta uin [P-anpec. Het 3HadeHus o yMOITYaHUIO
address:

Source address:

IP-agpec MapmpyTu3aTopa, KOTOpPBIH OyJIET NCIIOJIb30BaH B KAYeCTBE ajpeca
OTIpaBuTeNs sl TecTupoBanus. [1o yMoI4aHuIoO HE HCIIONIBb3YEeTCs

Name of the
VRF :

3anpoc yka3ath uMst VRF oT koToporo OyeT ocyiecTBasAThCs TpaccupoBka. 1o
YMOJIYAHUIO HE UCIOJIb3YETCs

Numeric display

[n]:

Ilo YMOJTYaHUIO UMCCTCA KaK CUMBOJIMYECKOC, TaK U LIH(l)pOBOG 0T06pa)KCHI/Ie; TEM HE
MCECHEC MOXXHO OTMCHHUTHh CHUMBOJIMYCCKOC OTO6pa)KeHI/Ie

Timeout in
seconds [2]:

KonndecTBo cexyHa 0’KuaaHus OTBETa HA TECTOBBIM IaKeT. 3HAUCHUE 110 YMOIYaHUIO
paBHO 2 ceKyHIam
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IToge Onucanue

Probe count [3]: | Yuciao npoOHBIX MTAKETOB, KOTOPBIE TPeOyeTCst OTIPaBUTh Ha Kax oM ypoBue TTL.
3HayeHHE 10 YMOJTYAHUIO PaBHO 3

Maximum time | MakcumanbsHoe 3HaueHne TTL, kKoTopoe MOKET HCIONIb30BAThCS. SHAYCHHUE 110

to live [30]: ymomdanuto — 30. BeImonHeHne KOMaH/IbI traceroute 3aBepIiacTcs Py AOCTHKECHUN
TOYKM HAa3HAYEHMs WIM JAHHOTO 3HAYEHUs
Port Number [Topt Ha3HaueHHMs, HCTIOTB3YeMBbIH POOHBIMH coobmeHusiMu UDP. 3nauenue no
[33434]: ymomuanmo — 33434
[Tpumep:
ecorouter>enable

ecorouter#traceroute
Protocol [ip]: ip

Anpec, K KOTOpOMY BBINOJIHSIETCS] TPACCUPOBKA.

Target IP address: 192.168.2.2

Source address: 10.10.10.1

Name of the VRF

Numeric display [n]:

Timeout in seconds [2]:

Probe count [3]:

Maximum time to live [30]:

Port Number [33434]:

traceroute to 192.168.2.2 (192.168.2.2), 30 hops max, 60 byte packets
1 192.168.1.1 (192.168.1.1) 4.919 ms 4.908 ms 4.904 ms

2 192.168.2.2 (192.168.2.2) 25.902 ms 25.899 ms 25.896 ms

TpaCCI/IpOBKa YCIICHIHO BBIITOJIHCHA.

kcorouter#

2.10 IIpusercreue (banner motd)

[Tpu Bxone monbs3oBarens B CLI EcoRouter MoxkeT 0ToOpakaThCsi TEKCTOBOE COOOIICHHE —
MPUBETCTBHE, Ha3bIBaeMoe banner win message of the day (motd). [IpuBercTBue npencrapiser
c000i1 TEKCTOBYIO CTPOKY M MOXKET OBITh U3MEHEHO IoJib3oBareneM. /st 5Toro Heo6Xo0AUMO
BBECTH KOMaHly KoH(puryparmonaoro pexuma banner motd {<text> | default}, rae default — sto
coo00IIIeHre, YCTaHOBIIEHHOE 110 yMom4aHuio. CooOIIeHUe 0 YMOTUYaHUIO TIPEICTaBIsIeT co00it
CTPOKY C yKa3aHHUEM yCTaHOBJICHHOW Bepcuu mporpammHoro odecriedenus EcoRouterOS.

JIJ'ISI IMpOCMOTpPa YCTAHOBJICHHOT'O IMTPUBETCTBHA UCITIOJIB3YCTCA KOMaH/Jia ITOJIb30BaATCILCKOT'O
pexuma show banner motd.

Jlnst yianeHus pUBETCTBUS UCTIONIB3YETCsl KOMaH1a KOH(GUTypalioHHOTo pexnMa No banner
motd.

I[J'I}I U3MCHCHUA COOGH.[CHI/ISI CJICAYyCT BBECTU KOMAaHAY banner motd ¢ HOBEIM TeKCTOM.

[Tpumep nactpoiiku npuserctsus "Hello, World!!!".
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ecorouter login: test

Password: example

User Access Verification

ecorouter>enable

Password: test

ecorouterf#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #banner motd Hello, World!!!

ecorouter (config) #exit

ecorouterfexit

[Ipu cnepyromemM NOAKIIOYEHUH U YCIIEUTHON ayTeHTU(UKALIUK HA SKpaH OyJeT BHIBEJCHO

YCTaHOBJICHHOC COO6H.[€HI/IC. Hixe IMPUBCACH IIPUMED YAAICHUA COO6H_[CHI/IH 1 BO3BpAIICHHUS K

IIPUBETCTBUIO, YCTAHOBJICHHOMY 10 YMOJTYaHUIO.
ecorouter login: test

Password: example

User Access Verification

Hello, World!!!

ecorouter>enable

Password: test

ecorouter#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #no banner motd
ecorouter (config) #fexit
ecorouter#exit

ecorouter login: test

Password: example

User Access Verification

ecorouter>enable

Password: test

ecorouter#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #banner motd default

ecorouter (config) #fexit

ecorouter#exit

ecorouter login: test

Password: example

User Access Verification

EcoRouterOS version 3.2.0 EcoRouter 06/21/16 09:20:13
ecorouter>

EcoRouter User Guide 37



LIRDP.RU

3 ABTOpH3alNUA B CHCTEMeE

AAA (ot anra. Authentication, Authorization, Accounting) — ucross3yercst Jisi ONHCaHHS
nporecca IpeI0CTaBICH S JOCTYIIa U KOHTPOJIS HaJl HUM.

e Authentication (ayreHTuukaius) — COnocTaBicHIE IEPCOHBI (3aIIpoca) CyIeCTBY OIS
yu€THOH 3anMcu B cucteMe 6e30mnacHocTH. OCyIIecTBISIETCs 110 JIOTHHY, AapOJII0 WIN
ceptuduKary.

« Authorization (aBropu3zanusi, IpoBepKa MOJTHOMOYHH, TPOBEPKA YPOBHS IOCTYIIA) —
COIIOCTaBJICHNE YUETHOM 3aMUCH B CUCTEME (M TIEPCOHBI, MPOIIEANICH ayTeHTU(DUKAIIIO) U
onpenenéHHpix nonHoMounii. B EcoRouter nmosp3oBaTensm nperocTaBisieTcss HECKOJIBKO
IpeopeesIeHHBIX YPOBHEH JOCTyIIa K KOMaH/1aM CHUCTEMBI.

e Accounting (y4ér) — ciexeHue 3a NoTpedJICHUEM PecypcoB (IPEUMYIIECTBEHHO CETEBBIX)
noJjp30BareieM. B accounting BKIIIOUaeTcst TakKe M 3aKCh (PaKTOB MOTYyYSHHS JOCTYIIA K
cucreme (anri. access 10gs).

3.1 Bxoxa B cucremy

[Ipu coenunennu ¢ KoHconbio yrpasieHus EcoRouter nonb3oBarento mpeiaraeTcsi BBECTH JIOTUH
U TIapOJib, COOTBETCTBYIOIINE OJIHOM U3 YUETHBIX 3aMKcel MOJIb30BaTENeH B CUCTEME.

[To ymosT9aHHIO CYIIECTBYET ydeTHast 3ariuch admin ¢ posbio aqmMuHUCcTparopa (admin) u ¢
naposiem admin.

[Tocne BepuduKauy Ha KOHCOJIb BEIBOJIUTCS BEPCUS CUCTEMBI U TIPUTIIAIIEHUE KOMaHTHOM
CTPOKH, B KOTOpOM oToOpakaercs hostname (B mpumepe "ecorouter') v 3HAYOK MOJIb30BATEIHCKOTO
pekrMa KOHCOMH (B mpumepe ™>').

IIpumep:

<<< EcoRouter 3.2.0.0.xXxXXXXXXXXXXXXXXX (x86 64) - ttyS0 >>>
ecorouter login: admin

Password: |

User Access Verification
EcoRouterOS version 3.2.0 EcoRouter 06/29/16 15:35:53
ecorouter>

3.2 YpoBHH g0cTynAa

Jlns pasrpanndenust ypoBHel goctyna B EcoRouter ncnonb3yroTcest poiu noiab30BaTeNeH.

Crenyronme BApUuaHThl poJI€H SBIISIIOTCS TPEAONPEICTCHHBIMMU:

Tabmuna 11
Poan Onucanne Pe:knMBI KOHCOIH
admin AJZIMAHUCTPATOp | TOJB30BATEIBCKHA, 8 IMIHUCTPUPOBAHUS, KOHPHUTYpAITUH
noc Aynurop [10J1b30BATENbCKUM, aIMUHUCTPUPOBAHHUS
helpdesk | TTogmepskka TOJIb30BATENILCKUI

Jl1st KaXxaoi poJid TOCTYIICH CBOM HAOOp KOMaHI.
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Crnucok KOMaH[I JUIsl KaKI0W posik mpuBe/ieH B CIpaBOYHUKE KOMaH/I.

Jliis mpocMoTpa noapoOHON HHGOPMAIIUU IO UMEIOUIUMCS POJISIM U AOCTYIIHBIM JIJIS1 KaXI0M pon
KOMaH/IaM M PeKHMaM UCIIOJIb3yeTCsl (PyHKIIMS aIMHHUCTPATUBHOTO peskuma Show role.

Tpu npenonpeneneHHble poau HENb3s peAakTUPOBaTh. OJHAKO BO3MOXKHO CO31aTh HOBYIO POJIb €
HY>KHBIMH I1apaMeTpaMHu.

JI7st Toro 4To0BI CO3/1aTh POJIb, HCIOJIB3YETCs KOMaH 1a KOH(HUTYPAMOHHOTO pexunmMa role
<NAME> [based-on {admin | noc | helpdesk}]. 3necs ums HoBoii poru <NAME> —
o0s13aTenbHbIN mapamerp. B pesynbrare BoimonHenus komansl role <NAME> Gyzaer co3nana
poJib, HE cojieprKaliasi HUKakux mpas. Posb Takke MOKHO cO3/1aTh Ha OCHOBE OJIHOM U3
MPEOIPECIICHHBIX, TOT/Ia BCE KOMaH bl U PEXKHUMBI, JOCTYITHBIE IS IPEIOTNPEACICHHON POIH,
OyIyT aBTOMAaTUYECKU CKOMHPOBAHBI B HOBYIO poib. [lepBbIil BapuaHT co3anus poiu Ooee
y100€eH, eci HY>KHO CO3/1aTh POJIb C HEOOIBIINM Ha0OpOM KoMaH/. BTopoii BapuaHT co3aanust
poiu (Ha OCHOBE IpeoNpeeNieHHBIX) Oonee yao0eH, eciii He00XOANUMO CO3AaTh POJIb C OOJBIINM
HabOpOM KOMaH]1 WM HA0OPOM KOMaH/, HE3HAYUTEIBHO OTIMYAIOLIMMCS OT OJTHOU U3
MIPEIONPEIEIIEHHBIX POJICH.

JInst peaKTHPOBAHMSI CO3JaHHON POJIM UCIIOJIb3YETCS aHAOTMYHAs KOMaH/1a KOH(PHUTYyparnOHHOTO
pexkuma role <NAME>.

B KOHTEKCTHOM peKUME peIaKTUPOBAHMS CO3IaHHON POJIM MOXKHO JT00aBUTh OIMCAHUE IS POJIH
npu oMoty komau bl description <DESCRIPTION> u 3anath win u3MeHHUTD AOCTYI K
KOMAaH/JIaM.

Jlnst ympaBiieHHs TOCTYIOM HCIOb3yroTest komanael permit {config | context-config | enable-
exec | user-exec} <COMMAND?>, uro6sI 100aBuTh goctyi, u N0 permit {config | context-config
| enable-exec | user-exec} <COMMAND?>, uto0sI 3anpetuts qocTyI. [1o ymonyanuo, Te
KOMAaH/IbI, KOTOPBIC HE Pa3PEIIeHBI ISl POJTH, — 3alpenieHbl. B TaHHBIX KOMaHaX UCTIOIB3YIOTCS
1Ba 00s13aTeNbHBIX TTapamerpa. [lepBblii — 3T0 ykazaHue Ha pexuM pabotsl CLI, k koTopomy
pasperiaeTcs/3anpenaercs J0CTyI Juist posn (access level), rae:

e config - KOHGHUTYpAIIMOHHBIH PEXKUM,

e context-config - KOHTEKCTHBIN PEIKUM,

e enable-exec - amMHUHUCTPATUBHBIN PEIKUM,
e USEr-exec - mojap30BaTEIbCKUN PEKHUM.

Bropoii o6s3arensHbiii napamerp — <COMMAND?> — ums komansl. Ecniu Ha3BaHUe KOMaH/IbI
COCTOMT M3 HECKOJIbKHX CJIOB, Hanpumep, banner motd, gomyckaercst yka3biBaTh TOJIBKO MIEPBOE
cioBo (banner). [Ipu no6aBneHUM KOMaH bl AaBTOMATHUECKHU JTOOABIISIETCS JIOMYCK JJIsl 3TOH XKe
KOMaH/IbI ¢ mpedurcamu NO u A0 (oOpaTHas KOMaH/Ia U BKJIIOUEHHE JaHHOM KOMaH IbI B
KoH(pUTyparmoHHoM pexxume). [lpu ynaneHnn KoMaHIbl, aHAIOTUYHO, 3aMPEIIaeTcs JOCTYII K
oOpaTHOM KOMaH i€ U BKJIIOYEHHIO TaHHOM KOMaH/ bl B KOH(QUTYpaIlMOHHOM pexxuMe (peduxcsl N0
u do). [ToaTromMy HE PEKOMEH,TyeTCs OTACIBbHO BHOCUTH B CITUCOK KOMAH/IbI C MpeduKcamu!

Eciu HCO6XOJII/IMO ,[[O68.BI/ITL HJIN YJAJIUTh HECKOJIBKO KOMaHA, TO AJIA Kaxxaon CTpOKa permit
BBOAUTCA OTACIIBHO.

IIpumep:

|ecorouter (config)# role myrole |
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ecorouter (config-role)# permit enable-exec copy
ecorouter (config-role)# no permit enable-exec copy

BHUMAHMUE: HekoTopbie KOMaHbI HE MOTYT OBITh JOOABJICHBI B POJIb (JIOCTYITHEI TOJBKO B
npexycraHoBieHHoON ponu admin). [TonpoOuee 310 onucano B pa3zaene CripaBOYHUK KOMaH/.

Jliis yaaneHust poju B KOHGHUTYPAIHOHHOM PEXMME UCIIONIb3yeTcst komanaa No role <NAME>,

BHUMAHMUE! Bce n3meHnenusi u 100aBJjieHUs poJiell U 10JIb30BaTe el IPUMEHSIIOTCS B
CHCTEeMe TOJIbKO I0CJI¢ BBINOJHEHH KOMaH/bI write.

3.3 Co3nanue yuyeTHBIX 3alIUCeH MOJIb30BaTe el

CoznaTh YYETHYIO 3alUCh MOJIb30BATENsI MOXKHO TOJIBKO B peXuMe KoHpUrypanuu. s atoro
ucrnosb3yeTcs komanaa username <NAME>.

Jlasiee B 10J1b30BaTENbCKOM PEXKUME 33JAI0OTCS ITapaMeTpbl YUETHON 3allKiCH MOJIb30BaTENsL.
Komanapl, ynpapisoiye STUMH [TapaMeTpaMu, OUCaHbl B TaOJIUIE HUXKE.

Tabnuua 12
Komanna Onucanne
description Jo0aBuTh ornrcaHue TOIB30BATENS
<DESCR>
no description YV aanuTh OUCaHKUE IT0Ib30BATEIIS
password <PASS> 3aznaTh NapoJb NOIb30BATENs
no password OYHUCTHTH APOJIH MOJIH30BATENS
role {admin | noc | Ha3HauuTb MOJb30BATENIO MPEAONPEACICHHYIO POJIb. Y Ka3bIBACTCS OTHO U3
| helpdesk} snauenuit: admin, noc, helpdesk
no role {admin | JIMIIMTh OJTBE30BATENS POJIU

noc | helpdesk}
no custom-role
<NAME>
custom-role <NAME> | Ha3HauWTh MOJIb30BATENIIO PEJAKTHPYEMYIO poiib. Eciin BBelleHHOE NMSst
POJIM HE COOTBETCTBYET HU OAHOM M3 CO3JaHHBIX B KOH(PUTYpaLuu poJiei,
TO aBTOMAaTHUYECKHU Oy/IeT co3nana "mycras” poib

vr <NAME> PazpemuTh 1onbs30BaTeNo JOCTYI K BUPTyAIbHOMY MaplipyTH3aTOPy

no vr <NAME> 3anpeTuTh MOJB30BATENO AOCTYI K BUPTYAILHOMY MapUIpyTU3aTOpy

BHUMAHME: nons3oBarens, KOTOPOMY HE HA3HAYEHO HU OJHOW POJIM C IPaBaMH, HE CMOKET
BBIIIOJIHATh HUKAKUX JE€HCTBUMN.

O}IHOMy MOJIB30BATEIII0 MOJKET OBITh OJHOBPECMECHHO HA3HAYCHO HECKOJIBKO pOHCfI. Kamnaﬂ POJb
MOKET OBITh Ha3HAYCHA HECKOJIbKUM I0JIb30BaTEIISIM OOTHOBPEMCHHO.

I[J'I}I yAaJICHUA yquHOﬁ 3aIlMUCH MMOJIL30BATCIIA UCIIOJIB3YCTCA KOMaHa KOH(I)I/IpraI_II/IOHHOFO
pexuma: no username <NAME>.

ITpumep:

ecorouter
ecorouter
ecorouter
ecorouter

config)# username userl
config-user)# description sysadmin
config-user)# password administrator
config-user)# role admin

N
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Kpome npenycTaHOBIEHHBIX poJiei MOKHO CO3/1aTh MOJIb30BATENIbCKYIO POJIb (CM. IPEIbI Ty
paznen). st 9Toro B HaCTpOiKe MoJIb30BaTENsl UCIOJIb3YEeTCsl KOHTEKCTHAsE KoMaHia custom-role
<NAME>.

Jlnst yaaneHust MoJib30BaTeIbCKOM POJIM UCIIONIB3yeTCs Komanaa No custom-role <NAME>.

B nporecce aBTopu3anuu posib MOIb30BATENS MOXKET OBITh OIPEIeNiCHa 3aMMChIO B JIOKAIbHOU 0a3e
nauHbIX nian noimydeHa ¢ RADIUS/TACACS+ cepBepa. B ciryuae eciu mojib30BaTelb CyIIECTBYET
U B JIOKAJTBHOM 0a3e MoJb30BaTeNIel Ha MapIIpyTH3aToOpe, U B 0a3e mob30BaTelei
RADIUS/TACACS+ cepBepa, poib OyJET ONpeaesIThCs CIOCOO0M aBTOPHU3AIIUH.

3.4 KomaHabI IPOCMOTPA

JInst mpocMoTpa 3amyieHHBIX TEPMHUHAIIOB, @ TAK)KE POJIel aKTHBHBIX MOJIb30BaTeIeH
UCIIOJIb3YETCsl KOMaH/Ia MoJIb30BaTeNbcKoro pexkima Show users connected. Ioapobuee nanHas
KOMaH/1a onucana B paszene "O6mue cBenenus o padore ¢ CLI".

ecorouter>show users connected
Line User Logged Location PID Roles
0 con O admin 00:00:15 ttySO 1979 admin
130 vty O ecouser 00:00:00 pts/0 2090 admin tes

Jliig mpocMoTpa YYETHBIX 3alMcel rmonb3oBareneil, uMmeronuxcs B 6asze ganubix EcoRouter,
ucrosb3yercst komanaa show users localdb.

ecorouterf#show users localdb
User: admin
Description: Administrator User
VR:
pvr
Roles:
admin "'
User: daemon
Description: The user is used to get configuration data
VR:
pvr
Roles:
User: tacacs
Description: The user is used to make authorization through tacacs
VR:
pvr
Roles:
noc ''

J71s TaHHBIX KOMaH[[ TOCTYITHBI MOAU(PUKATOPHI U BBIBOJ B (hailil, Kak M JUIsl IPYTHUX KOMaH]T
show.

3.5 Akkaynrunr (Syslog)

OyHKIUH ayTeHTU(DHKAIIMHA OCYIIECTBIIAIOTCS TPH MIOMOIIM CO3/IaHuUs MMOJIb30BaTENICH B TOKAIbHON
0ase JaHHBIX.
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@YHKIHUH aBTOPU3ALNH PEATU3YIOTCS ITyTEM ITPUBS3KHU K MOJIb30BATENI0 KOHKPETHOU POJIH €
oTpeielIeHHBIM Ha0OpOM KOMaH/I, KOTOPBIA MOXET OBITh U3MEHEH 110 YCMOTPEHHIO TOIb30BATEIIS.

OyHKIMU aKKayHTHHTa pPea30BaHbl Yepe3 OTIPABKY JIOT-IaHHBIX Ha YAAJICHHBIN CepBep C
MIOMOIIBIO0 BCTPOCHHBIX B MapIIpyTH3aTOp QYHKIMKA OTIPABKH COOOIEHHI cTanaapTa Syslog
(rsyslog). Komanna HacTpoiiku oTripaBku Syslog-cooOuieHnii BBIMIUT CIEAYIOUIM 00pa3oM:
rsyslog host <address> {mgmt | vr {default | <VR_NAME>}}. I'ie address — sto IP-aapec
cepBepa, Ha KOTOPBIH OyIyT OTIPaBIATHCS JIOTH. B CBOO ouepes, COOOIIEHHS MOTYT
OTIIPABIIATHCS Yepe3 management-mopT MYMt wiiu BUpTyaibHbIi MapiipyTtuzarop VI {default |
<VR_NAME>}, rae napamerp VR_NAME sBisieTcs HMEHEM BUPTYaIbHOIO MapIIpyTH3aTOpa, a
default moxpasymeBaer ctanIapTHBIN (HEBUPTYAIM3UPOBAHHBIN ) MapIIPyTH3ATOP.

3.6 CayxeOHbIEe MOJIB30BATEIN

ITo yMOT4aHHIO B CHCTEME TAK)KE CYHIECTBYET CITy>KEOHBIH MOJIb30BaTe b tacacs ¢ posbio
Aynuropa (Noc).

Korna nonws3oBarens aytrentuduuupyercs B EcoRouter yepes TACACS+, B cucteme 3T0T
N0JIB30BaTeNb OyaeT ayTeHTHPHUIMpPoBaH Kak tacacs. CooTBETCTBEHHO, MpaBa MOJIb30BATENs IPU
noctyne uyepe3 TACACS+ OyayT orpaHHuYEHBbI POJIBIO COOTBETCTBYIOLIETO CIYKEeOHOTO
noJab3oBaresst. Hanpumep, ecnu nonb3oBaresns admin ayrenruduiupyercs B EcoRouter uepes
TACACS+, 1o ero noctym OyJeT COOTBETCTBOBAThH posid Ayaurtopa (NOC), a He AAMUHHUCTPATOpA.

Jist mosnp3oBarentst tacacs MOKHO MU3MEHSTh POJIb HITH CO3aTh HOBYIO POJIb C HY)KHBIM HA0OpOM
JOCTYITHBIX KOMaH/I, KaK ¥ JIJIsl OOBIYHOTO IMOJTb30Barens (cM. "YpoBHH nocTymna').

B ¢aitnax norupoBanus (cM. "Syslog") Oyner pukcupoBaThes U A€HCTBUTENBHOE UMS
MOJIB30BaTENS, U CITy)keOHOoe, eciii oH ayTeHTuduupyercs uepe3 TACACS+.

3.7 Hactpoiiku AAA

Jlns HacTpoiiku AAA UCHOIB3YIOTCS HECKOJIBKO KOMaH 1 KOH(UTYPaIllMOHHOTO PEXUMA,
ONMCAHHBIX HUXKE.

3.7.1 TlpuopuTeT aBTOPHU3AIUH

JInst ycTaHOBKM IPUOPUTETA BUOB aBTOPU3AIMU HCIIOJIb3yeTcs KoMaHia aaa precedence <local |
radius | tacacs>.

B kxauecTBe mapaMeTpoB JaHHOW KOMaHAbl BBOASITCS BH/IbI aBTOPU3AIMH B MOPSIIKE UX
HIPUOPUTETHOCTHU:

‘ecorouter (config) #aaa precedence radius local tacacs

RADIUS (anra . Remote Authentication in Dial-In User Service) — ceTeBoi mpoToko ,
npelHa3HaYeHHBIA 71 oOecreueHus] eHTPATM30BaHHON ayTeHTU(UKAINK , aBTOPU3ALIUN U
yuaéra (Authentication, Authorization, and Accounting, AAA) monb3oBaresnei , MOIKIIOYAIOIIIXCS
K pa3JMYHbIM CETEBBIM Ciyx0am . Mcnonb3yeTcs, Hanpumep, Mpu ayTeHTU(DUKAIIUN

nosp3oBareneit WiFi, VPN, B mpouiom, dialup-moakmtodennid, u Apyrux MOJ0OHBIX CITydasX.
Onucan B crannaptax RFC 2058, RFC 2059, RFC 2865 u RFC 2866.
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3.7.2 ¥YpnanenHasi ayrTeHTUPUKAIUSA, ABTOPU3ANUA M AKKAYHTUHT NMPH
nomomn RADIUS

st ayTeHTH(UKAUK, aBTOPU3AIMK U/WIK akkayHTUHTa pu nomout RADIUS neoOxoanmo
yKa3aTh, Kakoil a00HEeHTCKU AAA-TIpoHITb TOJKEH AJIS 3TOTO UCIOJIb30BAThCS.
[IpenBapuTensHO HEOOXOAUMO CO3/1aTh M HACTPOUTH a0OHEHTCKUIT A A A-TIpO(QHIIB.

Jlnst coznanus a0OHEHTCKOTO A A A-TIpoHIIs HCIIONB3yeTCs KOMaHa B KOH(PUTYpaIHOHHOM
pexkume subscriber-aaa <SUBSCRIBER_AAA>, rie <SUBSCRIBER AAA> — nms
abonentckoro AAA-npoduis. Eciu nmpoduis ¢ ykazaHHBIM HMEHEM yiKe€ CYIIECTBYET, a TAKKe
TIOCJIE €T0 CO3/[aHUS B PE3YJIbTaTe BHIOJIHEHHSI KOMaH/Ibl OyJeT aBTOMaTHYECKH IPOU3BE/ICH
Nepexo/ B KOHTEKCTHBIM PEXUM KOH(PUTYPAILIUH 3TOT0 TPOQHIIs, MPEPUKC MPHUTITALICHUS
u3MeHurtcs Ha (config-sub-aaa).

Jnst ynanenust aboHEHTCKOro AA A-TipoduIIs UCTIONIBb3YeTCsl KOMaH /1a KOH(QUTYPAlMOHHOTO
pexuma No subscriber-aaa <SUBSCRIBER_AAA>, rie <SUBSCRIBER _AAA> — ums
yaaiasieMoro aboHeHTCKoro AAA-nipodus.

B KoHTEKCTHOM pekuMe KOHPUTypaiu a00HEHTCKOTO A A A-TIpOQHIIs OIIEpaTOp MOXKET
OTpEIaKTUPOBaTh WIN yJAINTh OnUcanue npoduis, ykasaTts rpymnmnsl RADIUS-cepBepoB ams
ayTeHTU(UKAINA W/WIH aKKAyHTHUHTA.

Jlnst 3amanust onucanus abOHEHTCKOTO A A A-TIpouIIst HCTIONTB3YeTCs KOMaHJa KOHTEKCTHOTO
koH(puryparronnoro pexuma (config-sub-aaa) description <TEXT>, rae <TEXT> — ctpoka
OIMCaHUS.

[[J'IH YAAJICHUA OTIMCAaHUA a0OHEHTCKOr O AAA-HpO(l)I/IJ'I}I HCIIOJIB3YCTCA KOMaH/JIda KOHTCKCTHOT'O
KOHHTryparroHHoro pexknma (config-sub-aaa) no description.

Jlnia ycraHoBkM pexkuma ayteHTudukanuu yepe3 RADIUS ucnonb3yercs koMmaH1a KOHTEKCTHOTO
KoH(uryparronHoro pexuma (config-sub-aaa) authentication radius <RADIUS_GROUP>, rae
<RADIUS_GROUP> — ums rpynmnst RADIUS-cepBepos.

Jlnig ycTaHOBKM pexxuMa akkayHTuHra yepe3 RADIUS ucnonb3yercs koMaHAa KOHTEKCTHOTO
KoH(uryparonHoro pexuma (config-sub-aaa) accounting radius <RADIUS_GROUP>, rze
<RADIUS_GROUP> — ums rpynmnst RADIUS-cepBepos.

ITpumep:

ecorouter (config) #subscriber-aaa NEW AAA
ecorouter (config-sub-aaa) #authentication

radius RADIUS authentication
ecorouter (config-sub-aaa) #fauthentication radius
RADIUS GROUP RADIUS server group
ecorouter (config-sub-aaa) #fauthentication radius test
ecorouter (config-sub-aaa) #accounting radius test2
ecorouter (config-sub-aaa) #

Subscriber AAA commands:

accounting Subscriber AAA profile accounting method
authentication Subscriber AAA profile authentication method
description Subscriber AAA profile description

exit Exit from the current mode to the previous mode
help Description of the interactive help system
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no Negate a command or set its defaults
show Show running system information
ecorouter (config-sub-aaa) #

J1J1s1 MCTI0NIb30BaHMs HACTPOSHHOTO MPOGMIISE HEOOXO0AUMO MEPEUTH B KOHTEKCTHBIH
KOH(pHryparoHHbIi peskum (config-subscriber-map) u BeimoHuTE KOMaHIy Set aaa
<SUBSCRIBER_AAA>, rie <SUBSCRIBER AAA> — ums abonentckoro AAA-mpoduis 1is
UCTIOJIb30BaHUSI.

B naHHBI MOMEHT /U1 yCTaHOBKHU cepBrca oT AAA-cepBepa TpeOyeTcs BBIIIOJHEHHUE CIIETYFOIINX
YCJIOBUI:

1) Hanuuue ckonpurypupoBanHoro abonenTckoro ceppuca (subscriber-service) na
MapIIpyTH3aTopeE.

2) Kongurypanus rpymmst AAA-cepBepoB /ijisi a0OHEHTOB ¢ rmoMoIbio Subscriber-aaa.

3) IlonHOE COOTBETCTBME UMEHH a0OHEHTCKOI'O CEpPBHCA U UMEHH CEpBUCA B cO00IIeHnN 0T AAA-
cepBepa.

[Ipu coGmroieHNy BhIICYKa3aHHBIX TPeOOBaHMA, ycTaHOBUTH cepBrc 0T RADIUS-cepBepa MoxHO
¢ noMo1pto koman el Set aaa <NAME>, rnie <NAME> cooTBeTcTByeT 3apaHee
CKOH(UTYpHpPOBaHHOM Tpymmie AAA-cepBepoB st aO0HEHTOB. HarmoMHMM, 4TO TIpH HATMYUU ITON
KOMaH/Ibl B KapTe aOOHEeHTa ayTeHTU(UKALIMS U aBTOPU3ALMs MEHSIOTCS C JIOKATbHON Ha
yIaJICHHYIO JUIs 3TOH mociieaoBaTeasHoCTH B Subscriber-map.

Ecnu ot AAA-cepBepa NpUXOJIUT CEPBUC, UMsI KOTOPOTO HE HalJIeHO B KOH(UTypauu
MapIIpyTH3aTOpPa, U JIOKAIBHBIX CEPBUCOB ISl STUX aDOHEHTOB HE MpeaycMOoTpeHo B Subscriber-
map, To cepBUC JJIs1 KJIMEHTOB CUUTAETCS HEIEHCTBUTENBHBIM U TpapuK OT a0OHEHTOB
OJ0KHpyeTCs.

Jlns ucnionb3oBanus HacTpoeHHOro npo¢uis B PPPoE Heo6xonumo nepeiiTi B KOHTEKCTHBIN

KoH(urypanuonHsii pesxxuM PPPoE npoduis (config-pppoe) 1 BBINOIHUTH aHATOTMUHYI0 KOMaHTy
set aaa <SUBSCRIBER_AAA>.

3.7.3 TACACS+

TACACS+ (aura. Terminal Access Controller Access Control System plus) — ceancoBblit
MIPOTOKOJ, pe3yJbTaT AaibHewmero ycorepmenctoBanus TACACS, npeanpunstoro Cisco.

VYaydmena 6e30nacHOCTh MPOTOKoJIa (I pPOBaHHUE), a TAKXKE BBEACHO pasieiieHue (yHKIIHMA
ayTeHTU(UKAINK, aBTOPU3ALIMU U YIETA, KOTOPBIEC TENEPh MOKHO HCIIOIB30BATh 110 OT/IEITHHOCTH.

TACACS+ ucnons3yet nonsatus ceanco. B pamkax TACACS+ BO3MOKHO yCTaHOBIIEHUE TPEX
pa3nuuHbIX TUNIOB ceaHcoB AAA (auri. authentication, authorization, accounting). YcranoBieHnue
OJIHOTO THIIa CEaHca B 00IIEM ciydae He TpeOyeT NpeABapUTEIbHOIO YCIEIHOTO YCTaHOBIICHUS
Kakoro-nuoo npyroro. Crienupukaiys npoTokoia He TpeOyeT A OTKPBITHS ceaHca aBTOpHU3aluu
OTKpBITh cHauyana ceanc ayreHTHQuKanuu. Cepsep TACACS+ moxeT notpeboBarth
ayTeHTH(UKALIMIO, HO IIPOTOKOJI 3TOTO HE OTOBapUBaET.

Komanna aaa tacacs-config debug Bxirouaet BeIrpy3ky otinagouHoi uadopmarun TACACS B
dbopmare syslog.
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|ecorouter (config) #aaa tacacs-config debug |

Ecnu B mapamerpax cepBepa yka3aH K04 mudpoBaHus, To HH(GOpMAIUS B JIorax OyJeT Takxke
3ammu@poBaHa.

Ecnu ucnonb3yercst HECKOJIBKO CEPBEPOB, TO 110 YMOIYAHUIO 3aIIPOCHI OYAyT OTIPABIISATHCS 110
MIEpBOIO JIOCTYITHOTO cepBepa u3 crnucka. Ha Bece cepBepa ay0nupyercs TOJIbKO HHPOPMAIHS O

MOMCHTC J'IOI‘I/IHa/paSJ'IOFI/IHa I10JIb30BAaTCIIA.

Jliia nactpoiiku TACACS-cepBepa uciiosb3yercss KOMaHAa UCII0JIb3YeTcsl KoMaH 1a aaa tacacs-
Server.

CunTakcuc KomaH sl aaa tacacs-server <IP> port <NUM> secret <PASS> (vrf) (‘account |
auth ) timeout <0-300>.

HapaMeprl KOMaHbI ITPCACTABJICHLI B Ta6J'II/II_Ie HHIXKC.

Tabmuna 13
ITapamerp Onucanue

<IP> IP-anpec TACACS-cepBepa

port <NUM> | Vkasate mopT

secret Kittou mmudpoBanus. Ecnu ykazaH, mudpoBanue OyneT aBTOMaTHUECKH BKIIOYCHO

<PASS>

mgmt CoenuHeHue yepe3 management-nopT

(vrf (NAME | | Ums VRF, B koTopom 3aman [P-anpec cepepa (3HaueHue 1o ymordanuio - VRF

) TEKYILEro BUPTYaJIbHOTO MapHIPYTH3aTOPa)

account Paspemmtp yueT (aKKayHTHHT)

auth Pazpemnth ayTeHTH)HUKAINIO ¥ aBTOPH3ALINIO

timeout YcTaHOBHTB TaliMayT B cekyHaax. Jlomyctumsele 3HaueHust oT 0 go 300 cexyHn
IIpumep:

ecorouter (config) #aaa tacacs-server 192.168.0.1 port 80 vrf management
timeout 200 account auth

3.8 IIpoduiau de3omacHoCTH

Jns punpTpanuu npuHuMaemoro EcoRouter Tpaguka ucronb3yroTcs Tak Ha3bIBaeMble MPOPHITN
6e3onacHoctu. [Ipoduns Ge3omacHoCcTH MpeacTaBiseT codoi Habop MpaBuUil, ONPEAEIIAIONIHX,
MaKeThl KaKUX MPOTOKOJIOB OyyT MPOMYCKATHCS MApIIPYTH3ATOPOM (M BUPTYaIbHBIMU
MapuIpyTU3aTOpaMH B €r0 COCTaBe).

Jy1s Toro yToOBI co3aTh MPOPHIIL OE30MaCHOCTH HEOOXOIUMO B peXUMe KOH(PUTypalluu BBECTH
KOMaH1y Security-profile <aomep>. B kauecTBe HazBaHus NPO(UIS 3a1aETCS €TI0 MOPSIIKOBBII
HOMeEp.

BayTpu npoduis 6€30macHOCTH COAEPKUT NpaBHiIa, ONPEAEISIOIINE T0CTYI K CUCTEME.
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Jliist 3aanHus IpaBuIIa ucrob3yeTcst komanaa rule <0-1023> [permit | deny] <PROTOCOL>
<SOURCE> <DESTINATION> (<DEST PORT> <DP NUMBER>). ITapameTpbl KOMaH1bl
OIMCAHbI B TaOJIMIIE HIDKE.

Tabnuia 14
ITapameTp Onucanue

<0-1023> ITopsiaxoBsrit HoMep npasuia, ot 0 7o 1023. I[IpaBuna npuMeHsoTces, HaduHas ¢ 0 1o
1023.

permit | deny Tun npasuiia: pa3pemnts (Permit) wiu 3anperuts (deny)

PROTOCOL [TakeThl KaKOTO MPOTOKOJIA MOANAAAIOT IO/ ATO MPaBHUI0. MOXKET OBITh yKa3aH HOMED
npoTokoia o crenudukanui IANA ot 0 7o 255 wim 01HO U3 CIeTyIOMNIX
0003HaYEeHUH!

e ANy - makeTHl JIIOOOTO MPOTOKOIIA,
e gre - GRE nakeTsi,
e icmp - ICMP nakersl,
e igmp - IGMP makeTs!,
e ip - maketsl ¢ [Pv4 nHKancynsme,
e ipcomp - IPComp nmakeTsi,
e ospf - OSPF maxkeTs!,
e pim - PIM nakersl,
e rsvp - RSVP nmakers,
e tcp - TCP nakertsl,
e udp - UDP makerts,
e VITp - VRRP maketsl
SOURCE IP-aapec ncTounmnka ¢ amnHON Macku. 3amaercs B Buae A.B.C.D/M. Ecnu tiox

NPaBUJIO TOJDKHBI IONAIaTh BCE ajpeca, 3HaueHUe napameTpa JoJKHO ObITh any. Eciu
O[] IPaBUJIO AOJDKEH MOANAAATh €AUHCTBEHHBIN ajipec, B 3HAYSHNUH ITapaMeTpa
ykaspiBaetcst host <IP-aapec>
DESTINATION | IP-aapec nasHauenwus ¢ quHON Macku. 3amaetces B Buae A.B.C.D/M. Eciu o
NPaBUJIO TOJDKHBI IONAIaTh BCE aJpeca, 3HaueHUe napameTpa JoJKHO ObITh any. Eciu
O[] IPaBUJIO TOJDKEH MOANAAATh €AUHCTBEHHBIHN ajipec, B 3HAYSHNUH ITapaMeTpa
ykaspiBaetcst host <IP-aapec>

@uupTpanys Mo NopTy Ha3Ha4eHus, 10cTynHo jiis mpotokosnoB TCP u UDP
DEST PORT BapuanT punprpanun. Yka3slBaeTcs 0JJHO U3 CIEYIONIMX 0003HAUCHH:

e €Q - HOMep IIOpTa PaBeH ...,

e gt - HOMep mopTa OoJblIe, YeM ...,

e |t - HOMep mopTa MeHbIIIE, YeM ...,

e range - HoMep MopTa HaXOJUTCS B AUANIA30HE ...

DP NUMBER Howmep mnm 0o603HaueHue nopra.
Bosmosxusie 3Hauenus mist TCP:

e HoMmep mopta ot 0 70 65535,

o ftp-FTP (21 mopr),

e ssh - SSH (22 nopr),

e telnet - Telnet (23 mop),

o www - WWW (HTTP, 80 mopr).
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ITapameTp Onucanue
Bosmoxkursie 3nauenud gt UDP:

e HoMmep nopta ot 0 10 65535,
e bootp - BOOTP (67 nopr),
o tftp - TFTP (69 mop).

Ecnu 3agaercs auama3on mopToB (range), To HIDKHSS ¥ BEPXHAA TpaHUIla Juana3oHa
YKa3bIBaIOTCS YMCIaMU Yepe3 npoleut.

Ecnu tpaduk He moAmanaeT Hy MO OJHO U3 TPABUII, TO OH Ipomyckaercs (permit).
B EcoRouter cymecTByeT kecTko 3aJaHHBINA TPOGUITH 10 YMOITYaHHUIO. FI3MEHUTH €T0 HeJIb34l.

CocraB npoduist IO YMOTYaHUIO:

Security profile default

0: deny tcp any any eq 22
deny tcp any any eq 23
deny tcp any any eq 161
deny udp any any eq 22
deny udp any any eq 23
deny udp any any eq 161

g s w N

3.8.1.1 Management mopT U BUPTYaibHble MAPIIPYTU3ATOPBI

Z[J'IH rnanagement nopTa 1o yMOJ4YaHUI0 pa3pClICHbI BCC ITPOTOKOJIBI.

Jlj1s TOoro yTOoOBI Ha3HAUUTH CO3/IaHHBIN PoduIIL 6€30MacHOCTH Ha management MopT,
UCIIOJIb3YeTCsl KoMaH1a KoH(UryparoHHoro pexxuma security <SP_NAME> vrf management,
rae SP_NAME — ums npodwst . 71 TOro 4T00BI HA3HAYUTH CO3/TAHHBIA TPO(UITH 6€30MaCHOCTH
Ha VRF, Mo yMOIYaHHUIO UCIONB3YETCsl KOMaH/1a KOH(PUTYPAIIMOHHOTO PeXUMa Security
<SP_NAME>. 1511 TOro 4T00BI HA3HAYNUTH CO3JJAHHBII MPO(QUITE OE30MACHOCTH HA MPOU3BOJIBHYIO
VREF, ucnone3yercs KoMaHIa KOHPHUTYpallmOHHOro peskuma security <SP_NAME> vrf
<NAME>, rne NAME — umsa VRF.

Jlyst Toro uToOBI HA3HAYUTH PO HUITH 0€30IMACHOCTH BUPTYATBHOMY MapIIpyTH3aTOPY,
He00X0IMMO BOWTH B BUPTYyallbHBIN MapiipyTu3aTop. [locie 4yero B KOHQUTypallmOHHOM PEKUME
BHPTYaJIbHOTO MapIIPyTU3aTOPA BBITIOJIHUTh KOMaH/Ibl, aHAJIOTHYHBIC ONTMCAHHBIM BBIIIIC.

Jlnst Toro uToOb! 0TBA3aTh Mpoduis 6e3onacHoct oT VRF miim MeHepKMEHT 1mopTa, UCHOIb3YyeTCs
aHasiornyHasi komasja c npepukcom NO . [locne storo k VRF nnu menemxmMenT nopry
NpUMEHsIETCS IyCTOH poduib 6e30IMacHOCTH ¢ Ha3BaHHEM Security none.

Jlns ynanenust Bcex npaBui it VRF nimm MeHeDKMEHT mopTa MOXKHO Ha3HAYHTH ITyCTOW poduIib
0e30MmacHOCTH ¢ Ha3BaHKUEM SEeCUrity none.

[Tocne HazHaueHus npoduiist 6€30MaCHOCTH €ro Helb3s MeHATh. UTOOB! M3MEHUTH PO UIIH
0€30IacHOCTH, €ro Hy>KHO BHavase oTBs3aTh OT VRF n/ninm MeHeKMEHT mopTa, KOTOPHIM OH
Ha3HAYEH.
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JI1st KOpPEKTHOM pabOThl PEKOMEH/IYETCsl CHavajla OTBA3BIBATH OT BUPTYaJIbHOTO MapIIpyTH3aTOPa
npoduis 6€30MacCHOCTH, a IIOTOM YAAJSATh CaM MapIIPyTH3ATOP.

JIsst mpoCMOTpa HACTPOCHHBIX PO(DHIICH 0€30MaCHOCTH HCIIONB3YETCsl KOMaH 1a
aJIMIHUCTpPATHBHOTO peskuma Show security-profile.

I[JISI IMpOCMOTpPa TCKYHIUX HACTPOCK 0€e30I1acCHOCTH HCIIOJIB3YCTCA KOMaHa aAMUHUCTPATUBHOI'O
pexxuma show ip vrf.

3.8.1.2 IIpumep HacTpoiiku npoduisi 6e30MacHOCTH

Coznanue HOBOTO MPOGUIIS.

ecorouter (config) #security-profile 1
ecorouter (config-security-profile) #rule 0 permit tcp any any eqg 23
ecorouter (config-security-profile) #rule 1 deny udp any any eqg bootp
ecorouter (config-security-profile) #rule 2 deny ospf host 127.0.0.12 any
ecorouter (config-security-profile) #rule 3 deny tcp any 192.168.10.2/24
range 21 23
ecorouter#show security-profile
Security profile default

0: deny tcp any any eq 22
deny tcp any any eq 23
deny tcp any any eq 161
deny udp any any eq 22
deny udp any any eq 23
deny udp any any eq 161

P N

g s w N

Security profile 1

0: permit tcp any any eq 23

1: deny udp any any eq 67

2: deny ospf 127.0.0.12/32 any

3: deny tcp any 192.168.10.2/24 range 21 23

Coznanue VRF u HazHaueHue eMy mpouiist 6€30MacHOCTH.

ecorouter (config) #ip vrf vrf0
ecorouter (config-vrf) #end
ecorouter#show ip vrf
VRF default

Interfaces:
Security profile default

0: deny tcp any any eq 22
deny tcp any any eq 23
deny tcp any any eq 161
deny udp any any eq 22
deny udp any any eq 23
deny udp any any eq 161
permit any any any

g W N

VREF management

VRE vrf0
Interfaces:
ecorouter (config) #security 1 vrf vrf0
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ecorouter (config) #fend
ecorouter#show ip vrf
VRF default

Interfaces:
Security profile default

0: deny tcp any any eq 22
deny tcp any any eq 23
deny tcp any any eq 161
deny udp any any eq 22
deny udp any any eq 23
deny udp any any eq 161
permit any any any

g b w N

VRE management

VRE vrf0

Interfaces:

Security profile 1

0: permit tcp any any eq 23

1: deny udp any any eq 67

2: deny ospf 127.0.0.12/32 any

3: deny tcp any 192.168.10.2/24 range 21 23
permit any any any

Brecenne nzMeHnenuit B mpopuiib 0€301acHOCTH.

ecorouter (config) #security-profile 1

ecorouter (config-security-profile) #rule 4 permit any any any
% Profile is set on 1 namespaces. Unset profile prior to change it.
ecorouter (config-security-profile) #ex

ecorouter (config) #no security 1 vrf vrf0

ecorouter (config) #fsecurity-profile 1
ecorouter (config-security-profile) #rule 4 permit any any any
ecorouter (config-security-profile) #ex
ecorouter (config) #ex
ecorouter#show security-profile
Security profile default

0: deny tcp any any eq 22
deny tcp any any eq 23
deny tcp any any eq 161
deny udp any any eq 22
deny udp any any eq 23
deny udp any any eq 161

g s w N

Security profile 1
0: permit tcp any any eqg 23
1: deny udp any any eq 67
2: deny ospf 127.0.0.12/32 any
3: deny tcp any 192.168.10.2/24 range 21 23
4: permit any any any
permit any any any

ecorouter#conf t
Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #fsecurity 1 vrf vrf0
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ecorouter (config) #end
ecorouter#show ip vrf

VREF default

Interfaces:

Security profile default

: deny tcp any any eq 22
deny tcp any any eq 23
deny tcp any any eq 161
deny udp any any eq 22
deny udp any any eq 23
deny udp any any eq 161
permit any any any

g W DN O

VRE management

VREF vrf0

Interfaces:

Security profile 1

0O: permit tcp any any eq 23

deny udp any any eq 67

deny ospf 127.0.0.12/32 any

deny tcp any 192.168.10.2/24 range 21 23
permit any any any

permit any any any

SN

Vnanenue npodusis 6€30macHOCTH.

ecorouter (config) #no security 1 vrf
ecorouter (config) #no ip vrf vrf0
ecorouter (config) #end
ecorouter#show ip vrf
VRF default

Interfaces:

Security profile default

0: deny tcp any any eq 22
deny tcp any any eq 23
deny tcp any any eq 161
deny udp any any eq 22
deny udp any any eq 23
deny udp any any eq 161
permit any any any

g s w N

VREF management
ecorouter#

3.8.1.3 Oopabdorka ICMP echo request nakeros

O6pabotka ICMP echo request makeToB (OTBET Ha ping) MO YMOTYAHHUIO OCYIIECTBIsIeTcs B data-
plane u He yunuThIBaeT npodueit 6e30macHOCTH.

s npumenenus npoduieit 6ezonacHocti k ICMP echo request makeram He00X0AUMO
BBITMOJIHUTD CIEAYIOUIYI0 KOMaHy KOH(DUTYpaIMOHHOTO pexuma:

ﬁcmp—echo control-plane
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[Tocne BeimoHEHUs 3TOM KOoMaHAbl 00padoTka ICMP echo request makeToB OyAeT OCYIIECTBISTHCS
B control-plane, mpaBuiia npoduieit 6e30macHOCTH OyAyT YITCHEI.

Jiis uckimouenus oo6padotku ICMP echo request makeroB u3 aeiicTBus npoduieit 6e3omnacHocTr
HEOOXOIMMO BBITIOJIHUTH CIIEAYIONIYI0 KOMaH1y KOH(QUTYPaIlMOHHOTO PeKUMa:

|no icmp-echo control-plane

3.9 UHppacTpyKTypa OTKPBITHIX KJII0YeH

B EcoRouterOS mis oGecriedeHust 6€30macHOCTH COSIUHEHUS MTOJIb30BaTEIIEH UCIIONIB3YETCs
npotokon TLS (Transport Layer Security — 6e30macHOCTb TPaHCIIOPTHOTO YPOBHS) HAa OCHOBE
nHppacTpykTypbl oTKpHITHIX Kitoueh (PKI) u ceprudukaros X.509. Ycranoka 6e30macHoOro
COCIMHEHHS MEXTy CEPBEPOM U KIIMEHTOM MPOUCXOAUT COBMECTHO C MIPOILIECCOM ayTeHTU(UKAIIUU
KkiaueHTa Ha cepsepe. EcoRouter mpu sToM Beimonusier ponu Lenrpa ceprudukaruu (Certificate
Authority — CA) u cepsepa.

Taxum oOpazom npu noaxmoueHnn K EcoRouter ycTpolicTBO OTIIPABIISET MMOJIb30BATEIIO
cooOIieHue, couepikaiiee cepTudGuKar MapuIpyTU3aTopa 1 3arpoc cepTudukara moiabp30BaTels.
[Tonmp30Batesb, B CBOIO OYEPE/lb, OTIIPABIISIET COOOIIEHUE, COEPKAIIEE €T0 CEPTU(HKAT, OCTe
Yero ycraHaBIIMBaeTcs Oe3ormacHoe coeuuenue. [Ipyu TakoM coeiMHEeHUH Besi MHPOpMaLus,
MepeIAroIIascs MEXKy MOJIB30BATEIIEM H YCTPONUCTBOM, M (PyETCs MPH IOMOIIU 3aKPHITOTO
kitoua (Private Key). [Ipu nepenaue coobuieHust MapuipyTU3aTopom cooOlienue mudpyercs
3aKPBITHIM KIFOYOM MapIipyTH3aTopa TakKuM 00pa3oMm, 9To pacmudpoBaTh €ro mojb30BaTellb
MOJKET IPH MOMOIIX UMEIOIIETOCs Y HEro OTKPBITOro Kitoua (ceprudukara mapupyrusaropa). 1
Ha000POT, IMOJIB30BATEIH OTIIPABIIICT COOOIIEHUS, 3aITH(PPOBAHHBIC TTPH TOMOIITH 3aKPBITOTO
KJIF0ua Mojb30BaTens, kotopsie EcoRouter pacmmdpoBsiBaeT mpu moMoIIH MepeaHHOTO EMY B
Hayaje CeCCUU cepTH(HKaTa mojap3osareis. s Toro 4ToOsl OPraHu30BaTh ATOT MPOIIECC, Y
nonb3oBarens u EcoRouter nomkeH ObITh HIEHTHUHBIN Ha0Op cepTU(UKATOB U crienupuuecKkuit
Ha0Op 3aKPBITHIX KITIOYEH.

3aKpbITHIN KIIOY M CEPTU(PHUKAT cepBepa aBTOMAaTHUECKH reHepupyroTcs B npouuBke EcoRouter.

3aKpbITHIN KITIOY M cepTU(HUKAT MOoJIb30BaTeNs reHepupyrorcs EcoRouter mpu coznanumn
nosib3oBares. [Ipu atom EcoRouter BeicTynaer B kauectBe CA, TO €CTh cepBepa, OTBEUAIOIIETO 3a
pETUCTpalMIO MOJIb30BaTeNel, 00eCTIeYNBAIOIIETO BRITYCK KITFOUYEH, XpaHEeHHE peecTpa BbIIaHHBIX
KJIFOUYEH U MMPOBEPKY UX CTATycCA.

TakuMm oOpa3om JiIsl B3aUMOJIEHCTBUS ¢ MApUIPYyTH3ATOPOM 10 3AIIUIIEHHOMY COEAMHEHUIO Y
MOJIb30BaTeNsl JOJDKHBI XpaHuThes: ceptudukar EcoRouter (CA), ceprudukar noip3oparens,
3aKPBITHIN KIIFOU IOJIB30BATEII.

EcoRouter Takxe aBTOMaTHueCKH T€HEPUPYET HECKOIBKO CITY>)KEOHBIX CEpTU(HUKATOB IS
coequHenus ¢ TACACS u RADIUS cepsepamu.

Jlyst mpocMoTpa moTb30BaTeNbCKuX cepTudukaToB B ECORouter ecTh HECKOIBKO KOMaH/I, TIO
YMOJTYaHHUIO JOCTYIMHBIX TOJBKO MOJIb30BATENSAM C poJibio admin.

JIst mpocMOTpa MOJIb30BaTEIbCKUX CEPTH(PHUKATOB UCTIONB3YETCSI KOMaHIa aIMHHUCTPATHBHOTO
peskuma crypto certificate export. J{ist Hee mocTymHBI MOAU(UKATOPSI, TIPH MIOMOIIH KOTOPBIX
MOXKHO OT(I)I/IJ'H:TpOBaTB BBIBOJ ITO KOHKPCTHBIM ITOJIB30BATCIIAM. HaHpHMep, HUCKJIOYUTH U3 BBIBOdA
ciyskeOHbIe cepTuuKaThI oJIp30Bareeii radius u tacacs.
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B npuBeneHHOM HIKE IpUMeEpE COKpAIeH BBIBOJ caMuX cepTudukaToB. Bee cepTudukars
XpaHATCS U BBIBOJATCS HA KOHCOJIb B KOJUpoBKe Base64.

ecorouter#crypto certificate export
User: admin
Certificate: Valid

User: radius
Certificate: Valid

User: tacacs
Certificate: Valid

Jliist skcnopTa (BbIBOJA HA KPaH) 3aKPhITOTO KIIIOYa [10JIb30BaTENs UCIIONIb3YeTCs KOMaH1a
aJIMUHHUCTPATUBHOTO pexkuma Crypto key export. /lanHasi KOMaH/Ia BBIBOJUT 3aKPBITHII KITFOY TOTO
I0JIb30BATENsl, KOTOPbIM ayTEeHTU(PHULIHUPOBAH B CUCTEME Ha JTaHHBII MOMEHT.

B IMPUBCACHHOM HHIXKC ITPUMCPEC COKpalllCH BbIBOJ CaMOI'0O KJIro4a. Bce kmroun XPpaHATCA U
BBIBOIATCA HA KOHCOJIb B KOAUPOBKE Base64. SaKpBITI)IG KJITOYH JOJDKHBI ICPEAABATLCA HA
IMOJIB30BATCIIbCKHNEC KOMITIBIOTCPBI 0€e301acHbBIM o6pa30M, HCKIIIOYAOIMIUM BO3MOXKHOCTb UX
MOJIy4YCHHUA TPCTbUMU JIMIIAMH.

ecorouterfcrypto key export
User: admin

Jns skenopra (BeiBoAa Ha sKkpaH) ceptudukata EcoRouter (CA) ucnons3yercs komanaa
aJIMUHUCTPATUBHOTO pexkrma Crypto ca export. Jlannast komaHaa BBIBOJIUT cepTU(HUKAT cepBepa
BMECTE C MPEICTABICHHBIMH B IBHOM BH/IC MOJSIMU, TAKUMH KaK T0JIe IMEHH cepBepa — Subject:
CN=ecorouter, moamnuceio cepsepa U CaMUM CepTUHUKATOM.

B npuBeneHHOM HIKE TTPUMEPE COKPAIIleH BBIBOJ CAMOT0 cepTHU(HrKaTa U OAMKUCH CepBepa.
Ceptudukar CA xpanutcs B 6a3e JaHHBIX Ha MapIIPYTHU3aTOPE U BHIBOJUTCS HA KOHCOJIb B
KoaupoBke Base64, a mapopmalius 0 HeM — B TEKCTOBOM BHJIE.

ecorouterf#crypto ca export
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
9a:14:57:6d:84:76:e9:31
Signature Algorithm: sha256WithRSAEncryption
Issuer: CN=ecorouter
Validity
Not Before: Oct 4 08:17:55 2016 GMT
Not After : Oct 5 08:17:55 2026 GMT
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Subject: CN=ecorouter
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (4096 bit)
Modulus:
00:c3:db:b8:bl:a7:al:4b:34:82:af:1b:df:6a:2e:

0b:49:95
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
EA:DC:87:08:D8:03:AB:BB:44:C4:80:A1:58:38:91:45:16:E8:53:0A
X509v3 Authority Key Identifier:
keyid:EA:DC:87:08:D8:03:AB:BB:44:C4:80:A1:58:38:91:45:16:E8:53:0

X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: sha256WithRSAEncryption
ac:57:98:1£:5f£:00:fa:80:dl:cc:fe:c6:e5:50:006:ff:14:d6:
37:a7:ad:8f£:2d:99:1a:0c

MITIE+z...kaDA==

Jlj1s TOro 4yTOOBI SKCIIOPTUPOBATH BHIBEJCHHBIE HA dKpaH CEpTU(UKATHI U KIII0Y, HEOOXOIMMO
CKOINHMPOBATh UX B (paiijIbl C COOTBETCTBYIOIMMH HAa3BAHUSAMU:

e cacert.pem - ceprudukar EcoRouter (CA),
« clientcert.pem - ceprudukar nomp3oBarens,
o clientkey.pem - 3akppITHIi KITFOY MTOTB30BATEIIS.

KomupoBartk BBIBOJT 3aKPHITOTO KITFOYa M CePTH(PUKATA OTKPHITOTO KITFOYA ITOJTH30BATEIS
HeoOxoauMo oT cuMBoOJIOB "-----BEGIN" no mocnennero aeduca B ctpoke "----- END
CERTIFICATE-----" (umu "-----END RSA PRIVATE KEY-----"). KonmpoBats ceptudukar CA
HeoOxoaumo, HaunHas ¢ cTpoku "Certificate:".

Ha nonp3oBaTenbckoM yCTpOMCTBE 3TH (ailiibl 10JIKHBI OBITH Pa3MEIIEHbI B TUPEKTOPUSIX,
HCMOJIb3YEMBIX KIIMEHTCKUM IporpaMMHbIM oOecrieueHreM. [t Unix/Linux mo ymomyaHuio 3T0:

o /etc/pki/CA/cacert.pem
o /etc/pki/libvirt/private/clientkey.pem
e /etc/pki/libvirt/clientcert.pem
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4 Buabl uaTep(encon

4.1 IlopT

[opr (port) — aTo ycTpoiicTBo B coctaBe EcoRouter, koTopoe paboTaeT Ha ypoBHE KOMMYTAIUH.
BbIxoasl HOPTOB paciosioKeHbl Ha TIEpeIHEH MaHen MapIIpyTU3aTopa.

Jloruka IMEHOBaHUS U HyMepaluy OPTOB onKcaHa B paszaene O0opy1oBaHue.

Ha3Banust nopToB 4yBCTBUTEIBHBI K PETUCTPY U YKa3bIBAIOTCS TOJIBKO C MAJIEHBKOW OYKBBI.
ITo ymom4anuto Bce MOPTHI HA yCTPONUCTBE BKIIKOYECHBI.

Huxe npuBenens! 6a3oBble KOMaH /1bl HACTPOUKH I1OPTA.

[Tepexon Ha ypoBeHb KOH(MUTYpaIK onpeaeneHHoro nopra. ['ne tel — ero ums:

hcorouter(config)#port tel

BricTaBnenne 3HaueHUs mtu OTIIMYHOTO OT CTAHJAPTHOTO B auanazone 1504-9728.
Heo0s3arenbHas HacTpoiika.

‘ecorouter(config—port)#mtu 1600 ‘

MTU (maximum transmission unit) 03Ha4aeT MaKCUMaJIbHBIN pa3Mep MOJEe3HOro OJI0Ka JaHHBIX
onHoro nakerta (payload), KOTopblit MOXKeT ObITh IIEpeAaH NPOTOKOJIOM Oe3 GpparmenTanuu. Koraa
roBopsaT 00 MTU, 06pIYHO HMEIOT B BULy TPOTOKOJI KAHAJIBLHOTO YpOBHS ceTeBoi Mozenu OSI.

3nauenne MTU mi1g MHOTHX CETEBBIX IPOTOKOJIOB He npeBplaeT 1522, onnako B EcoRouter
CyIIECTBYET BO3MOXKHOCTH 3a/1aTh 3HaueHre MTU B npenenax ot 82 no 9728. Takum oOpazom
CTaHOBUTCS BO3MOXHBIM HcIoNIb30BaHue Jumbo frame (ethernet-kaznp, B KOTOpOM MOXKHO IepeaTh

JaHHbIE, IO pa3mepy npesbimatonue 1500 6aiir).

JInst aIMUHUCTPATUBHOTO BHIKITIOUYEHUS TOPTA MCIIONb3yeTcs Komanaa shutdown B koHTeKcTe
KOH(UTypUPOBaHUS OPTA.

JI7st aIMHUHUCTPATHBHOTO BKJIFOYECHUsSI IOPTA UCIIOJIB3yeTcsl kKoMaHaa No shutdown B KOHTeKCTe
KOH(UTYpUPOBaHUS TOPTAa.

HpI/I BBIITOJIHCHHUH 3TUX KOMaHA BBIBOAATCA COO6H_ICHI/I$I O COCTOSAHHH JIMHKA.

Ecnu mopT BBIKJIFOYEH CPEACTBAME CHCTEMBI, TO B BBIBOJIC CTATHCTHKH IO MOPTAM €r0 COCTOSIHHE
obo3nauvaercs "administratively down".

[Tpu BBIKITIOUEHUH TTOPTA BCE MPUBSI3aHHBIE K HEMY CYIIHOCTH (MHTEp(EiCchl U cepBUCHBIE
UHTEpQEChl) TaKKe BBIKIIIOYAOTCA.

ITpumep:

ecorouter#show port
Gigabit Ethernet [igb] port ge3 is up
MTU: 9728
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LACP priority: 32767

Input packets 12757610, bytes 4507446111,
Output packets 41139047, bytes 47165314669
Service instance ge3.olia is up

ingress encapsulation untagged

ingress rewrite none

egress encapsulation untagged

egress none

Connect bridge raccoon symmetric

Input packets 12757610, bytes 4507446111
Output packets 41139681, bytes 47165195683
Gigabit Ethernet [igb] port ged4 is down
MTU: 9728

LACP priority: 32767

Input packets 1468304, bytes 249589783, er
Output packets 4598726, bytes 5586328327,
Service instance geéd.sergey is down
ingress encapsulation untagged

ingress rewrite none

egress encapsulation untagged

egress none

Connect bridge raccoon symmetric

Input packets 1468303, bytes 249590010
Output packets 4653951, bytes 5592867728
Gigabit Ethernet [igb] port ge5 is up
MTU: 9728

LACP priority: 32767

Input packets 6878595, bytes 3664083768, e
Output packets 13210832, bytes 14688926470
Service instance geb.alexander is up
ingress encapsulation untagged

ingress rewrite none
egress encapsulation untagged
egress none
Connect bridge raccoon symmetric

Input packets 6878604, bytes 3664084308
Output packets 13212782, bytes 14688868859
Gigabit Ethernet [igb] port ge6 is down
MTU: 9728

LACP priority: 32767

Input packets 3103204, bytes 504476889, er
Output packets 5093754, bytes 4810094601,
Service instance geb6.timurr is down
ingress encapsulation untagged

ingress rewrite none
egress encapsulation untagged
egress none
Connect bridge raccoon symmetric

Input packets 3103202, bytes 504475973
Output packets 5125510, bytes 4812650924
Gigabit Ethernet [igb] port ge7 is down
MTU: 9728

LACP priority: 32767

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
ecorouter (config) #port tel
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ecorouter (config-port) #shutdown
ecorouter (config-port)#[Fri Sep 2 08:31:10 2016] [INFO] PHYS: LINK is
DOWN on port 'teO(0)'
ecorouter#show port
10 Gigabit Ethernet [none] port tel is administratively down
MTU: 9728

LACP priority: 32767

link state DOWN;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0

Service instance te0.100 is down

ingress encapsulation none

ingress rewrite none

egress encapsulation none

egress none

Input packets 0, bytes 0

Output packets 0, bytes 0

Service instance te0.200 is down

ingress encapsulation dotlg any

ingress rewrite none

egress encapsulation dotlg any

egress none

Input packets 0, bytes 0

Output packets 0, bytes 0
10 Gigabit Ethernet [none] port tel is up
MTU: 9728

LACP priority: 32767

link state UP;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
ecorouter (config-port) #no shutdown
ecorouter (config-port)#[Fri Sep 2 08:34:28 2016] [INFO] PHYS: LINK is
UP on port 'teO(0)'
ecorouter#show port
10 Gigabit Ethernet [none] port teO is up
MTU: 9728

LACP priority: 32767

link state UP;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0

Service instance te0.100 is up

ingress encapsulation none

ingress rewrite none

egress encapsulation none

egress none

Input packets 0, bytes 0

Output packets 0, bytes 0

Service instance te0.200 is up

ingress encapsulation dotlg any

ingress rewrite none

egress encapsulation dotlg any

egress none

Input packets 0, bytes 0

Output packets 0, bytes 0
10 Gigabit Ethernet [none] port tel is up
MTU: 9728
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LACP priority: 32767

link state UP;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0

4.2 ArperupoBanue KaHAJIOB

ArperupoBaHue KaHAIOB — 00bEIMHEHNE HECKOJIbKUX KAaHAJIOB B OJIMH JIOTHYECKUI KaHaM TS
YBEJIMUYEHUS IPOMYCKHON CLIOCOOHOCTH U pe3epBUpoBaHusi. YToObl 100aBUTH MOPTHI B
00BETMHEHHBIN KaHAJl OHU JOJDKHBI OBITh HIIEHTUYHO HACTPOCHBI U MapayuiebHbL. To ecTh,
arperupyemMblie KaHaJlbl IOJDKHBI COETMHATh MEX]Ty COOOH JBa yCTpOICTBA, MapaJljieNIbHO APYT

ApYyTy.

B onun arperupoBaHHBINA IOPT MOTYT OBITH OOBEANHEHBI A0 8 IOPTOB HA OJTHOW MJIM Pa3HBIX
KapTax ycrpoicTsa. /|11 00beIMHEHNs CKOPOCTHBIE XapaKTEPUCTUKU IOPTOB JI0JIKHBI COBIA/IATh.
Taxoke Ha OpTax HE JODKHO OBITh MPUBS3aHHBIX CEPBUCHBIX HHTEp(deticoB. CepBUCHBIN
uHTepdeiic i onepauuii ¢ Metkamu VLAN HacTpauBaeTcst HA CKOHUTYpUPOBAaHHOM
arperupoBaHHOM NOPTY (cM. pazzaen CepBUCHBIC HHTEP(EUCHI).

4.3 Unrepeiic

Nurepdeiic (interface) — 3to mornueckuit uatepdeiic ns aapecanuu L3. Haspanue unrepdeiica
3aJjaeTCs AIMUHICTPATOPOM U YyBCTBUTEIBHO K peructpy (Hampumep: intQQ u intqq, — 310 pa3Hbie
uHTepdeiicel). B HazBaHWsIX HHTEP(EHCOB pa3penIeHbl TOIBKO CTPOYHBIE U MPONMCHBIE IATHHCKHE
OyKBbI, UG PHI U 3HAK TOYKA '.".

B EcoRouter cymectBytor L3-untepdeiicsl, KoTopble ciaysKaT 1 HOAAEPKKH ONPEIeIEHHOTO
¢yukunonana (IP Demux, unrepdeiicsl 00paTHOI meTyin U T.1.) U Ha3bIBalOTCS COOTBETCTBEHHO. B
KayecTBE MMEHM OOBIYHBIX JIOTHUYECKUX UHTepdericoB ais aapecanuu L3 Henb3s HCIIOIb30BATh
Ha3BaHus crienuanbHbiX nHTep¢eiicoB (BCE UMEHA PEI'MMICTPO3ABUCHUMEBIE):

¢ demux.<Homep>,

e loopback.<uomep>,
e pppoe.<HoMmep>,

e Null,

e vlan.

bazoBas HacTpoiika naTepdeiica mpoucxoauT B KOHGUTYPALMOHHOM PEKUME:

|ecorouter (config) #interface NAME

Coznanne unrepdeiica. ['ne NAME — nmpou3BoiasHOE HMSI.

OOmii BUJT KOMaH/IHOW CTPOKH MPH KOH(PUTYpUPOBAaHUU UHTEpdeiica (peKuM KOHTEKCTa
KOH(puUrypupoBanus utepderica).

|ecorouter (config-if) #

Hasnauenue IP-agpeca ¢ npedukcom.
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‘ecorouter(config—if)#ip address 10.10.10.1/24

Ha3znauenue [P-agpeca ¢ Mackoil moACETH.

kcorouter(config—if)# ip address 10.10.10.1 255.255.255.0

Hasznauenune cratnueckoro MAC-anpeca.

kcorouter(config—if)# static-mac 1c87.7640.fal02

[Tpu aToM 6azoBbiit MAC-anpec coxpaHseTcs B MaMsITH (€r0 MOYKHO TTOCMOTPETH IIPH IIOMOIITH
koman e Show interface <NAME>). Jlns Bo3Bpata k 6azoBoMmy MAC-azipecy UCIOIb3yeTCs
KoMaH/a No static-mac.

Bxirouenue untepdeiica.

hcorouter(config—if)#no shutdown

Brikmouenue uHTEpdeEiica.

hcorouter(config—if)# shutdown

4.4 Unrepddeiic loopback

Nurepdeiic loopback (Interface Loopback) — 3To BupTyansHbIi ieTiieBoit L3 uaTepdeiic.
Ha3zpanue nnrtepdeiica loopback 3amaercs aiMUHICTPaTOPOM U UyBCTBUTEIBHO K PETUCTPY
(manmpumep: Int loopback.QQ u Int loopback.qq, — 310 pa3usie uarepdeiicst). DopmaTt HazBaHUS
takoro untepgeiica: loopback.<nazpanme>.

B EcoRouterOS nomepa unrepdeticos loopback gomkHbI ObITh YHUKATBHBIMHU CPEJIU BCEX
CO3JIaHHBIX BUPTYaAJIbHBIX MapmpyTH3aTopoB. To ecth ums loopback.100 He MokeT ObITH
ucnoas3oBaHo B VR1 n VR2. [Ipu nonsITke UCIONb30BaTh OAHO U TO K€ UMS B APYTOM
BUpTyaibHOM ycTpoiicTBe EcoRouterOS BoigacT cooOuienre 06 omudke MosiICHSIOIIEe, 4T
uHTepdeiic nCnoab3yeTcs B JPyroM yCTPOUCTBE.

basoBas HacTpoiika uarepdeiica loopback:

bcorouter(config)#interface loopback.NAME

Coznanne uarepdeiica loopback. I'ne NAME — npousBonbHbIN HOMED.

kcorouter(config—if—loopback)#ip address 1.1.1.1/32

Haznauenwue [P-anpeca ¢ npedukcom.

%0078

bcorouter(config—if—loopback)#ip address 1.1.1.1 255.255.255.255

Hasnauenue IP-anpeca ¢ MacKoOM ITOACETH.

‘ecorouter(config—if—loopback)#no shutdown
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Komanna Bxiouenus narepderica.

|ecorouter (config-if-loopback) #shutdown

Komanpa BeikimioueHust uHTEpdeiica.

4.5 Unrepdeiic demux

Wutepoeiic IP demux — 310 BupTyansusiii L3 unrtepdeiic, Ha KOTOpbIA MOXeT ObITh Ha3Ha4yeH [P-
aJipec U3 MapIHIpyTH3HpyeMoii nojceru. [lepecbuika makeToB B Apyrue nojaceTu Oyaer
OCYIIECTBIISICTCSA 32 CUET MPUBSI3KHU K OTPE/ICIICHHOMY ITOPTY ¢ HabopoM service instance.

bazosas nactpoiika uatepdetica [P demux:

Ta6numna 15

Komanna Onucanue
interface demux.<NAME> | Coznanue unrepdeiica demux. I'ne <NAME> — ipou3BosibHOE YHCIIO
ip address <IP>/<MASK> | Hasnauenue IP-anpeca ¢ mpedukcoMm

[Ipumep:

ecorouter (config) #interface demux.O
ecorouter (config-if-demux) #ip address 10.10.10.1/24

4.6 Bridge domain

Bridge domain — 3To nokanbHBIN IMUPOKOBEIIATEIBHBIN JOMEH BTOPOro ypoBHs Moaenu OSI,
KOTOPBIH CyIIecTByeT oT/AeNbHO OT noHATHA VLAN u onepupyet naeHTupukaTopamu
BUPTYaJbHBIX nojcerell. Bridge domain co3maercs Ha KaX/10M YCTPONHCTBE OTJEIBHO U UMEET
3Ha4yeHue TosbKo Ha HEM. [Too0HOE pazenieHue Mo3BOJISET ONPEAEIATh Pa3InYHbIe BUPTYyaJIbHbIE
MIOJICETH Ha MOPT U TUOKO YIPaBISITh OTAEIbHBIMA BUPTYaJIbHBIMU JJOMEHAMU. TeM caMbIM
CHMMaeTCs OTpaHWYEeHHE MAaCIITaOMPyeMOCTH, 00yCIOBIeHHOE TiobanbHol npuBsa3kod VLAN k
KOHKPETHOMY yCTpPOMCTBY cermMenTa. Bridge domain cTtpouTcst u3 0qHOTO WK HECKOJIbKHX L2
CEepBUCHBIX HHTEp(eiicoB, Ha3BIBAEMbIX service-instance.

Komanna co3aanus bridge domain: bridge <NAME>. I'ne NAME — npou3BojibHOE UM,

4.7 Unrepeiic bridge domain

Wutepoeiic bridge domain (Bridge Domain Interface, BDI) — 3To noruueckuit unrepgeiic,
MO3BOJISAIONINI OPraHU30BaTh IBYHAIPABICHHBIH MOTOK Tpaduka Mex 1y ceTsMu u3 bridge domain
B L3 unTepdeiics 1 MapipyTU3aluy.

bazoBas nHactpoiika uatepdeiica:

Tabnuma 16
Komanna Onucanue
interface <NAME> Co3pnanue unrepdeiica 6pumxk gomena. ['ne NAME — npousBonbHOE UM

ip address <IP><MASK> Hasznauenne IP-anpeca ¢ MaCKOM HOACETH
connect to bridge <NAME> | TlpuBs3ka K co3IaHHOMY paHee bridge
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[Tpumep:

ecorouter (config) #interface NAME
ecorouter (config-if)#ip address 10.10.10.1 255.255.255.255
ecorouter (config-if) #connect to bridge NAME

4.8 Untepdeiic PPPOE

PPPoOE (Point-to-point protocol over Ethernet) — cereBoii mpoToKOJI KaHAIBHOTO YPOBHS (BTOPOit
ypoBeHb ceteBoit moienu OSI) mepenaun kaapos PPP uepes Ethernet. B ocHoOBHOM mcnionb3yercs
XDSL-cepBucamu. [IpegocraBisieT JOMOTHUTEIHLHBIE BO3MOXHOCTH (ayTCHTH()HUKAIHS, COKATUE
JaHHBIX, MU(POBAHUE).

Onucanune komann ans Hactpoiiku PPPoE-cepBepa na EcoRouter mpencraBieHo B Tabiauie HIKe.

Tabmuua 17
Komanna Omnucanue

pppoe-profile Komanpma BBoguTcs B KOHQUTyparmmoHHOM pexknMme (config). B pesymnprate

<PROFILE NAME> BBITTOJTHEHHUSI 3TOM KOMaH/IbI OyJeT CO3aH NpoQHib, B KOTOPOM MOXKHO
OyzeT u3MeHsATh HacTpoliku npoTokona PPPoE, nactpoiiku mis coznanus
PPP-coennnennit, ykazats subscriber map u crmoco0 pa3fadu ip-aapecos
aboHeHTaM.

interface Komanpna BBoauTCs B KoHuUrypauonHoM pexkume (config). B pesynbrate

pppoe.<IF NUMBER> BBITTOJTHEHHUSI 3TOM KOMaHABI OyJeT co3/iad nHTepderic, HaCTPOHKH
KOTOPOT0 OYIyT MCIOIL30BaHbI 1151 co3nanms PPPoE-ceccwid.

profile Komana BBOAUTCS] B KOHTEKCTHOM PEXUME HACTPOUKH pppoe-

<PROFILE NAME> unrepdeiica (config-if-pppoe). B pe3ysbrare BbINOTHEHHS 3TOW KOMaHIbI
Ha uHTepdeiice OyneT BrimoueH nporokos PPPoE ¢ Hactpoiikamu,
YKa3aHHbIMH B BBIOPAaHHOM IpoduIIe.

4.9 Service Instance

Service instance (Cyounrepoetiic, SI, CepBucHslii HHTEpQEHC) SBISIETCS JIOTHISCKUM
cyOunTepdeiicom, padborarouum mexxay L2 u L3 ypoBusamu. JlanHbli Bu1 unTepderica Heo0Xoaum
JUIs COeAMHEHUs (u3nuecKoro nopta ¢ uHtepdeiicamu L3, unrepdeiicamu bridge, mopramu.
Ucnonw3yercs 1yist THOKOTO yrpaBieHUs! TpapuKoOM Ha OCHOBaHUH Hanmnuus MeTok VLANOB B
¢peiimax, niau ux orcyTcTBus. CKBO3b CEpBUCHBIN HHTEp]ENC MPOXOIUT BeCh TpaduK,
NPUXOSIIUI Ha TOpT. Ha 0THOM MOPTY MOXKET CyIIeCTBOBAaTh MHOTO CEPBUCHBIX HHTEP(HEHCOB,
KOTOpbIe OyayT oOpabarbiBaTh pasHbie MeTKH VLAN'0OB no-pazHomy.

Komanna coznanus cepBucHoro narepdeiica: service-instance <NAME>.

Ha3zpanue cyOunTepdeiica 3agaercs aiMuHUCTpaTopoM. B kax 101 cTpouke service instance MOeT
COJIEpKaThCsl TOJIBKO OJUH MPU3HAK TpadukKa.

ITpumep:

‘ecorouter (config) #port tel

CepBucHblii nHTEpdeiic cozgaéres B peskuMe KOH(GUTypaluu rnopra.

‘ecorouter (config-port) #service-instance 100
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bcorouter(config—service—instance)#encapsulation dotlg 4

VYkazanne Homepa, oopadaTeiBaeMoro VLAN.

bcorouter(config—service—instance)#rewrite pop 1

YkazaHue BbINOJHAEMOM ONepaluu.

|ecorouter(config—service—instance)#connect ip interface el

VYkazaHue B Kakoil HHTepQeiic Hy>KHO OTIIPaBUTh 0OpadOTaHHBIE KaJIPHI.

4.10 Komanabl npocmoTpa cocTosiHuii uHTepdeiicoB

[IpocMoTp cocTostHUS U TEeKYyIel KoHpUrypanuu nopTo, uHTepdeiicoB u cyounrepdeiicon
OCYIIECTBIISACTCS ITPH MTOMOIIK KOMaH bl ShOw. Hibke nmpuBeieHo HECKOIBKO MPUMEPOB.

[IpocMOTp cocTosTHUS U TeKYIIeH KOHPUTypaluu BceX MOPTOB:

ecorouter#show port

te0 is up

Type: [10 Gigabit Ethernet]
MTU: 9728[82-9728]

link state UP;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
tel is up
Type: [10 Gigabit Ethernet]
MTU: 9728[82-9728]

link state UP;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
Service instance tel/QQ1 is up

HpOCMOTp COCTOAHHA U KOH(I)I/Il"ypaI_II/II/I OMPCACIICHHOI'O TIOpTa:

ecorouterf#show port tel
te0 is up
Type: [10 Gigabit Ethernet]
MTU: 9728[82-9728]
link state UP;
Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0

ITpocmoTp cocrostHus uHTepdeiica port channel:

bcorouter#show port channel

HO,Z[pO6HLII>i BBIBOJ COCTOAHHMA BCEX CO3JaHHBIX PIHTCp(I)CfICOBI

|ecorouter#show interface
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Interface e56[11] is up, line protocol is up
Ethernet address 0000.ab80.d303
MTU: 1500 [68-65536]
NAT: no
ICMP redirection is on
Label switching is disabled
<UP, BROADCAST, RUNNING, MULTICAST>
inet 10.10.10.1/24 broadcast 10.10.10.255/24
Input packets 0, bytes 0
Output packets 0, bytes 0
Interface e3[10] is up, line protocol is up
Ethernet address 0000.ab80.d303
MTU: 1500 [68-65536]
NAT: no
ICMP redirection is on
Label switching is disabled
<UP, BROADCAST, RUNNING, MULTICAST>
DHCP Proxy 1s enabled
128.66.1.1
Input packets 0, bytes 0
Output packets 0, bytes 0

[TopoOHEII BEIBO COCTOSTHUS M KOH(PHUTYpAIMK OIIPEIeIIEHHOT0 HHTEepdeiica:

ecorouterf#show interface e3
Interface e€3[10] is up, line protocol is up
Snmp index: 7
Ethernet address: 1234.ab00.00ff (configured)
Base MAC: 1c87.7640.fa02 (not in use)
MTU: 1500
NAT: no
ICMP redirection is on
Label switching is disabled
<UP, BROADCAST, RUNNING, MULTICAST>
Connect port te0 service instance te(O/el symmetric
inet 100.200.200.253/31
total input packets 156, bytes 14976
total output packets 156, bytes 14976

Kpatkuii BbIBOJI cTaTycoB BceX UHTEp(DENcoB:

ecorouter#show interface brief

Interface Status Protocol Description
eb6 up up

e3 up up Users

[IpocmoTp uHpopManuu o ceccusix yepe3 uHTepdeiic ip demux. ['ne yka3ansl Joruueckuii u
buznyeckuit aapeca xocTa, HOMEp MOPTa MapIIPyTU3ATOPa 3a KOTOPHIM OH BKJIFOUEH U HOMEP
VLAN.

ecorouter#show ip-unnumbered-table el0
IP Address MAC Address Port C-tag S-tag
10.10.10.2 0050.7966.6800 <1> 2 =====
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Bce uaTepdeiicsl v mopTh 0 YMOTYaHHUIO BKIIFOYEHBI. J[J1s1 TOTO, 9TOOBI BHIKIIFOUHTH HHTEpP(]Eic
WA TIOPT HYKHO JaTh KoMaHay Shutdown B pexxume KoHGHUTypaluu nHTepdeiica win nopra.

ecorouter#configure terminal
ecorouter (config) #port tel
ecorouter (config-port) #shutdown
ecorouter (config-port) #
ecorouter#show port tel

te0 is administratively down

Crpouka «administratively down» yka3pIBaeT Ha TO, YTO JJaHHBINA MOPT CEUac BBHIKITIOUEH.

Type: [10 Gigabit Ethernet]

MTU: 9728[82-9728]

link state DOWN;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0

4.11 Komanabl npocmorpa SFP moaysiei

Jnia mpocMotpa kpatkoit nadopmanuu o SFP/SFP+/QSFP+/QSFP28 -monynax ucnosiab3yercs
KOMaH 1a a[MHHUCTPATUBHOTO peskuma Show transceiver.

Komanya show transceiver nokassiBaetT HH(pOpMAIIKIO IO BCEM MOpTaM, a ee Moaudukaims Show
transceiver port <NAME> noka3biBaeT HHGOPMAIHIO [T0 KOHKPETHOMY MOPTY.

Jlyis naHHON KOMaH/bl BO3MOKHO HCIIOJIb30BaHUE MOIM(UKATOPOB U BbIBOJIA B (ailsl Tak xke, Kak 1
AT ApYTUX KoMaH Show.

s SFP-monyneit BeIBoAUTCS MH(OpMAIUs, IpeCTaBIeHHAs B Ta0INLIE HUXKE.

Tabnumna 18

ITapamerp Onucanue
Module Type Tur nepeaTynKa:

ITpumepsr:

o 1000BASE-T — moayinb cranmapra 1000BASE-T — 1 I'6ut/c, BuTas napa,
JHa cerMenTa 10 100 meTpos;

e 100BASE-FX — monyinb cranmapra 100BASE-FX — 100 M6ut/c,
MaKCUMaJbHas JIMHA cerMeHTa 412 MeTpoB /sl MOJTHOAYIUIEKCHOTO peXuMa
U 2 KWJIOMETpa JIJIsl IO YTUIEKCHOTO PeXXKUMa 110 MYJIbTHMOJIOBOMY
BOJIOKHY;

e 1000BASE-SX — moayns crangapra 1000BASE-SX — 1 ['ourt/c,
MYJIBTHMOJIOBOE ONITOBOJIOKHO C JUTMHOW cermenTa 220/550 MeTpos;

e 1000BASE-LX — monyns crannapra 1000BASE-LX — 1 I'6ut/c,
MaKCUMaJIbHAs IIMHA ceTMeHTa 550 METpOB I MyJIbTHMOIOBOTO
OTITOBOJIOKHA U 5 KUJIIOMETPOB TSI OJJHOMOJIOBOTO PEKHMA;

e 100BASE-LX — monyns crangapta 100BASE-LX — 100 Mbwur/c,
MaKCHUMaJIbHasl JUTHHA CETMEHTa 15 KUIIOMETPOB B MOJTHOAYTUIEKCHOM
PEKUME M0 ape OJHOMOJIOBBIX ONTHYECKUX BOJIOKOH;
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ITapameTp Onucanne
e 10GBASE-SR - moaynb cranmapra 10GBASE-SR - 10 I'our/c,
MakcuMaibHas irHa cermeHTa 300 MeTpoB I MyJTBTHMOIOBOTO

OIITOBOJIOKHA;

e 10GBASE-LR - monyns cranmapra 10GBASE-LR - 10 I'6ut/c,
MaKCHMaJjlbHas JUIMHA cerMeHTa 10 KHIOMETPOB IS OAHOMOIOBBIX
ONTUYECKUX BOIOKOH;

e 10GBASE-LRM - monynb crangapra 10GBASE-LRM - 10 T'6ut/c,
MaKkCUMasIbHas AIrHA cerMenTa 220 METPOB A1 MYJIETHMO/IOBOTO
ONTOBOJIOKHA;

e 10GBASE-ER - monyns cranmapra 10GBASE-ER - 10 I'6ut/c,
MaKCUMasIbHas AuHA cerMenTa 40 KHITOMETPOB [T OJJHOMOIOBBIX
ONTHYECKNX BOJIOKOH;

e 40GBASE-LR - moxyns crangapra 40GBASE-LR - 40 I'our/c,
MaKCHUMaJIbHas JIrHA cerMenTa 10 KHITOMETPOB TS OJJHOMOIOBBIX
ONTHYECKUX BOJIOKOH;

e Unspecified — Hen3BeCTHBIH THIT MOTYJISL.

Module Vendor | TIpousBoauTesb

Name

Module Part ApTHKYIT

Number

Module Serial CepuiiHblii HOMED

Number

Module Revision | Bepcusi

Module Hara usrorosnenus. @opmat: [TMM /1]

Manufacturing

Date

Module supports | Ecte ju mogmepxka GyHKIMA H(GPOBOTO KOHTPOJISI MTApaMETPOB MOIYJIS
DDM (TemIepaTyphbl, HATPSHKEHUS | T.J1.)

Module Temneparypa MoayJist B rpaaycax 1o Lleabcuto. [Tapamerp H0CTyIIEeH pH MOIEPKKE
temperature DDM

Module voltage | Hanpsokenue Ha Mosysie, BoibT. [Tapamerp gocrtynieH npu noaaepkke DDM

Module distance | MakcumalbHas oIEpKUBaeMast JUTHHA JIJIs KaOest B MeTpax/KHJIOMeTpax.
3Ha4YeHuUs BBIBOJIATCS AJIs1 ONpeAeTICHHON KaOeIbHOM JIMHIY B 3aBUCUMOCTH €€ THIIA!
menubIi (Copper), onTHYecKuid 0THOMOIOBEIN (SMF), onTHdeckuit MHOTOMOJTOBBIN B
cootBercTBHH cTanaapram ISO (OM1, OM2, OM3)

Tx/RX avg YpoBeHb ONTHYECKONH MOIIHOCTH B 1bM. AKTyallbHbIE 3HAYECHHUS BBIBOASTCS IS
optical power KaHaJIOB repenaun u npuema. [Ipu momnepxke HECKOIBKUX OTIEITHHBIX ONTHYECKIX
kaHayioB (QSFP) ypoBeHb OyeT Moka3aH Jiisi OTJICNILHO JIJISI KAXKJIOTO.

s "menHbIX" mOpPTOB JaHHast MHGOpPMAIHs HEJOCTYITHA, BMECTO HEE BBIBOJIUTCS CTPOKA "Module
doesn't identify itself as SFF-compatible™.

[Ipumep BbIBos1a MHGOpMaruu A nopta 6e3 SFP+ momyns:

ecorouter#show transceiver
Port: te0

Module doesn't identify itself as SFF-compatible
[IpyMep BHBONA MHOOpMaLMM OJjid HDopTa ¢ QSEFP+ monmysiewm:
ecorouter#show transceiver

Port: ge0/0

Module Type: 40G Base-LR4

Module Vendor Name: YN
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Module
Module
Module
Module
Module
Module
Module
Module
Module
Module
Module
Module

Tx
Rx
Tx
Rx
Tx
Rx
Tx
Rx

avg
avg
avg
avg
avg
avg
avg
avg

Part Number:
Serial Number:

40G010QPN
202012210090

Revision: 1A

Manufacturing Date: 210122
supports DDM: yes

temperature: 28.00 C

voltage: 3.27 V

distance SMF: 10 km

distance OM3: 0 m

distance OM2: 0 m

distance OMl: 0 m

distance copper or active cable:
optical power (Channel 1): 1.2019
optical power (Channel 1): 0.0944
optical power (Channel 2): 1.2317
optical power (Channel 2): 0.0944
optical power (Channel 3): 1.3010
optical power (Channel 3): 0.0753
optical power (Channel 4): 1.3301
optical power (Channel 4): 0.0634

0O m

mW
mW
mW
mW
mW
mW
mW
mW

N N N S

0.80 dBm

-10.25 dBm

0.91 dBm

-10.25 dBm

1.14 dBm

-11.23 dBm

1.24 dBm

-11.98 dBm
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5 CepBucHbie nHTEpPdECHI

[Tpu Bxoae Ha mopt Kaap ¢ MmeTkoil VLAN Oyzer moMereH B CepBUCHBIN UHTEp(EiC, BbIICTCHHBIN
11t o0pabotku nanHoi Mmetku VLAN. Tlocne cepBucHsbIil nuHTepdeiic MmoxkeT meTky VLAN
3aMEHUTb, JOOABUTH WM CHATH U NEpeaTh B APyroi nopT win uurepdeiic. To ects cepBUCHBII
uHTepderc CBSI3bIBACT MOPT U MOPT WU NOPT U uHTepdeiic (mopT u bridge domain) B mpemenax

YCTPOMCTBA.

5.1 Buabl HHKANCYISILMH

5.1.1 Bwuabl HHKANCYJISIIUN

Kanp nomeniaercs B TOT Wil MHOM CEPBUCHBIN HHTEp(EIC Ha MOPTY MO MPUZHAKY
MHKAICYJIMPOBaHHOIO B Hero Tera dotlq mim no ero orcyrcrBuio. Ha ogHOM nopTy MoeT ObITh
HECKOJIBKO CepPBUCHBIX HHTepdeiicoB. Ha mapimpyTuzarope MoxeT cymectBoBath 10 4000

CEPBUCHBIX HHTEP(EHCOB.

5.1.2 KomaHabl HACTPONKH MHKATICYJISNH

Hactpolika HHKancyssimuy OCyIECTBISETCS B KOHTEKCTHOM PEKUME KOH(PHUTYPUPOBAHHS
cepBucHoro untTepgeiica. Koropslii, B cCBOIO ouepesib, JOCTYIEH B KOHTEKCTE KOH(UTYPHUPOBAHUS

nopra.

To ecthb gns TOro, YTOOBI IMPUCTYIHUTH K HaCTpOﬁKaM HWHKAIICYJSIUN HCO6XOI[I/IMO BBCCTH,
Harmpumep, CICAYIOIYI0 MOoCICaA0BaATCIIbHOCTD KOMAaH/I:

ecorouterfconfigure terminal
ecorouter (config) #port tel
ecorouter (config-port) #service-instance 100

WHKancysiius HacTpanBaeTcsl Ha CepBUCHOM HHTep(eiice mpu moMoiy koManael encapsulation.
B Tabnuiie Huke NpUBEACHO ONKCAaHUE MApaMETPOB JAHHON KOMaH/IbI.

Tabmuma 19

Buja unkancyasiuuu

Onucanne

encapsulation untagged

HererupoBaHHble Kaapbl

encapsulation default

VYkazanue, 4To JaHHBIM CEPBHCHBIM HHTEpdeticom OyyT
00pabaTbIBaThCS BCE OCTAIbHBIE METKH, HE YKa3aHHBIE 10 3TOrO B IPYTUX
CepBUCHBIX UHTEp(delicax Ha OpTy.

ITpumensiercs B L3 Opumkax u B coennHenusx 6e3 yuactus L3
MapuIpyTU3aIluu

encapsulation dotlq any

Wukancynsanus IEEE 802.1q ¢ mo0bIM Terom B Kajpe

encapsulation dotlg <TAG>

Wukancysanus IEEE 802.1q ¢ KOHKPETHBIM TETOM B KaJipe

encapsulation dotlg <TAG>
second-dotlq <TAG>

Wnkancynsauus IEEE 802.1q ¢ 2-ms Teramu, coliepKaiuMucs B Kaape.
3HaueHMs TETOB YKA3bIBAIOTCS MO MOPSIKY HAYWHAs C BHEITHETO

encapsulation dotlq
<TAG1>-<TAG2>

Nukancynsuus IEEE 802.1q ¢ qmana3zoHoM Teros

encapsulation dotlg <TAG>
exact

ApryMmeHT eXact ykas3pIBaeT Ha TO, UTO JAaHHBII CEpPBUCHBIN MHTEpdeEiic
Oynmer 0O0pabaThIBaTh Kap TOIHKO C OJHOM YKa3aHHOW METKOM, WIH
OJIHOM METKOH M3 Tnana3oHa
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ApryMmeHT exact sBisieTcst 00s3aTeNbHBIM B ClTydae JajbHerIen nepenadn kaapa Ha L3 ypoBeHb
(3a uckmouenuem Demux unTepeiica ). B cimydae nepenaun kajpa B bridge nnm nopt, aprymMeHT
MO>KHO HE YKa3bIBaTh.

5.2 Onepauuu HaJx MeTKaAMU

[Tocne Toro, Kak Kajp ObUT IOMEIIEH B OIpeesICHHBIN CEPBUCHBIN HHTEP(HENC HAZl METKON MOKET
BBINOJIHATHCS ONEPALHsl 3aMEHBI, YIaleHHs Wi Jo0aBlieHUs 3HaueHUsL. J{J1s1 3TOro BBINOJIHACTCS
KOMaH1a rewrite ¢ pa3MuHbIMU apryMEHTaMH.

Ecnu xazip mocine mpoxoxaeHusi CepBUCHOTO HHTepdelica OyaeT nepenaBarbes Ha UHTEpdEic s
nocneaytomeit oopadotku Ha L3 (uckmouenune unrepdeiic BDI, untepdetic [P-demux), Hag Hum

JOJKHA OBITH BBITIOJTHEHA KOMaHAa ¢ apryMeHToM POp. Onepaniust POP yaaisieT METKY U3 Kajapa.

Ecnu kanp mocie mpoxoKACHHsI 4epe3 CepBUCHBIN HHTepdeiic OyneT nepeaan B mopt wim bridge,
TO TYT MOTYT OBITh BBIIIOJIHEHBI BCE BOBMOKHBIC OTIEPALIMU HAJl METKaMHU.

5.2.1 Komanasbl onepaiuii Hag MeTKaMH

Tabmura 20
Buja onepauuu Hax MEeTKOM Onucanmue

Rewrite pop VALUE Onepanus castas Metkd. VALUE pasen 1 wm 2

Rewrite push VALUE VALUE Jo6asnenue metku. VALUE 3nauenne MeTku. Bepxnss meTka —
nepBas

Rewrite translate 1-to-1 VALUE 3ameHa ogHo# MeTku Ha npyryto. I'ne VALUE 3nauenue HOBoOI
METKH

Rewrite translate 1-to-2 VALUE 3aMeHa OHOW METKH Ha JBE APYTUX

VALUE

Rewrite translate 2-to-2 VALUE 3amMeHa JByX METOK Ha JIBE JPYTUX

VALUE

Rewrite translate 2-to-1 VALUE 3ameHa JIByX METOK Ha OJIHY

5.2.2 HanpasJjieHue 1BH:KeHHsI TpaduKa Yepe3 cepBUCHBII HHTep(eiic

Omnepauuu Ha/l METKOH B KaJipe OCYIIECTBIIAIOTCS IPU ABM)KEHUH B 00OMX HAIPaBJICHUSAX yepes
cepBUCHBII nHTEpdeiic. Harpumep, npu NpoxoxaAeHUU Kaapa OT MOpTa K MPUCOESAUHEHHOMY
uHTepdeiicy u ot unTepdeiica k nopty. [IpaBuia 06pabOTKH METKH B 0OpaTHOM HarpaBIeHUU
CO3/Ial0TCS] aBTOMATHYECKH.

PazHoBHIHOCT pabOTHI CEPBUCHOTO HHTEpdelica, paboTaroIIero B 1B€ CTOPOHBI CHMMETPHYHO,
Has3biBaeTcs ambiguous. Eciu B cepBricHoM uHTep(eiice 3a1aHa onepariyst POP MpH ABUKCHUH
KaJjpa OT MopTa K uHTepdeiicy, To Ipu ABMKEHUM NTaKkeTa OT uHTepdeiica k mopTy Oyzaer
BBIMOJHATHCS PUSh. Co3iaHne Takoro CepBUCHOTO UHTEp(deiica BO3MOXKHO TIPU SIBHOM YKa3aHUH
HY>KHOU METKH.

ITpumep:

encapsulation dotlg 3 exact
rewrite pop 1
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B naHHOM mpuMepe Mpu JABUKEHUH B OJJHY CTOPOHY MeTKa 3 OyJIeT CHUMAThCS, ITPU JIBHKCHHH B
00paTHYI0 CTOPOHY — T00ABISATHCS.

PazHOBHIHOCTE PabOTHI CEpBUCHOTO MHTEp(delica, padoTaomEero HECHMMETPUYHO B JIBE CTOPOHBI,
Has3bpIBaeTCs UNambiguous. Takoii cepBUCHBIN HHTEpdEiic co3aaéTcst MpU OOIIEM MTPaBHIIC

00paboTKK AMana3oHa METOK.

[Tpumep:

kncapsulation dotlg 1-3 exact

[Tpu nBmxenun Tpaduka B OHY CTOPOHY €AMHCTBEHHAsI METKA, IIOTAAA0IIast B yKa3aHHBIN
Uana3oH, OyJIeT CHUMAaThCs, IPU ABHKEHUU B 0OpaTHYIO CTOPOHY KaJp OyJeT nepeaaBarbcs 0e3
METKH, TaK KaK HE OYEBUIHO, KaKyl0 METKY U3 AMalla30Ha B HETO HEOOXOAUMO IOMECTUTh. DTa
0COOCHHOCTH HaKJIa/IbIBACT O'PAaHUYCHUS HA UCTIOJIb30BAHUE TAKOW PA3HOBHIHOCTH CEPBUCHBIX
UHTEP(EICOB B HEKOTOPBIX CHEHAPHSIX.

5.2.3 Omnepanum HaJ METKAMM B CEPBUCHBIX MHTepdeiicax

EcTb Tpu BapuaHTa onepanuii HaJ METKaMU: yJaJleHHE CYIIECTBYIOIIEH METKH/METOK, J00aBIIeHUE
HOBOH METKH/METOK U TPaHCIALMS METKU/METOK U3 OJJTHOI'O 3HAUYEHUS B JIPyToe.

Bridgel

WLAMN 10,
WLAN 11,
Lntagged

Pucynok 6

PaccMoTpuM BO3MOXKHBIE BAPUAHTHI IEUCTBUM HAJ METKAMU B ClIy4ae, IPEACTABICHHOM Ha
pucynke. Ha moprt tel ycrpoiicta mpuxomsar 10, 11 VLAN u HeTerupoBaHHBIH TpaduK.

5.2.3.1 Tpancasiuuss MeToOK

Tpaduk, npunaanexammuit 10 VLAN, Hy>kHO nepeHanpaBuTh B opT te2 ¢ metkoir 5 VLAN.

Ha nopry, kyaa npuxogur VLAN 10, co3naem cepBUCHBII HHTepdEiic UTst onepanuu ¢ STUMH
METKaMH.

ecorouter (config) #port tel
ecorouter (config-port) #service-instance 3
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N3 Bcero oobema tpaduka BeioupaeM Tpaduk ¢ Metkoii VLAN 10. AprymeHT exact ykas3biBaer,
9TO ATOT CEPBUCHBIN HHTEpdeiic 00padaThIBaET KaAPhI ¢ EAMHCTBEHHON 10 METKOM.

kcorouter(config—service—instance)#encapsulation dotlg 10 exact

Mensiem meTky 10 Ha metky VLAN 5. Tpancnsuus uz 1 B 1.

kcorouter(config—service—instance)#rewrite translate 1-to-1 5

VYka3biBaeM, Ky/1a OTIIPABIATH TpadUK MOCIIE OTepaIlii HaJl METKOM.

|ecorouter(config—service—instance)#connect port te2

Service-instance 3 siBisiercsi cuMmeTpudHbIM. Koraa tpaduk moinér B oOpaTHOM HarpaBiICHUH, TO
service-instance OyaeT UMETh TaKyr0 KOHPHUTYPAIHIO.

encapsulation dotlg 5 exact
rewrite translate 1-to-1 10

W, Takum obpaszom, B opt tel Oynet otaaBars Tpadguk ¢ merkoir VLAN 10.

5.2.3.2 Bce BO3MOKHOCTH TPaHcAsIuu MeTOK VLAN

TpaHcasuus OIHOW METKH B IBE METKHU.

JlaHHasi KOMaH/1a 3aMEHSIeT OJIHY METKY ABYMs ApyruMH. Oniepainysi BhIIOIHAETCSA TOJIBKO B CIy4yae
€IUHCTBEHHON BXOIIIIEN METKH.

rewrite translate 1-to-2 <METKA1> <METKA2>

IIpumep HacTponKu:

ecorouter
ecorouter
ecorouter
ecorouter

config) #port tel

config-port) #service-instance 31
config-service-instance) #encapsulation dotlg 10 exact
config-service-instance) #rewrite translate 1-to-2 5 15

—_~ o~ o~ —

3ameHnwin ogHy MeTky 10, Ha meTku 5 u 15. Metka 5 OyeT nepBoit o HOPSIIKY B Kajpe.
TpaHcismsa AByX METOK B IBE JPYTHE:
rewrite translate 2-to-2 <METKA1> <METKA2>

IIpumep HacTpoONKHU:

ecorouter (config) #port tel

ecorouter (config-port) #service-instance 31

ecorouter (config-service-instance) #encapsulation dotlg 20 second-dotlg
40

ecorouter (config-service-instance) #rewrite translate 2-to-2 5 15

3amenunu metku 20 u 40 Ha MeTku S U 15. Metka 5 Oyaer nepBoii 1o MOPSIKY B Kaape.
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TpaHcasuus AByX METOK B OJIHY:
rewrite translate 2-to-1 <METKA>

[Ipumep HacCTpOMKHU:

ecorouter (config) #port tel

ecorouter (config-port) #service-instance 31

ecorouter (config-service-instance) #encapsulation dotlg 20 second-dotlg
40

ecorouter (config-service-instance) #rewrite translate 2-to-1 5

2 mpuiennye B HOpT METKH Oy IyT 3aMEHEHBI Ha OJHY .

5.2.3.3 JlobaBjieHHEe METOK

Bech HeTernpoBaHHbIi Tpahuk 00paboTaeM ¢ MOMOIIBIO KOMaH bl FeWrite ¢ aprymentoM push B
service-instance 1.

ecorouter (config) #port tel
ecorouter (config-port) #service-instance 2

Yka3pIBaeM, 4TO BECh HETETMPOBAHHBIN Tpauk OyaeT 00padaThIBaThCSI STUM CEPBUCHBIM
uHTEpdEicoM.

‘ecorouter (config-service-instance) #encapsulation untagged

VYka3piBaeM, YTO B KOKJIBIA KaJap OMENIAEM METKY .

‘ecorouter (config-service-instance) #rewrite push 5

VYka3biBaeM, KyJia OTIIPABIIATH TpaduK Mocie onepaluy HaJl METKOU.

‘ecorouter (config-service-instance) #connect bridge 1

Bridge 1 nomken ObITh IpeABapUTENBHO CO3/AAH.
Ha BeIxone u3 nanHoro cepBucHoro uHTepgdeiica Becy Tpaduk Oyaer nomeueH metkoir 5 VLAN.

[Tpu oOpatHom nBmxeHun u3 bridge 1 B mopt tel Bech Tpaduk OyneT yXoauTh B MOPT 6€3 KaKoi-
a100 METKHU.

Omnepanun translate u push Bo3MosxHBI TOJIBKO B CiIyvae MPHUBSI3KH service instance K ypoBHio L2,
TO €CTh K MOpTY Wi bridge.

Ha mpemuti yposenv naxemwi 00121cHbl npuxooums 6e3 npusraka VLAN.

Metku VLAN cHuUMArOTCS ¢ ITOMOIIBIO KOMaH/IbI FEWrite pop.
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5.2.34 CHAiTHE METOK

B service-instance 2 6yaem obpadateiBath VLAN 11 Ha mopty tel. Co3gaem service instance ¢
MMEHEM 2.

ecorouter (config) #fport tel
ecorouter (config-port) #service-instance 2

®unetpyem 11 VLAN.

kcorouter(config—service—instance)#encapsulation dotlg 11 exact

Cuaumaem metky VLAN, uToObI mepenats kaap Ha L3 untepdeiic. B nanHom cirydae komaHaa
rewrite ¢ aprymenTom POP 1, yka3pIBaeT, 4To B KaJpe COACPIKUTCS TOJIBKO OJJHA METKa, U OHA
OyZIeT yaaneHa.

bcorouter(config—service—instance)#rewrite pop 1

YcranaBiuBaeM CBSI3Ky moprta u uaTepdetica L3.

|ecorouter(config—service—instance)#connect ip interface el

Takum oOpa3om Tpaduk nonagaet Ha uHTepPeiic el 6e3 mpusnaka VLAN.

Jly1a 0OpaTHOrO HanpaBJieHUs: OyJET BEPHO CIENYIOLIEE:

encapsulation untagged
rewrite push 1

Jlo6asnsiem meTky 11 VLAN.

B service instance cymecTByer emié oauH THI HHKancy sinuu: encapsulation default. TTox takoit
THUIT HHKAICYJISIHAH MTOMaAET abCOoMOTHO BECh TpadHK, HE BBIIEICHHBINA B OTICIBHBIN service
instance. Tak Kak KOHKPETHO HE YKa3bIBAETCs, KAKOE KOJIMYECTBO METOK COJICPKUTCS B KaJIpe, U
YTO ITO 3a METKH, MapPIIPyTHU3aTOP HE MOXKET IPOJeaTh HaJl HUMH HUKAKUX OIepanuii (CHATS,
CMEHHTH UTH.). [I03TOMY MepeHanpaBuTh KaJpbl BO3MOXHO TOXe TOJIbKO B L2: bridge wiu mopr.

5.2.3.5 Hacrpoiika service instance qjsa mapmpyruzanuu 2 VLAN'oB

HNmMmeetcs cicayromasa cxemMa CCTU.
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EcoRouter

VLAN 2 VLAN 3
10.0.0.0/16 10.1.0.0/16
Hostl Host2

Pucynoxk 7

[ar 1. Co3naem untepdeiicel u npucBanBaem [P-agpeca.

ecorouter
ecorouter
ecorouter
ecorouter

config) #interface QQ1
config-if)#ip address 10.0.0.1/16
config) #interface QQ2
config-if)#ip address 10.1.0.1/16

N N

HTar 2. Co3naeM service-instance Ha nmopty A 2-ro VLAN.

ecorouter (config) #port tel
ecorouter (config-port) #service-instance tel/QQ1

[Har 3. O0BsABAsSEM UHKANICYJISLUIO. JTa 3aIIUCh TOBOPUT, 4TO MbI KIEM MeTKy VLAN 2. Onus
exact IMOKa3bIBAET, YTO MOJ ATO IIPABUIIO MONAAYT KaAPbl TOJIBKO ¢ METKOM paBHOMU 2.

\ecorouter(config—service—instance)#encapsulation dotlg 2 exact

[ar 4. Caumaem MeTky onuuen pop. Kirou 1 mokaspiBaeT, 4To CHUMAEM TOJIBKO OHY, BEPXHIOIO
meTky. Ha L3 xaap momken moctymnars 60e3 nmpusHakoB VLAN.

kcorouter(config—service—instance)#rewrite pop 1

[ar 5. [IpuBs3siBaeM co3qaHHBIN CEpBUCHBIN nHTEpdeiic k L3 untepdeiicy.

bcorouter(config—service—instance)#connect ip interface QQ1

[Iar 6. CummeTpuaHas HacTpoiika s 3-ro VLAN.

ecorouter (config) #port tel
ecorouter (config-port) #service-instance tel/QQ2
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[ar 7. O0BsABIsAEM UHKAIICYJISINIO. JTa 3alTUCh TOBOPHUT, 4TO MBI kKAEM MeTKy VLAN 3. Onrus
exact Mmoka3bIBaeT, 4TO MOJ1 3TO MPABWIO MOMAAYT KaJaphl TOJIBKO C METKOM paBHOM 3.

|ecorouter(config—service—instance)#encapsulation dotlg 3 exact |

[Iar 8. Caumaem meTky onuueit pop. Kitrou 1 nmokasbiBaeT, 4TO CHUMAEM TOJBKO OJIHY METKY,
BepxHioto. Ha L3 xaap nomxen nocrynats 6e3 npusHakoB VLAN.

|ecorouter (config-service-instance) #rewrite pop 1 |

[ar 9. [IpuBs3piBaeM cO3aHHBIN CEpBUCHBIN HHTEpdelic k L3 untepdericy.

|ecorouter(config—service—instance)#connect ip interface QQ2 |

B ciyuae nBmkeHUs Kaapa U3 CETMEHTa CETH BBEPX M0 CXEME K MapIlpyTH3aTopy, Ha mopTy tel
BBITNIOJHSETCS ieicTBUE CHATHUS MeTKU (cM. Illar 4). B ciydae qBu»keHMsI TakeTa [0 CXeMe BHU3 OT
MapIIpyTH3aTopa K CETMEHTY, OyIeT MPOUCXOAUTh ACHCTBHE 0OpaTHOE 3TOMY, @ UMEHHO Fewrite
push 1. 3to Bo3mMoxHO, Tak kKak Homep VLAN B service-instance yka3aH siBHO.

5.2.3.6  Hacrpoiika cepBucHOro unrepgeiica 11 GyHKIMOHNPOBAHUS
EcoRouter B posin L2 ycTpoiictBa

Nmeetcs cleayromasa cxeMa CCTH.

EcoRouter

Pucynok 8

[ar 1. Co3naem service-instance Ha nmopty te0 mis quanazona VLAN 1-10.

ecorouter (config) #port tel
ecorouter (config-port) #service-instance for vlan (1-10)
ecorouter (config-service-instance) #encapsulation dotlg 1-10

[ar 2. [TpuBs3bIBaeM CEpBUCHBIN HHTEPQEIC K BBIXOTHOMY MOPTY.

|ecorouter(config—service—instance)#connect port tel

[ar 3. Co3gaem service-instance Ha opty tel mnsa quanazona VLAN 1-10.
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ecorouter (config) #port tel
ecorouter (config-port) #service-instance for vlan (1-10)
ecorouter (config-service-instance) fencapsulation dotlg 1-10

[ar 4. [TpuBsi3biBaeM CEPBUCHBIN UHTEPPEHC K BEIXOHOMY MOPTY.

‘ecorouter(config—service—instance)#connect port tel

ITpu momo6HoOI HacTpoiike ECORouter BrimomHseT KoMMyTaruto GperiMoB ¢ Teramu ot 1 10 10 ¢
nopta te0 Ha nopt tel u Hao6opoT. [lopThl KOMMYTATOPOB B CTOPOHY MaplIpyTHU3aTOpa
CKOH(UTYPHPOBAHBI KaK TPAHKOBBIE U UCHONB3YIOT HHKancysnuio dotlq. Kak BunHo, B 1ByX
pas3HbIx cepBHCHBIX HHTepdeticax for vlan(1-10) makancymnsuus yka3ana 6e3 KJIIOYEBOTO CIIOBA
exact, 4To TI03BOJIUTEIIBHO JIMIIb B ClIy4ae OTCYTCTBHUS Onepanuii Haa metkamu (pop, push,
translate) v MOKITFOUEHUS ITUX CEPBUCHBIX MHTEp(delicoB kK mopTy unu L2-nomeny (bridge-
domain). CTout 3aMeTUTh, YTO OMEpalus HaJl TEraMH BCe €Ile BO3MOXKHA MPU KOHPUTYPUPOBAHUU
L3 unrepdeiica (BDI). Boznukaromiye orpaHu4eHus cpa3y CTaHyT MOHSITHBIMHU, €CIIH MIPEJICTABUTH
CUTYalIMIO, KOTJla MapLIpyTU3aTOPy Ha BBIXOJE KaJipa U3 MOpTa He0OX0UMO JOOABUTH TeT U3
HEKOTOPOTO JHana3oHa JOKaJIbHO CKOH()UTYPUPOBAHHBIX TErOB (B MIpUMEpE, PU YKAa3aHUU B
cepBUCHOM HHTepdeiice oy rewrite pop 1, Ha BEIXOZ€E U3 OPTa JOKHA Oblia Obl
IPUMEHSTbCS 0OpaTHasi onepanus Jo0aBiaeHus Teros oT 1 10 10, yTo SBHO BHOCUT
HEOJIHO3HAYHOCTh, IOCKOJIbKY HEM3BECTHO, KaKOM Ter HaBelnBaTh, EcoRouter nckmouaet
NOJO0HBIE CUTYallMU U MIPEAYIPEIUT aAMHUHUCTPATOPA O HEKOPPEKTHO CKOH(UTYPUPOBAHHBIX
¢unbrpax). [lomoOnas rudkocTh ynpasnenus Tpadgukom B EcoRouter TpedyeT BHUMATEIBHOCTH U
YEeTKOTr0 IIOHUMAaHUs IPOUCXOSIINX OTepauid HaJl TaKeTaMu Ha HHTepdeiicax u moprax
mapinpytuzaropa. B CLI ecTh HECKOIBKO KOMaH I rpymiibl SNOW Jj1st MpocMOoTpa
CKOH(HUTYPHPOBAHHBIX (PHIBTPOB.

5.3 IIpocMOTp HACTPOEK CEPBUCHBIX MHTepP(eiicoB
5.3.1 IIpocmoTp Bcex cepBUCHBIX HHTeP(eiicoB HA BCeX MOPTaX

Jl1s mpocMOTpa HACTPOEK CEPBUCHBIX MHTEP(PENCOB, UMEIOIIMUXCS Ha BCEX MOPTaX, UCHOJIb3YETCs
KoMan1a Show port unm ee cokpamieHtas gpopma: sh port.

Ingress — onmcanue mopsaka 00paboOTKU Kaapa MpH IBHKEHUU uyepe3 MOPT B OAHOM HalpaBlIeHUH.
Kaxk onucano B cepBucHOM HHTEp(eiice aIMUHICTPATOPOM.

EgrESS — OIIMCAaHHUC TOpAaKa 06pa60T1<1/1 KaJipa npu ABHKCHUHN YCPE3 ITOPT B O6paTHOM
HaIlpaBJICHHUH. ABTOMaTHYECKHU CO3/JaHHOE OTBETHOE IIpaBUJIo.

ecorouter#sh port

te0 is up

Type: [10 Gigabit Ethernet]

MTU: 9728[82-9728]

link state UP;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
tel is up

Type: [10 Gigabit Ethernet]

MTU: 9728[82-9728]

link state UP;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
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Service instance 1 is up

ingress encapsulation dotlg 12 exact
ingress rewrite pop 1

egress encapsulation untagged
egress push 12

Input packets 0, bytes 0

Output packets 0, bytes 0
te2 is up

Type: [10 Gigabit Ethernet]

MTU: 9728[82-9728]

link state UP;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
te3 is up

Type: [10 Gigabit Ethernet]

MTU: 9728[82-9728]

link state UP;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
ted is up

Type: [10 Gigabit Ethernet]

MTU: 9728[82-9728]

link state UP;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
ecorouter#

5.3.2 IIpocMoTp cepBUCHBIX HHTepPdEiicOB HA OTEJILHOM MOPTY

JI1st IpocMOTpa HaCTPOEK CEPBUCHBIX MHTEP(EICOB, MEIOIINXCS Ha KOHKPETHOM IOPTY,
ucnosb3yercst komanaa Show port <NAME> unu ee cokpamiennas gpopma: sh port <NAME>.

ecorouter#sh port tel
tel is up

Type: [10 Gigabit Ethernet]

MTU: 9728([82-9728]

link state UP;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
Service instance 1 1is up

ingress encapsulation dotlg 12 exact
ingress rewrite pop 1

egress encapsulation untagged
egress push 12

Input packets 0, bytes 0

Output packets 0, bytes 0
ecorouter#

5.3.3 IIpocMoTp cepBHCHBIX HHTepP(eiicOB M0 HOMEPY

I[JBI MMpOCMOTpPa HACTPOCK KOHKPETHOI'O CEPBUCHOI'O HHTep(beﬁca, HCIIOJIB3YCTCA KOMaHa show
port <NAME> service-instance <SI_NAME> wu ee cokparientnas ¢popma: sh port <NAME>
service-instance <SI_NAME>.

|ecorouter#sh port tel service-instance 1 |
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Service instance 1 is up

ingress encapsulation dotlg 12 exact
ingress rewrite pop 1

egress encapsulation untagged

egress push 12

Input packets 0, bytes 0

Output packets 0, bytes 0
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6 ArperupoBaHue KaHAJIOB

ArperupoBaHue KaHAIOB — 00bEIMHEHNE HECKOJIbKUX KAHAJIOB B OJIMH JIOTHYECKUN KaHaM IS
YBEJIMUYEHUS IPOMYCKHON CIIOCOOHOCTH U pe3epBUpoBaHusi. YToObI 100aBUTH OPTHI B
O00BETMHEHHBIN KaHAJl OHU JOJDKHBI OBITh HIIEHTUYHO HACTPOCHBI U MapayuiebHbL. To ecTh,
arperupyemMble KaHaJlbl IOJKHBI COSIMHATh MEXTy COOOM J[Ba YCTPONCTBA, MapalieIbHO APYT

ApYyTy.

B onun arperupoBaHHBINA TOPT MOTYT OBITH OOBEANHEHBI 10 8 TTOPTOB HA OJJHON MITH Pa3HBIX
KapTax ycrpoiicTtsa. [y 00beIMHEHNS CKOPOCTHBIE XapaKTEPUCTUKU TOPTOB JIOJKHBI COBIA/IATh.
Taxoke Ha mopTax He JOJKHO OBITh MPUBSI3aHHBIX CEPBUCHBIX UHTEp(deiicoB. CepBUCHBIN
uHTepdeiic s onepauunii ¢ metkamu VLAN HacTpanBaeTcsi HA CKOHQHUTYPUPOBAaHHOM
arperupoBaHHOM MOPTY (cM. pasznen CepBUCHBIC HHTEP(EHCHI).

6.1 Bprunciienne x3m-QpyHKInu

EaﬂaHCI/IPOBKa Tpa(bHKa OCYHICCTBJIACTCA 1O ITIOTOKAM. PacnpeneneHHe KaJapOB I10 KaHaJIaM
arpe€rupoOBaHHOIO mopTa NpoOUuCXOAMT Ha OCHOBAHHMU AJAHHBIX B 3ar0JIOBKax B Kaapc. Ha ocHoBanunu
ITOH I/IH(i)OpMaI_II/II/I MapapyTHU3aTop IIpuHUMACT PCHICHUC O UCITIOJIB30BAHUH OJHOI'O U3
(1)I/ISI/I‘-IGCKI/IX KaHaJIOB arpCrupOBaHHOrO IMopTa. I[JISI OTOr0 UCIIOJIB3YCTCA AJITOPHUTM X3IIHNPOBAHUS.

HOJI?I, HCIIOJIb3YCMBIC IJI BBIYHUCIICHUA X3HI-(1)YHKIII/II/I 10 YMOJIYaHHIO:

Tabmuma 21
Router | S\C-Src Mac S\C-Dst Mac | S\C-Src | S\C-Dst | Hash Protocol | Port.no
1D IMocaennue 4 Iocaennue 4 1P 1P seed Type 1 Baiit
4 Baiita 0aiiTa OaiiTa 4 Baiita | 4 baiita | 1 baiir 1 BaiT

Router ID — HeusmeHseMblii UaeHTU(DUKATOP MapIIPyTU3ATOPA.

S\C-Src Mac (Service\Client-Source Mac address) — MAC-aapec oTnpaBuTess.
S\C-Dst Mac (Service\Client-Destination Mac address) — MAC-aapec nomy4aTess.
S\C-Src IP (Service\Client-Source IP) — IP-aapec otmpaBurens.

S\C-Dst IP (Service\Client-Destination) — IP-aapec momy4arerns.

Hash seed — u3meHsiemoe 3Ha4YeHUe, YHUKAILHOE B MIpEIeiax MapiipyTu3aropa. MoxeT NIpruHAMATh
3Ha4eHus ot 0 go 255.

Protocol Type — mpoTokos TpaHCIIOPTHOTO YPOBHS.
Port.no — Homep mopTa, MPUHSBIIIETO MMAKET.
J1JIs TaKeTOB C OJMHAKOBBIMU UCXOIHBIMU JIAHHBIMH PE3YJIBTAT BRIYUCIICHUS X3 -(DYHKITUU BCETIa

Oyzaer oguHakoB. TakuM 00pa3oM MakeThl OJHOTO MOTOKA OyIyT MONaAaTh B OJUH MOPT (B OJIUH
bu3nueckuil KaHam).
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Pe3ynbraToM BeIMHCIICHUS XAII-PYHKIINMHU sABIIsIeTcs 32-0utHoe uncio. [lepsrie ero 16 our
UCTIONB3YIOTCS st OanancupoBku B Link Aggregation Control Protocol (LACP), ocranpHbIe — 1151
6anancupoBku B Equal-cost multi-path routing (ECMP).

6.2 LACP

LACP (Link Aggregation Control Protocol) — curnanbsHbIi IPOTOKOII AJ1s 00ecreueHus: paboThI
arperupoBaHHOTO mopta. /i onpenenenus NpuHaIEXKHOCTH TOPTOB K OJHOMY JIOTHYECKOMY
ka"airy LACP orcbutaer Bo Bce mopThl, r11e oH BKItoueH, PDU coobmenus. LACP Mmoxet paboTath
B [ITACCUBHOM U aKTUBHOM peXHuMax. Y CTpoiicTBO, Ha KoTopoM HacTpoeH LACP B naccuBHOM
pexxume, He orcbutaer PDU (Protocol Data Unit) camocToATensHO TPH HACTPOSHHOM
arperupoBaHHOM KaHaie, a xAET noiaydeHus PDU ot coceqnero ycTpoicTsa U TOJIBKO B CIIy4yae
noyrydeHust orcbliaeT cBou. B aktuBHOM peskume LACP nocrosiuao nuér PDU makeTsr.

B PDU coaepxatcsi coOCTBEHHBIE M OXKHUAaEMBbIe OT coceia mapameTpsl. [lapameTpsl comepxar
UACHTU(PUKATOP CUCTEMBI, UICHTH(PUKATOP TPYMIbl HHTEPEHCOB, HACHTUPHUKATOP PUZUUECKOTO
uHTepdeiica, c koroporo PDU Obu1 oTnpaBieH, U €ro TeKyIee COCTOSIHUE. ATperupoBaHHbINA OPT
U3 COCTOSIHUS CIIYIIAHUS NIEPEBOUTCS B COCTOSHUE TIepeaun TpaduKka B CIydae OJHOBPEMEHHOTO
BBITIOJIHEHHS CIEAYIOIIUX YCIOBUM:

e OHTOBOE CIIOBO State HACHTH(PUIMPYET MOPT COCETHETO YCTPOUCTBA KaK MPUCOETNHEHHBIN
U paboTaroluii B TpyIIIIE,

e TIPUILEANIAE OT COCE/IA MTAPAMETPBI COOTBETCTBYIOT 0KUIAEMbBIM,

e TIApaMETPHI, 0KUAAEMBIE COCETOM, COOTBETCTBYIOT COOCTBEHHBIM ITapaMeTpam MopTa.

6.2.1 Hacrpoiika napamMmeTpoB

Jns ynpasnenus mapametpamu PDU UConb3yr0TCss KOMaH bl KOHTEKCTHOTO PEKUMa
KOH(HUTYpUpPOBaHHS arperupoBaHHoro mopra ecorouter(config-port-channel)#, npeacrasnentsie
B TaOIUIIE HIDKE.

Tabmumua 22
Komanna Onucanne
lacp enable Bxutouaer gpynknuonan LACP na arperuposannoM noprty. Ilo ymonuanuio
(YHKIIMOHAN BBIKIIOYEH
lacp key 3HaueHue 10 YMOJIYaHHIO PAaBHO MOPSAIKOBOMY HOMEpPY MOpTa B arperupOBAaHHOM
<NUM> kaHaze. M3meHsercs B npenenax ot 0 jo 65535
lacp mode Pesxxum padoter LACP
(active |
passive)
lacp period (fast | TTepuoa ornpaBku PDU cooOiiieHuit u BpeMsi UX ASHCTBUSL:
| slow)

e Fast - coobmienue pa3 B 1 cekyHy, 3 CEKyHIBI TalMayT (TI0 yMOTYaHHIO).
e Slow - coobrenue pas B 30 cekyHn, 90 cekyHa TaliMayT.

lacp system-id | Mnentudukarop cucreme B popmare XXXX: XXX X: XXX X

<ID>

lacp system- 3amaeT NpUOPUTET CUCTEMEI ISl pa3pelieHus KOH(MINKTOB B BEIOOPE arperupoBaHHBIX
priority noptoB. YeM MeHbIIIe 3HAYCHUE, TEM BHIIIE IPUOPUTET. 3HAYCHHUE TI0 YMOTUYAHUIO
<NUM> paBHO 32768, m3MeHsercs B ipeaenax ot 0 mo 65535
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[Tapametp port priority 3amaet IPUOPUTET MOPTa B arperMPOBaHHOM KaHayie. YeM MeHbIIe
3Ha4YeHHe, TeM Bbllle npuoputeT. [lo ymomuanuto paBuo 32768. [l u3MeHEeHUs1 3HAUCHUS B
KOHTEKCTHOM PEXHMe KOH(PHUTYpPUPOBaHHS IIOpTa HEOOXOIMMO BbI3BaTh KoMaH 1y lacp-priority
<NUM>, rnpe NUM — npuopurer nopra, usmeHsemslii B npeaenax ot 0 1o 65535.

6.2.2 Komanabl mpocMoTpa

Jlia mpocmotpa cratuctuku 1o LACP 1 cocTosiHUS arperupoBaHHbIX IOPTOB UCIIOJIB3YIOTCS
CIeIyIoIIre KoMaH bl Tina Show.

Jliist mpocMOTpa CYETYMKOB HCIOIB3yeTcst kKomanaa Show counters lacp (| port) ¢ ykazanuem
KOHKPETHOTO arperupoOBaHHOTO MOPTa MPH HEOOXOAMMOCTH.

IIpumep BBIBOIa KOMAHJIBIL:

ecorouter#show counters lacp
Port channel: ae.01l

Port LACPDU recv pkts LACPDU sent pkts Unknown recv
pkts Illegal recv pkts
tel 0 1648 0 0

Jlnst mpocmotpa HacTpoek LACP nHa moprax EcoRouter ucnons3yercst komanaa show lacp
internal.

ecorouter#sh lacp internal
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device i1s in Passive mode
Port channel: ae.l
LACP port Admin Port Port

Port Flags State priority Key Number State
tel/0 SA bndl 32767 0x10 8 0x3D
tel/1 SA bndl 32767 0x10 9 0x3D

Jlns eTanbHOTO BBIBOJIA HACTPOEK MCIOJb3yeTcs komanaa Show lacp internal detail.

ecorouter#sh lacp internal detail
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode
Port channel: ae.l
Actor (internal) information:
Actor Actor Actor
Port System ID Port Number Age Flags
tel/0 32767,000d.4838.8067 8 19 SA
LACP Actor Actor Actor
Port Priority Oper Key Port State
32767 0x10 0x3D
Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes
Collecting: Distributing: Defaulted: Expired:
Yes Yes No No
Actor Actor Actor
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Port System ID Port Number Age Flags
tel/1 32767,000d.4838.8067 9 27 SA
LACP Actor Actor Actor
Port Priority Oper Key Port State
32767 0x10 0x3D
Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes
Collecting: Distributing: Defaulted: Expired:
Yes Yes No No

Jlis mpocMoTpa mH(pOPMAIK 0 COCeIIX HCIob3yeTcs koMmanaa Show lacp neighbour ( | detail) (
| port). OnmuoHanbHO MOXKHO yKa3aTh OTAETbHBIN MOPT M BBIBOJI JICTATM3MPOBAHHOM
uHpopmanuu.

HpHMep KpaTKOro v ACTaJIM3UPOBAHHOI'O BBIBOAA KOMAH/IbI:

ecorouter#sh lacp neighbor
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode
Port channel: ae.l
Partner's information:

LACP port Port Port
Port Flags priority Dev ID Age Number State
tel/0 FA 32768 908d.7845.9pc0O0 1 28 0x3F
tel/1 FA 32768 908d.7845.9pc0O0 9 27 0x3F

ecorouter#sh lacp neighbor detail
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode
Port channel: ae.l
Partner's information:

Partner Partner Partner
Port System ID Port Number Age Flags
tel/0 32768,908d.7845.9bc0 28 18 FA
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 Ox1 Ox3F
Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Short Yes Yes
Collecting: Distributing: Defaulted: Expired:
Yes Yes No No
Partner Partner Partner
Port System ID Port Number Age Flags
tel/1 32768,908d.7845.9bc0 27 26 FA
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 Ox1 Ox3F
Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Short Yes Yes
Collecting: Distributing: Defaulted: Expired:
Yes Yes No No
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JInst yKka3aHHBIX KOMaH]] MOTYT MCIIOJIb30BaThCsl MOAU(DUKATOPBI U BBIBO B (aiis, Kak U s
JOOBIX APYrUX KoMaH1 Show.

6.3 ECMP

ECMP (Equal-cost multi-path routing) — Mmexanu3m BbIOOpa JTYYIIETO MYTH JI0 CETH HAa3HAUCHHUS
cpear paBHO3HAYHBIX. BEIOOP BBIXOHOTO HHTEpdeiica U MapIIpyTa OCYIIECTBISETCS Ha
OCHOBAaHHUH BBIYUCICHUSI XOII-PyHKIuH. OYHKIIMOHA BKIFOUCH 0 YMOIYAHHUIO.

6.4 Hacrpoiika Link aggregation
6.4.1 HmeHoBaHMe arperipoBaHHBIX MOPTOB

B03M0OKHOE KOJIMYECTBO arpernpoBaHHBIX MOPTOB HA YCTPOMCTBE paBHO N/2, T€ N — KOJUYECTBO
($u3n4ecKux MopToB Ha ycTpoiicTBe. FIMeHa arpernpoBaHHBIX IOPTOB HAYMHAIOTCS ¢ OYKB ae, 3a
KOTOPBIMH CJIEAYET TOYKA U MOPSIKOBBIA HOMED.

6.4.2 KoMaHIbl HACTPOIiKM arperupoOBaHHOIO MOPTA

Tabmuma 23
Komanpna Onucanue
port ae.<Homep> Komanpia co3panus mopra arperipoBaHHOTO KaHalla, IJIe a¢ — yKa3aHue Ha

BUJI TIOPTA, Y€pe3 TOUKY yKa3bIBAaeTCs IMOPSIKOBEIH HOMEp (B
KOH(HUTYPAITIOHHOM PEKHIME)

bind <mmsa nopra> | JlobaBieHHE MOPTA B arperUPOBAHHBIN KaHAI (B KOHTEKCTHOM PEKUME
KOH(UTYPUPOBaHUS arperupoBaHHoro kanana). [Ipu padore ¢ ER-2008
HEeo0XO0IMMO yUHTHIBaTh orpannuenus (cmM. O0opynoBaHue)

description JloGaBiieHre onrcaHus MopTa arpeTipOBaHHOIO KaHaia
<CcTpoka>

mtu <3HauveHue> YkazaHue napameTpa mtu Juis arperipoBaHHOIO OPTa
add-mirror-— VYkazaHue Ha CO3/1aHHOE MTPABUIIO 3€PKATUPOBAHUS
session

<3HauveHUue>

service-instance | Co3maHue CepBUCHOTO MHTEpdEiica Ha arperipOBAHHOM TIOPTY
<uMa>

[TopT B y’ke CyIIeCTBYIOIMI arperupoBaHHbIA KaHA TAK)Ke MOXHO 100aBUTh B KOHTEKCTHOM
pexuMe KOH(UTYpUPOBaHUS OPTA MPHU MOMOIIY KOMaH/Ibl group <uMs arperuipoBaHHOr0
nopra>.

6.4.3 ba3oBas HacTpoiika arperupoBaHHoro nopra. Crnocod 1

ArperupoBaHHBIA MOPT HACTPAUBAETCS B pEeXKUME KOHPUTYpUPOBAHHUS.

|ecorouter (config) #port ae.10

r7ie ae — o0s3arenbHas 4acTh B IMEHH 1opTa, a 10 — ero uneHTHhUKATOP.

JloGaBiieHrne MOPTOB B arperupoOBaHHBIN MOPT B KOHTEKCTHOM PEXXHUME KOH(UTYPUPOBaHUS
arperupoBaHHOrO KaHaja:

|ecorouter (config-port-channel) #bind te0 |
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ecorouter (config-port-channel) #bind tel
ecorouter (config-port-channel) #bind te2
ecorouter (config-port-channel) #bind te3

3anaHue 3HaYeHUs mtu Ha arperupoBaHHOM TOPTY:

kcorouter(config—port—channel)#mtu 1500

ITocne COo3aaHus arp€rupOBaHHOrO IMopTa UM MOXKHO YIIPaBJIATh TaK K€, KaK OOBIYHBIM IIOPTOM.
6.4.4 ba3oBas HacTpoiika arperupoBaHHoro nopra. Cnoco6 2

ArperupoBaHHBII OPT HACTPAUBACTCS B PEKUME KOH(DUTYPUPOBAHUSI.

hcorouter(config)#port ae.100

rzie ae — o0s3aTeNbHas 4acTh B UMeHH 1opTa, a 100 — ero uaentudukarop

JloGaBnieHre mopTa B arpernpoBaHHBIN KaHaJl B KOHTEKCTHOM peXHUME KOH(DUTYPHPOBAHUS TTOPTA:

ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter

config) #port te0
config-port) #group ae.100
config) #port tel
config-port) #group ae.100
config) #port te2
config-port) #group ae.100

P N N

ITo ymom4yanuio 3HaueHne mtu paBHo 9728. 3agaHue 3HaueHUs Mtu Ha arpeTHPOBAHHOM MOPTY
(3HaUeHHUs Ha MOPTax ae U te JOJHKHBI COBIAJATh):

kcorouter(config—port—channel)#mtu 1500

ITocne CO3aHus arpCrupOBAaHHOIO MOPTAa UM MOKHO YIPABJIATH TAK KC, KAK OOBLIYHBEIM IMOPTOM.
6.4.5 KoMaHabl NPoCcMOTPa COCTOSIHUSI ATPETMPOBAHHOIO NOPTA

[IpocmoTp coCTOSAHMS BCEX MOPTOB:

ecorouter#show port
Port tel0 is up
Type: 10 Gigabit Ethernet
MTU: 9728 max 9728
link state UP;
Input packets 8391086176507358240, bytes 2322538359385584737, errors O
Output packets 0, bytes 0, errors 0
Port tel is up
Type: 10 Gigabit Ethernet
MTU: 9728 max 9728
link state UP;
Input packets 8391086176507358240, bytes 2322538359385584737, errors O
Output packets 0, bytes 0, errors 0
Port te2 is up
Type: 10 Gigabit Ethernet
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MTU: 9728 max 9728

link state UP;

Input packets 8391086176507358240,
Output packets 0, bytes 0, errors 0
Port te3 is up
Type: 10 Gigabit Ethernet
MTU: 9728 max 9728

link state UP;
Input packets 0,
Output packets 0,
Port te4 is up
Type: 10 Gigabit Ethernet
MTU: 9728 max 9728

link state UP;

errors 0
errors O

bytes O,
bytes 0,

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
Port ae.l10 is up

Link teO0

Link tel

Link te2
MTU: 9728

link state DOWN;

Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0

LIRDP.RU

bytes 2322538359385584737, errors 0

HpOCMOTp COCTOsIHUA OIIPCACIICHHOI'O IMopTa:

ecorouter#sh port ae.l0
Port ae.l0 is up
Link teO

Link tel

Link te2
MTU: 9728

link state DOWN;
Input packets O,
Output packets O,

errors 0
errors O

bytes 0,
bytes 0,

[TpocMOTp CUETUHMKOB arperupoOBaHHOTO MOPTa:

ecorouter#sh counters port ae.100
Port ae.1l00
Received packets

Total received packets: 0

Total received bytes: 0
Transmitted packets
Total received bytes: 0

Total transmitted packets: 0
Total transmitted bytes: 0
Transmission errors

giants: 0

Total transmission errors: O
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7 BupryajibHble MAPUIPYTU3ATOPHI

BupryanpHblil MapipyTH3aTOp — TEXHOJIOTUS, TIO3BOJISAIONIAs HACTPOUTH HECKOJIBKO HE3aBUCUMBIX
JIpyT OT Jpyra TaOJuIl MapIIpyTU3alMi Ha OJJHOM (PU3UUYECKOM MapIIpyTU3aTOpE.

Kaxxgas Tabnuua Mapuipytuzauuu OyJeT HaXOIUTCs B TaK Ha3bIBAEMOM BUPTYaIbHOM
mapipyTtuzarope (VR). KonruecTBo noaiep>kiuBaeMbIX Ha OJHOM YCTPOHWCTBE BUPTYaIbHBIX
MapuIpyTH3aTOPOB 3aBUCHUT OT anmapaTtHou miaTdopmel. J(nama3zon Bapeupyercs ot 510 mo 4094
AK3EMILISPOB.

BuptyanbHbie MapuIpyTH3aTOPBI TIOJTHOCTBIO H30JIMPOBAHBI MEXKIY COOOH M MEXKILy OCHOBHBIM
mapmipytusaropom (Default Router), B koTopom 0oHU CO3/1aHBI.

-

P
/i~
[ S

Pucynok 9

7.1 KomaHabl HACTPOIKH BUPTYAJbHBIX MAPLIPYTH3aTOPOB

Jist co3aHusi BUPTYaIbHOTO MapIIpyTH3aTopa (MM U3MEHEHHsI HACTPOEK YK€ CO3JIaHHOTO)
UCIIOJIBb3yeTCs KoMaH1a KoHpurypauonHoro pexuma Virtual-router <NAME>. 3anaBaemoe nmst
MapIIpyTHU3aTopa YyBCTBUTEIBEHO K PETUCTPY U HE JOJDKHO MPEBHIMATh 12 cCMMBOIOB. B Ha3BaHMsAX
MapIIpyTU3aTOPOB Pa3pelIeHbl TOJbKO CTPOUHBIE U MPONUCHBIE JATUHCKUE OYKBBI U ITU(PHI.

[Ipu co3nanum BUPTYaIbHOTO MapILIpyTU3aTOpa €My aBTOMATUYECKH JoOaBiseTcs Mpoduib
0€30MMaCHOCTH 110 YMOJIYaHHUIO.

B pexxume HacTpoiiku BUPTYaIbHOTO MapIIpyTHU3aTOpa JOCTYTHBI KOMaH/Ibl, IPUBEACHHbBIE B
TaOJIAIIE HUKE.

Tabnuia 24
Komanna Onucanne

bind <INTERFACE NAME> [IpuBszate uHTEpQEiic K BUPTYaTbHOMY MapIIpyTH3aTOPY.
BHUMAHUE
[Tpu nepenaye naTephetica K3 OCHOBHOTO MapIIpyTH3aTOpPa B
BUPTYaJIbHBII WM 00paTHO Bce HACTPONKHM HHTEepdeiica
cOpachIBarOTCS

configuration file <mmsa Coznanue (aiina 1 coxpaHeHUs] KOH(QUTypaIiu

banna> BUPTYAJILHOTO MaplIpyTU3aTOpa

description <TEXT> Co3iaHre KOMMEHTapUs K BUPTyaAIbHOMY MapUIpyTU3aTOPy

load {bgp | isis | ospf | Komanga mo6aBieHns IPOTOKOJIOB B BUPTYaIlbHBII

pim | rip | vrrp} MapLIpyTU3aTOp:
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Komanna Onucanne

e bgp nob6asuth mpotokoa bgpv4,
e iSiS 100aBUTH MPOTOKOI iSis,

e 0spf nobGaButk mpotokon ospfv2,
e pim m06aBUTh MPOTOKOI pimV2,

e  rip 1006aBUTH IPOTOKO ripv2,
e  VITP 100aBUTH MPOTOKOJ VITP

Jlns Bxoga B CLI co3qaHHOTO BUPTYaJIbHOIO MApUIPYTU3aTOPa UCIOJIb3YETCS KOMaHAa
anIMHUHUCTpaTuBHOTrO pexkuma login virtual-router <NAME>.

CLI BupTyasbHOTO MapuIpyTU3aTOpa aHAJOITMYEH OCHOBHOMY, HO ype3aH 10 (yHKIMOHATY.
Hanpumep, B BUPTyallbHBIX MaplIpyTH3aTopax HeT nopToB (L2 unTepdeiicoB), Henb3sl co31aBaTh
L3 unTepdeiich! (TOIBKO HACTPaMBATh MIEpEIaHHBIC H3 OCHOBHOTO MapIIpyTH3aTOPA).

L3 - interfaces

Virtual router

7 VR1 Virtual router

VR2

L3 - interfaces
service-instances

L2 - ports

EcoRouter
defaut

Pucynoxk 10
Hactpotiku L2 ¢pyHKIMi BCeraa OCyIIECTBISIOTCS B OCHOBHOM MapuIpyTH3aToOpe.

Hanpumep, ecnu Tpebyercst co3aath Opuk U MOrpy3uTh B Hero L3 nnTepdeiic u3 BUPTyanpHOTO
MapuIpyTHU3aTopa, To Heo0X0AUMa CIIEAYIOIIask NOCIe0BATEIbHOCTD AEUCTBUI:

e coznath OpuIK U HHTEp(dENc B OCHOBHOM MapIIpyTU3aToOpe,

e B HEM Xe MPUBS3aTh K OPUIKY MOPTHI U UHTEpeEiic,

e HACTPOUTH OTMEpAIH HAJl TETaMH,

e TIOCTIE YeTo Imepenatb nHTepQeiic B BUPTyalIbHBIA MapIIpyTH3aTOD,
o 3aiitu B ero CLI u 3amate [P-anpec untepdeiica.

7.2 Ilpumep HACTPOMKH BUPTYAJbHOI0 MAPIIPYTH3aTOPA

Co3nanue unrepdeiica B 0CHOBHOM MapuipyTusarope. [lanpHeiiee ero KoHQpUryprupoanue Oyaer
IIPOMCXOUTH B BUPTYyaJIbHOM MapIIpyTHU3aTOpeE.

|ecorouter(config) #interface e2 |
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kcorouter(config—int)#exit

Co3nanue BUPTYaIbHOTO MapuipyTu3aropa ¢ uMeHeM VR10 B pexxume KOH(GUTYpUPOBaHUS
OCHOBHOI'O MapIIPYyTHU3aTOPA.

kcorouter(config)#virtual—router VR10

JloGaBieHue B BUPTYalIbHBIM MapiipyTusarop rnporokosa BGP.

ecorouter (config-vr) #load bgp
ecorouter (config-vr) #fexit

[Tepenada nnTepdeiica B BUPTyaIbHbIH MapIIpyTH3aTOP.

bcorouter(config—vr)#bind e?2

Taxxe untepdeiic MoXKeT ObITh Mepe/iaH B BUPTYaIbHBIA MapLIPyTU3aTOP KOMAHAON pexuma
koHpurypamuu uarepdeiica virtual-router-forwarding <VR_NAME>.

Jliist coxpaHeHusI KOH(PHUTYpaIuy BUPTYAIBHOTO MapIIpyTH3aTOpa HEOOXOAMMO CO3/1aTh (haii.
Komanpa configuration file <ums ¢aiina> BpinosnHsercs B peskxuMe KOHPUTYpaluu OCHOBHOTO
MapuIpyTHU3aToOpa, B KOHTEKCTE KOH(PUTYypaly BUPTYaIbHOTO MapIIpyTH3aTOPA.

hcorouter(config—vr)#configuration file VRI1O

JanpHeiimas HacTpoiika natepgeiicos (3ananue IP-anpeca, onrcanue, BKIIOYSHHE B TIPOTOKOIT
MapuIpyTHU3aluH, aAMUHUCTPATUBHOE YIIPABICHNUE) U MapLIPyTU3aLUU BUPTYAIbHOTO YCTPOHUCTBA
ocymiecteisiercss B CLI BupTyanbsHoro mMapupyTtusaTopa.

ecorouterf#login virtual-router VR10

EcoRouterOS version 3.2.0 EcoRouter 07/06/16 15:53:00
ecorouter>enable

[TpocMOTp MOAPOOHBIX HACTPOCK BUPTYATBHOTO MAPIIPYTH3ATOPA OCYIIECTBIIICTCS U3
BUPTYaJILHOTO MapIIpyTH3aTOpa KOMaH/I0i a JMHHACTPATHBHOTO pexkrma Show running-config.

VR10#show running-config
|
no service password-encryption
|

hostname VR10
!
logging monitor 7
!
mpls propagate-ttl
!
line con O
login

line vty 0 802
login

!
interface e2
ip mtu 1500
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ip address 1.1.1.1/24
|

end

7.3 KomaHabl npocMoTpa

Jliis BEIBO1a MHGOPMAITUHU O CO3JAHHBIX B CUCTEME BUPTYAIIbHBIX MapIIPYTU3aTOPAX U
3aIrpy’>KCHHBIX B HUX IIPOTOKOJIAX I/ICHOJ‘ILSyGTCH KOMaHId aAMUHUCTPATUBHOI'O pe;nga ShOW
virtual-router.

ecorouter#show virtual-router
Virtual Router VR1O0

VR ID: 1

Router ID: 1.1.1.1

Loaded Protocols: bgp

Takxe MOXKHO MOCMOTPETH B BBIBO/IC KOMaH bl aIMUHUCTPATUBHOTO peskuma Show running-
config cexkuuu, OTHOCAIIUECS K BUPTYAIbHBIM MapIIPyTH3aTOPaM U MIPUBSI3aHHBIM K HUM
uHTEepdeiicam.

ecorouter#show running-config
|

virtual-router VR10
configuration file VRI1O0

load bgp
|

|
interface e2

ip mtu 1500

connect port tel service-instance 100

virtual-router-forwarding VR1O0

ip access—-group 001 in
|
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8 Dynamic Host Configuration Protocol

[IpoToKOJI IMHAMUYECKON HACTPOMKH aJpeCalliy y3JI0B CETH, IIO3BOJISIOIIUN YCTPOMCTBAM BHYTPH

CeTH TuHaMu4ecku nonydars |P-Hactpoiiku: [P-anpec mis ycTpoiictBa, afapec 1ui03a 1no
yMoyanuio, aapeca DNS-cepBepoB u mip. st aBTOMaTnyeckoi KOH(PUTYpaluy KOMITBIOTEP-
KJIMCHT Ha dTarne KOH(UTypaluu ceTeBoro ycrpoiictBa oodparmraercs kK DHCP-cepBepy u nomyuaer
oT Hero HykHble napameTpsl. [Iporoxosn DHCP npunannexur cemeiictsy BOOTP (Bootstrap)
IIPOTOKOJIOB U SBJIIETCSI CBOETO POJIa HAICTPOUKOM Ha/l CBOMMH MPEIIeCTBEHHUKAMHU.

DHCP-cepBep — cepBep, Bbnaroniuii napamerpsl HacTpoiiku TCP/IP.

DHCP-knuent — Tot, KT0 3anpammuBaeT HacTpoiiku TCP/IP.

DHCP-perpancisiTop — mOCpeTHUK BO B3aMMO/ICHCTBHHY KIIMEHTA U cepBepa. PerpancnsaTop
UCIIOJIb3YeTCsl, KOTJa y KJIIMEHTa HeT BO3MOKkHOCTH oOpaTuthess K DHCP-cepBepy HanpsMyto, B
YaCTHOCTH, KOI'/Ia KIIMCHT U CECPBCP pacojiararoTCs B pa3HbIX IMHPOKOBCIIATCIIBHBIX JOMCHAX.

IP-anpec BbIIenseTCS KIMEHTY Ha OIpelelIeHHOE BpeMs (BpeMsi apeH/ibl). BpemeHHble napaMeTpsl
apeH/Ipl onpeaeaoTcst HacTpolikamu cepBepa DHCP.

Onuus 82 — onuumst nporokosia DHCP, nyxnas g nepenaun DHCP-cepBepy paznooOpa3Hoii
uHpopmanuu. [Ipumensiercs nns 3amurel DHCP-cepBepa ot atak ¢ ucnonszoBanuem DHCP-
IIPOTOKOJIA U HE SIBJISIETCS 0053aTeIbHON AJIs UCIIOJIb30BaHUS.

EcoRouter momnepsxuBaer 2 pexxuma perpancisituu: DHCP-relay u DHCP-relay-proxy. B tabmuie
HIDKE TIPUBEICHBI 0COOEHHOCTH 3TUX PEKUMOB.

Taomuua 25

JlelicTBHE WJIH COOBITHE

JeiictBue EcoRouter B
pe:xkume DHCP-relay

HeiictBue EcoRouter B pe:kume DHCP-
relay-proxy

Knnent nocian
HIUPOKOBEIIATEIILHOES
coo6mmenne DISCOVER

EcoRouter nepenanpasisier
[IMPOKOBEIIATEIbHOE
(multicast) coobmienne
DISCOVER

EcoRouter nepexsarsIiBaer
[IMPOKOBEIIATEILHOE COOOIIECHHUE
DISCOVER, BHocut B Tabmuiy DHCP
mac-agpec u VLAN kiueHTa, HOCIE Yero
nepenamnpasiseT coodiienne DISCOVER
B BUJIE unicast

DHCP-cepepsb! nocnanu
coobmenust OFFER

EcoRouter nepenanpasisier
coo6menust OFFER ot Bcex
otrBeTuBImx DHCP-
CEPBEPOB KIINEHTY

EcoRouter nmonMensier B cooOmeHnu
OFFER ot nepsoro orserusinero DHCP-
cepBepa KIMEHTY aJpec OTBETHBIIIETO
cepBepa CBOUM aJIpecoM, JTI00ABIISET B
Tabauy nHPOPMALIMIO O BBIIAHHOM ip-
azpece ¥ BpeMEHH! Hadajia apeHIbI, a
ocraipHble coobmiennss OFFER
WTHOPUPYET

Kinent nmocian coobiieHme
REQUEST

EcoRouter nepenanpasiisier

HIPOKOBEIIATEIbHOE
cooomenne REQUEST

EcoRouter noaMeHseT agpec KIMEHTa Ha
COOCTBEHHBIN M TIEPEHAIIPABIISET
coobmenne REQUEST BoiOpanHOMy
knuentoM DHCP-cepeepy

DHCP-ceprep mocnan
coobmenus ACK na mac-
aJipec KOMITBIOTEpa,
YKa3aHHOTO B COOOIIICHUH
REQUEST

EcoRouter nepenanpasiisier
coobmenne ACK ximeHTy

EcoRouter epenanpasisieT COOOIICHIE
ACK kimeHTy
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JleiicTBHe WM cOObITHE

JeiicrBue EcoRouter B
pexxume DHCP-relay

HeiictBue EcoRouter B pexxume DHCP-
relay-proxy

Hactymua MOMEHT ist
3amnpoca OOHOBJICHHS
apeH/ibl aapeca
(RENEWING)
(ompenensieTcs HaCTpOMKaMHu
DHCP-ceprepa)

EcoRouter nepenanpasisier
DHCP-cepBepy coobmenne
REQUEST ot xiuenTa ¢
NpOCKOOi TIPOIITUTE CPOK
apeHIbI

EcoRouter caMoCTOATENBHO HAIIPaBIAET
DHCP-ceprepy coodmenne REQUEST ¢
POCHOOH IPOUINTH CPOK aPEHIIBI.
EcoRouter Tax:xe XpaHUT HHPOPMALUIO O
BPEMEHH IOCIIEAHETO OMYUYEHMSI 3arpoca
0OHOBJIEHHUS apeH[IBI aJipeca OT KJIUEHTa U
BPEMEHH I0Jy4YEHUS ITOCIEIHETO MaKeTa
MTOITBEPKIACHHSI OT cepBepa

Hactynun moMeHT 11
3amnpoca OOHOBJICHHS
KOH(UTYypauuu
(REBINDING)
(ompenensercst HACTPOUKaMHU

EcoRouter nepenamnpanisier
IIIPOKOBEIATENIFHOE
coobmenue REQUEST ¢
TEKYILUM CETEBBIM aJ[PECOM
KITNEHTa

EcoRouter camocToaTeNnbHO HanpapsieT
NIMPOKOBEIIATEIBHOE COOOIICHUE
REQUEST ¢ TexymuM cOOCTBEHHBIM
CETEBBIM a/IpECOM

DHCP-cepgepa)

Ecnu onmst 82 BximroueHa, To B pexxume DHCP-relay ee mapameTpbl 1006aBIISIOTCS B 3apoC
REQUEST kimenTa.

8.1 Cnucoxk xomanjg

Tabnuma 26
Komannga Onucanmne
ecorouter (config) #fdhcp-profile Coznanre DHCP-nipoduis, tae VALUE - mro6oe
VALUE YHCJIIEHHOE 3HAYECHHUE

ecorouter (config-

dhcp) #description LINE
ecorouter (config-dhcp) #mode
Proxy

Onucanue co3nannoro npoduis, rae LINE - mo6oe
3HaueHue. HeoOs3arenpHas koMaHa

BxiroueHue pesxuma padoThl proxy JUist
pETpaHCINPOBAaHUS 3aIIPOCOB K CepBEPY. 3alaHue
pexumMa paboThl 00s3aTeTHHO

Bxirouenue pexxuma paboTsl relay ams
pETpaHCINPOBAaHUS 3aIIPOCOB K CepBEpyY. 3alaHue
pexuMa paboThl 00sI3aTEIBHO

Vxazanue [P-anpeca DHCP-cepBepa. O6s13aTenbHas
KOMaHJa

Yka3zaHue ajgpeca cepBepa ¢ BO3MOKHBIM BPEMEHEM
WCTIOJIb30BaHMS a/Ipeca OT HEro B CeKyHax. JHaUYCHHUE
o ymomaanuto 3600. Paboraer Tonbpko uIg peknma
proxy

Ornmus epeaadu JOTOTHUTEIFHON HHGOpMaInn
cepsepy. [longpoOHee o0 mapameTpax cMOTpH paszen 3.
Heobs13arenbHas koMaHaa

ecorouter (config-dhcp) #mode
relay

ecorouter (config-dhcp) #server
IP-address

ecorouter (config-dhcp) #server
IP-address lease VALUE

ecorouter (config-

dhcp) #information-option
circuit-id LINE
ecorouter (config-

dhcp) #information-option
install

ecorouter (config-

dhcp) #information-option
remote-id LINE

ecorouter (config-

dhcp) #information-option
rewrite

[IpuayauTenpHAs ycTaHOBKA HHPOPMAIIMOHHOHN OIIIHH.
HeoOs3arensHas xoMaHaa

Onuus nepenaun HHGOpMaAIMU C Mac-aIpecoM KIHEHTa,
KOTOPbIH oTiipaBui 3anpoc. HeoOs3arenpHas komanaa

I[Mepe3amnucek nHbOpMaIoHHO# omuu. Eciu circuit-id
u remote-id He OyayT 3a1aHbI HAa MapIIPyTU3ATOPE, TO
onuus OyJeT MPOCTO yNaleHa U3 TaKeTa.
Heobs13aTenbpHas KoMaHaa

KomaHa npuBs3KH CO3IaHHOTO MPOPHIIS K
unrepdeiicy, rae VALUE HoMep co3paHHOTO Tpoduist

ecorouter (config-if) #dhcp-
profile VALUE
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8.2 ba3zoBas nacrpoiika DHCP-perpancasitopa

[ar 1. Co3ganne untepdeiica ais npussizku npoduist DHCP-perpancnsTopa u Ha3HauYEHUE ip-
ajpeca.

ecorouter (config) #interface dhcplecorouter (config-if)#ip add
10.10.10.10/30

[ar 2. Co3gaane DHCP-nipoduts.

‘ecorouter (config) #dhcp-profile 0 ‘

[Ipoduns HEoOX01MM 11715 O0JIee THOKON HACTPOWKH pa3ayu aipecoB B Pa3HBIX cerMeHTax ceT. K
OJTHOMY MHTEep(hEHCY MOXKHO MPUBSA3ATH TOJIBKO OJMH MPOGUIb, HO OJHH IPOQPHIH MOXKHO
NpUBSA3aTh K pa3HbIM uHTepdeiicam. KomuaecTBo mpoduiieil He OorpaHu4eHo.

[ar 3. Ykazanue agpeca DHCP-cepsepa.

‘ecorouter (config-dhcp) #server 170.200.10.10

B oanoM npoduie MoxkeT ObITh yKa3aHO JI0 8 CepBEPOB.

[IIar 4. Yka3anue pexxuma paOoThl pETPAHCIATOPA.

‘ecorouter (config-dhcp) #mode relay

Hactpoiika pa3HbIX pe:KUMOB He pa3nuyaercs. Beioop peskuma paboThl 3aBUCHUT OT
IPOU3BOJUTENILHOCTH MOJIETN 000PY/I0OBaHUS U pelllaeMbIX 3ajad.

[Har 5. Yka3zanue napameTpoB onuuu 82.

ecorouter (config-dhcp) #information-option circuit-id Router: %{port}/
client: %${cmac}/%{svlan}.%${cvlan}
ecorouter (config-dhcp) #information-option remote-id Router:
%{hname}/%${vr}
Taomuua 27
Ilapametp Onucanue
port HOMED MOPTa, OTKYAA 3aIpOC NPUILENT
cmac Mmac-aipec KIIMEHTCKOTo 000py T0BaHUS
svlan HoMmep cepBucHoro VLAN'a
cvlan HoMep VLAN'a kiiuenra
hname hostname MapmipytuzaTopa, koTopslii otrpasisiet naker Ha DHCP-cepsep
vr HUICHTU()UKATOP BUPTYAIbHOTO MapIIPYTH3aTOPa

Ha ocHoBanum nepeuncineHubix B Tabnuue nanasix DHCP-cepsep pemiaert, Bbl1aBaTh HACTPOUKH
WIM HET U MOXET ONPENeNsITh, U3 KaKOTo IyJia apecoB BbIABaTh aJIpec.

BMecTo Takoil 3anmMcu MOXHO UCIOJIb30BaTh MPOU3BOJIBHYIO CTPOKY, HAIIPUMED:

‘ecorouter (config-dhcp) #information-option circuit-id randomstring ‘

KOTOPYIO TaKkke He0OXO0IMMO 3a1aTh Ha cepBepe. [Ipu ycnemnom cpaBHEHUH CTPOK CepBep MPUMET
HOJIOKHUTEIBHOE PEIIEHHE O Bblade ajapeca.
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Mo’HO yKa3bIBaTh U apaMeTpPbl, U MPOU3BOJILHYIO CTPOKY COBMECTHO, HapUMep:

ecorouter (config-dhcp) #information-option circuit-id Router: %${port}/
client: %{cmac}/%{svlan}
ecorouter (config-dhcp) #information-option remote-id randomstring

3agaBath remote-id BO3MOKHO TOJIBKO ITpH 3aaHuu Circuit-id.

[ar 6. ITpuBsizka co3gaHHOTO NPOGUIIst K HHTEpQEiCy.

ecorouter (config)# interface dhcpl
ecorouter (config-if) #dhcp-profile 0

8.3 Hacrpoiika DHCP-cepBepa

Jst Hactpoiiku DHCP-cepBepa He00X01MMO B pexkuMe KOHpHUrypaluu BBecTd komanay dhep-
server <NUMBER>, rne NUMBER — Homep cepsepa B cucteme mapuipytusatopa. [Ipu atom
M3MEHUTCS MPUIJIAIIEHUE KOMaH/IHOM CTPOKH.

ecorouter (config) #dhcp-server 8
ecorouter (config-dhcp-server) #

Hactpoiiku moryT paznaBarbcs DHCP-cepBepoM B IByX pexXHMax: CTaTUYECKOM U IMHAMHUYECKOM.
Jlnst nuHamMuYecKoi KoHpurypamuu yctpoicts B cetn Ha DHCP-cepBepe ncnonbsiyercs
KOHLENIMA I1YJI0B, B KOTOPBIX COAEPKATCSI HACTPOUKH JUIsl MHOXKECTBA KOHEUYHBIX YCTpOICTB. [lpn
MCIOJIb30BaHNHU JAHHON KOH(PUTypaluu, KIUEHT NOoJy4yaeT nepBbliii cBoOoHbIH [P-anpec u3 nmyna.
Ecnu ucnonb3yercs craTuyeckas 3aluch, TO KIMEHT MOIy4uT IP-HacTpOMKHU TOJIBKO B Cllydae
COBIAJCHUS ONPEIEICHHBIX XapaKTEPUCTHUK, KOTOPBIE IMMO3BOJISIFOT OJTHO3HAYHO €T0
uaentuunmposats. Eciu B HacTpoiikax DHCP-cepepa ykazats RADIUS-rpynmy, To
nH(popMaIus 1Mo HacTporke ipv4 anpeca y aboreHTa oyaet oxungatecs ¢ RADIUS-cepsepa.

8.4 HacrTpoiika 1MHAMHMYECKOI0 pesKuMa

JInst co3anus mysia UCIob3yeTcss KOMaH1a KOHTEKCTHOTO peskuma ip pool <NAME> <IP
addresses>, rie NAME — uwmst nyna, a |P addressess — criucok IP-ampecoB. MoxHO 3a1aTh
JTMATia30H aJIpeCcoOB C UCIIOIb30BAHUEM CUMBOJIOB Jieduca u 3amnsToit ('-' u',') B kauecTBe
paznenureneit. Kak Tonpko ycTpoiicTBa HAUHYT 3alpaliruBaTh KOH(GUTYPAIUIO Y cepBepa, TO UM
OyIyT BeIIETIEHBI YKa3aHHbIe |P-anpeca.

Tenepsb cienyer ykasaTh Kak ¥ Kakhue UMEHHO TyJIbl Oy 1y T ucrosibzoBatbess DHCP-cepsepom. ¥V
KaX/I0TO IyJIa €CTh COOCTBEHHBIN 0a30BbIi HAOOpP CBOWCTB, 3TO €ro UMs, MacKa MOJICETH,
npuopuretr 1 DHCP-onus 82.

[IpaBuna Beaun [IP-HacTpOEK 11 KOHEUHBIX YCTPOKCTB.

1. Ecnu KIMEHT HaXOAMUTCS B CETH, HEMOCPEACTBeHHO noaktoueHHoit k DHCP-cepsepy (B
OJTHOM IITUPOKOBENIATEILHOM JoMeHe), To moje giaddr B makere DHCP Discover Oyaer
nyctbiM. [Ipu Takux ycnoBusix DHCP-cepBep 13 MHOECTBa IMyJI0B HAXOUT CaMbIil
MIPUOPUTETHHIN U3 COOTBETCTBYIONIUX |P-1oceTn, ckoHbuUryprupoBaHHO# Ha HHTEpdeiice
(xyna mpumen DHCP discover). Ecu Ha uaTepdeiice npucyrcTByeT secondary IP-anpec,
TO IIPOBEpKa IyJla Ha COOTBETCTBUE 10 secondary agpecy OyIeT IpOBOIUTHCS TOJIBKO B TOM
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cllydae, eclii OCHOBHOM My yxe OblT ucuepnad. O6paTtute BHUMaHHUE, YTO €CIIU
ckoHpurypupoana DHCP-onmus 82 na L2/L3 ycTpolicTBax, To Ha MpueMe OHa JIOJDKHA
COBIMACTb C HACTPOIKAMU OIIIUU Ha CEpBEpeE.

2. Ecnu xnMeHT HaxOAMTCs B YAAJICHHOH ceTH (B APYTroM IIMPOKOBEIATEILHOM CETMEHTE), TO
noje giaddr B makere DHCP Discover 6yaet coagepxxats anpec DHCP-perpancnaropa. [Ipu
takux ycnousix DHCP-cepBep U3 MHOKECTBa CKOH(HUTYPUPOBAHHBIX MYJIOB HAXOIUT
caMblii IPUOPUTETHBIN, cooTBeTcTBYIoIMM IP-toncetn DHCP-perpancnsTopa (Ho He
anpeca ucrounnka DHCP-coobmenus!). OOparute BHUMaHUE, YTO €CIIH
ckoHpurypuposana DHCP-onmus 82 na L2/L3 ycTporicTBax, To Ha MpueMe OHa JIOJDKHA
COBIMACTb C HACTPOIKAaMU OIIIUU Ha CEpBEpeE.

3. CraTuueckue MmpaBuiia UMEIOT IPUOPUTET HaJl AUHaAMHUUYecKuMU (mmyiamu). [lostomy mpu
COBIA/ICHUU!

e MAC-anpeca ucrounuka (B 3aroigoBke BOOTP a ne Ethernet),
e ommuu Client ID
e wiu onuuu 82 B makere DHCP discover, -

KOTOPBIC MTO3BOJISIFOT OJHO3HAYHO UICHTH(PHUIIMPOBATH KJIMEHTA, |P-HacTpoliku OyayT BBIaHEI O3
MpOBEpKU mojiceTeil Ha nHTepdeiicax. OOpaTuTe BHUMaHUE, 4yTo eciu ckoHpurypupoana DHCP-
ormwmst 82 Ha L.2/1L.3 ycTpoiicTBax, TO Ha MprUeMe OHa JOJHKHA COBIACTh C HACTPOMKAMU OIIIUU Ha
cepaepe.

Ucxons u3 atux npasui B koHpurypanuto DHCP-cepBepa BBOISATCS cleyrolmune mapaMmeTpbl
IyJIOB.

1) Ums — 510 uMs panee co3gaHHbIX [P-mynoB, 1a uX MOKeT OBITh HECKOIBKO B KOH(PUTYpALIUU
DHCP-cepsepa.

2) Macka — sToT napametp coBMecTHO ¢ [P-anpecamu u3 nyna, OyJeT yka3blBaTh HAaM — U3 KaKOTo
IyJIa CJIEAYET BbIIaTh HACTPOMKH AJI1 KOHEYHOTO YCTPOMCTBA U KaKyl0 MacKy IOJACETH UM
nepeaarh B 3TUX HacTpoiikax B kauectBe DHCP-omium.

3) IIpuopurer — ITOT CBOMCTBO OIpeeNseT MOPs 10K 00paboTKH BceX CKOH(UTYPUPOBAHHBIX
nysioB B cepBepe npu npueme DHCP discover makeTta oT okoHe4YHbIX ycTpoilcTB. [Ipuoputet myna
Kak rmpu padore ¢ ACL unu route-map 3agaeTcsi ¢ IOMOIIbIO ONPEAECTICHHOT0 HoMepa
nocJie0BaTeNbHOCTH (1yJia). Yem Huke HoMep TeM Bbllie npuopurer. HamoMuumM, uro y
CTaTMYECKUX MPABUJI IPUOPUTET BCETA BBIIIE YEM Y ITYJIOB.

Bce atu cBoiicTBa ABISIOTCS KIHOUEBBIMU napaMeTpamMu i BBIGOpa MMPpaBHUJILHOTO ITyJia JJIs1
BbIIAYX TUHAMHWYCCKUX HACTPOCK.

st co3manus myJia MCIoyib3yeTcst koMaHa B pexkume koHpurypanuu DHCP cepsepa:

pool <NAME><Priority SEQ>, rne NAME — ums myna, Priority SEQ — Homep myina,
ONPENEAIOMNNA €ro MPUOPUTET. YeM HHMKEe HOMEpP TEM BBIIIE TPUOPUTET.

[Ipu BBO/IE BBINIEYKAa3aHHON KOMaH/IbI MPOU30MICT MEPEX0/T B PEKUM KOH(MDUTYpAITHH ITyJIa.

‘ecorouter (config-dhcp-server-pool) #
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CgolicTBa ¥ ONIUU JJIs1 JUHAMHUYECKONW HACTPOUKHU KIIMEHTOB C MTIOMOUIBIO MTYJIOB
KOH(HUTYpUPYIOTCS B 3TOM pexkuMe. JlocTynHble 171 HaCTpOHKY IapamMeTphbl IPUBEICHBI B Ta0IHIIe
HIKE.

Tabnuua 28
IMapameTp Onucanue

mask <X.X.X.X> Macka noaceTn B 4-x okTeTHOM (hopmaTe. MOKHO BBECTH JITHHY MAaCKH
B COKpAILEHHOM JiecaTHIHOM Qopmate. Hanpumep, 16 mis macku
255.255.0.0

lease <TIME> Bpewms apennpl apeca B ceKyHIax

information-option <circuit-id | Omrms 82 B popmare crpoku. I'me circuit-id accoruupyercst ¢

| remote-id> <STRING> KJIMEHTOM, a remote-id ¢ L2/L3 cereBbIMH YCTpOIiCTBAMH HA ITyTH 10
DHCP cepgepa

gateway <X.X.X.X> 1171103 10 YMOTYaHUIO

IL]I?I YAAJICHHA UKW U3MCHCHHA HACTPOCK MOYKHO BOCIIOJIB30BATHCA CTAHAAPTHBIMU BapHUaAHTAMU
KOMaHABbI NO.

IIpumep:

[Mpuxomut naker DHCP Discover Ha L3 untepdetic EcoRouter ¢ IP-agpecom 10.0.0.1/24 or DHCP
relay, KOTOpbIii B cBOIO ouepens perpancauposai 31oT DHCP Discover u3 cetn 172.16.0.0/16 ¢ L3
untepdeiica 172.16.0.1/16. ITpu npueme DHCP-cepBep oOHapyxut B mosie giaddr aapec
172.16.0.1 — na Hero cepBep U OyJET OPUEHTUPOBATHCS MIPH MOMCKE HY>KHOTO ITyJa JUIs BbIAAUN
Bcex [P-HacTpoek. JlomycTuM Ha cepBepe B 3TOT MOMEHT MPUCYTCTBYET TPH ITyJia ¢ Pa3HBIMU
umeHamu “A”, “B” u “C”, rae:

e 1myn A cHomepoMm 10 u agpecamu u3 cetu 192.168.0.0 ¢ mackoii 16, 6e3 omiun 82,
e nyn B cHomepom 20 u agpecamu u3 cetu 172.0.0.0 ¢ mackoii 8, 6e3 onmun 82,
e nyn C cHomepom 30 u anpecamu u3 cetu 172.16.0.0 ¢ mackoii 16, 6e3 onuuu 82.

JIBa myna “B” u “C” cootBeTcTBYIOT aapecy 172.16.0.1, HO T. K. mpropuTeT y myna B 6omnbiie
(cratnyeckux mpaBui HeT a 'y myna “C” Homep 30) u onuuu 82 He CKOH(DUTYPUPOBAHO HA CETH, TO
OyJeT ucnoyib30BaThes Iy B.

8.5 Hacrpoiika craTu4eckoro pexuma

Kak yxe ynomuHanocs panee — Beigada [P-agpeca us mysa oCymecTBisieTcs B IPOU3BOJIBHOM
nopsike, kakoit [P-anpec B myse cBoOoneH, ToT u Oynet nepenan kiueHty. [Ipu nacrpoiike DHCP-
cepBepa ecTb BO3MOXHOCTB CO3/1aTh CTaTHUECKYIo MpuBs3Ky IP-anpeca u qpyrux onuumit k
KOHEYHOMY YCTPOUCTBY, 9TO II0O3BOJIUT BbIJABATh KIIMEHTY KEJIAEMbIE U 3aILIAHUPOBAHHBIC BAMU
HaCTPOWKHN Ha IOCTOSSHHOW OCHOBE.

JI1sl HACTPOMKHM CTaTHUECKOM MPUBSI3KHU CIIEIyeT BBECTH KOMaHIy KOHTEKCTHOTO pexknuMa static ip
<A.B.C.D, rne <A.B.C.D> — IP-aapec, BbIJTaBa€MbIi KJIIUCHTY.

[Tocne BBO/a 3TOM KOMaHbl IPOU30HAET NEPEXO]] B PEKUM KOHPUTYpaLlUK CTATHUECKOMN 3aIUCH:

|(config—dhcp—server—static) #
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Jlnst Toro, 9TOOBI OMpEeIeICHHOMY TT0JIb30BATEII0 BBIABAINCH HYKHBIC HACTPOIKH, B ITAKETE
DHCP discover He0OX011MO BBIOpATh MOJIS Il OJHO3HAYHOH HaeHTH(UKauK kineHTa. Caenarb
9TO MOKHO TIO:

e ommuu 82,
e tossam Source MAC (ue B 3aronoBke Ethernet) B 3aromoke DHCP
e wiu onmud Client-1D.

OO6parure BHEMaHUE, YTO MOKHO Hcnonb3oBarh Client-ID u Source MAC ogHoBpemenHo. Takum
o0pa3oM k 6a30BOMy HaOOpY CBOMCTB ISl cTaTHUECKOH 3anuck, noMumo IP-anpeca no0aBistoTes:
omuus 82, ornuust Client ID u Source MAC.

Bce ocTanbpHble ONIMKM HACTPAUBAIOTCS AHAJIOTUYHO IyJiaM. JlocTynHble 1)1 HaCTpOKu
napaMeTpbl IPUBECHBI B TAOIULIE HUXKE.

Tabmuma 29

IHapamerp Onucanue
chaddr <XXXX XXXX XXX X> Hacrpoiika momst CHADDR. XXXX. XXXX.XXXX - MAC-aapec
kimenTa B HEX dopmare.

client-id mac Hacrpoiika nmosst Source MAC., XXXX XXXX.XXXX - MAC-
XXX XXXXKXXXX> aapec kimenta B HEX dopmarte.
mask <X.X.X.X> Macka noacetu B 4-X okTeTHOM opmaTe. MOXKHO BBECTH [UTHHY

MacCKH B COKpAIIICHHOM JiecsiTiuHOM (hopmate. Hampumep, 16 s
Macku 255.255.0.0

lease <TIME> Bpewmst apeHIBI anpeca B CEKYHIAX

information-option <circuit-id | Omust 82 B popmate crpoku. e circuit-id acconuupyercs ¢

remote-id> <STRING> KJIMEHTOM, a remote-id ¢ L2/L3 cereBbIMH YCTPOHCTBAMHU HA TTyTH
10 DHCP cepsepa

gateway <X.X.X.X> 11131703 10 YMOJTYAHUIO

Jns ynaneHus WM U3MEHEHUsI HACTPOEK MOKHO BOCIIOJIb30BaThCs CTAHAAPTHBIMU BApUAHTAMU
KOMAaHJHI NO.

8.6 Hactpoiika RADIUS-rpynnbI

VY nonb3oBareneit ecTh BO3MOXKHOCTH moayunTh [P HacTpoiiku ot ynaneaHoro RADIUS cepsepa.
OyuknuoHan oonee u3BecteH noj HazBanuem DHCP-RADIUS-Proxy.

[Tpu nonyuyennn DHCP Discovery nakeTta oT aboHeHTa (110y1b30BaTens ), OyaeT chopMUpOBaH
RADIUS request ¢ uadopmanmeii mo ceccuu. Oxumaercs nomyuntb RADIUS Reply ¢ atpubyramu
st ipv4 Hactpoek abonenTta. Framed-1P-Address — rae ykasan KoHKpeTHbIH aapec wiu Framed-
Pool — ¢ umenem myita, u3 KOTOPOro HEOOXOAUMO BRIICIUTE aapec. Eciu momyuen Access-Accept,
To OyneT npoaoikeH nporecc DORA ¢ nonyuenHbiMu mapamerpamu. B ciryuae ¢ Access-Reject —
nporiecc DORA Oyner ocTaHOBIIEH.

[1pu ucnonp3oBanuu arpudyra Framed-Pool B mapuipytuzarope 1omkeH ObITh CKOHOUTYpUPOBaH
IP iy ¢ ©A€HTUYHBIM UMEHEM.

[Tpu ucnonb3oBanuu Ha RADIUS cepsepe atpubyrta Framed-Pool cosmectro ¢ Framed-1P-
Address mist padotsl pyakunonana DHCP-RADIUS-Proxy Oyner ucnions3oBan arpudyt Framed-
IP-Address.
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[Tomumo nepenaun IP agpeca abornenta ¢ RADIUS cepBepa, ecTh BO3MOXKHOCTH TIepeiadn
nH(OpPMAIIUK 0 MACKe MOJICETH U 1e(DONITHOTO 1IIJTI034, IS STOTO UCIIOJIb3YHUTE CTaHIapTHHIE
arpudyTel RADIUS cepsepa Framed-1P-Netmask u Framed-Route.

Hampuwmep:

Framed-Route ="0.0.0.0 10.0.0.1 1"

Framed-IP-Netmask = "255.255.0.0"

OOpaTtuTe BHUMaHHE, YTO JJIs TIepeaadn HHPOPMaIUH O AePOITHOM IUTI03¢ HATUIUH 3aITHCH
0.0.0.0 B ctpoke arpubyra Framed-Route sBisieTcst 00si3aTenbHbIM!

Jlnst npumenenus RADIUS-rpynmesl cieyeT BBECTH KOMaHly KOHTEKCTHOro pexuMa external
radius <NAME>, rie <NAME> — ums ckondurypupoBantoir RADIUS-rpynmbi.

Bce ocranpubie onuu 1uist nepenayn abonentam (DNS, TFTP, NTP ...) nacrpauBatorcs
AHAJIOTUYHO ITyJIaM.

[Tpusenem mpumep Hactpoitku DHCP cepsepa u RADIUS rpynnst Ha BRAS unTepdeiice
MapIiIpyTH3aTopa npu ucnojib3oBanuu arpudyra Framed-1P-Address

!

radius-group test

mode active-standby

radius-server 20.0.0.2 secret pass1234 priority 10
!

subscriber-aaa test

authentication radius test

dhcp-server 1
external radius test
ntp 8.8.8.8

dns 8.8.8.8

interface bmi.1

connect port te0 service-instance test

EcoRouter User Guide 95



LIRDP.RU

dhcp-server 1
subscriber-map test
session-trigger ip

ip address 10.0.0.1/16

interface radius
connect port tel service-instance test

ip address 20.0.0.1/16

8.7 I'noGasibHast HacTpoOKa

YacTo MOYKHO BCTPETUTH CUTYAIHIO, KOT/Ia KOH(UTYpaIus O B MyJlaX OJUHAKOBAs WIIH
H0JIb30BaTENb 3a0bL1 YKa3aTh KaKyr0-I1100 crieluduuecKyo /Uis MmyJsa OO0, s TaKUX CIydaeB
IPeayCMOTPEHA BO3MOKHOCTh CKOH(HUTYpUpPOBaTh ritodanbHbie onuuu it Bcero DHCP-cepepa.
CrnenaTb 3TO MOKHO HE B peKUMax ITyJ1a WM CTATUYECKOH 3amucH, a B pexuMe KOHPUrypauu
CaMoro cepBepa C IOMOUIBIO TEX Ke KOMaHI.

Jns nactpoiiku DHCP-cepBepa He00X0quMO B pekuMe KoH(purypamuu BBect komany dhcp-
server <NUMBER>, rnre NUMBER — Homep cepBepa B cucteme Mapuipytusaropa. [Ipu stom
WU3MEHUTCS TIPUTIIAIIEHUEe KOMaHTHOW CTPOKH.

ecorouter (config) #dhcp-server 8
ecorouter (config-dhcp-server) #

I[OCTYHHBIC JJIsA HaCTpOﬁKH napamMeTpbl IPpUBECACHLI B Ta6n1/1ue HWXKC.

Taomuna 30
Iapametp Omnucanue
lease <TIME> Bpewms apenap! afpeca B CEKyHIax
gateway <X.X.X.X> | 1103 M0 yMOTIaHHIO

3T0 HE OTHOCUTCS K 6a30BBIM CBOWCTBAM ITyJIOB WJIM CTaTHUECKUX 3anuceil! Mimena mysnoB, Macku,
OPUOPUTETHI, ONIKHU 82 — YHUKAJIBHBI B paMKax cBoux myJoB. [P-aapec, client MAC, oniuu 82 u
client ID — yHHKaJIbHBI B paMKaX CBOMX CTATUYECKUX 3aIHCEH.

8.8 IIpuBsizka Kk unTepdeiicy

[Tocne HacTpoiiku cepBepa HEOOXOIMMO yKa3aTh, Ha KakoM uHTepdelice MmapuIpyTuzatop OyaeT
npunumats naketst DHCP Discover u oTBe4yath Ha HUX IpeuiokeHueM ¢ [P-nactpoiikamu.
[TpuBsi3Ka MPOUCXOIUT CTAHJAPTHBIM CIIOCOOOM — B PeKUME KOHPUTYpaLliU COOTBETCTBYIOIIETO
uHTepdeiica ykaspiBaeTcst Hyx HbIi cepsep. [Ipu momomm komaunaer dhep-server <NUMBER>,
rae NUMBER noMmep 3apanee ckoH(pUTYpHUpPOBaHHOTO cepBepa.
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8.9 Ilpumep koHpurypauuu

Teneps cobepemM Bce B eMHYIO0 KOH(DUTYPAITUIO /ISl HAIIIETO BHIMICYKA3aHHOTO IpUMepa, 100aBUM
CTaTUYECKYIO 3aIluCh U II100anbHbIN napameTp lease.

ip pool A 192.168.0.10,192.168.0.2-192.168.0.8, 192.168.0.12-
192.168.0.255
ip pool B 172.16.0.0-172.16.255.255
ip pool C 172.16.0.1-172.16.0.255,172.16.1.100-172.16.1.200
dhcp-server 100
lease 300
static ip 192.168.0.200
chaddr 0123.4567.89%9ab
lease 3600
gateway 192.168.0.1
pool A 10
chaddr cdef.0123.4567
gateway 192.168.0.1
pool B 20
mask 8
gateway 172.16.0.1
pool C 30
mask 16
gateway 172.16.0.1
interface test
dhcp-server 100

8.10 Komanasl npocmorpa cocrositnusa DHCP

Komanna show dhcp-profile BeiBoauT cincok Beex cymecrByrwmmx npoduieit DHCP u
OCHOBHBIE UX HACTPOUKHU:

ecorouterf#show

dhcp-profile

DHCP profile 0 is in relay mode
Relay information option (82) is on
Circuit-ID: randomstring

DHCP profile 2 is in proxy mode
Relay information option (82) is on
Circuit-ID: 78

Server 1.1.1.1
Server 4.4.4.4
Server 4.4.4.5
Server 4.4.4.6
Server 4.4.4.7

DHCP profile 3 is in relay mode
Relay information option (82) is on
Circuit-ID: Router: %{hname}, client: %${cmac}/%${svlan}.%{cvlan}

Jlnist mpocMOTpa onpeAesIeHHOTo MpoduIIst Ta ke KoMaHAa JaéTcsi C HOMEPOM IpOoQuIIs, KOTOPBIN
HY>KHO TIOCMOTPETD.

show dhcp-profile O
DHCP profile 0 is in relay mode
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@elay information option (82) is off

Komanpga show interface dhcp clients <NAME> patotaer Tonbko mist DHCP-relay-proxy, rae
<NAME> — umsa unrepdeiica, k koropomy npussizan DHCP-nipoduis.

JlanHOli KOMaH/I0! BBIBOJUTCS HA SKpaH Tabnuua, cogepxaiuas cnucok Bcex DHCP-kinuentos. B
Ta0IMIIEe CoMIepKaTCsl 3alMCcH ¢ BhIAaHHBIME [P-anpecamu, mac-agpecamu kineHToB, aapec DHCP-
cepBepa, BBIIABIIIETO HACTPOUKY, BpeMsl MOATBEPKACHUS, BPeMsl, Ha KOTOPOE aapec ObLT BBIAAH.

ecorouter#sh interface dhcp clients demux.0
IP Address MAC Address DHCP Server ACK Time Lease Time

192.168.1.3 c403.130f.0000 20.0.0.1 296 86400

Komanna show dhcp-server clients <NAME>, rie <NAME> — ums unTepdeiica, kK KOTOpomy
npuszan DHCP-npoduis. /lanHO# KOMaH10# BEIBOAUTCS Ha SKpaH TabIHIIA, COAEprKaIlas CIHCOK
Bcex DHCP-kiueHToB /11 TaHHOTO cepBepa. B Tabnuiie coaepIkarcs 3amucu ¢ BblIaHHBIMU [P-
aJipecamMu, mac-aJipecamMy KJIMEHTOB, BpeMs ITOITBEPIKICHUS, BpeMsi, Ha KOTOPOE aJipec ObLT

BBIJaH.

ecorouter#show dhcp-server clients bmi.1l
Total DHCP clients count: 16
IP Address MAC Address ACK Time Lease Time

10.210.10.62 0017.c8af.6216 15 300

10.210.10.41 00ec.ef08.1b30 180 300
10.210.10.46 00e8.2cf5.5450 169 300
10.210.10.79 205a.3a48.971f 17 300

10.210.10.15 02ce.7bel.c72e 73 300

10.210.10.32 £110.002£.1237 235 300
10.210.10.7 011d.5cb3.5b2b 180 300

10.210.10.99 008c.fd68.2001 172 300
10.210.10.47 0318.d6al.7ebl 140 300
10.210.10.10 0400.23el.c666 117 300
10.210.10.113 20e2.bace.f5eb 176 300
10.210.10.12 28d5.4779.0f3e 180 300
10.210.10.81 2c56.dc76.6¢c90 271 300
10.210.10.115 2243.26ab.elb5a 44 300
10.210.10.118 2¢59.e5d7.c280 172 300
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ARP (Address Resolution Protocol — mpoToko:n onpenenenus aapeca) — MPOTOKOJ B
KOMIIBIOTEPHBIX CETSX, MpeIHa3HauYeHHBIN 11 onpenenenuss MAC-aapeca o uzBectnomy IP-

azpecy.

B mapuipytuzarope qaHHBIA TPOTOKOJ BKIIOYEH 110 YMOJIYAHHUIO U IOTOJHUTEIBHBIX HACTPOEK HE
Tpedyet. Peanu3zanus npotokona B EcoRouterOS mo3BosisieT XpaHUTh Kak JUHAMHYECKUE 3aIHCH,
MOJIy4Y€HHBIE TP MOMOIIY HIMPOKOBEIIATEIbHBIX 3aPOCOB, TAK U CTATUYECKUE 3AMTUCH.

@OyHKIMOHAI TPOTOKOJIA HACTPAUBACTCS B KOHPHUTYPAIIHOHHOM PEXUME TPU TIOMOIIH KOMaH]I,

MMpeaACTaBJICHHLIX B Ta6n1/1ue HHWXKCE.

Ta6muna 31

Komannga

Onucanmne

arp <IP ADDRESS> <MAC
ADDRESS>

Co3naHue cTaTUYEeCKO# 3anmucu A1 KoHKpetHoro [P-anpeca

arp vrf <VRF NAME> <IP
ADDRESS> <MAC ADDRESS>

Coznanme craTHueckoil 3anucu ans KoHkpetHoro [P-anpeca B
3agaHHOM VRF

arp expiration-period <0-
300>

Hacrpoiika BpeMeHH XpaHeHHs TMHaMUYeCKoH 3arucu B ARP-
Ta0JIMIe B MUHYTaX. 3HAYCHHUE 110 YMOIYAHHIO - 5 MUHYT

arp incomplete-time <5-
300>

HacTpoiika Bpemenu xpanenus incomplete 3ammcu B ARP-
TabnuIe B cCeKyHaxX. 3HaueHHE 0 YMOTUaHHIO - 60 ceKyHA

arp request-interval <0-
100>

3aganue UHTEpBajia BpeMeHu oTnpaBku ARP-3anpocoB B
CEeKyHJax B citydae oTcyTcTBUsd ARP-oTBeTOB. 3HaueHue no
YMOJTYaHUIO - 1 cexyHaa

arp request-number <0-
100>

3ananue KoaudecTBa oTnpasisieMbix ARP-3anpocoB npu
orcyrcTBuM ARP-0TBeTOB. 3HaUeHME 110 YMOJIYAHUIO - 3

Jlns mpocMotpa Tabauisl ARP-3anmceit cieayeT BOCIONb30BaThCsl KOMaH/I0M aJMUHUACTPATHBHOTO
pexrmMa Show arp. B kadecTBe apryMeHTOB MOXKHO IepeiaTh pa3InuHbIC MapaMeTphl,

NEPCUUCIICHHBIC HUKC.

Ta6numa 32
Komanaa Onucanue

show arp BriBox nmosHoi ARP-Ta0uie!

show arp interface <INTERFACE BreiBor ARP-Tabmuis! st 3anuceid, moay4eHHBIX C

NAME > ompezeNeHHOro nHTepdetica

show arp ip <IP ADDRESS> BriBog ARP-3ammcu st onpegenennoro [P-anpeca

show arp mac <MAC ADDRESS> BriBog ARP-3anmceit st onpeaenennoro MAC-
aapeca

show arp vrf <VRF NAME> BriBog nomHo#t ARP-Tabmuiel B VRF

show arp vrf <VRF NAME> BriBog ARP-Tabmuib! Aj1s 3amucei, moTydeHHBIX C

interface <INTERFACE NAME> onpezaeneHHoro uaTepdeiica B VRF

show arp vrf <VRF NAME> ip <IP BrBog ARP-3amcu B VRF mins onpenenennoro IP-

ADDRESS> agpeca

show arp vrf <VRF NAME> mac <MAC | BeiBog ARP-3ammceit B VRF mns onpenenenHoro

ADDRESS> MAC-aapeca
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[Tpumep cozmanms cratuaeckoir ARP-3anucu u BeiBoga ARP-Tabmuip! (CTpenku OKoJI0 Ha3BaHUMA
uHTep(eiicoB yKa3bIBAIOT HA JIOKAJIIBHO CO3/IJaHHbIE HHTEp(elchl MapIIpyTU3aTOPA).

ecorouter (config)#arp 10.12.0.100 calb.3b18.001d
ecorouter (config) #exit

ecorouter#show arp

Interface IP Address MAC Address Type Age
>eth?2 200.22.0.200 1c87.7640.0507 ----=  ————-
>ethl 100.24.0.200 1c87.7640.0506 --—-—-=  ————-
>eth3 10.12.0.200 1c87.7640.0505 --—-—-——-  ————-
eth3 10.12.0.100 cal0b.3b18.001d static  —-—-———-
eth3 10.12.0.1 calb.3b18.001c dynamic 3

CkoH(UTypUpOBaHHBIC HACTPOMKU MOKHO TIOCMOTPETh KOMaH 101 Show arp settings.
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Link Layer Discovery Protocol (LLDP) — mpoTokos kaHaJbHOT'O YPOBHSI, KOTOPBI MO3BOJISICT
CEeTEBBIM YCTPONCTBAM aHOHCHPOBATh B CETh HH(OPMAIIHIO O ceOe U CBOUX BO3MOKHOCTSIX, a
TaKKe COOMpaTh 3Ty MHOOPMALIUIO O COCEAHUX yCTPOMCTBAX.

Kaxxnoe ycTpoiicTBo, Ha KOTOPOM BKJIIOYEH akTUBHBIN pexxuM LLDP (nepenava u npociyniBaHue
LLDP naxetoB), oTmpasiseT nHGOpMaLKio 0 cede coceasiM HE3aBUCUMO OT TOT0, OTHPABIISET JIK
cocen uaopmarmio o cede. LLDP xpanut nnhopmMaiinio o cocesix, Ho He TepeHanpaBIisieT eé
nanbire. MapopMmanus 006 ycTpoicTBe, KoTopas nepeaaercs ¢ momonisio LLDP:

e Wwms ycrpoiictBa (System Name),

e Onucanue ycrpoiictsa (System Description),

e Unentucdukarop maccu (Chassis ID) - MAC aapec Ha opTy,
e Hnentuduxarop nopra (Port ID) - ims unerpdeiica,

e Bpewms xpanenus nndopmarmu o coceae (Time-to-Live)

Jlnst Brimouenust Gyunkuuonana npotokona LLDP Beenute komanny Ildp enable B pexume
KOH(UTYpaIHy yCTPOKUCTBA.

|ecorouter(config) #11dp enable ]

BBoa 310l KOMaH/bI IPUBEET K BKIIOUEHUIO pexxuMa npociaymmbanus LLDP nakeroB (qoctynHa
obpaboTka kak HererupoBanHbIXx LLDP nmakeros, Tak u ¢ VLAN teramu B 3aronoBkax Ethernet ) Ha
BceX UHTepdeiicax, oHaKo nepeaaBarbes HHPopmanus o cede cocesaM He Oyaer. [l BKiItoueHus
nepeaaun LLDP coobienwuii ¢ onpeaenenHoro uarepdeiica, BOCHonbp3yirech komanoi lldp
mode active B pexxume koHUTyprupoBaHus uHTepdeiica (nepenaua LLDP nakeros
ocyIiecTBiseTcs: 0€3 MHKANCYISIIUKU TonoTHUTENbHBIX VLAN Teros).

|ecorouter (config-if)#1lldp mode active |

Jljis OTKJIIOUEHHUS aKTHBHOT'O peXUMa U 00paTHOTO repexosia B peskuM npociymuBanus LLDP
coobuieHuii BBeauTe komanay No Ildp mode active

Z[OHOJIHI/ITGHBHLIC KOMaHAbI KOH(l)I/Il"ypI/IpOBaHI/ISIZ

Tabmuma 33
Komanna Pexum Omnucanue
Ildp system- | (config)# | Mms cucTeMsl, 10 yMOJTYAHUIO MCIIOJIB3YETCS UMECHH
name ycTporictBa (mapamerp hostname). Komanna ve 6yaet
<NAME> 0TOOpakaThCs B KOHPUrypaiuu eciiu hostname u

BBeJIeHbIH apaMeTp NAME coBnanaror.
Ildp system- | (config)# | Onucanue cuCTEMBI, IO YMOTYAHUIO HCIIOJIB3YETCS

description MM OIIepaIlMOHHOM cucTeMsl - ECORouterOS.
<LINE>

lldp tx- (config- | UuTepsan ornpaBku LLDP cooOrieHunii B CTOpoHY
interval <5- if)# coceneit B cekynaax. [To ymomuanuto - 30 cekyH.
3600> [Tpu u3MeHeHUn napameTpa JMHAMHUYECKH MEHSIETCS 1

Time-to-Live (TTL) - Bpemst B Te4eHHH KOTOPOTO HAII
cocen OyaeT xpaHuTh nHdopmanuro o Hac. Dopmyna
s pacuera TTL = tx-interval * 4, TTL = 120
CEKYHJaM TI0 YMOJTYaHHIO.

EcoRouter User Guide 101



LIRDP.RU

st mpocmoTpa nadopmanuu o LLDP cocensix n cueTunkax Ha nHTEp(deiicax BOCIOIb3yHTECh
KOMaH/JIaMU:

ecorouter#show Illdp neighbors

Local Interface: test

Remote neighbors:

System Name : RDPinn test

System Description : DGS-1210-28MP
Port Description : D-Link DGS-1210-28MP
TTL : 120

System Capabilities : L2 Switching
Interface Numbering : 2

Interface Number : 37

OID Number :is0.3.6.1.2.1.2.2.1.1
Management IP Address: 10.210.10.114
Mandatory TLVS:

Chassis ID Type : Chassis MAC Address: fOb4.d254.d360
Port ID Type : Interface Name: 4
ecorouter#show counters lldp interface <NAME>
Agent Mode: Nearest bridge

Enable Tx/Rx: No/Yes

MED Enabled: No

Device Type: Not defined

LLDP Agent traffic statistics:

Total frames transmitted: 0

Total entries aged: 0

Total frames received: 2652
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Total frames received in error: 0
Total frames discarded: 0
Total discarded TLVs: 0

Total unrecognised TLVs: 0
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Jns mmmopra u sxcnopta KoHpuryparmu EcoRouter ncnosnb3yercst komanaa COpy B

AIMUHHUCTPATUBHOM PEKHUME.

B o6miem Buzie TorrKa KOMaH Ikl MOYKET OBITh MpECTaBICHA CIICTYIONUM 00pa3oM:

copy <OTKYIA> <KYIA> <UYTO> <UYEPE3 MHTEPOQENC>

Hwxe 60mee moapoOHO OMHMCaH CUHTAKCUC KaXKA0TO U3 3JIEMEHTOB KOMAaH/IbI.

11.1

EcoRouter Mo>keT 3KCIIOpTUPOBATH / UMIIOPTUPOBATH APXUB C KOHPUTYpallMOHHBIMU (aiinamu Ha /

¢ FTP wmu TFTP cepsepa.

IMoakauyeHue K cepBepy

s nonkirouenus K FTP cepBepy ykaspIBaroTCs ClIeAyONIUE IapaMETPhL: UMs IT0JIb30BaTEN,

napoib u [P-anpec FTP cepsepa.

Jns nonxirouennst kK TEFTP cepBepa ykasbiBaercs Tonbko ero IP-anpec.

11.2

IIyTh KonupoBaHusi

[ocne 3ananus IP-agpeca cepBepa MOXKHO TakKe 3a7aTh IyTh K AUPEKTOPUH, B KOTOPOU OyJeT
XpaHUTheA (ailsl apxuBa, 1 UM 3TOTo (aiina (MMeHa ¢aiiioB KOH(UTypaliK, BblIaBaeMbIe 110

YMOJTYaHHUIO, ONMCcaHbl B naparpade "ApxuB KoHPUrypauuu").

Hampumep, ecnu uner konuposanue Ha TFTP cepsep ¢ IP-agpecom 192.168.10.10, MmoxxHO 3a1aTh
MyTh KOMMMPOBAHUS OAHUM U3 CIIOCOOOB, OITMCAHHBIX B TAOJIUIE HUXKE.

Tabimna 34

BapnaHT 3AMUCH ITYTH

PacnoJsioxenne gaiisia

HNwms ¢aiiia

tftp://192.168.10.10/

KOpHEBasi TUPEKTOPHS
cepsepa

10 YMOJIYaHUIO

tftp://192.168.10.10/folder/

ofpeJieIIeHHAsT
JUPEKTOPHSI

M0 YMOJTYaHUIO

tftp://192.168.10.10/name

KOpHEBasi TUPEKTOPHS
cepsepa

yKa3zaHHOe UM (aiijia, paciiupeHue
110 YMOJYaHUIO

tftp://192.168.10.10/folder/name orpesieeHHast yKkazaHHoe ums (aitna, pacumpeHue
JUPEKTOPHSI 10 YMOJTYaHUIO

tftp://192.168.10.10/folder/name.res | onpeneneHHas yKa3zaHHOE UMs (aiiia, ykazaHHOe
JIUPEKTOPHSI paciimpeHue

[IpuBeneHHbII pUMeEp I1EMOHCTPUPYET TMOKOCTD 3aJ]aHUs TYTH NPH KOIMTUPOBAHUU apXHBa

KOH(UTYypaIyH.

11.3

ApxuB KoHGUTypauuu

[Tpu sxcriopTe KOHPUTYpAITUU TT0 YMOTYaHHUIO CO3AE€TCs aApXUB C HA3BAaHUEM CJICAYIONIETO BUIA:
startup_backup_umsaxocra I'TTTMM/lyummce.tar.gz, Hanpumep,
startup_backup_EcoRouterOS_20160623175405.tar.gz.
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BayTtpu sToro apxua OynyT pacmosararhcs aABa ¢aia:

e CIC— (hbaiis c KOHTPOJBLHOM CyMMOM apxuBa startup backup.tar,
e startup_backup.tar — apxuB ¢ KOHGHUTYypaIHEH.

B cBoto ouepens, BHyTpH apxuBa startup backup.tar OyayT:

o configuration.json — koHurypanMoOHHbIH (aiiia MOy,

o EcoRouterOS.conf — koudurypanuronusiii daiii ¢ Hactpoiikamu EcoRouter,

e VN — manku ¢ KOHPHUTypanuOHHBIME (haiilaMu HACTPOEK BUPTYAIbHBIX MApIIPYTH3aTOPOB,
o aaa.db.bak — daiin 6a3b1 maHHBIX AAA.

114 Br100op unTepdeiica

[To yMom4aHHIO UMIIOPT U SKCIIOPT OCYIIECTBIAIOTCS yepe3 Management-niopT (¢ MapKUPOBKOMH
MNG/EOQ).

[Ipu HEOOXOAMMOCTH MOKHO HACTPOUTDH OTIPABKY U MOJIYUYEHHUE Yepe3 BUPTYaJbHBIH
MapIuIpyTU3aTOP, UCHIOIB3YEMBIH IO YMOTYAHHUIO, WIIH Yepe3 000 Jpyroil BUPTyalbHbII
Mapupytusarop. s 3TOro uCHosp3yeTcs mapameTp KOMaHabl COPY:

vr <default|NAME>

11.5 IKCIOPT KOHPUTypaALHH

B ciydae skcnopra KoH(UTypaluu NpoucXoauT Konuposanue u3 startup-config na FTP nnu TFTP
cepsep. [Ipu 3TOM KOnUpyeTCst MOCIEHSS COXpAaHEHHAsl BepcHsi KOHPUTypaluu (Ipy IOMOIIH
KoMaH bl Write). Eciu kakue-nnbo n3MeHeHus ObUTH BHECEHBI MOCIIE COXPAHEHUsT KOH(UTypanuH,
OHH HE TMOMAaTyT B OKCIIOPTUPYEMBIN (aii.

CuHrakcuc KOMaHJbI 5KCIIOpTa:

copy startup-config ftp|tftp <ADDRESS>/<PATH>/< |NAME.RES> vr
<default | NAME>

Hixe MMpEACTAaBJICHBI IPUMEPBI KOMAaH/ 5KCIIOPTA KOH(l)I/II‘ypaI_[I/II/I.

Taomuma 35
Komanna | Onucanue
FTP

copy startup-config ftp DKCIOpT Ha

ftp://user:password@192.168.10.10/ yka3aHHusblil FTP
cepsep,
napameTpbl 110
YMOJTYAHHIO

copy startup-config ftp DKCIopT Ha

ftp://user:password@192.168.10.10/my name of archive ykazaHHbiii FTP
cepBep, UMsl
apXxuBa 331aHO

copy startup-config ftp DKCIOpT Ha

ftp://user:password@192.168.10.10/my name of archive.res | ykasaunsii FTP
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Komanga Onucanue
cepBep, UM U
pacuupenue
apxuBa 3aJ1aHo
copy startup-config ftp DKCIOpT Ha
ftp://user:password@192.168.10.10/ vr default ykazaHusiii FTP
cepBep uepes
BUPTYJIbHBII
MapUIpyTU3aTOP
0 YMOJIYAHUIO
copy startup-config ftp OKCIOpT Ha
ftp://user:password@192.168.10.10/ vr VRL ykaszanublii FTP
cepBep uepes
3aJaHHBIN
BUPTYAJIbHBII
MapIIpyTU3aTop

TFTP
copy startup-config tftp tftp://192.168.10.10/ DKCIOpT Ha
ykazaHHblii TFTP
cepsep,
rapaMeTpsl 1o
YMOTYaHHUIO
copy startup-config tftp OKCIOpT Ha
tftp://192.168.10.10/my name of archive ykasannbiii TFTP
cepsep, UM
apxuBa 33JaHO
copy startup-config tftp OKCIOpT Ha
tftp://192.168.10.10/my name of archive.res ykasannbiii TFTP
cepsep, UMA U
pacuupeHnue
apxuBa 3aJaHo
copy startup-config tftp tftp://192.168.10.10/ vr DKCIopT Ha
default ykazaHHbii TFTP
cepBep uepes
BUPTYJIbHBII
MapuIpyTHU3aTOp
110 YMOJYaHHUIO
copy startup-config tftp tftp://192.168.10.10/ vr VRI1 DKCIOpPT Ha
ykasaHHbli TFTP
cepBep uepes
3aIaHHBIH
BHUPTYJIbHBII
MapuIpyTHU3aTOP

11.6 Nmnoprt koHpurypauuu

B cnyuae umnopra koHpurypamuu npoucxoaut konupoanue apxusa ¢ FTP unu TFTP cepsepa na
EcoRouter 1 pacnakoBka 1mory4eHHOro apxuBa B startup-config. Ilpu 3Tom npoucxoaut
apXMBHPOBAHUE MOCJIEAHEN COXpaHEHHOM KoHQUrypauu. B ciydae ecnu 3arpysxaemslii ¢ cepsepa
(aiin MOBpeXXaAeH WIK M0 KaKUM-JIMO0 IPYTMM IPUYMHAM HE MOKET OBITh YCTAHOBJIEH B KaUeCTBE
KOH(UIypallMOHHOT O (paiiia, cucTeMa aBTOMAaTUYECKH BOCCTAHOBUT MOCJIEHIOK COXPAHEHHYIO
KOH(UTypaIuo 1 cooOnmT o6 ormmoke.

[Tocne ummnopTa KOHPUTYpauKu HEOOXOAMMO Tiepe3arpy3uTh EcoRouter, 4ToObI H3MEHEHHUS
BCTYIWJIH B JEHCTBUE.
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|copy ftp|tftp startup-config <ADDRESS>/<PATH>/<NAME> vr <default |NAME>

Jyis uMIiopTa HeOOXOAMMO yYKa3bIBaTh UM (aiisia apXuBa.
Hwxe nipeacraBieHbl MpUMepbl KOMaH UMIIOPTa KOH(PHUTYpaIIHH.

Ta6numa 36

Komannma

Onucanmne

FTP

copy ftp startup-config
ftp://user:password@192.168.10.10/
startup backup EcoRouterOS 20160623175405.tar.gz

MmMnopt ¢ ykazaHHOro
FTP cepsepa,
napaMeTpsl 1o
YMOIYaHHUIO

copy ftp startup-config
ftp://user:password@192.168.10.10/ my name backup vr

HNmMnopt ¢ ykazaHHOro
FTP cepsepa uepes

default BUPTYAJIbHBII
MapIIpyTHU3aTop 1O
YMOJTYaHHUIO
copy ftp startup-config HMmnopt ¢ ykazaHHOTO
ftp://user:password@l192.168.10.10/ my name backup vr FTP cepsepa uepes
VR1 3aJaHHBIN
BUPTYJIbHBII
MapuIpyTHU3aTOP
copy ftp startup-config HNmMnopt ¢ ykazaHHOro
ftp://user:password@192.168.10.10/ my name backup FTP cepsepa uepes
mgmt management-
uHTepdeic

TFTP

copy tftp startup-config

Hmnopt ¢ ykazaHHOTO

tftp://192.168.10.10/my name backup TFTP cepsepa,
napameTpsbl 10
YMOJYaHHUIO

copy tftp startup-config HMmnopt ¢ ykazaHHOTO

tftp://192.168.10.10/my name backup vr default TFTP cepsepa yepes
BUPTYJbHBII
MapIIpyTU3aTOP 10
YMOJTYaHHUIO

copy tftp startup-config tftp://192.168.10.10/ HNmMmopT ¢ ykazaHHOTO

startup backup EcoRouterOS 20160623175405.tar.gz vr TFTP cepsepa uepes

VR1 3aJaHHbBII
BHUPTYJIbHBII
MapLIpyTHU3aTOP

copy tftp startup-config NmMmopT ¢ ykazaHHOTO

tftp://192.168.10.10/my name backup mgmt TFTP cepsepa gepes
management-
unrepdetic
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12 Onepauuu ¢ NpOIIMBKOH

B EcoBNG ecTb HECKOIBKO BUJJOB BCTPOCHHOTO NMPOIPAMMHOT0 00ecIieueHus (MIPOLIUBKH).

Factory — 3aBojickast Bepcusi mporpaMMHOT0 0O€CTIeYeHHs, He MOAJIeXKUT u3MeHenuto. Factory
npecTaBisieT co0oit 6a30BYI0 BEPCHIO C Ype3aHHBIM (YHKIIMOHATIOM.

J1J1s TOHOIIEHHOH paboThl yCTpolcTBa HEOOXOAMMa YCTAaHOBKA BTOPOT'O YPOBHS ITPOTPAMMHOTO
obecneueHus — image. ba3oBas Bepcus image-IpoIIUBKY TOCTABIISIETCS IPEAYyCTaHOBJIEHHON Ha
MapIIpyTU3aTOP.

Ha ogHoM ycTpoiicTBe 0JJHOBpEMEHHO MOKET OBITh YCTaHOBIIEHA factory mpommBka u He OoJee
JIBYX 1mage-TIpOLINBOK.

Jist mpocMoTpa HH(pOPMAITUK O TOCTYIHBIX Ha yCTPOHCTBE MPOIMIMBKAX MCIIONB3YETCS KOMaH 1A
aJIMUHHUCTPATUBHOTO peskuma Show boot. JlaHHas koMaH/1a BRIBOAUT HH(YOPMAIIUIO O TOM, C KaKO#
IPOLIMBKU ObLI IPOU3BEACH 3aIlyCK, COCTOSIHUE Ka)K10M MPOLIMBKHU U CTAOMIIBHOCTb.

ecorouter# show boot

F: vX.X.X, not loaded, active, stable
A: vX.X.X, not loaded, inactive, stable
B: vX.X.X, loaded, active, unstable

3neck F — factory-mpomueka, A u B — image-nporimsku.

ITepBblii cTo0€1] MOKA3bIBAET, C KAKOM MPOLIMBKY MPOU3BEIEHA 3arpy3ka, BTOPOi cTosden
NIOKa3bIBACT, AKTUBHA JIM JTAHHAS MIPOIIMBKA B CIIydae Mepe3arpy3KH, sBISIETCS] BpEMEHHOM JUTst
3arpy3Ky WK IpU3HaHa HeucnpaBHoOH (active/inactive/temporary/failed), a Tpetuii — ee
CTaOMIIBHOCTb.

12.1 CkavyuBaHue o0pa3a NpoOLINBKH

st oOHOBJIEHUS IMAJe-TPOIIMBKY MPETYyCMOTPEHA BOZMOXHOCTh ckaunBanus ee ¢ FTP unun
TFTP-cepBepa. Komanp! A1 ckauMBaHUS OMKCAHBI B TAOJIUIIE HIDKE.

Tabmuna 37
Komanna Onucanue

copy ftp image C FTP-cepBepa Oyzet ckayan noaxoasimuii oopas

ftp://user:password@xxx.XXX.XXX.XxXx/ mgmt MIPOILUBKY JJIsl OOHOBJICHUS C TEKYIIEeH BEpCUH
npowmuBky, FTP-cepBep noctynen uepes
MeHeKMeHT-TIopT (mgmt). EcoRouter cam
OIIPEICINT, KaKou (pailyl Ha cepBepe MOIXOIUT IS
CKAYMBaHUsI 1 OOHOBJICHHSI

copy ftp image C FTP-cepBepa Oy/er ckadaH yka3aHHbIH (aiii, eciau

ftp://user:password@xxx.xxx.xxx.xxx/filename vr | on moxxomut aist TeKyIeH mIaTGopMbl U BO3ZMOKHO

default oOHoBIIeHUE 110 3Toit Bepcuu. Jloctymn k FTP-cepepy

OCYIIIECTBIISIETCS uepe3 uHTepdelic BUPTyaILHOTO
MapuIpyTH3aTOpa, BEIOPAHHOTO IO YMOITYaHHIO
copy tftp image tftp://xXxx.Xxx.xxx.Xxx/ vr viname | C TFTP-cepBepa Oyner ckayaH moaxoasiuii oopa3s
MIPOILUBKY JJIs1 OOHOBJICHUS C TEKYyIIeH BepCUH
npomuBKU. EcoRouter cam onpenenuT, kakoit daiin
Ha cepBepe MOAXOANT IS CKauMBaHUS U
obnosnenus. loctyn k TFTP-cepBepy
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Komanna Onucanue

OCYIIECTBIISIETCS Yepe3 UHTepdelic BUPTYaTLHOTO
MapUIpyTHU3aTOpa C UMEHEM vrname

copy tftp image tftp://xXxx.xxx.xxx.xxx/filename C TFTP-cepBepa OyneT ckauaH yka3aHHbBIH (aid,
mgmt €CJIM OH MOJXOMHMT JUTS TeKYIIeH mIaTGopMbl U
BO3MOKHO OOHOBIICHHE /10 9TOH BEPCHH; AOCTYII K
TFTP-cepBepy ocyiecTBISCTCS Yepe3 MEHEHKMEHT-
moptT (mgmt)

B o0miem Bue koMaHa Ui CKa9YMBaHUs 00pa3a MPOIIMBKYA MapUIPyTU3aTOpa BBITIISAUT
cieayrommM obpazom: copy <ftp | tftp> image <URL> < mgmt | vr default | vr <VR_NAME>
>, O6s3aTeNbHO yKa3aHHe HHTepderica, yepes KOTOPBI OCYIIECTBISIETCS TOCTYI K ftp mmm tftp.

BHUMAHME! Bo Bpems ckaunBanusi oopaza CLI He Oyaer pearupoBarh Ha Ipyrue KOMaHIbl.
CkauvBaHU€ MPOIIMBKY C MEHBIIIUM HOMEPOM BEpCUH, yeM HblHemHsIs (downgrade), HEBO3MOXKHO.

[Tocre ckaurBaHUs HA YCTPOWCTBO HEMOCPEACTBEHHO MEPE/T MOMBITKOW YCTAHOBKH 00pa3 MPOXOIUT
MPOBEPKY IEIOCTHOCTH. Takke MPOBepKa IETOCTHOCTH MPOM3BOUTCS B MPOIIECCE BHIOTHEHHS
KoMaHIbI Show.

Jlnst mpocMoTpa nH(GOPMAIHK O CKAYaHHBIX 00pa3ax U UX COCTOSIHUU MCIIONB3YeTCs KOMaHIa
aIMUHUCTPATUBHOTO pexxuma Show images storage (uist mpocMoTpa 06pa3oB, pa3MEIIeHHBIX Ha
BHYTPEHHEM HAKOIMTEIIe ycTpoiicTBa) mim Show images usb (s npocmotpa 06pa3os,
pa3MeneHHbIX Ha nmoakmodeHHbx USB-ycrpoiictBax). Ecnu ycranoBneHa tosbko factory-
IMpOoIKMBKa, BBIBOA KOMaHbI 6yIIeT ITyCTBIM.

ecorouter# show images
"EcoRouterOS-ER-1004-3.2.1.0.8942-release-20£f197c.image": version
v3.2.1.0.8942, verification is ok, is not suitable for installation.
Version dependency check failed
"EcoRouterOS-ER-1004-3.2.1.0.8949-release-20£f197c.image": version
v3.2.1.0.8949, verification is ok, is not suitable for installation.
Version dependency check failed
"EcoRouterOS-ER-116-3.2.1.0.8942-release-20f197c.image": version
v3.2.1.0.8942, verification is ok, is not suitable for installation.
EcoRouterOS-ER-116-3.2.1.0.8942-release-20£f197c.image is not for
platform ER-1004

Available free space on device (27.72GiB) is 23.80GiB.

3neck:

verification is ok — 06pa3 ycrentHo mpories mpoBepKy HEeT0CTHOCTH,

verification is failed — o6pa3 He mporesr TPOBEPKY METOCTHOCTH.

CooTBeTcTBEHHO, 00pa3bl MOTYT MOJIXOIUTH ISl YCTaHOBKH (suitable for installation) niu e
noxoaAuTh (not suitable for installation) mo pa3HeiM npuunHaM. B npuBeaeHHOM pUMepe NepBbIii
1 BTOPOU 00pa3bl HE MPOILITH MPOBEPKY HA 3aBUCUMOCTH BEPCHIA, @ TPETHI HECOBMECTUM C

iatgopmoit ER-1004.

B EcoBNG Takxe peanin3zoBaHa BO3MOKHOCTh KOIMMUPOBAHUS JAHHBIX 1O MpoToKoy SCP.
Komauae! 11 ckauuBaHUs ONUCAHBI B TAOIUIIE HUXKE.
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Komannga

Onucanue

copy scp container <URL>

Kommporanue ¢ cepBepa oopaza Docker-konteitHepa

copy scp image <URL>

Konmposanue ¢ cepsepa 00pa3a NpoOIHBKI

copy scp virtual-disk <URL>

KonmpoBanue ¢ cepsepa o0pas3a BUPTyaIbHOH MallIMiHbBI

URL nns nanHO# KOMaHABI JOJDKEH OBITH 3a1aH B popMare: <JIOTHH>@<ajapec cepBepa>:<myThb
K ¢ailiry Ha cepBepe>.

Hanpumep: admin@10.0.0.1:/home/admin/eco.image.

12.2 YCcTaHOBKA CKAYaHHOI0 00pa3a NpoIIMBKH

Jlns ycraHOBKH 0Opasa ucmosb3yercs komanaa image install [storage] <IMAGE_NAME>
[force], rne IMAGE_NAME — oaun 13 00pa3oB, yka3aHHBIX B BBIBOJIE KOMaH 6 ShOw images
storage. [1o ymoIuaHHIO YCTaHOBKA MIPOU3BOJUTCS C BHYTPEHHETO HAKOIUTEIIS MapIIPyTU3aTOpPa.
VYka3zanue mapamerpa fOrce mo3BosisieT yCTaHOBUTD IPOLIMBKY C MEHBIIMM HOMEPOM BEPCUH, YEM
ycranoBieHHas (downgrade), paboTococoOHOCTh MapHIpyTH3aTOpa MPU ITOM HE TapaHTUPYETCS.

Bo3moxeH BapraHT yCTaHOBKHU 3apaHee ckayanHoro oopasa ¢ USB-ycrpoiicTsa, 11 3TOr0
ucnonp3yercst komanaa image install usb <IMAGE_NAME>, rie IMAGE_NAME yka3biBaeTcs
OJHOCTRIO, Hanpumep, ECORouterOS-ER-1004-L-3.2.0.0.8167-develop-7bf31860.image.

[Mocre 3aBepiieHHs MHCTAJUIALUMK B BBIBOJIE KOMaH bl ShOW b0Ot nosiButcs ycraHoBiIeHHAs BepCHst
co cratycamu not loaded, temporary, unstable. /5 3arpy3ku ¢ IpOUHCTAILTUPOBAHHOTO image
HEoOX0AMMO Iepe3arpy3uTh yCTPOUCTBO.

Bo Bpems 3arpy3ku OyJ1eT npeAnpruHATO MAKCUMYM TPU MOMBITKU 3aITyCTUTHCS C
IPOMHCTAINIMPOBAHHOM image npoumBky. [Ipu ycneniHoit 3arpy3ke ¢ HOBbIM image ero craryc
U3MEHHUTCS Ha active. [Ipu HeycnenHol 3arpy3ke crayTc ¢ temporary OyaeT u3meHeH Ha failed.
[Topsiox BeIOOpa MPOIIMBKY JUIs 3arpy3KH OIUCAH HUXKE.

Hinke npencraBiieHbl IpUMepbI BbIBOAa kKoMaH bl SHOW D00t Ha pa3HbIX cTagnsX 0OHOBICHHS
IIPOILINBKHU.

VYcraHoBieHa TOJBKO MPOIIMBKA A, KOTOpasi 3arpy»eHa B JaHHBII MOMEHT U ABJISIETCSI OCHOBHOM
MPOIIMBKOM JJIsI JAHHOTO YCTPOMCTBA.

F: vX.X.X, not loaded, inactive, stable
A: vX.X.X, loaded, active, stable
B: not installed

3arpy»eHa MpoIrBKa A, TOJIIBKO YTO ObLIa YCTaHOBJICHA MPOIIKMBKA B, KOTOpas ycTaHOBIICHA /TSI
TECTOBOH 3arpy3KH I10CTIe TIepe3arpy3KHu.

F: vX.X.X, not loaded, inactive, stable
A: vX.X.X, loaded, active, stable
B: vX.X.X, not loaded, temporary, unstable

Ecnu mpu 3arpy3ke ¢ NpouMBKe, OTMEUEHHON KaK temporary, Ipou30IIlia mepe3arpy3ka
MapuIpyTH3aTopa 1o J00i mpuunuHe, TO CTaTyC MPOITMBKY OyaeT n3MeHeH Ha failed. Eciu B
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TEUEHHE 8 YacoB MPH 3arpy3Ke ¢ MPOIITUBKH CO CTATyCOM active MPOU30HICT 3 HEYCIEIIHBIX
nepesarycka, To CTaTyc TaKoW MPOIIMBKH TaKke OyaeT u3MeHeH Ha failed.

YCTpORCTBO yCENIHO 3arpy3mIOCh ¢ YCTAHOBICHHON IPOMIMBKYU B, KOTOpas Oblia OTMEYEeHA JIs
BPEMEHHOM 3arpy3KH.

F: vX.X.X, not loaded, inactive, stable
A: vX.X.X, not loaded, active, stable
B: vX.X.X, loaded, active, unstable

Ecnu ycraHoBIeHHAS IPONTUBKA MTOKA3BIBAET ce0sl CTaOUIBHON B paboTe, TO €€ MOKHO OTMETHTH
KaK CTaOMJIBHYIO CIICAYFIOIIel KOMaHI0M aIMUHICTPaTHBHOTO peskuma boot b-image stable nmn
boot a-image stable, B 3aBucumocTu oT TOro, KaKyr0 MpPOUIMBKY HEOOXOIUMO OTMETHTD. J[yis TOro
4TOOBI IOMETUTH MPONIMBKY KaK HECTAOMIbHYI0, HCOOXOMMO BBIMOJHUTH KOMaH Iy NO boot b-
image stable nm no boot a-image stable. ITpomuska factory Bceria siBisieTcsi CTaOMILHOM.

YT06BI HCKITFOUHTH WITH BKIIFOUHTH 3arpy3Ky ¢ MPOLIMBKH A win B B ciiydae mepe3arpy3ku, MOXKHO
MU3MCHHUTH CTATyC aKTHBHOCTH KOMaHJIOM aJIMUHUCTPAaTHBHOTO pexxnmMa boot a-image active wim
no boot b-image active.

IIpuopuTteT BbIGOpPA NPOLIUBKY /ISl 3arPy3KH

[Ipu 3arpy3ke coOnroaaeTcs CieayoIni Mops 10K BbIOOpa IPOIIMBKY O yOBIBAHUIO IPUOPUTETOB:

1. He3aBojckast MpoIIMBKa CO CTaTyCOM temporary.

2. He3zaBojckast IpoIIMBKa CO CTaTycoM active.

3. He3aBoxckas npoimmBka co cTatycoM stable.

4. Factory-npouvBka.

12.3 JlelicTBUS MOCJIe YCTAHOBKH 00pa3a NMpoOIIMBKH

[Tocne ycTaHOBKH HOBOW BEPCHH NMPOIIMBKH U IEPe3arpy3Ku yCTPOHCTBA PEKOMEHIY eTCs
BBINIOJHUTH KoMaHy Show running-config diff s oroOpakeHust 3arpyKeHHBIX KOMaH]T U3
startup kouduryparuu. JlanHas KOMaH/a UCTIONB3YETCS Il OTOOPAKEHHS PA3THYHHA MEKTY
startup u running koudurypanusmu. [ KOppeKTHO# pabOTHI 3TOM KOMaH/IbI B CHCTEME JODKHA
ObITh co3aHa Startup koHduryparms (st ee Co3AaHust JOCTATOYHO OJUH pa3 BBIMOIHUTH
KoMaHIy Write memory uinu COpy running-config startup-config). Beimonsenne koman s Show
running-config diff nonmyckaercs B BupTyanpHbIX MapuipyTu3aTopax VR.

Taomuma 39
3HaveHue Onucanne
——linel, line2 — | J/Inama3on HOMEPOB CTPOK, I'/Ie MPOM30ILIN H3MEHEHHS (— JJIsI running

_— KoHUrypanuu, *** nys startup KOHQUTYpaLKn)

**** |inel, line2
*kkk

+ text Komanpga npucyTcTByeT B running KOHGHUrypamuu, OTCyTCTBYET B startup
KOH(HTYpaLun

- text Komanpa npucyTcTByeT B startup KOHQHUTYpaluH, OTCYTCTBYET B running
KOHGUTYpaLuu

! text Komanap! npucyTcTBYIOT U B startup KOHQHUTypaluuy U B running KOHQUTYpALUH, HO

HApYIICH NOPAAOK CJICAO0BAHNA KOMAH
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[Tpumep:

ecorouterf#conf terminal
Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #interface test
ecorouter (config-if) #ip address 10.0.0.1/24
ecorouter (config-if) #fexit
ecorouter (config) #fexit
ecorouter#sh running-config diff
*** Startup-config
-—-— Running-config
* Kk k k ok ok k ok k ok ok ok ok ok ok
* * % 48,53 * k k k
=== 4§, 57 ====
port te?2

mtu 9728
|

interface test

ip mtu 1500

ip address 10.0.0.1/24

|
arp request-interval 1
arp request-number 3
arp expiration-period 5
ecorouter#

124 Ynanenue o0pa3a npomIuBKH

Jl1s Toro uToObl yAanuTh ¢aiisl image NpOLUIMBKY, KOTOPBIN 00JIbIlle HE OyIeT UCIIOIB30BaThC s,
cymiectByet komana image delete storage <IMAGE_NAME>, rie IMAGE_NAME - oaun u3
00pa3oB, yka3aHHbBIX B BBIBOJIC KOMaH bl SHOW images storage.

JIist ynaeHust yCTaHOBJICHHOM MPOIIMBKH CYIIECTBYIOT KoMaH bl image delete firmware a-image
u image delete firmware b-image. Y nanenune npommsku factory HeBo3MOXKHO. Y TajicHHE
IPOIIMBKY BO3MOKHO TOJIBKO B CIIy4ae OJHOBPEMEHHOTO BBITIOIIHEHUS TPEX YCIOBHIA: OHA
OTMEUYeHa KaK HeaKTUBHAsl, HecTaOMIbHAS U C He€ He MPOMU3BE/ICHA 3arpy3Ka B TAHHBI MOMEHT.

12.5 Brirpyska o0pa3a npommuBKu

[Tpu HeobxonuMocTH, 00pa3 MPOIIMBKU YCTPOHCTBA MOYKHO CKOIIMPOBATH (BBITPY3HUThH) Ha
BHenHuit FTP/TFTP-cepsep.

B o0miem Buzie koman1a Juist BRITPY3KH 00pa3a MPOLIMBKY MapIIPYTU3aTOPA BBITJISIUT
crenyronmM obpazom: copy image <ftp | tfitp> <IMAGE_NAME> <URL> < mgmt | vr default |
vr <VR_NAME> >. 3aecs: URL — anpec cepBepa, Ha KOTOPBIN OyA€T OCYIIECTBIATHCS BBITPY3Ka,
IMAGE_NAME — nms 06pa3a, JIOJKHO COOTBETCTBOBAThH OJTHOMY M3 YKa3aHHBIX B BEIBOJIC
KoMaH 16l ShOW images storage. I1pu BBojie koMaH bl COPY iMage o0s3aTeIbHO yKa3aHue
uHTepderica, yepe3 KOTOPBIM OCYIIECTBISIETCS OCTy N K ftp mm tftp.

BHUMAHME! Bo Bpewms Boirpy3ku oopaza CLI He OyaeT pearupoBath Ha ApyTrue KOMaH/Ibl.
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12.6 IIpoBepka HeJT0CTHOCTH CUCTEMHBIX (pailjioB

JIst TPOBEPKH METOCTHOCTH CHCTEMHBIX (DaiiJIOB MCIOIB3YETCS KOMaH/Ia PEKMMa
anMuHUCTpUpoBanus Show hw integrity.

JlaHHas1 KOMaH/1a TPOBEPSET COOTBETCTBUEC KOHTPOJIBHBIX CYMM OWHAPHBIX (aiijIoB aKTHBHOMN
MPONIMBKH STAJOHHBIM 3HaueHHUsM. [10 HTOram npoBepku Ha KOHCOJIb BHIBOJSITCS KOHTPOJIbHBIC
CYyMMBI, IMeHa (aiisioB u pe3ynbraT npoepku coorBercTBus (OK mmu FAIL). ITocne cincka
(aitnoB BEIBOIUTCS HTOTOBask CTpoKa rmpoBepku cootBeTcTBrs: Checksum validation PASSED
mm Checksum validation FAILED.

ITpumep.

ecorouter#show hw integrity
7dd6d620d71ad0722571951a05812b78 rmt: OK
aad73b734e46£8479%9a0ec5feecfdadb5 chacl: OK
96b48926e25f3854738f763dbb3ccb50 getfacl: OK
l4aabeeeab6ffc8fd8503d0£587¢c80ff setfacl: OK

5f589159b5d17849bfal0c3840a4ad4c4c sshd-keygen-start: OK
771e77b5d1ffbf9db37b958d2ae2faab libpcre.so.l1.2.7: OK
a6aab50ed7b77fcl1fd06d8626d8b7d78c libpcre.la: OK
p9fd49b80acaf6l73a22b7d5bbbeb4flc libpcreposix.so.0.0.4: OK
60£530c64889d00ad21dd15534elldea libpcreposix.la: OK
b9f29f6dedee7bfdcc52d9cd3386e51le er-ripd-ns@-start: OK
Checksum validation PASSED

ecorouter#

12.7 Copoc oo factory

B EcoRouter cymiecTByeT MexaHn3M cOpoca BCTPOEHHOT'O TPOrPaMMHOT0 obecreueHust 10
3aBoJCKOM Bepcuu (factory).

BHUMAHMUE! Ilpu 3T0M yaaJs110TCsl Bce BepcuM image-NpoIIMBOK M KOH(UTypaliOHHbIEe
(paiiasbl.

Jnst cOpoca Ha factory ycTpoicTBO HEOOX0AUMO MEpe3arpy3uTh UK BBIKIIOUYUTh U BKIIOYHTh.

Bo Bpems 3arpy3ku ycTpoiicTBa Ha SKpaH BBIBOJUTCS:

Stage: boot
starting version NNN

I'me NNN — HeKkoe 4Hcii0, KOTOpOE MOXKET OBITh pa3HbIM B pazHbIX Bepcusix EcoRouter.
B 3TOT MOMEHT HE0OX0IMMO HaxkaTh KiaBuiry [F8].

Ha skpane nmosiBuTCS CTpOKa:

MLI19~~[[19~"[[19~"[[19~
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[Tocrne yero MmoxHO oTycTUTh KiaaBuiry [F8]. Ha skpane mosiBUTCs COOOIIEHHE U CUMBOJI CTPOKH
BBOJA.

To restore the router's factory settings enter "YES".
'!ATTENTION!

This action will erase all configuration!

>

st copoca Ha factory He0OX0MMO BBECTH 3arjlaBHbIMU OykBamu Y ES, npu BBoIE TFOO0TO
JIpyroro Habopa CHMBOJIOB MeXaHU3M cOpoca He OyIeT 3aIyIieH.

[Tocne moxTBepkaAeHUs OyAET 3aMyIIeH MEXaHH3M cOpoca Ha 3aBOJICKYIO MPOIIUBKY C
MHUHHUMAaJIbHOW CTapTOBON KOH(pHUTYparuei.

12.8 "Msrkui" copoc

Komanna copy empty-config startup-config nmossoasier nmpousBects "msrkuii" copoc
KOH(UTYpAIMH, B PE3YJIbTATE KOTOPOTro OYAyT yAAJE€HBI BCE 3AIMCH O IOJIB30BATEIAX U
KOH(Hrypalys OyeT BO3BpAILEHA K 3aBOJICKMM HAcTpoWKam. [Ipy 3TOM 3aIicH O MMOJIb30BaTEsNX
YIAIIAIOTCS HETIOCPEICTBEHHO TTOCIIE BBIMTOJHEHUST KOMAH/IbI, a BO3BpPAT KOH(OUTypaIuu
MapIIpyTH3aTopa K 3aBOJICKOM — MOCIIE Mepe3arpy3Ku yCTPOMCTRa.

ﬁcopy empty-config startup-config

[Tpu nombITKe BBO/AA 1000 KOMaH Bl TOSIBUTCSI COOOIICHUE:

ecorouter#conf t
% User is logged out by timeout

[Mocrne BBITIONHEHHS KOMaH IbI U3 KOH(UTYpaluu Oy IyT yAaleHbl BCe CBEICHHS O TIOIb30BaTEIISX.
[Monp30BaTenbCKast ceccrsi 3aBepIIeHa, aBTOPU3AIHsl Ha MAapLIPYTH3aTOPE BO3MOXKHA TOJBKO OT
MUMEHHU I0JIb30BaTENs 10 yMo4anuio — admin, maposs — admin.

<<< EcoRouter 3.2.2.0.9678-develop-eb0cf38 (x86 64) - ttyS0 >>>
ecorouter login:

JIs1st 3aMeHbI 3aIUCaHHON Ha MapUIPyTH3aTOpe KOH(PUTypaluK Ha 3aBOJICKYIO CISIYET BBIIIOIHUTh
xomany reload.
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13 Mapmipyrusanus

13.1 BBeneHue B MapumipyTH3anuio

HoctynHocts [P-nioacereii, momyuenne uapopmanuu o6 [P-moacersix OT CMEXHBIX YCTPOUCTB,
aHOHCHPOBAHUE MAPIIPYTHON MH(POPMALUH, BEIOOp HAUITYUILEro MapuIpyTa, KOpPEeKTHOE
pearupoBaHue Ha U3MEHEHHE TOTOJIOTUH CETU B oneparinonHoi cucremMe EcoRouterOS
MOIJEPIKUBAETCS 3a CUET CTATUYECKON MapUIpyTU3aluu U JUHAMUYECKHUX IIPOTOKOJIOB
MapILIpyTU3ALHNH.

Mapmpytuzarop EcoRouter paboTaer kak ¢ mpoTOKoIaMu, pa3padOTaHHBIMHE ISl HCTIOJIb30BAHHUS
BHYTpH 0JiHOM aBTOHOMHOM cucteMbl (RIPv2, OSPFv2, IS-IS), Tak n npenHazHauyeHHBIMU 115
pabotel Mmexny Humu (MP-BGP), nognepxuBast pu 3TOM U CTaTUYECKYIO MAPIIPYTH3AIHIO.

B EcoRouterOS makcumaJlbHOE KoJIMuecTBO ECMP MapupyToB - 8. Ecimu
KoJiMuecTBO ECMP MapmpyToOB MOpeBHmaeT 8, To B FIB ycTaHaBIMBAKTCA IEpPBHE 8
nexthop, ocTanbHEE OPUCYTCTBYIOT TOJIbEKO B RIB Tabmnule.

INaHHBI CLeHapulM oTobpaxaeTcsd B BEIBOIe KOMaHIEL show ip route database
ecorouter#show ip route database

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

> - selected route, * - FIB route, p - stale info, b - BMI route

IP Route Table for VRF "default"

S *> 1.1.1.1/32 [1/0] wvia 10.1.1.2, el
x> [1/0] via 10.1.1.3, el
x> [1/0] via 10.1.1.4, el
x> [1/0] via 10.1.1.5, el
x> [1/0] via 10.1.1.6, el
x> [1/0] via 10.1.1.7, el
x> [1/0] via 10.1.1.8, el
x> [1/0] via 10.1.1.9, el

> [1/0] via 10.1.1.10, el
> [1/0] via 10.1.1.11, el

I'nny®uHa pekypcum B EcoRouterOS paBrHa 3. Illocjie Tpex JIyKaloB MapupyT
OOJIPKEH OBITH HOOCTYIEH M3 HENOCPEeICTBEHHO NOIOKJIUeHHOM ceTm (directly
connected) .

MaplpyT HeYHOOBJIETBOPAKIMM 3TUM NpabBuilaM OyIeT OTOpPOIIEH.

[lpyMep :
ip route 1.1.1.1/32 10.1.1.2
ip route 1.1.1.1/32 10.1.1.3
ip route 1.1.1.1/32 10.1.1.4
ip route 1.1.1.1/32 10.1.1.5
ip route 1.1.1.1/32 10.1.1.6
ip route 1.1.1.1/32 10.1.1.7
ip route 1.1.1.1/32 10.1.1.8
ip route 1.1.1.1/32 10.1.1.9
ip route 1.1.1.1/32 10.1.1.10
ip route 1.1.1.1/32 10.1.1.11
ip route 4.4.4.4/32 1.1.1.1
ip route 4.4.4.4/32 10.1.1.100
ip route 4.4.4.4/32 10.1.1.101
ip route 5.5.5.5/32 4.4.4.4

MapmpyT 5.5.5.5 BynmeT nmocTyneH Tonbko uyepes 10.1.1.100 m 10.1.1.101.

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
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> - selected route, * - FIB route, p - stale info, b - BMI route

IP Route Table for VRF "default"
S *> 1.1.1.1/32 [1/0] i

x>
x>
x>
x>
x>
x>
*>

>

>

S *> 4.4.4.4/32

>
>

1/0
1/0
1/0
1/0
1/0
1/0
1/0
1/0
1/0

[
[
[
[
[
[
[
[
[
[1/0

]
]
]
]
]
]
]
]
]
]

[1/0]
[1/0]

S *> 5.5.5.5/32 [1/0]

via 10.1.1.2, el
via 10.1.1.3, el
via 10.1.1.4, el
via 10.1.1.5, el
via 10.1.1.6, el
via 10.1.1.7, el
via 10.1.1.8, el
via 10.1.1.9, el
via 10.1.1.10, el
via 10.1.1.11, el
via 1.1.1.1 (recursive

via 10.1.1.100, el
via 10.1.1.101, el
via 4.4.4.4

(

recursive

*via
*via
*via
*via
*via
*via
*via
*via

via

via

*via
*via

LIRDP.RU

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

R P W oo JdJo U b Wi

N = T T T = N = N = S
e

N = T T T = N = N = S

10.1.1.100
10.1.1.101)

B noxymeHTanum MOXHO HalTH OJAPOOHBIE MHCTPYKIIMU 10 HACTPOMKE /JIsl KaX/10r0 IPOTOKOJIA.
3Ha4yeHus 0 YMOJIYaHUIO aJIMUHUCTPATUBHBIX PACCTOSHUI yKa3aHbl B TaOJIHLIE HUXKE.

Tabimna 40
Tun mapumipyra | AAMMHHCTPATHBHOE PACCTOSIHHE
Connected 0
Static 1
eBGP 20
OSPF 110
I1S-1S 115
RIP 120
iBGP 200
Unreachable 255
13.2 Hacrpoiika craTu4ecKux MapuipyToB

Cratnyeckuil MapuIpyT — HOCTOSIHHBINA MapUIpyT B CETh Ha3HAYEHUS, YCTAHOBICHHBIN
aJIMMHHCTPATOPOM CETH BPYUHYIO.

CraTrueckue MapupyThl HCIIOJIB3YIOTCS B Pa3IMYHbIX ClieHapusax. OCHOBHAs 00JIaCTh MPUMEHEHUS
— YYaCTKH CETH € IPOCTHIM AU3ANHOM U 0’KHJAeMbIM TIOBEJIEHUEM CETEBOIO Tpa(HKa.
CraHapTHBIN BapuaHT UCIIOJIB30BAHMSI — 3TO OTCYTCTBHE JUHAMHYECKOIO MaplIpyTa B CETh
Ha3HAYeHUs UM He0OXO0AUMOCTh IIEpenKcaTh MapIIPYT, OJIyUYEHHBIH C TOMOILBIO AMHAMUYECKOTO
IPOTOKOJIAa MapuIpyTH3auuu. CTaTUYECKUEe MapLIPyThl HCIOJAb3YIOT MEHBUIYIO I10JIOCY
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MPOITyCKaHUS, YeM JUHAMUYECKUE MPOTOKOJIBI MapIIPYTU3ALUHU, U HE TPEOYIOT MPOLIECCOPHOTO
BPEMEHHU sl BBIYMCIICHUS M aHAJIN3a MApIIPYTHBIX OOHOBJICHUIA.

Craruyeckue MapIIpyThl 3aJJal0TCsl B peKUME KOH(UTyparuu komanaou ip route (ip-prefix | ip-

addr ip-mask ) (ip-gateway | interface) (<0-255>) (description <description>) (tag <0-
4294967295>), rae (0-255) — 310 3HAUECHHE aIMHUHUCTPATUBHON JUCTAHIINH.

13.2.1 ba3oBasi HacTpoHKa CTATHYECKUX MAPIIPYTOB

ecorouter>en
ecorouter#conf t

HacTtpoiika npoucxoaut B pexxuMe KOH(GUTYpaIii.

Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #ip route 192.168.1.0 255.255.255.0 172.16.10.1

Ota 3anuck OyJeT aHAJIOTrMYHA 3aMMCH CIISAYIOIIEro BUaa:

bcorouter(config)#ip route 192.168.1.0/24 172.16.10.1

B nanHoM BHjie 3anKcH CeTh HA3HAYEHUS OMUCHIBACTCS C IIOMOIIIBIO MpeduKca.

Ecorouter(config—if)#ip route 192.168.1.0/24 el

B naHHOM BHIE 3amMCcH BMECTO ajipeca IUTI03a UCTIONb3YeTCs YKa3aHue Ha HHTepdeiic, rie
JOCTYTICH aJpec MUTI03a.

13.2.2 AAMMHMCTPATUBHAA JUCTAHIIUS CTATHYECKHUX MAPIIPYTOB

[To yMomyaHH10, CTAaTUYECKUI MapIIPyT HMEET aIMUHUCTPATUBHYIO JUCTAHLIMIO PaBHYIO 1, 4TO
JaeT JaHHOMY TUITy MapUIpyTOB OOJIBIINN MPUOPHUTET Mepel BCEMU MIPOTOKOIAMHU THHAMHYECKON
MapuIpyTU3ALHH.

3HaueHue aI[MHHI/ICTpaTHBHOﬁ JUCTaHIIMHU MOXCT OBITE U3MEHEHO C IMOMOIIBIO YKa3aHWAd HYXKHOT'O
3HAYCHHUA B KOHIC CTPOKU KOH(bHpraHHH CTATUYCCKOTO MapuIpyTa.

bcorouter(config)#ip route 192.168.1.0 255.255.255.0 172.16.10.1 125 |

[Ipumep ucnonp30BaHus:

Ecnu ecTh iuHaMHUECKUE MapIIPYTHI C AAMUHUACTPATUBHON MeTpuKoi 120 1 Hy»HO, YTOOBI OHI
UMeNr OOJIBIIHIA TPUOPUTET TIEpe CTATUYECKIM MapIIpyTOM, TO €CTh HCIIOIb30BAITUCH
MapuIpyTU3aTOPOM, TO HY’KHO YKa3aTh 3HaU€HUE a]MUHUCTPATUBHON AUCTAHIIUU CTATHYECKOTO
Mapupyta 6onbie 120.

13.3 Hacrpoiika RIP

Routing Information Protocol (RIP) — nmpoTokos AMHaAMUYECKOH MapIipyTH3aIKH.
XapakTepu3yeTcsi TeM, YTO YCTPOMCTBA MO/ YIPABJICHUEM 3TOTO MPOTOKOJIA OTIPABIISIOT
COOOIIIEHHS C U3BECTHBIMU MM MapIpyTaMH Yepe3 ompeieieHHbIe (PUKCHPOBAHHBIC HHTEPBAJIbBI U
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KOTJja IPOUCXOAAT U3MEHEHUS TONOJIOIMH. B cO00IIEHNAX 0 MapIIpyTHBIX OOHOBIICHUSX TAKXKe
COJICPKUTCS 3HAYCHUSI METPUKU I KaXKI0M U3BECTHOW MAPLIPYTU3ATOPY CETH.

B EcoRouterOS nonnepxusaercs RIP Bepcun 2.
13.3.1 Metpuka RIP

s Beraucnenus Merpuku RIP ucnonssyer anroput™ bemnmmana-®opaa 11 oucka KpaT4auiero
IIyTH JO CeTH Ha3HadeHus. lIpu pacuére MEeTpuKH JaHHBIN AITOPUTM HE YUYUTHIBACT
3arpy>KeHHOCTh KaHajla ¥ IPOIYCKHYIO CIOCOOHOCTh MHTEP(EICOB HA IYTH IO CETH HA3HAUYCHUSI.
Pe3ynbTaToM BBIYMCIEHUS METPUKU OyI€T KOJIMUYECTBO «IIEPEXOA0BY» — MAPIIPYTU3ATOPOB, YEpe3
Kakoe ceTh OyneT noctynHa. Jlydmum MapmpyToM, KOTOPbIi OyIeT MOMEIIEeH B Ta0IuIly
MapuIpyTU3aluy, OyJeT CYUTATHCS MapLIPyT ¢ MUHUMAJIbHBIM BO3MOKHBIM 3HAaUEHUEM METPUKH.

AJIMUHHMCTpPATUBHAS IUCTAHLIMS IPOTOKOJIA 10 yMOTYaHUto paBHa 120.

OO0HoBIIeHUS MapIIpyTHOM HH(pOpMaIK pacceutaroTest Ha multicast agpec 224.0.0.9. Ero ciaymaror
BCE MapLIpyTH3aTOpbl oA ynpasienuem RIP Bepcuu 2.

13.3.2 Taiimepsi RIP

[To ymMon4anuto MapuipyTu3aTop noj yrpasiieHueM mmpoTokona RIP pacceuiaer makersl ¢
oOHOBJIeHHEM MapuIpyTHOU nHopmanuu kaxasie 30 cekyHn (update timer) ¢ HEOOIBIITUM
BPEMEHHBIM OTKJIOHEHHEM. MapiipyT nmomedaercs HeToCTHKUMBIM (invalid, metpuka 16), ecnu B
Teyenue 6 nurepsanos mo 30 cekyHp (invalid timer) MapiipyTH3aTop HE MOIYYHSI OOHOBJICHUE
MapupyTHoi nHpopmanuu. Yepes Bpems, 3aganHoe flush timer, HeTOCTHKUMBIN MapIIpyT
yaansieTcs u3 Tabauisl Mapuipytusanuu. 3uadenue flush timer mo ymomyanwuto cocrasmisier 60
CEeKYHJI, KOTOpPbIE OTCUMUTHIBAIOTCS C MOMEHTA Ha3HAYCHHUsSI MapIIPYTa HEJOCTHKUMBIM.

Takum oOpa3om, koraa uHGopMaIus 0 MaplIpyTe HEAOCTYIIHA, TO MAaKCUMaJIbHOE BPeMsI
HaXOJKJECHUS TAKOT0 MaplIpyTa B TabJIMIEe MaplpyTH3anuu pasHo 240 c.

I[OHYCTI/IMBIG SHAYCHHUA U 3HAYCHUS 110 YMOJIYAHUTIO JJIA TaﬁMepOB MPHUBCICHEI B Ta6J'II/IIIC:

Taomuna 41
Taiimep | /Imana3oH 3Ha4eHHil, ¢ | 3HaYeHHE N0 YMOJTYAHHUIO, C
update 1-4294967295 30
flush 1-4294967295 60
invalid 1-4294967295 180

Buumanmue: Hacrpoiika TaiimepoB npuBoauT K nepesanycky RIP-cepBuca, cooTBeTCTBEHHO,
3TO MOKeT BbI3BAaTh NIPepPbiBaHUE NepeIavu JAHHbIX B CETH.

13.3.3 Split horizon

Jns npenoTBpaieHust o0pa3oBaHus MapIIpyTHHIX meTenb B EcoRouterOS ucnomnp3yercst
texHoziorus Split horizon. TexHosorus 3akiro4aercs B TOM, 4YTO MapUIpyTU3aTop He Oyaer
pacnpocTpaHsATh HHGOPMAIUIO O MapIIPyTe Yepe3 UHTepPeiic, KOTOPBIH SIBIISIETCS UCTOUHUKOM
naHHoU nHpopManuu. Vcnonbp3oBaHue MEeTO/1a paclieIIeHNs TOPU30HTa OCHOBAHO HA TOM, YTO HET
HEOOXOJMMOCTH B OTIIpaBKe MH(OPMALIUK O MAPIIPYTE B TOM HAIIPaBJICHUHU, IO KOTOPOMY ATOT
MapILpyT HOCTYIHIL.
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13.3.4 ®OyHKnusi py4Hoil cyMMapu3anuu MapumpyToB

EcoRouterOS nmoxnepxuBaet GyHKIUIO py4HOH cymMMapu3anuu MappytoB RIP. Pyunas
CyMMapH3alus MapLIpyTOB PabOTaET CIEAYIOMNM 00pa3oM:

e CyMMapH3alMs HACTpamBaeTCs Ha MHTEepQeiice MapIpyTU3aTopa;

e HACTPOCHHBIN CYMMapHBI MapUIpyT aHOHCUPYETCsl Ha HHTepdeiice B cirydae, eciiv Ha
MapuIpyTHU3aTope ecTh X0Ts Obl 0JiH RIP-MapuipyT, BXoms1mii B Auana3oH CyMMapHOTO
MapuipyTa (JIO4YepHHA MapIIpyT);

e METpUKa CYMMapHOTO MapuIpyTa paBHa HAMMEHBIIICH METPHKE CPEIIU TIOUEPHUX
MapIiIpyToB.

13.3.5 KomaHabl HACTpOiiKu

Komanzs! HacTpoiiku npotokoia RIP npencraBiens! B Tabauie HIDKE.

Tabauma 42
Komanna Onucanue

router rip BxiroueHue npoTokoJia Ha yCTPOHUCTBE

redistribute ITomenienue MapmIpyTOB MOJMYYEHHBIX B IPYTUX

<connected|static|ospf|isis|bgp> MMPOTOKOJAaX MapIIPyTU3ALUHU B KOHTEKCT

metric <0-16> Mapmpytusanuu RIP ¢ ykazaHueMm METpHKH IS
MapuipyTa. [Io ymMon4aHuro MeTpuKa JUis TaKux
MapupyToB paBHa 0

neighbor <A.B.C.D> distribute-list OubTpanys MapuIpyToB, OTJABAEMBIX HITH

<1-19911300-2699> <in|out> MOJYy4aeMBIX OT COCEena

distance <1-255> 3ajgaHvie aIMUHUCTPATUBHOM JTUCTAHITUH JIJIS
MOJTy4aeMBIX MPOTOKOJIOM MapIIpyTOB OT
JIPYTUX MapHIpyTH3aTOPOB MOJ YIIPABIEHUEM
RIP

load rip BxiroueHue npoTokosia B BUPTYallbHOM
MaplIpyTHU3aTOpe

default-information originate metric | BxiroyeHHe aHOHCA O MapIIPyTE 110 YMOIYAHHIO

<0-16> B OOHOBJICHHUE MPOTOKOJIA MAPIIPYTU3ALUN

network <A.B.C.D/M> AHOHC NIOJICETH B KOHTEKCTE MapIIpyTU3aLUU
RIP

passive-interface <ummsa uHTepderca> Komanna BeIKITIOUaeT pacChUIKy MapiIpyTHBIX
obHosnenuii RIP Ha nunTepdetice

timer update <1-4294967295> Hacrpoiika Taiimepa update

timer invalid <1-4294967295> Hactpoiika Taiimepa invalid

timer flush <1-4294967295> Hacrpotika taiimepa flush

ip summary-address rip <A.B.C.D> Bxirouenne cyMMapu3anny MapiipyToB Ha

<mask> uHTepdeiice. Komanaa BBOIUTCS B pexxuMe
Hactpoiiku uHTepdeiica config-if

Bce cetu, o0bsBneHHbIe HA HHTEpdelicax, OyayT MOMEIIEHbI B KOHTEKCT MapLIpyTH3aLUH.
13.3.6 IIpumep 6a30Boi HACTPOIKH

[ar 1. Hactpoiika uatepdercos.

|ecorouter#conf t |
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Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #interface el

ecorouter (config-if) #ip add 10.10.10.1/24

ecorouter (config-if) #interface e2

ecorouter (config-if) #ip add 192.168.1.1/24

ecorouter (config-if)#interface loopback.l

ecorouter (config-lo) #ip add 1.1.1.1/32

WuTepdeiichl 10KHBL OBITH MPUCOSANMHEHBI K IOPTaM C TOMOIIbIO CEPBUCHBIX HHTEP(EHCcOB.

[IIar 2. BkatodyeHue nmpoTokosia mMapupytusauuu RIP.

ecorouter (config) #router rip
ecorouter (config-router) #

[Har 3. IloMenieHnne NpUCOEAMHEHBIX CETEN B KOHTEKCT MapiupyTtusanuu RIP.

ecorouter (config-router) #network 10.10.10.0/24
ecorouter (config-router) #network 192.168.1.0/24
ecorouter (config-router) #network 1.1.1.1/32

[ar 4. [Tomenienne MPUCOESAMHEHHBIX CETEH B KOHTEKCT MapIIPYTU3AIMHU C )KETTaeMOU METPHUKOM.

ecorouter (config-router) #redistribute connected metric 1
ecorouter#sh ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area
* — candidate default

IP Route Table for VRF "default"

C 1.1.1.1/32 is directly connected, loopback.l
C 10.10.10.0/24 is directly connected, el
C 192.168.1.0/24 is directly connected, e2

13.3.7 BrioveHne NpPOTOK0Ja B BUPTYAJILHOM MAPIIPYTH3ATOPE

Bxirouenne mpou3BoauTCs B pexXUMe KOH(OUTYpauu PU3NYECKOro MapipyTu3aTopa.

ecorouter>enable

ecorouterfconfigure terminal

COBI[aHI/Ie BUPTYAJIBbHOI'O MapaIpyTru3aTropa ¢ MMCHEM vrl.

bcorouter(config)#virtual—router vrl

BxuroueHne npoTokosa B BUPTYyaTbHOM MapIIpyTH3aTOPeE.

‘ecorouter(config—vr)#load rip ‘
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13.3.8 Komanasl mpocMoTpa

JInst muarHocTuky paboThl MPOTOKOJIA UCTIONB3yeTcss kKoManaa Show ip protocols rip.

ecorouter#show ip protocols rip
Routing Protocol is "rip"

Redistributing: default connected static

Default version control: send version 2, receive version 2
Interface el: State is Up, Metric 1

Sending updates every 30 seconds, next in 1 seconds
Invalid after 180 seconds, flushed after 120

Neighbors active: 1

Neighbor IP address Metric Routes Seen

10.0.0.2 1 1 29

Interface e2: State is Up, Metric 1

Sending updates every 30 seconds, next in 15 seconds
Invalid after 180 seconds, flushed after 120

Neighbors active: 0

Maximum path: 16

Routing Information:

#0: 10.2.2.0/24 valid via 10.0.0.2 dev el from 10.0.0.2 metric 2 age 73
seco

Distance: (default is 120)

134 Hacrpoiika OSPF

Kondurypuposanue nporokosnia OSPF cocTOUT 13 HECKOJIBKUX 00s3aTEILHBIX ITATIOB U
MHOKecTBa HeoOs3arenbHbIX. [Tocie Toro kak 661 BeIOpaH au3aitH OSPF-cetn, a 3T0 oueHb
HETIPOCTast 3a7]a4a B CJIIOKHBIX TOTOJIOTUAX, KOH(OUTYPUPOBAHUE B IPOCTEHUIIIEM CITydae CBOJIUTCS
KO BKItoueHuto npotokoia OSPF B mapriipyTu3aTopax U pa3MenieHnto nHTepdeiicoB B HYKHBIX
30Hax.

Dranbl KOHQUTYPUPOBAHUS:
Oram 1.

[TepeiinuTe B pexxuM KOHPHUTYPUPOBAHHSI IPOTOKOJIA C TIOMOIIIbIO KOMaH b1 router ospf <Homep
npoiecca>, rie Homep B npeaenax <0-65535> B pexxume rio0anbHON KOHPUTYpPALTUU.

Oram 2.

Ckondurypupyiire OSPF unentuduxarop mapupytuzaropa (HeoOs3aTeIbHbIN ITal).
Hcnons3yiite komanay 0spf router-id <smauenme>, 3HaueHue B Buae [Pv4 anpeca uim 3amanTe
IP-anpec nist loopback untepdoeiica.

Oram 3.

B pexxume koudurypuposanus nmpotokona OSPF ykaxure ogny mwnn 6osee komana network <IP-
ajpec> <MHBEpPCHasi MACKa> area <uJeHTH(UKATOP 30HbI>, TAPAMETPHI KOTOPHIX
COOTBETCTBYIOT HacTpoikam uHTepdeiicoB. [l uckmouenus narepdeiico u3 mporecca OSPF

UCIIOJIB3YyHTe KOMaHIy passive-interface <ums unrepdeiica>.

Oran 4. (Heo0s3aTenbHbIN 3TAI)
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Ecnu tun cetu He moaep >KUBaeT MyJIbTUKACTHYIO apPECHYIO PAaCChUIKY, TO HEOOXOAUMO OyIeT
yKa3aTh COCEAECH BPYUHYIO.

Tun cetu 3agaercs B pexxuMe KOHPUTypupoBaHus nHTepdeiica komanou ip ospf network.
VKaxuTe coceliell BpYUHYIO B peKHMe KOH(DUTYPUPOBAHUSI IPOTOKOJIA C TOMOIIBI KOMAH/IbI
neighbor.

Oran 5. (HeoOs3aTenbHbIN dTaIT)

W3menuTe TaiiMepsl B peskrMe KOH(GUTyprpoBaHus HHTepdeiica ¢ moMoInbio komans ip ospf dead-
interval u ip ospf hello- interval.

Oran 6. (Heobs3aTenbHbIH 3TaM)

HactpoliTe BpyuHy10 CTOUMOCTH UHTEP(ENCOB, €CIIN HYKHO IMOBJIMATH Ha BEIOOP ONTUMAJIBHOTO
MapIIpyTa: YKaXUTe 3HaYCHUE B peKUME KOHPUTYpUpOoBaHUs HHTepdeiicoB komanoit ip oSpf cost
<3HauyeHue>. J[J1s1 ©3MEHEHHsI MHOXKUTENS B OpMyJie pacueTa CTOMMOCTH MapuIpyTa o 1ojoce
IpOMyCKaHus HHTep(EHCOB UCTIONB3YHTE KOMaHTy pekuMa KoH(purypupoBanus nporokoia OSPF
auto-cost reference-bandwidth.

Oran 7. (HeoOs3aTenbHbIN 3TaI)

Ckonourypupyiite ayrentudukanuto nporokona OSPF: Ha oTnensHbIX HHTEpdEiicax ¢ MOMOIIBIO
xkomansl ip ospf authentication wnu ans Bcex uHTEpdENCOB B ONMPEAEIEHHOM 30HE B PEIKUME
KOH(UTYpUPOBaHUS MIPOTOKOJIAa MAPIIPYTH3ALIMY C TIOMOIIBI0 KOMaH Ikl area authetication.

13.4.1 Tlpumep HACTPOHKHU

Cxema KOH(PUTYpHUPOBaHHSI MHOTO30HOBOTO au3aiiHa ains OSPF-romosnorun nokasana Ha pucyHKe
HUXKeE:
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Pucynok 11

[Tpumep KOHGUTYpaLHii MapLIIPyTU3aTOPOB
ECO-1

[Iar 1. 3aganue UMEHU yCTPOMCTBA.

|(config)#hostname ECO-1

[IIar 2. Hactpoiika mopToB, UHTEp(EICOB 1 CEPBUCHBIX HHTEP(PEICOB.

(config) #interface el

(config-if)#ip address 10.10.0.1/16
(config)#iinterface e2

(config-if)#ip address 10.12.0.1/16

(config) #interface e3

(config-if)#ip address 10.13.0.1/16

(config) #port gel

(config-port) ffservice-instance gel/el
(config-service-instance) #encapsulation untagged
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(config-service-instance) #connect ip interface el
(config) #port ge2

(config-port) #service-instance ge2/e?2
(config-service-instance) #encapsulation untagged
(config-service-instance) #connect ip interface e2
(config) #port ge3

(config-port) #service-instance ge3/e3
(config-service-instance) #encapsulation untagged
(config-service-instance) #connect ip interface e3

LIRDP.RU

[Iar 3. BximroueHne MapuipyTH3auy U 00bsSBICHUE IPUCOCTUHEHHBIX CETEH.

config) #router ospf 1

(

(config-router) #fnetwork 10.10.0.1 0.0.0.0 area 1
(config-router) #network 10.12.0.1 0.0.0.0 area O
(config-router) #network 10.13.0.1 0.0.0.0 area 1

Kondurypaius octaBmmxcsi MapupyTH3aTOpoB OyAeT aHATOTHYHOM.

hostname ECO-2
interface el

ip address 10.12.0.2/16
interface e2

ip address 10.20.0.2/16
interface €3

ip address 10.23.0.2/16
port gel
service-instance gel/el
encapsulation untagged
connect ip interface el
port ge2
service-instance ge2/e2
encapsulation untagged
connect ip interface e2
port ge2
service-instance ge2/e2
encapsulation untagged
connect ip interface e2
router ospf 2

network 10.12.0.2 0.0.0.0 area O
network 10.20.0.2 0.0.0.0 area O
network 10.23.0.2 0.0.0.0 area O

hostname ECO-3
interface el

ip address 10.13.0.3/16
interface e2

ip address 10.23.0.3/16
interface e3

ip address 10.30.0.3/16
port gel
service-instance gel/el
encapsulation untagged
connect ip interface el
port ge2
service-instance ge2/e?2
encapsulation untagged
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connect ip interface e2
port ge2
service-instance ge2/e2
encapsulation untagged
connect ip interface e2
router ospf 2

network 10.13.0.3 0.0.0.0 area 1
network 10.23.0.3 0.0.0.0 area O
network 10.30.0.3 0.0.0.0 area 1

13.4.2 AytrenTudukauus

B OSPFv2 npenycMoTpeHa BO3MOKHOCTh HACTPOUKH ayTeHTH(UKAIIMKN MEXKTy cocensaMu. st eé
BKJIFOUEHUSI HE00X0IMMO co3aaTh authentification-key B pexume HacTpoliku HHTEpdeEiica, a TaKxKe
BKJIIOUUTH NOJACPKKY ayTeHTHPHUKAIMH MO0 Ha uHTepdelice, Tndo r1odaabsHO BHYTPHU Ipoiecca
ospf ms Beeit area. Taxoke mpu co3nanun authentification-key Heo6xomumo BeIOpaTh, B KAKOM BUJIE
KITIF04 OyZeT mepeiaBaThCsl MEX]y COCEISIMU: B OTKPBITOM BHUJI€ WM B Be mdS xemia.

Komanzap! koHGUTYprpOBaHHUS:

Tabnwuma 43
Komannma Pexum Omnucanue
ip ospf authentication [message-digest | (config-if}# | Bkiarouenue pexxuma ayTeHTH()UKAIIMN HA
/ null] uHTepdelice
ip ospf authentication-key (config-if)# | 3amanwme plain-text kio4a

ip ospf message-digest-key <key id> | (config-if}# | 3aganue ki1ro4a u ucrosp3oBaHue xema md5s
md5 <key>
area 0 authentication [message-digest] | (config- BriiroueHne ayTeHTH()UKAIIMU Ha BCEX
router)# uHTepdeiicax 30Hb1 0spf

PaCCMOTpI/IM Ppa3InYHbIC IPUMECPBI HACTPOCK ay'TeHTI/I(bI/IKaI_[I/II/I B HpHBeHeHHOﬁ BBIIIC TOIIOJIOTNH

Hactpoiika plain-text ayrentudukanuu mexay Mapupyruzaropamu ECO-1 u ECO-2 ¢ kimtouom
“ecorouter”.

ECO-1

(config) #interface e2

(config-if) #ip ospf authentication
(config-if) #ip ospf authentication-key ecorouter

Ha mapupytuzarope ECO-2 nomxHbI ObITh aHAJIOTHUHBIE HACTPOMKH, 32 UCKIIIOUEHUEM HOMEpa
uHTepdeiica.

Hacrpoiika plain-text ayrentudukamun Mexay Mapupytusaropamu ECO-2 u ECO-3 ¢ kimouom
“ecorouter” ¥ BKJIIOUEHUEM U3 PeKUMa KOHPUTYpALIUH.

ECO-2

(config) #router ospf 1

(config-router) farea 0 authentication
(config-router) #exit

(config) #interface e3

(config-if) #ip ospf authentication-key ecorouter
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B naHHOM mpuMepe pexuM ayTeHTH(HUKAIMKA OyAeT MPUMEHEH KO BceM HHTepdeiicaMm BHYTpH
3onkI 0 (el, 2, e3). Hactpoiika mapmpytuzaropa ECO-3 Oyner aHaAIOTUYHOM, 332 UCKITIOYCHUEM
HOMepa uHTepdeiica.

Hacrpoiika md5 ayrerrudukanun mexay mapupytusatopamu ECO-1 u ECO-3 ¢ ximrodom
"ecorouter".

ECO-1

(config)#interface e3

(config-if)#ip ospf authentication message-digest
(config-if) #ip ospf message-digest-key 1 md5 ecorouter

Ha mapmpyTtuzarope ECO-3 momkHBI ObITh aHAJOTHYHBIC HACTPOMKH, 32 HCKITFOUYCHUEM HOMEpa
uHTepdeiica.

Hactpoiika mdS ayrentudukanuu mexay mapupytuzaropamu ECO-1 u ECO-3 ¢ kiirouom
“ecorouter” ¥ BKJIIFOYEHHUEM U3 PEKHMMA KOH(UTYpaLUH.

ECO-1

(config) #interface e3

(config-router) #area 1 authentication message-digest
(config-router) ffexit

(config)#interface e3

(config-if)#ip ospf message-digest-key 1 md5 ecorouter

Ha mapupytuzarope ECO-3 nomkHbI ObITh aHAJIOTUYHBIE HACTPOUKH, 3a UCKIIFOUEHUEM HOMEpPA
uHTepdeiica.

13.4.3 ®uabTpanus u cymmapusauus mapupyros OSPF

BuyTtpenssis noruka padorsl OSPF mo3BosisieT ocymiecTBiaTh GUIBTPALUIO U CyMMapU3aIiio
tosibko Ha ABR 1 ASBR mapmipyTtuzaropax qomena. @uabTpaiuio MOXKHO OCYIIECTBIIATh C
nomotsio filter-list u distribute-list, koTopble B cBoelt pabote nonaratorcs Ha prefix-list unm
policy-filter-list. [Tpumep ucnons3oBanus filter-list mokasan Ha pUCYHKE HIKE:
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JIi1st TOro 4to0bI OTUIBTPOBATH MApIIPYThI 3 obsact 1 u odnactu 2, Ha ABR B pexume
koH(purypupoBanus mapuipytusamu OSPF cnenyer ucnosnb3oBate komanay area 0 filter-list
<nomep prefix-list/policy-filter-list> in. [{ns Toro 4To0bl OTGUIBTPOBATH MAPIIPYTHI H3 00JIACTH
2, Ha ABR cnenyer ucnonb3oBars komanay area 2 filter-list <womep prefix-list/policy-filter-list>
out, rae prefix-list u policy-filter-list coorBercTBYIOT OnpeieneHHbIM moaceTsiM. [ToapodHee 06
ITUX CITUCKAX YUTANUTE B COOTBETCTBYIONIMX Pa3eiax.

EcoRouterOS no3BomsieT GpuabTpoBaTh MappyThl U ¢ moMortsio distribute-list. Buumanue: npu
3TOM HH(pOpMaIHUs 0 MapiIpyTe OyaeT coaepkarbes B 6ase Tononoruu OSPF, a B Tabnuie
MapIIpyTH3aIUH HET, YTO MOKET IPHUBECTU K YBETMICHHIO BPEMEHH MOMCKA 1 OOHAPYKCHUSI
npobnem B cetu. st punbTpaiun ucnonb3yiite komany distribute-list <nomep policy-filter-
list> in.

Cymmapuzanusa B OSPF Bo3moxHa kak Ha ABR, Tak 1 Ha ASBR. KoManap!l /151 pa3HbIX THUIIOB
MapIIPYyTU3aTOPOB B JIOMEHE TAKKE PA3JTUYHBI.

Ha ABR wucnons3yetcs komanaa area <area-id> range <ip-address/mask> [advertise | not-
advertise], rue mapamerp advertize crout nmo ymon4anuro, napamerp Not-advertise oTkimovyaer
AHOHCHPOBAHNE CyMMAapHOTO MapIIpyTa.

Ha ASBR komaHa BBINISIIUT caeayromum oopazom: summary-address <ip-address/mask> [tag]
[not-advertise], kak BUaHO €CTh BO3MOKHOCTh IOMETUTH MAPIIPYT TETOM C TIOMOIIBIO KITFOYEBOTO
cioBa tag u oTUIBTPOBATH MAPLIPYT.

[To ymonuaHHIO, IPH CyMMapH3aliy HCIOIb3YEeTCsl HanOOoIIbIasi METPUKa U3 BCero Habopa METpHK
IUIsl BHYTPSCHHUX MapIupyToB. JJisi H3MEHEHHS 3TOTO MOBEICHUSI MOYKHO BOCIIOJIb30BAThCS
komanoit compatible rfc1583 B pexxume KoH(UTYpaly MapIpyTU3alHMy, Tora Oy et
BBIOMPATHCSl HAMMCHBIIIAS.
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13.4.4 MapmipyT no yMoJ4aHHUIO

Jiist HacCTpOMKK MapuIpyTa 10 YMOJTYaHUIO B peKUME KOH(DUTYPUPOBAHUS pOyTepa HCIIOIb3YeTCs
komana default-information originate [ always ] [ metric <sHauenue> | [ metric-type 1 |
metric-type 2 ] [ route-map <ums> |

[Tocne BBOIa KOMaHAbl KOHQUTYPUPYEMBIN MapLIPyTH3aTOP HAUUHAET PEKJIaMUPOBATH CeOs B
KadyecTBe 1e(hoNTHOTO (€CIIM MapUIpyT MO YMOIYAHHUIO €CTh B TAOIUIE MAapLIPyTU3aLUU CAMOTO
MapIIpyTU3aTopa).

Ecnu Hen3BecTHO, MPUCYTCTBYET JIM MAPLIPYT [0 YMOJIYaHUIO B TaOJIHMIe MapIIPyTU3AIHH
BBIOPAHHOT'O MapIIPyTH3aTOPa, IIPH BBOJIC KOMaHIbI CIIelyeT yKa3aTh napametp always. Takum
00pa3oM OTMEHSIETCS 00513aTEIbHOCTh BBIIOJIHEHUS 3TOTO YCIOBUS.

[Tapamerp Metric 3amaer 3HaYeHHE METPHUKH, apaMeTp Metric-type ykaspiBaeT T METPUKU
OSPF, napametp route-map ccbuiaercsi Ha yCJlIOBUS B KapTe MapLIpyTOB. BakHO TOMHUTB, YTO
MapuIpyT IO YMOJIYaHHUIO OyJeT pekiamupoBathes B Buie LSA type 5.

13.4.5 3oust OSPF

ITpu npaBunbHOM nu3aitne OSPF cetu ans ymeHbleHus pa3Mepa 6a3bl JaHHBIX TOIOJIOTUH MOXKET
noTpedoBaThcs ucnoibp3oBanue TynukoBbix 30H OSPF. EcoRouterOS nonnepxuaer 3ty
(YHKIIMOHATIBHOCTB.

Tabnuua 44
Tun ABR nepenaer | ABR nepenaer ITo3BosieHa Komanna
obJactu LSA typeSs LSA type3 B peaucTpudyuus B KOH(pHUTYypHPOBaHUS
obJsacth? obaactb? TYNUKOBYHO 30HY?
Stubby Her Ia Her area <hHoMep> stub
Totally Her Her Her area <uomep> stub
stubby no-summary
NSSA Her Ja Ja area <HOMep> nssa
Totally Her Her Ha area <HOMep> nssa
NSSA no-summary

13.4.6 Penuctpudymus OSPF

Penuctpulynus u3 pa3audHbIX TPOTOKOIOB MAPIIPYTH3AINH, CTATHYECKUX U HETIOCPEICTBEHHO
noJiKJItoueHHbIX MapuIpyToB B OSPF MoxeT ObITh HacTpoeHa B pexxuMe KOH(pUTypupoBaHus
poytepa ¢ momortisio komaua: redistribute <bgp/ospf/isis/rip/connected/static> [ metric
<snauenue> | [ metric-type 1 | metric-type 2 ] [ route-map <ums> | [tag], riae napamerp metric
3aJjaeT 3HaYCHNUE METPUKH, TapameTp Metric-type ykaseiBaet Tun metpuku OSPF, napamerp
route-map cceliaeTcsi Ha yCJIOBUS B KapTe MapuIpyToB, tag — TerupyeT peaAucTpuOyTHPOBAaHHBIE
cetu. C momorbsio koMagasl default-metric MmoxxHO0 3a1aTh 3HaYEHUE LIS BCEX
penucTpuOyTHpoBaHHBIX MapipyToB. Komanaa distance 3amaet 3HaueHre aIMUHUCTPATUBHOM
auctaHuuu i npotokosna OSPF.

13.4.7 BupryaabHble JUHKUA U Multi-Area cocencrBa

BupTyanbHblii TMHK ClIeIyeT co3/1aBaTh C OCTOPOXKHOCTHIO, TAK KaK €ro MCIOJIb30BaHUE Ha
HIOCTOSTHHOM OCHOBE MOJKET BBI3BAaTh CJIOXKHOCTH B aIMUHICTPHUPOBAHNY ITPH JaTbHEHIIIEM pocTe
OSPF-rononoruu. Eciu sxe BeIOOpa He ocTaeTcs, TO A7 KOHQUTYpaLUud BUPTYAIbHOTO JIMHKA
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UCIIONB3YHUTE B PEKUME KOH(UTYPUPOBAHHUS poyTepa KOMaH1y area <nomep> virtual-link <ip-
ajipec>, r7c HOMep area — 3TO 00JIACTh, Yepe3 KOTOPYIO CO3/1aeTCsl BUPTYAIbHbII JINHK, IP-aapec —
anmpec coceza. JlanpHeme onuyu KOMaH bl TOMOT'YT HACTPOUTh TAHMHHT B JINHKE U
ayTeHTU()UKALHUIO.

Jiis petieHus 3a1a4 MapIIpyTU3alUd MOKET BOZHUKHYTh HEOOXOMMOCTh CO3/IaHus multi-area.
EcoRouterOS noanepxuBaeT 3Ty GyHKITMOHAIBHOCTD. [l co3manus multi-area BBeIUTEe KOMaH Ty
area <nomep> multi-area-adjacency <ums nnrepgeiica> neighbor <IP-aapec>, rae Homep area
COOTBETCTBYET 00J1acTH, JJI1 KOTOPOIl HaCTpauBaeTcs MaplIpyTU3allusl, UMs uHTepdeiica
COOTBETCTBYET UMEHH BBIXOJHOTO UHTEpdeiica B HampaBieHuu cocena. OOparure BHUMaHueE,
KoMaH/a TpeOyeT yka3aHusl aapeca cocena.

13.4.8 Komanabsl npocmorpa OSPF

Tabnuua 45
Komanna Omnucanue

show ip route ospf ITpocMOTp MapIIpyTOB B TaOJIHMIIE MApIIPYTH3ALNH IIONyYeHHEIX yepe3 OSPF

show ip ospf neighbor ITpocMmoTp cBeneHmii 0 coceckux oTHOmeHUsIX Mexay OSPF
MapIIpyTu3aTopamMu

show ip ospf interface ITpocMOTp TaHHBIX O COCTOSIHUM U CKOH()UTYPHPOBAHHBIX HACTPONKAX HA
nHTepdeticax, yaactpyromux B OSPF mpormecce

show ip protocols ITpocMoTp MHGOPMAIHMH O 3aNYIIEHHBIX TPOIECCax MAPUIPyTH3AITHH

show ip ospf database ITpocmoTp 6a3wl ganusix OSPF Tomonoruu

show ip ospf virtual- [pocmotp nrdopmanuu o OSPF BupTyansHOM JIHHKE

links

show ip ospf border- ITpocMmoTp MHGOPMAIMH O MOTPAHUYIHBIX MaPIIPyTH3ATOPaX

routers

show ip ospf multi-area- | TIpocmotp nHpoOpMarmu o multi-area cocezsx

adjacencies

show ip ospf [IpocMmotp cBenenuii o OSPF mporeccax 3amyIIeHHbBIX HA MapIIPyTU3aTOpeE

13.4.9 JonosiHuTe bHbIE KOMaHAbI KOHGuUrypupoBanus OSPF

Tao0muma 46

Komanna Pexum Onucanne

capability restart (config)# | Brirouenue (yHKIMOHAIA MATKOTO nepe3amnycka (graceful restart)
graceful
max-concurrent-dd | (config)# | KonudecTBo omHOBpeMeHHO 00paboTaHHbIX neckpuntopos b1 (DD)
<1-65535>
maximum-area <1- | (config)# | MakcuMaibHO BO3MOKHOE KOJIMYECTBO 00JIacTeit
4294967294>
ospf flood- (config)# | YMeHblIeHHE CUTHAILHON HArPY3KH MyTeM ycTaHOBKH DNA Outa
reduction
overflow database | (config)# | YMeHblIeHHE MaKCUMAJIBHOT'O KOJINYECTBA OOBSIBICHUI O COCTOSTHUN
kanana (LSA), kotopsie MOTYT OBITH 00pabOTaHBI

timers lIsa arrival (config)# | YcraHoBka MHHUMAIBHOTO HHTEpBaa nprema Toro xe LSA ot cocena
<0-600000>
ip ospf database- (config- | Otkirouenue paccbuiku LSA yepes unrepdeiic
filter all out int)#
ip ospf disable all | (config- | Orxmrouenne OSPF dyHKIMOHATA
int)#
ip ospf flood- (config- | YMeHblLICHHE CUTHAIBHON HArpy3Ky myTeM ycTaHoBku DNA Outa
reduction int)#
ip ospf mtu <5676- | (config- | Ycranoska MTU miust OSPF naketoB
65535> int)#
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Komanna Pexum Onucanue

ip ospf mtu-ignore | (config- | Orkimrouenue nposepku MTU B DD coobrneHusx

int)#
ip ospf priority <0- | (config- | YcranoBka OSPF mpuopurera
255> int)#
ip ospf retransmit- | (config- | YcranoBka BpeMeHHOI0 HHTEpBaNa IS pacchlIku LSA cocensm
interval <1-65535> | int)#
ip ospf transmit- (config- | YcranoBka npubnu3utensHOro BpeMenu nepeaaun LSU depes
delay <1-3600> int)# uHTEpdEiic
ip ospf <N> area (config- | Bxmouenue npouecca OSPF nox L3 untepdeiicom. I'ne N — Homep
<K> int)# nporecca, K — Homep obactu.

BAKHO!

Ipu otcyTcTBUU B KOHUrypaiu koma sl (router ospf ...),
OMKCHIBAEMasi KOMaH/a BKITIOYHT:

- mporiecc OSPF Ha Bcem ycTpoiicTse,
- mpuem/nepenauay OSPF cooOmienuit Ha nnTepdeiice,

- MO/IceTh, CKOH(PUTYPUPOBAHHYIO Ha HHTEpeiice, B aHOHC
MapIIpyTHOH HH(POPMAIIHH.

Takum o6pazom koman b1 Fouter ospf u network noGaesrcst
ABTOMATHYECKH.

[pu ynaneHnn KoMaHAbl U3 TIOJ HHTEpdeiica, MPoliecc 3amyIeHHbIH
rJ100aJIbHO Ha BCEM YCTPOMCTBE BBIKIIOUEH HE OyAeT, IPOU30HAET
JIMIIb aBTOMaTHYECKOe yaalleHne koman el Network, co Bcemu
BBITEKAIOIIMMH [TOCJIEICTBUSIMHU

13.4.10Komanabl nepe3anycka npouecca MapupyTu3anum

Jlst nepesamnycka npotecca mapipytusanui OSPF ucnonesyercs komanza clear ip ospf process
i clear ip ospf <Homep nmpomuecca> process. Komana BEIOTHSAETCS U3 PEKIMA
a/IMUHUCTPUPOBAHHUS.

13.4.11Loop-Free Alternate (LFA) B OSPF

Jnst OBICTPOTO MEePEKITIOUEHHsI C OCHOBHOTO MapIIpyTa Ha pe3epBHbIi B mpoTokoie OSPF
ucnons3yercst rexHosorus LFA (Loop-Free Alternate).

[Tpu BKJIIOYEHNHU JAHHOM OIIMU CO3/1a€TCsl HOBAsl TabJIMIa C pe3epBHBIMU, HAACKHBIMU
MapuIpyTamMu JUIst OBICTPOTO NepekitoueHns MapuipyToB (fast-reroute). ITog HageKHOCTBIO
MapuIpyTa 371eCb IOHUMAETCs 3alMIEHHOCTh €r0 OT METeNb.

Ecnu mapuipyTuzarop JeTeKTHUPYET MaJieHHe JJOKAIbHOIO JIMHKA, 10 KOTOPOMY CTPOUJICSI OCHOBHOM
MapuipyT, To B FIB MoMeHTaIbHO OTIIpaBiisieTcsl 3apaHee BRIOpaHHBINA pe3epBHBIN MapILPYT.

[Tepecuer nepesa mo anroputmy SPF ocymiecTBisieTcs HE3aBUCUMO OT TIEPEKITIOUCHUS Ha
PEe3EepBHBINA MAPUIPYT U MOKET MPOUCXOAUTH KaK BO BpEeMsI EPEKIIOUCHHH, TaK U TIOCIIE.
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Jlyst Toro 4TOOBI pe3epPBHBIN MapIIpyT ObLT J0OABIIEH B TAOIHILY OBICTPOTO MEPEKITIOUCHUS
MapuIpyToB, HEOOXOAUMO ¥ IOCTATOYHO BBIOJHEHUS CIICIYIOIIETO YCIOBHUS:

D(N,D) < D(N,S) + D(S,D)

rue:

D(X,y) — paccTosiHuEe MEXKIY X U Y, BBIpOXKEHHOE B 0Spf-MeTpHKe;

N — coceHMii MapLIpyTHU3aTOp, Yepe3 KOTOPbIH HUILETCS pe3epBHBIH MyTh;
D — mapuipyT Ha3HaueHus;

S — UCTOYHHK.

Pe3epBHbIil MapIpyT MOKET OBITH TOJBKO OJuH. Koria Ha posb pe3epBHOrO MapuipyTa ecTh
HECKOJIBKO ITPETEHIEHTOB, TO pab0TalOT CIEAYIOLUE paBua;

1. BriurpbeiBaeT MapuipyT ¢ HAUMEHbBIIEH METPUKOM.
2. Eciu MeTpuKu paBHBI, TO BHIOMPAETCS MAPIIPYT C HAUMEHBIITNM aJPECcOM COCETHET0
MapLIpyTU3aTopa.

N3mMenuTh 9TH npaBuiIa HEIb3sl.

Ecnu B ocHOBHOH Tabnuue mapmpytusanuu RIB HaxonsaTcs aBa akTHBHBIX MapIIpyTa, T.€.
paboraer ECMP, To Tabnuua A MapupyToB ObICTPOro NMepeKItodeHus OyieT mycra.

Pe3epBHBIN MapIIpyT pacCUUTHIBACTCS IS KAXK/I0TO OCHOBHOT'O MapuIpyTa oTaensHo (per-prefix
LFA). B cnyuae nns ECMP anbrepHaTUBHBIM IS K&XKAOTO OCHOBHOTO MapiipyTa Oy/1eT BTOpPOid
aKTUBHBIN MapuipyT. [T0CKOIBKY 3TH MapIIpyThl M TaK HAXOATCA B OCHOBHOM TabiuIie
MapuIpyTU3alKuy, TO HET HEOOXOAUMOCTH UX MIOMENIAaTh B TAONUILy JIJ1s1 OBICTPOTO MEePEeKITIOYSHUS
MapIIpyTOB.

JInst BKITIOUEHHsI TAaHHOW TEXHOJOTHHU MCIoJb3yeTes koMmana fast-reroute keep-all-paths B
pexume koHpuryparuu nporoxona OSPF.

JIist OTKJTFOUEHHUS TEXHOJIOTHH Ha KOHKPETHBIX HHTep(eiicax ucmonb3yercs komana ip ospf fast-
reroute per-prefix candidate disable.

[TpocMoTpeTh MOTEHIMANTBHBIE PE3ePBHBIE MAPIIPYTHI MOKHO € IIOMOIIBI0 KOMaH bl SNOW ip route
fast-reroute. BoiBoj maHHO# KOMaH Ikl aHAJIOTHYEeH OpMaTy BbIBOJa KoMaH a6l Show ip route.

JlanHblil GyHKIMOHAN T0CTyIeH Takke pu padore B VRF. Komanaa st mpocmotpa — show ip
route vrf <NAME> fast-reroute, rone <NAME> — umsa VRF.

13.5 Hacrpoiika IS-1S

IS-1S (Intermediate System to Intermediate System) — BHyTpeHHHI TIPOTOKOJ THHAMHYECKON
MapLIpyTH3aLHUH.
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Kondurypuposanne npotokoina IS-IS cocrout u3 Heckonbkux 3tanos. [locie Toro kak 611
BbIOpaH au3aiin IS-IS cetu, koHpUTYpHUpOBaHHE B IPOCTEHIIEM CITydae CBOAUTCS K 3aIIyCKy
npotokoia IS-IS B MmapiipyTusaropax, Hactpoiike yHukaibHOoro NET-anpeca v BKIIOUEHUIO
MPOTOKOJIA Ha HHTepdeiicax.

JTanbl KOHPUTYPUPOBAHNSL:
Oran 1.

[epeliguTe B pexxuM KOHPUTypUPOBaHUSI IPOTOKOJIA C IIOMOIILIbIO KOMaH/IbI router isis <umst
npouecca™>, rJe UMs K3eMIUIIPa MOKET COCTOSTh U3 OYKB U (P HIIK BOBCE OTCYTCTBOBATH.

Oram 2.

Cxondurypupyiite NET-aapec mapuipyTuzaropa, HCIONb3ysl KOMaHIy net <ajapec>, rie aapec
MOKET UMETh pazMep oT 8 1o 20 Oaiit, mocneaawmii 6aiiT Bceraa n-cenekrop (SEL) u momkeH ObITh
paBeH 0. 6 6ailiT mepe] N-CEIEKTOPOM SIBJISIETCSI CHCTEMHBIM HaeHTH(uKaTopom (System-ID),
0aliThI IEpe CUCTEMHBIM UAeHTHHKAaTOpOoM (1-13) sBisitorcest nneHTH(GUKaTopoM obacTu (area
ID). ITo ymon4yanuio Ha MapuIpyTu3aTope Mo>kHo 3a1ath Tpu NET-aapeca B pa3nudHbIx 001acTsIX,
HO CHCTEMHBINA UACHTU(DHUKATOP TOJDKEH OBITh OAMHAKOB. [IOBBICUTH KOJIMYECTBO 33/IaBAEMbIX
NET-anpecoB MOKHO, HCTIONB3YsI KOMaHIy: Max-area-address <sHauenmue>.

Oran 3.

B pexxume koHpurypupoBanus nmpotokona IS-IS ykaxxute ypoBenb, Ha KOTOpoM OyeT padboTarthb
MapIpyTuszarop, komanoi is-type <level-1/level-1-2/level-2-only>, no ymonuanuto ypoBeHb
L1/L2. Takxe MOKHO yKa3aTh THIT COSAMHEHUS Ha HHTEepdeiice komaH 0¥ ISiS circuit-type <level-
1/level-1-2/level-2-only>, no ymomuanuto L1/L2.

Oran 4.

3ajaiiTe THIT CETH B PEKUME KOH(DUTYpUpOBaHUs HHTEpdelica ¢ MOMOIILI0 KOMaHIbI ISiS network.
Tumn cetn MokeT ObITH broadcast wnu point-to-point.

Oran 5.

3ajaiiTe 3HAUYCHHsI TAMEPOB B PeXKKUME KOHPHUTYPUPOBaHHS HHTEP(HEHCOB ¢ TOMOIIIBIO KOMaHT iSiS
hello-interval wiu ¢ momornkio 3aganus MHOXHUTENS Tt pacyera hold-timer ¢ momorsio
komaH/Iel iSiS hello-multiplier <snauenue>.

Oran 6.

Hacrpoiite BpyuHyto ctommocT UHTEp(HEUCOB, e He00X0IMMO TTOBJIHUATH Ha BEIOOD
ONTUMATFHOTO MapuipyTa. J{Jist 3Toro B pexxume KOHPUTYPUPOBAHUS HHTEPPEHCOB yKAKHUTE
3HaueHHe KOMaHIO isis metric <sHaueHune>.

Oran 7.

Aytentuduxanus nporokona [S-IS. EcoRouterOS nonnepxusaer clear-text u mdS
ayTEeHTU(UKALIMIO C TIOMOIIBIO LIEMOYEK KITIoUeH.

Hacrpoiite ayrenTndukanuo Ha KaxaoM natepderice B otaenbHocTu. s clear-text
ayTeHTU(HUKALUK B peKUMe KOHPHUTYpHpOBaHHs HHTep(eiica HCroabp3yiTe KoManay iSis password
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<cqoBo> [level-1/level-2], rae cioBo npezcraBisietr coboit Habop He Gosee yeM 254 CHMBOJIOB.
Jlns konurypupoBanus mdS ayreHTuduKaMu HCIONIb3yiTe KOMaH kI iSIS authentication mode
md>5 u isis authentication key-chain <uazBanue nenouxku> [level-1/level-2]. Ha3Banue nienmouxu
3aJ1aeTCs Yepe3 OTACIbHBIN PEKUM KOHDUTYPUPOBAHUS IIETIOUEK KIFOUEH C MOMOIIBI0 KOMAHIbI
key chain <Ha3zBaHMe HenoO4YKH™>, B ’TOM PEKHUME MO3BOJICHO YKa3bIBaTh HECKOJIBKO KIIFOUEH U
apoJyen.

13.5.1 IIpumep HacTpoOiKH

Pucynok 13

[Iar 1. 3aganue UMEHU yCTPOMCTBA.

ecorouter (config) #hostname ECO-1

[ar 2. Hactpoiika nopToB, UHTEp(ENCOB U CEPBUCHBIX UHTEP(EHCOB.

ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter

config) #interface e2

config-if) #ip address 10.12.0.1/16

config) #interface e3

config-if) #ip address 10.13.0.1/16

config) #port ge2

config-port) #service-instance ge2/e2
config-service-instance) #encapsulation untagged
config-service-instance) #connect ip interface e2
config) #port ge3

config-port) #service-instance ge3/e3
config-service-instance) #encapsulation untagged
config-service-instance) #connect ip interface e3

A~ o~ o~~~ o~~~ o~~~ —~

[IIar 3. BxmtoyeHue MapuIpyTHU3aIum.

ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter

config) #router isis

config-router) #net 49.0001.0000.0000.0001.00
config-router) #exit

config) #interface e2

config-int) #ip router isis

config-int) #interface e3

config-int) #ip router isis

config-int) fexit

~ o~~~ o~~~ —~
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ecorouter (config) #key chain test

ecorouter (config-keychain) #key 1

ecorouter (config-keychain-key) #key-string ecorouter
ecorouter (config-keychain-key) #fexit

ecorouter (config-keychain) #fexit

ecorouter (config) #interface e2

ecorouter (config-if)#isis authentication mode md5

(
(
(
(

ecorouter (config) #interface e3
ecorouter (config-if)#isis authentication mode md5

ecorouter (config-if)#isis authentication key-chain test

ecorouter (config-if)#isis authentication key-chain test

Kondurypanus ocraBuimxcsi MapupyTH3aTOpoB OyIeT aHaTOTHYHOH.

hostname ECO-2

key chain test2

key 2

key-string 0x8ded456332b943f870ef377482f699%¢e4c
interface el

ip address 10.12.0.2/16

ip router isis

interface e3

ip address 10.23.0.2/16

ip router isis

port gel

service-instance gel/el
encapsulation untagged
connect ip interface el

port ge2

service-instance ge2/e2
encapsulation untagged
connect ip interface e2
router isis

net 49.0001.0000.0000.0002.00
hostname ECO-3

key chain test3

key 3

key-string 0x8ded456332b943£f870ef377482f699%e4c
interface el

ip address 10.13.0.3/16

ip router isis

interface e2

ip address 10.23.0.3/16

ip router isis

port gel

service-instance gel/el
encapsulation untagged
connect ip interface el

port ge2

service-instance ge2/e2
encapsulation untagged
connect ip interface e2
router isis

net 49.0001.0000.0000.0003.00
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13.5.2 PeaucTpubyuusi, GuabTpamus 1 CyMMapHU3alusa MapIipyToB

[Tonp30BaTeab MOKET 3AMPETUTh WM Pa3peIIuTh Nepeaady MapipyTHOH HHGOPMAIHH O MOJICETH
MIPU PEIUCTPUOYIIMHM MApUIPYTOB U3 pa3HbIX [S-IS ypoBHe#. [[i1s 3TOro MokHO CKOH(DUTYpHpOBAThH
policy-filter-list, route-map c npasuiamu permit wiu deny u npumenuts k distribute-list
(mogpobHee 0 MUCTaxX U KapTax MapUIpyTOB YUTAMTE B COOTBETCTBYIOMIMX pa3aenax). Komanna
koHpurypuposanus: redistribute isis <level-1/level-2 > into <level-2/level-1> distribute-list
<Ha3BaHUE>.

YroObl ynpaBisTh nepeaadeid MapupyTHOH nH(pOpMaKell U3 IPYroro MpoTOKoJIa MapIIpyTH3auN
IIPUMEHSIOTCS TOJIBLKO route-map. Komanaa kondurypuposanus: redistribute
<connected/static/rip/ospf/bgp> [metric <0-63>] [metric- type <internal/external>] [level-
1/level-2/level-1-2] [route-map <Ha3zBanme>]|.

Jlnst cyMMapu3aiuu MapiipyToB UCIOIb3YyeTCsa KoMaHaa: summary-address <agpec/macka>
[level-1/level-2/level-1-2] [metric <0-63>].

Jlji yCTaHOBKM 3HaU€HUS aIMUHUCTPATUBHOM AUCTaHIUU JUIs [S-IS MapuipyToB MOXKHO
BOCITOJIb30BaThCsl KOMaH10i metric <sHauenue > [ systemID <uomep policy-filter-list>], rae
systemID cucremHbIl HAEHTUPUKATOP COCENA, OT KOTOPOTO MPUXOIUT peKIaMa MoACETeN.

13.5.3 MapumipyTsl 10 yMOJ4aHUIO U mesh-rpynnbl

Jliia ymeHbllieHus pazmepa Tabaun mapuipytusanuu B IS-IS nomene EcoRouterOS no3Bossier
HACTPaMBaTh Mepelady MapLIpPyTOB «II0 YMOTYaHHUIO» CBOMM coceasm. [Tpu noaxmrouenun L1/L2
MapIIpyTU3aTOpa K pa3IMuHbIM 00J1acTsM (area) B pekiame MapipyTHoH nHpopmaruu k L1
coce/ly aBTOMaTU4ecKH OyJeT pacchliaTrbes AeosTHRINA MapIIpyT, Iie B KadecTBe next-hop aapeca
Oynet ykasad aapec L1/L2 mapmpyTtuzaropa. s nepenadn MapuipyTa «Imo yMOJTYaHHUIO» B
cropony L2 cocena MmoxHO Bocmosb3oBaThesi komanoi default-information originate [always]
[route-map], rae mapamerp always He yuuThiBaeT HaHuus 1e(OITHOIO MapIIpyTa B COOCTBEHHOM
TabIuIe MaplIpyTU3allliy, a mapaMeTp route-map mo3BosseT BbIACTUTh KOHKPETHYIO MO/ICETh.

st koutposst 3a LSP gnynuarom B NBMA nunkax EcoRouterOS no3Bosser 106aBisiTh
uHTepdeichl B pa3Hble mesh-Tpymnbl, TeM caMbIM HaKJIaAbIBask ONpeeIEHHbIE ITpaBuiia Ha
00paboTKy MakeToB ¢ HHPOpMAaLIUEH O TOJCETAX.

Komannp! koHurypupoBanust B pexxime natepdeiica: isis mesh-group <smauenmne/blocked>.
Ecnu LSP 6b11 npuHAT Ha nHTEpdEiic, KOTOPBINA HE MPUHAIIIEKUT mesh-TpyIine, TO OH NepeaeTcs
nanbie oObIYHbIM IyTeM. Eciu LSP Ob11 npuHsT Ha nHTEpdeiic, KOTOphIi NprUHAIeKUT mesh-
rpymIe, To OH MepeaaeTcs Bo Bce MHTepQEIChl, KpoMe TeX, KOTOpble PUHAIEKAT TOM jKe IpyIIe,
WIN yKa3aHbl ¢ mapameTpoM blocked.

13.5.4 JlonosiHMTe/IbHbIE KOMAH/IbI KOH(PUTYPUPOBAHUS

B Tabnuie HUKe MpUBEAEHBI JONOTHUTEIbHBIE KOMaH bl KOH(PUTypUpOBaHHs MpoTokona IS-1S.

TaOmumna 47
Komannga Pexxum Onucanmue
ignore-Isp-errors (config-router)# | Urnopuposanue LSP ¢ onmOkaMu B KOHTPOJIBHOM CyMMe
ispf (config-router)# | Brutouenue nHKpeMeHTanbHOro SPF
Isp-gen-interval (config-router)# | YcranoBka BpeMEHHOTO MHTEpBaa pereneparuu LSP
Isp-mtu (config-router)# | Pasmep MTU must LSP
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Komanna Pesxxkum Onucanue
Isp-refresh-interval (config-router)# | Uutepsan obHoBNeHUs LSP
max-Isp-lifetime (config-router)# | Bpewms sxu3nu LSP
passive-interface (config-router)# | 3amanve maccuBHOTO MHTEpdeiica
prc-interval-exp (config-router)# | Ycranoska uaTepsanos st PRC
restart-timer (config-router)# | Ycranoska copoca IS-IS Taiimepa
set-overload-bit (config-router)# | Ycranoska overload 6ura
spf-interval-exp (config-router)# | YcranoBka unTepBasioB it SPF
isis csnp-interval (config-int)# YcranoBka CSNP nnTepBana
isis hello padding (config-int)# Vmensmienne pasmepa Hello coobrmenuit
isis Isp-interval (config-int)# VYcranoska LSP uHTEpBana
isis priority (config-int)# YcraHoBKa MpUOpHUTETA
isis retransmit-interval | (config-int)# YcTraHoBKa BpeMEHHOTO HHTepBasia pereHepauuu LSP
clear isis process # Copoc mporiecca MapipyTH3ALUH

13.5.5 KomaHnabl npocMoTpa

B Tabnuie Huke IpuBEACHBI KOMaH bl TPOCMOTpPa HHPOPMALIUH, OTHOCSIIUECS K MPOTOKOIy. Kak
U JIpyrue KOMaH/1bl SNOW, OHHM NOAICPIKUBAIOT UCTIOIB30BAHUE MOAU(PHKATOPOB.

Tabinmna 48

Komanna Onucanue
show isis counter | BbIBOAUT KOJIMUECTBEHHYIO HH(MOpMaIHOo 0 IS-IS coobmieHusx
show isis database | BerBogurt kpaTkyio HHGOPMALIHIO O COAEPKUMOM B Oa3e JAaHHBIX
show isis database | BeiBogut mosHyio HHGOPMAIIHIO O COASPIKUMOM B 6a3e TaHHBIX
detail
show isis interface | BeiBoauT nHdopMaIuio o napaMeTpax CKOHOUTYPHUPOBAHHBIX HAa HHTEpdeiicax,
BKJIFOUEHHBIX B POLIECC MAPLIPYTU3ALNH
show isis topology | BerBoaut HHGOPMAIHIO O COAEPKMMOM B 06a3e JaHHBIX TOMOIOTHH
show clns BeiBoauT MHOpMAIHIO O COCEACKAX OTHOLICHUSIX
neighbors
show clns protocol | BeiBoauT 06111yt HHOOPMAIHMIO O TIPOTOKOJIE

13.6 Hacrpoiika BGP

Ha ceropnsmHuii 1eHb B Kau€CTBE MPOTOKOJIA MAapIIPyTU3ALMH, TPEIHA3HAYEHHOIO U1 U3YUYCHMUS],
aHOHCa U BBIOOpA JIy4Illero MapipyTa B riaodanbHoi cetn MHTepHeT, ucnons3ytoT Border Gateway
Protocol (BGP). EcoRouterOS ucnonb3yer pacmupenHyo Bepcuto mporokona Multiprotocol BGP
(MP-BGP), uro mo3BosiseT 00beIMHUTH pa3IMYHbIC TUIIBI agpecalinii (unicast, multicast) B pamkax
eAMHON KOHUTypanuu u, B Oyaymiem, aapecaruio [Pv6. Ctout 3ametuts, ut0 MP-BGP 06patHO
COBMECTUM C TPaJUIIMOHHON yeTBepTOoi Bepcuei mporokona BGP, kak pesynbrar, BGP-4
MapuIpyTU3aTOp MOXKET (OopMHpOBaTh coceickue oTHoueHus ¢ MP-BGP mapiipytuszaropom u
MIPOCTO UTHOPUPOBATH JII0ObIe TpuHATEIE BGP coolmmenus, comepxanire HEM3BECTHBIC
pacIIupeHHs.

[IpuBeneM HECKOIBKO OCHOBHBIX KOHIICTIINI MPOTOKOJIA U CPABHUM HX C JIOTUKOH paboThl Internal
Gateway Protocol (IGP) mapmpytu3anuu, B kadectBe npumepa oyaet BeicTynath OSPF.

B tabnune nuxe npuseaeHo cpaBuenue OSPF noruku ¢ BGP.
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OSPF

BGP

Juig oTripaBKH MapIpyTHOIH HH(DOPMALINN TOIKHBI
c(hOpMHPOBATHCS COCEICKHIE OTHOIICHHUS MEXKITY
MapHIpyTH3aTOPaAMU

Ucnons3yercs momoOHas Toruka

Cocenu 00HAPYKUBAKOTCS MTPH TOMOIIIH
MYJIBTUKAaCTOBBIX COOOIIIEHHUH B HEMTOCPEICTBEHHO
MHOIKIIIOYEHHOH ITOICETH

Cocenu yKa3bIBaIOTCS IMMyTEM CTaTHUECKOU
KOH(UTYpany ¥ MOTYT OBITh Pa3HBIX MOJICETIX

He ucnonszyror TCP

Ucnons3yetcs TCP coenvnenue Mexmy
coceasimu (mopt 179)

Pexnamupyer prefix/length

Pexnamupyer prefix/length (Network Layer
Reachability Information)

Pexnamupyet nHGOpMAIHMIO O METPUKE

Pexnamupyet aTpuOyThl IyTH

[IproputeTHa CKOPOCTH MEPEKIIOUCHUS CETH Ha
caMbIi 93 PEeKTUBHBIN U PAIIIOHANBHBIN MapIIPyT

[TpuoputeTHa MacIITaAOUPyEMOCTh, MOXKET
BEIOMpAThCS HE caMblil 3D PEeKTHBHBIN
palMOHAJIBHBIA MapuIpyT

13.6.1 Bba3oBas HacTpoiika BGP

Jliisa oOMeHa wiu nostydeHus MapupytHoit uadopmannu no BGP HeoOxoaumo nmeTs 3apanee
3aperucTPUPOBAHHBIA HOMEP aBTOHOMHOM cucTeMbl (ASN). Tak ke Kak U JJI1 OTKPBITHIX
MapuipyTuznpyembix [P-agpecos, mpoiiecc NpucBOEHUsI HOMEPOB PETYIUPYETCS acCoLMaIueit
TANA. Ilpu omnpeneneHHbIX cayyasx MOAKIIOUEHUS K ceTu IHTepHeT HoMepa U3 4acTHOIrO
nrarna3oHa aBTOHOMHBIX cucteM (AS) BeiaenstoTes npoBaiinepom. EcoRouterOS mo3pomsier

ykazath Homep AS B nuanazone <1-4294967295>.

B 3aBucumocTy 0T NpUHAJUIEKHOCTH K JIOKAJIbHOM aBTOHOMHOM cUcTeMe WK kK coceaneir BGP
OIpeJiesIAeT JIBa Kiacca COCeICTB Mexay Mapiipytusatopamu: internal BGP (iBGP) u external
BGP (eBGP) cooTtBercTBeHHO. Peanuzaims mpoTokosia B HaiieM 000py/I0BaHUH JIa€T BO3MOXKHOCTh
ruOKoil HacTpoiku Juig 000uX TUIOB coceAcTB. IIpu HacTpoiike 6a30BOM KOHPUTypalMK COCEACTB

MO’KHO BBIIIOJTHUTH CIICAYIOIIWEC HIaru:

a4 iBGP:

[ar 1. Hactpoiite IP anpec loopback unrepdeiica Ha kaxa0M MapupyTH3aTope, UCIOIb3Ys

KOMaH/bI:

interface loopback.<number>
ip address <address/mask>

[ar 2. 3amycture nporokos BGP, yka3zaB Hy)XKHY0 aBTOHOMHYIO CUCTEMY, KOMaHJIOM:

kouter bgp <number>

[Mar 3. Ykaxure BGP ucnons3zoBats loopback unrepdeiic B kauecTBe HCTOUHUKA, UCTIOIB3YS

KOMaHJY:

|neighbor <neighbor-ip> update-source <interface-id> |

[ar 4. Cxondurypupyiite BGP cocezneit Ha kaxkaoM mMapuipyTusaTope, ykasas loopback aapec
coceZla 1 HOMEp JIOKaJbHOU AS, UCTIOIB3YsI KOMaHY:

|neighbor <neighbor-ip> remote-as <number> |
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[ar 5. Y6eauTeck, 9T0 y KaXKJI0T0 MapIIpyTH3aTopa ecTh MapmpyT 1o loopback agpeca cocena.

‘show ip route bgp

nya eBGP:

[ar 1. Hactpoiite IP anpec loopback nuntepdeiica Ha kKax10M MapIIpyTH3aTOPE, UCIIONb3YS
KOMaH/IbI:

interface loopback.<number>
ip address <address/mask>

[IIar 2. 3anyctute npotokoia BGP, yka3aB Hy>KHYI0 aBTOHOMHYIO CUCTEMY, KOMaHI0M:

router bgp <number> |

Hlar 3. Yxaxute BGP ucnonws3oBats loopback maTepdeiic B kauecTBe HCTOYHHUKA, UCTIONB3YS
KOMaH/1y:

‘neighbor <neighbor-ip> update-source <interface-id> ‘

[ar 4. Cxondurypupyiite BGP-cocezeii Ha kaxxaoM MapipyTusarope, ykazas loopback agpec
cocela U HoMep yJaieHHOU AS, UCTIONIb3ysI KOMaHIY:

neighbor <neighbor-ip> remote-as <number> |

Hlar 5. Yoeaurecs, 4To y KaXx/10ro MapIpyTH3aTopa ectb Mapuipyt a0 loopback agpeca cocena.

‘show ip route bgp

[ar 6. Cxondurypupyiite eBGP multihop nns ysennuenus 3nauenus TTL komannoi:

‘neighbor <neighbor-ip> ebgp-multihop <hops> ‘

B nanHBIX puMepax paccMaTpUBaJICS OJIMH U3 CIOCOOOB TEOPETUUECKH BEPHOTO (C TOUKU 3pEHUS
OTKa30yCTOMYUBOCTH) KOH(PUTYPUPOBAHUS IIPU MPOCTEHIIEH TONOIOTHH.

13.6.2 BGP arpubyrnl

Jns ynpasneHust MapuipyTHOH uH$opMalmei, MapipyTaMu MpoTeKaHus Tpaduka u, B LEJIOM,
peleHus 3a1a4 agMUHUCTpUpoBanus cet Ha ocHoBe BGP EcoRouterOS npenaraer cereBbiMm
MHKEHepaM MOJIb30BaThCs aTpuOyTaMu, MPEeACTaBIEHHBIMU B TaOJIUIE HIDKE.

Tabmnuma 50
ATpudyT Onucanue HanpagJienue
Tpajduka
Weight YucnoBoe 3HaueHue B auanasone ot 0 go 21°-1, Biwnser na
BIIUSIET HA MapIIpyT 10 pedukca, nepeJaHHOTO B UCXOMSIIUHN TpapuK

cooOmenun update ot cocena. He pexnamupyercs
BGP cocensam

Local Preference YucnoBoe 3HaueHUe B auanasone ot 0 go 2%%-1, Biwnser na
pacchUIaeTCs MapUIpyTH3aTOPaM BHYTPH JIOKATbHOM UCXOJSAIUN TpaduK
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ATpuOYT Onucanue HanpasJjienue
Tpaduka

AS u BIUseT HA MapUIPYT BBIXOJA U3 ITOU
aBTOHOMHOM CHCTEMBI

AS-path (length) KonnuecTBo aBTOHOMHBIX cicTeM. UeM MeHbIle, TeM | Brmser Ha
Jydrie HUCXOIATIHNH /
BXOASIINHA TpadhuK
Origin [TokazbiBaeT, kakuM oOpa3zoM MapmipyT ObLT H00aBneH | Bimsier Ha

B pexitamy BGP (I (IGP), E (EGP), or ? (incomplete HACXOISIINAN TpapuK
information).)

Multi-Exit AHanor METpUKH MapIIpyTa, YUCJIOBOE 3HaUCHHE B Buusier Ha
Discriminator nuanasone ot 0 1o 2%2-1, Bauster Ha BHIOOp MapIIpyTa | BXOAALIUN TpaduK
(MED) K JIOKaJIbHOW AS U3 APYTOil aBTOHOMHOW CHCTEMBI.

Yem MCHBIIC, TEM JIYUIIC

BGP-aTpulyTsl peaocTaBIsiioT HHPOPMALIUIO ISl BEIOOPA JIyYIIero MapIipyTa, OJJHAKO €CTh U
TakKue, KOTopble Ciy>KaT Juid Apyrux ueneit. Hanpumep, arpuOyt Next Hop npenocraisier
uH(popMmanuio o cocene. st paboTsl MPOTOKOIIA B TAOIHIIE MAPLIPYTH3ALNH JIOJDKEH
IIPUCYTCTBOBATh MapUIPyT A0 3TOTO ajpeca, HO IPU ITOM aTpuOyT HUKAK HE BIMIET Ha caM
aJITOpPUTM BBIOOpa JTydmiero myTH. [Iporecc BhIOOpa JTydIiero myTH OnmucaH B TAOIUIE HUKE.
[TapameTpsl pacnoioKeHbl B OPsIKe yObIBaHUS IPUOPHUTETA, HAUMHAs ¢ Hanboiee
MPENIOYUTAEMBIX.

Tabnuua 51
IIpuopurer ATpHOYT/CBOWCTBO Yto ayuine?
0 Next Hop Ecnu aapec HeoCTyNIeH, MapIpyTH3aTOP HE
MOYET UCIIOJIb30BATh 3TOT MY Th

1 Weight Hamnbombiee 3HaYeHHE

2 Local Preference HawuGoubliiee 3HaueHHE

3 JlokanbHbIi MapmpyT (KOMaH/IbI JlokanbHBIA MapUIpyT Jy4lle, YeM
network/redistribution) nosnyydeHHblil yepe3 eBGP/iBGP

4 AS-path length HanmMeHsIiee 3HaYEHNE

5 Origin IMpeanoyrenne [>E>?

6 MED Haumenbiniee 3HaueHne

7 iBGP unu eBGP [pennourenne eBGP>1BGP

8 IGP metrpuxka g0 Next Hop Haumenbliiee 3HaueHue

9 Bpewmst xxusau eBGP mapurpyra HaunOonbiuee 3HaueHue

10 ID cocennero BGP-mapmpytusaropa MuHuMalIbHOE 3HaYEHHE

11 JHnuaa criucka kiacrepa (cluster list) (s | MunuManbHOe 3HaYCHHE
MHO’KECTBEHHOT'O TTYTH)

12 IP anpec cocena MuHuMalbHOE 3HaUEHHE

[IpuBeneM nmpuMepsl KOHPUTYypaTMOHHBIX KOMaH/ JIUIsl U3MEHEHHs 3HaUeHU aTpruOyTOB/CBONCTB
10 YMOJIYAHMUIO.

Komanna mist coxpanenus aapeca Next Hop npu iBGP cocenctse (mo ymomganuto B iBGP anpec
He nepenaetcs) — Neighbor <address> next-hop-self.

VYcranoBka 3HaueHus: Weight mi1st cocena (3HaueHue no ymoayanuto 0 st MapIIpyToB,
MOJYYEHHBIX OT cocefiei, 32768 st JOKaIbHO HHKEKTHPOBAHHBIX MapiipyToB) — Neighbor
<address> weight <value>, 3sHauenue MoxeT ObITh 3aJ1aHO Yepe3 route-map u mpuMeHEHO
koman o neighbor <address> route-map <name> in.
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Ycranoska 3nauenus Local Preference (3nauenue mo ymoadanuio 100) — bgp default local-
preference <0-4294967295>, 3HaueHre MOXKET OBbITh 3aJJaHO Yepe3 route-map u npuMeHEHO
komanoi neighbor <address> route-map <name> in.

13.6.3 KomaHnabl koHpUTrypUpoBaHusi aTPUOYTOB 4epe3 route-map

Mx ucnonp3oBanue Tpedyer Hamuane koMauael Neighbor <address> soft-reconfiguration
inbound B xoH(}UTYypalHK TPOTOKOJIA.

[TpocMOTp Bcex TOCTYIMHBIX aTPUOYTOB OCYIIECTBISICTCS HA MOAYpOBHE HAacTpoiiku BGP ¢
IIOMOIIILI0O KOMaHbI Set <ann6yT>.

ecorouter (config-route-map) #fset ?
?corouter (config-route-map) #set
aggregator BGP aggregator attribute
as-path Prepend string for a BGP AS-path attribute
atomic-aggregate BGP atomic aggregate attribute
comm-list set BGP community list (for deletion)
community BGP community attribute
dampening Enable route-flap dampening
extcommunity BGP extended community attribute
interface Configure interface
ip Internet Protocol (IP)
level IS-IS level to export route
local-preference BGP local preference path attribute
metric Metric value for destination routing protocol
metric-type Type of metric for destination routing protocol
origin BGP origin code
originator-id BGP originator ID attribute
tag Tag value for destination routing protocol
vpnvé VPNv4 information
weight BGP weight for routing table

B Tabnuie HuKe onucaHbl TOCTYMHbIE U1 KOHPUTYPUPOBaHUS aTpUOYTHI.

Tabnuna 52
ATpudyT Onucanue
Aggregator YkazaHue Ha MapHIPyTHU3aTOP, KOTOPHIHA CENaN arperaiyio MapipyToB,
COOTBETCTBEHHO, MOJKHO YKa3aTh aJJpec MapHIPyTHU3aTopa ¢ yKazaHueM AS
AS-path YkazaHue Ha Bce AS, uepe3 KOTOPHIH IpojieraeT MapmpyT J0 ceTy HasHaueHus. C

MTOMOIIBIO Set MOYKHO YBENWYHTD JUIMHY aTprOyTa
Atomic-Aggregate | ATpuOyT UCTIONB3YeTCs MPU arperupoBaHuy MappyToB. Komanna s
CYMMHPOBAHHSA MapIIPyTOB:

aggregate-address <address> [summary-only] [as-set]

[summary-only] — ki1ro4, KOTOpPBIH yKa3bIBaeT epeaBaTh TOIBKO CyMMAapHBIN
MapHIpyT (10 YMOIYAHUIO TEPEIAI0TCS BCE MOJICETH BMECTE C CYMMAapHBIM
MapuIpyToMm).

[as-set] — ko4 1t 00BsIBICHHS JIOKATBHOU AS.
Community ATpUOYT MO3BOJISIET BBIZICTUTH HEOOXOAMMBIE MapIIPYTHI B IOTHYECKYIO TPYIIILY,
4TOOBI B TAJTbHEHIIIEM MX CIIEITHAIBLHBIM 00pa3oM 00paboTath (IyCTHTh UX 1O
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ATpuOYT Onucanue
JIPyTOMy MapmipyTy, IpuMeHUTh QoS monmuTrkn). Y cTaHOBKA 3HAYEHUS depe3
mapamertp Set:

ecorouter (config-route-map) #set community ?
<1-65535> community number

AA:NN community number in aa:nn format

additive Add to the existing community

internet Internet (well-known community)

local-AS Do not send outside local AS (well-known

community)

no-advertise Do not advertise to any peer (well-known
community)

no-export Do not export to next AS (well-known
community)

none No community attribute

Jlnst nanbHeimen pexiaMmbl MapIipyToB ¢ atpudyrom Community ykaspiBaeTcst
KOMaHJa:

bgp config-type standart B pexxume kordurypannu, komanaa neighbor <address>
send-community both no6aButcst aBToMaTHUECKH

Comm-list [TapameTp mo3BOIIAET 334aTh CIUCOK co00mecTB 1 yaaneHus. EcoRouterOS
MO3BOJISIET CO3/[aBaTh community-list st TOro, YTOOBI 3aTEM € TOMOIIBIO route-map
00paboTaTh pekiiaMy mojceTH (moapodHee 0 route-map yuTaiite B paznene «Kapter
MapupyToB»). [Ipumep HacTpOHKHM A YCTAHOBKH METPUKH JIIsI MapIIPYTOB C
community=100:

ip community-list 1 permit <numberAS:100>, numberAS — Homep AS, koTopast
IIPOpEKIaMUpPOBaIa MapLIpyT

route-map community permit 100

match community 1
set metric 777

Juns manpHeimei pekiamMbl MapmpyToB ¢ aTpubyrom Community yKa3blBaeTcs
KOMaH/a:

neighbor <address> send-community

Dampening JononHuTenbHas GyHKIIMOHAIBHOCTH poTokoiia BGP myist 3amuTh! ot
HecTaOMIBHOCTH coenuHeHwi (route flapping).

Komanma set dampening <1-45>, ruoe <1-45> ycranaBnuBaeT 3HaUEeHHE
Reachability Half-life time B MuHyTax (Bpems ¢ MOMEHTa yCIICIIHOTO
BO300HOBJICHHS COSTMHEHUsI IO CHITHUS ITpadHbIX 04KOB (penalty))

Extcommunity / ATpUOYT JUIS UCTIONIE30BAHUS PETYIISPHBIX BBIPAKESHUIH
extcommunity-list

Local Preference | AtpuOyT yka3bIBaeT Ha BEIOOP MapIIpyTHU3aTopa, KOTOPbI OyIeT HCIONb30BaH JUIs
BBIXOJIa U3 JAaHHOW aBTOHOMHOM CHUCTEMEI.

Komanna set local-preference <0-4294967295>

Metric ATpubyT Multiexit Descriminator (MED) npezacraBisieTcst aHaIOroM METPHKH
MapIipyTa, ycTaHaBJIMBaeTCs KoMaH10i Set metric <1-4294967295>, no
ymomganuto MED paBeH Hyiio.

Origin ATpuOyT yKa3bpIBaeT Ha TO, KAKUM 00pa30oM ObLI TIOJTyYeH MapuIpyT B OOHOBIICHHH.
3HadyeHne MEHSETCA KOMaHIoi Set origin
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ATpuOYT Onucanue
Originator-1D ATpuOyT ykaseiBaet Router ID Toro MapmpytuzaTopa, KOTOPBI aHOHCHPOBAIT
<0|1|2> MapupyT BHyTpH JokaabHOH AS. Ecnu mapmpyTu3saTop mojrydaetT 0OHOBJICHHE, B

KOTOpOoM ykazaH ero RID, To 3TOT MapmpyT He HCHOIB3YyETCS U HE MEepeacTCst
Jajnee cocesiM. 3HaYeHHEe yCTaHaBIMBaeTCsl KoMan o set originator-id.

Bo3moxHbIe 3HaUeHUs aTpHoOyTa:

e 0 —IGP: NLRI nony4eHa BHyTpU HCXOHOW aBTOHOMHOW CHCTEMBEI,

¢ 1 —EGP: NLRI Beryuena no npotokoiny Exterior Gateway Protocol (EGP).
[IpenmectBennuk BGP, He ncnonsiyercs;

e 2 —Incomplete: NLRI Obuia BeIydeHa KAKUM-TO APYTUM 00pa3omM

Vpnv4 ATpuOyT MO3BOISAET 33/1aTh a/IPEC CIEMYIOMIETo y3ia B myTu st VPN.

Komanza set vpnv4 next-hop <address>, rae <address> — aapec ciaemyromiero
poyTtepa

Weight ATpuOyT omnpezenseT, yepe3 kKakoi HHTepdeiic OyIeT OCYIECTBIATHCS BBIXO U3
Haimeit AS. UeM BbIlIe Bec, TeM puopuTeTHee nHTepdeiic. st naMeHeHus
3HAUCHUSI UCIOJIb3yeTCs KoMana Set weight

Jl1s onHOBpEMEHHON KOH(PUTYpaluy OOJIBbIIOr0 KOJIMYECTBA COCE/ICTB y100HEE NCII0JIb30BATh
TPYIIBI cocenell U MPUMEHSTh MOJIUTUKH KO Beel rpymmne. Konduryparms notpedyeT HeCKOIbKUX
KOMaH/:

e neighbor <name> peer-group, rae name - 3T0 UMsI TPYIIIIbI;
e neighbor <address> peer-group <name> - npuBsizka cocejia K rpyrire.

13.6.4 IIpumep nacrpoiiku BGP

PaccMoTpuM npruMep HACTPOMKHU TOMOJIOTHH:

,ﬂ-— AS100 "‘-x.\ ,,”‘ AS200 T
.,
e N
/ ECO-1 R2 \\
a- .100 \ /5 200 200 iBGP .202 a )
1 |
100.0.0.0/24 J esce \ 200.0.0.0/24 I
Lo1.1.1.1 ,77 0.0.0/8 \\I.n 12.12.12.12 Lo 2-1-2'2,/
7
\ I
S~ - \\\ ~ -
~—— - ~~__ -.'"f
Pucynox 14

3amaua: yctaHOBUTH cocenckue otHomeHuss Mmexay R1-ECO1 u ECO1-R2, usmenuts 3HaueHUE
atpubyra MED ns mapuipyToB, mpoaHoHcupoBaHHbBIX ¢ R1 Tak, ytoOsl quist cereit 33.0.0.0/29
metpuka Obia paBHa 1000, a s 33.0.0.8/29 metpuka 6bu1a paHa 500.

Hacrpoiika ECO1:

[ar 1. Ilepexox B pexxuM KOHPUTypauu

ECOl>enable
ECOl#configure terminal
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[ar 2. Hactpoiika natepdericoB, CEpBUCHBIX HHTEP(HEHCOB, TOPTOB.

ECO1
ECO1
ECO1
ECO1
ECO1
ECO1
ECO1
ECO1
ECO1
ECO1
ECO1
ECO1
ECO1
ECO1
ECO1
ECO1

config) #interface el

config-if) #interface el

config-if)#ip address 77.0.0.200/8

config-if) #interface e2

config-if) #ip address 200.0.0.200/24

config-if) #port gel

config-port) #service-instance gel/el
config-service-instance) #encapsulation untagged
config-service-instance) #connect ip interface el
config-service-instance) #exit

config-port) #port ge2

config-port) #service-instance ge2/e2
config-service-instance) #fencapsulation untagged
config-service-instance) #connect ip interface e2
config-service-instance) fexit

config-port) #exit

P N N N

[ar 3. Hactpoiika ciuCKOB (DMIIBTPALIuU

ECO1 (config) #policy-filter-1list 1 permit 33.

0.0.0 0.0.0.7
ECO1 (config) #policy-filter-list 2 permit 33.0.0.8 0.0.0.7

[ar 4. ITpuBsizka CIUCKOB (GUIBTPAIIMHN U HA3HAYCHHE METPHUKU JJIS CETeH

ECO1
ECO1
ECO1
ECO1
ECO1
ECO1

config) #route-map bgp permit 1
config-route-map) fmatch ip address 1
config-route-map) #set metric 1000
config-route-map) #route-map bgp permit 2
config-route-map) #fmatch ip address 2
config-route-map) #set metric 500

N NN

[ar 5. Co3ganue nmycToro cnucka GuibTpaluy js BCEX OCTaIbHBIX MAPUIPYTOB C METPUKOMU IO
YMOJIYaHHUIO

ECO1 (config-route-map) #route-map bgp permit 3
ECO1 (config-route—-map) fexit

[IIar 6. Co3nanue U onMcaHue rpymi coceaei

ECO1 (config) #router bgp 200

ECO1 (config-router) #neighbor eBGP peer-group

ECO1 (config-router) #neighbor eBGP remote-as 100

ECO1 (config-router) #neighbor eBGP ebgp-multihop 2

ECO1 (config-router) #neighbor eBGP update-source loopback.0
ECO1 (config-router) #neighbor eBGP route-map bgp in

ECO1 (config-router) #neighbor iBGP peer-group

ECO1 (config-router) #neighbor iBGP remote-as 200

ECO1 (config-router) #neighbor iBGP update-source loopback.0
ECO1l (config-router) #neighbor iBGP next-hop-self

ECO1 (config-router) #neighbor 1.1.1.1 peer—-group eBGP

ECO1 (config-router) # neighbor 2.2.2.2 peer-group iBGP

ECO1 (config-router) #exit
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[ar 7. Co3gaHue CTaTHYeCKUX MapIIPyTOB

ECO1 (config) #ip route 1.1.1.1/32 77.0.0.100
ECO1 (config) #ip route 2.2.2.2/32 200.0.0.202

[Tpumep BbIBoa HDOpMaru Tabaubl BGP npencraBneH Ha pucyHKe HUXKE.

ECO-1 - + X

ECOl#sh ip bgp

BGP table wversion is 2, local router ID is 12.12.12.12

Status codes: s suppressed, d damped, h history, * wvalid, = best, i - internal,
S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network xt Metric LocPrf Weight Path

33.0.0.0/30 1.1, 1008 100 ¢} 108 i
33.0.0.4/3@ .1, 1600 100 [0} 100 i
33.0.0.8/30 ra kel 580 100 ] 100 i
33.0.0.12/30 cdbod e 580 100 ¢} 188 i

Total number of prefixes 4

Eco1#]

Pucynoxk 15

Jlna nomemienus mapurpytos B BGP u nanpHeiiero aHoHcupoBaHusl CI€AyEeT BOCIOJIb30BATHCA
KoMan10it network i1u6o caenate peauctpudyuumio u3 Interior Gateway Protocols (nanee IGP)
xomanzoii redistribute.

Tabmmma 53
connected Bki104nTh B peaucTpUOYIHI0O MAPWIPYTHI K NPHCOCANHEHHBIM CeTAM
isis Bruttounts B petucTprOyIMIO MapIIPyThl, MOTYYCHHBIE Yepe3 npoTokon [S-1S
ospf BxmrounTs B peAucTprOyIMIO MapIIPYThI, MOTy4YeHHbIe uepe3 mpotokos OSPF
rip BximrounTs B peaAucTprOyIMIO MapIIpyThl, TOTy4YeHHbIe yepe3 npoTokoi RIP
static Bxitiounth B petucTpuOynuio CTaTHUECKIE MapIIPyTh

Jlnst anonca Loopback unTepdeiica mapuipytuzaropa R2 ucrnonszyem komanay network

‘ECOl(config—router)#network 2.2.2.2 mask 255.255.255.255

B peanuzanuu EcoRouterOS cunxpoHH3aIivs BHIKIIOUYEHA 110 YMOTYAHUIO, IS BKITIOUSHUS
UCIIOIB3yeTCst KoMaHaa Synchronization B pesxxume KOH(GUTYpUPOBAHHUS MPOTOKOJIA.

13.6.5 ®uabTpauus u coceackue oTHoienusi B BGP

OunpTparys MapupyToB B BGP ocymectenserca nono6Ho IGP nmpoTokonaMm, oHaK 0 HOIUTUKA
YKa3bIBalOTCSA KOHKPETHO JJIs1 KaKJJ0T0 COCe/la C OTMETKOMN HalpaBJIEHH 1n UK out .

B tabnuiie Huxe npencTaBieHbl KOMaHIbI s GuabTpanuu MmapuipyToB B BGP.

Tabnuma 54

Komanma Cnucok, Ha KOTOPBIii CCHLIAETCS] KOMAH/Ia
neighbor allowas-in
neighbor soft-reconfiguraition inbound
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KOMaHIla CHP[COK, Ha KOTOpblﬁ CChLIIAECTCHA KOMaH/Aa
neighbor capability dynamic
neighbor capability orf prefix-list
neighbor capability route-refresh

neighbor distribute-list policy-filter-list
neighbor prefix-list ip prefix-list
neighbor filter-list ip as-path access-list
neighbor route-map route-map

Wudopmanuio mo pa3InyHbIM TUIIAM CIICKOB MOYKHO HAMTH B COOTBETCTBYIOIIUX pa3Jiesax, B
JAHHOM pasjziesie onucansl Tonbko A S -path ciucku . AS-path criucku no3BosisitoT GUIBTPOBATH
MapuIpyThl, OCHOBBIBAsICh HA aBTOHOMHBIX CHCTEMaX, MIEPEUNCIIEHHBIX B CITUCKE aTpulyTa AS-
path. /151s1 5TOro UCHoNb3yTCs perysipHble BoipaxkeHus (moapodHee cM. CepBHUCHBIC
uHtepdericer). s yrnpaBiaeHuss MapuIpyTHBIME MOJMTUKAMU UCIIONBb3yeTcs KoMaHaa Ip as-path
access-list <nomep> permit/deny <pery.JsipHoe BbIpa:KeHHe>.

13.6.6 OonoBaenune naprHepckux BGP oTtHomenmii

B Tabnuie Hike mpeacTaBiIeHbl KOMaH bl 1711 00HOBJIeHUs napTHepckux BGP oTHomeHwmid.

Tabmuma 55
Komanna Tun ooHoBaenns | KosaunuecTBo coceneii, HanpaBjieHue
clear ip bgp Kectkuit Bce, Bxoasiue/ucxoasamme
clear ip bgp neighbor-id Kecrruit OmH, BXOIIINAE/ HCXOAIINE
clear ip bgp neighbor-id in/out Msirkuii OnuH, BXOIAIIME/UCXOAAILNE
clear ip bgp neighbor-id soft infout | Msrkuit OnuH, BXOIAIIME/UCXOAAILNE
clear ip bgp soft Msrkuii Bce, Bxoasmme/ucxoasinue
clear ip bgp neighbor-id soft Msrkuit OMH, BXOIAIINAE/ MCXOISIINE

[Ton "xecTkuM" TUIIOM OOHOBIJIEHHUS M1O/Ipa3yMeBAETCsl OOHOBJIEHUE COCEICKUX OTHOIIEHUH CO
copocom TCP ceccun.

[Tox "MArkuM" THUIIOM OOHOBJIEHUS MO/Ipa3yMeBaeTCsi OOHOBIIEHUE COCEICKUX OTHOLICHUN 63
copoca TCP ceccun.

Jlist pabotel pyHKIMOHATBHOCTH Clear ip bgp neighbor-id in Tpebyercst Hanu4Yre KOMaH/IbI
neighbor <address> soft-reconfiguration inbound B koHdurypamuu mporoxoa.

[Tonp30BaTensiM 4acTo MPUXOAUTCA MEHATh MOJUTUKHU QuubTpanuu MapipyToB B BGP. Kpynusie
u3MeHeHMs B Tabiuuax Mapuipytuzanuu u copoc TCP-ceccuit ¢ BGP-coceasimu BbI3bIBaIOT
BCIUJIECK Harpy3Ku Ha LIEHTPaJIbHBIN Mpolieccop MapupyTuzaropa. YToObl yMEHBIINUTH ATOT 3P PEKT
u crenath padboty ¢ BGP-cocensmu u aHoHcamMu MapuipyTHOHM nHbopmanuu 6onee y00HOH 1
ruokoi, B EcoRouterOS npeaycmoTpeH GyHKIMOHAT OTKIIOYSHUST aBTOOOHOBIICHUSI MApUIPYTHOM
uHpoOpMalUU IpU cMeHe NoNUTHK ¢uibTpanui. B BGP mapiipyTHeie HOTUTHKY MOTYT
HACTPanBaTHCA CIEIYIOMIMMHU CIIOCO0aMHU:

e 1pu nomoiu npepukc-nuctos (prefix-list);

e TIpU MOMOIIY KapT MapuIpyToB (route-map);

e TIPH MOMOIIY CIECIHUATBHBIX JIUCTOB JUTS MapIIpyTHBIX mouTHK (policy-filter-list);

e IIpH MOMOIIH JIMCTOB pactpeneneHus (distribute-list);

e mpu momoinu JimcToB ¢ubrpanuu (filter-list) ¢ mucramu mo BGP AS (ip as-path access-
list).
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[To ymoganuto, IpU CO3MAHUH WIIM N3MEHEHUH MOJIMTHKU (QUIBTPAIMH B HAIPABICHUH K COCEILy
MapIIpyTU3aTOp OTIPABUT coodiieHne ¢ anoncamu mapupytoB (BGP Update) uepes 30 cek (B
cnyuyae EBGP-cocenctsa) niam mraoBerHo (B ciayuae iBGP-cocencta).

[Tpumep:

ip prefix-list 1 deny 1.1.1.1/32
neighbor 10.0.0.2 prefix-list 1 out

M3MeHHTh BpeMEHHOM HHTEPBall MOXHO KoMmanzoi neighbor 1.1.1.1 advertisement-interval
<VALUE>, rne <VALUE> yka3biBaeTCs B CeKyH1aX. BBIKIIOUNTB 110100HOE IMOBEICHUE MOMKHO
xkomanoi neighbor 10.0.0.2 disable-auto-refresh. Torma ans oTnpaBku MapIpyTHOM
nHpopmaIuu cocexy He0OXoauMo OyAeT COPOCHTh cocelcKue OoTHOIIeHH. [[1s1 aToro 6e3 copoca
TCP-ceccuii Hy>)kHO COpPOCHUTB COCEICKHE OTHOUICHHUS (MATKUN cOPOC) - TP BHI30BE KOMaH]I
copoca clear ip bgp ... cnenyer 106aBuTh KiIr04eBOE CII0BO SOft.

[To ymoiyaHut0, IPU CO3IAHUH WIIA U3MEHEHUU (QHIIbTPYIOIICH MOJMTUKH B HAIPABJICHUH OT
cocea MapuIpyTH3aTop MrHOBEHHO (B 00oux ciydasx — EBGP u iBGP cocencrsa) oTnpaBut
COO0IIIEHHE C 3aITPOCOM OOHOBJICHHUS MapiIpyTHOH nHpopmMaru ot cocena (BGP Route-Refresh),
HO TOJIBKO B TOM CITy4ae, €CJIM COCeJl OICPKUBACT ATy OIIIIHIO.

[Tpumep:

ip prefix-list 1 deny 1.1.1.1/32
neighbor 10.0.0.2 prefix-list 1 in

Ot1o noBeaeHue Bbi3BaHo oniueit BGP Auto-Refresh, koropoe B EcoRouterOS BxiroueHo mno
yMOJTYaHHI0. BRIKITIOUNTH 10100HOE oBeaeHre MoxHO komano0i neighbor 10.0.0.2 disable-
auto-refresh, Toryma as oTnpaBku 3ampoca Ha OOHOBJICHHE MaPIIPYTHON HH(POPMAITUHK OT coceaa
HeoO0xouMo Oy et cOpocuTs cocenckue otHoleHus (6e3 copoca TCP ceccuit nob6aBbTe KIltOUEBOE
cioBo SOft B komanmax clear ip bgp ...). 3aech Taxke HeoOxoauma moaaepxka onin BGP Route-
Refresh y cocena.

Komana no neighbor 10.0.0.2 capability route-refresh mo3BoiuT oTKIIOYNTE MOIAEPIKKY OMITUH
BGP Route-Refresh u nckirounth BO3MOKHOCTD oTIIpaBku coobmieruit BGP Route-Refresh

coceny.

Buumanue! HacTosiTenbHO pekOMeHIyeTCsl OTKIIIOUaTh PyHKIIMOoHaAN auto-refresh miist coceneid,
€CJIU Te TIepeAar0T CIUIIKOM OOJBIIIOE KOJTHMYECTBO aHOHCOB B BGP.

I[J'I}I IMPOBEPKU NOAJCPKKHU 3TOM OIIUU Yy coc€a MOKHO BOCITIOJIB30BAaThCA KOMaH/I0M:

ecorouter#show ip bgp neighbors
BGP neighbor is 10.0.0.2, remote AS 2, local AS 1, external link
BGP version 4, remote router ID 100.100.100.100
BGP state = Established, up for 02:07:11
Last read 02:07:11, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Received 315 messages, 0 notifications, 0 in queue
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®pa3a B BeIBOJIC «advertised and received» roopur o BkiroueHnoit o BGP Route-Refresh
KaK Ha JIOKQJIbLHOM MapuIpyTHU3aTope, Tak U 'y cocea.

Pe3y.]'II)TaT OTKJIFOUCHHS 3TOU OIIIMHK Ha JOKaJIbHOM YCTpOﬁCTBC ITOKa3aH HUXKC:

ecorouter#show ip bgp neighbors
BGP neighbor is 10.0.0.2, remote AS 2, local AS 1, external link
BGP version 4, remote router ID 100.100.100.100
BGP state = Established, up for 02:07:11
Last read 02:07:11, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: received (old and new)
Address family IPv4 Unicast: advertised and received
Received 315 messages, 0 notifications, 0 in queue

13.6.7 PeryasipHble BbIpasKeHUs!

B peanuzamuu EcoRouterOS npescTaBien cienyromuii HaOop peryssipHbIX BBIPAKESHUH (CM.
TaOIUILY HIDKE):

Tao0muma 56
Broipa:keHue Hcnoan3oBanue
n Hawvarno crpokn
$ Koner ctpoku
[1 JlMana3oH 3HaYeHHiH
- Crenudukaliys auanazona, Hanpumep, [0-9]
O Jlornueckas rpymmna

JIro6oe 3HaueHue

Houtb unu 6oJibliiee KOJUYECTBO COBIAJICHUH ¢ MPEIBIIYIIUM CHMBOJIOM
OnHo win OoJblee KOJIMYECTBO COBIAJICHUM ¢ IPEBIIYITUM CUMBOJIOM

? Honb v 0JTHO COBMAJICHHUE C MPEIBIAYIIIMM CHMBOJIOM

CrapT 1 KOHeIl CTPOKH, MPOOeI, 3amsiTasi, OTKPBITHE WIH 3aKphITHE CKOOOK

HpI/IBCI[eM HECKOJIBKO IMTPUMCPOB YaCTO UCIIOJIB3YyCMbIX PECTYJIAPHBIX BLIpa)KeHHﬁZ

* — nr000e 3HaUSHHME TOMAIAeT MMOJT 3TO MPABUIIO,

e $ — MapupyT U3 JOKAIBHOM AS,

e "00_ — undopmanus o mapuipyte noixydena u3 AS 100,

e 100% — moxcers maxomutcst B AS 100,

e _100_ — mapupyT npoxoaut yepe3 AS 100,

e N0-9]+$ — MapIpyT M3 HEMOCPEACTBEHHO MOAKIIOYEHHOM (cocemHeii) AS.

13.6.8 PediekTopbl MapuIpyTOB M KOH(eaepaunu

Pednexropom Ha3pIBaeTCs MapLIpyTU3ATOP, KOTOPBINA BHIIOIHSAET PYHKIMIO OTPAKEHUS
MapupyToB. PeduiekTop nomydaetr MapupyT OT OJTHOTO COCEla U PacChUIAET €ro BCEM JAPYTUM. ITO
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MO3BOJIIET YMEHBIIUThH KOJMYECTBO CBSA3EH /ISl CO3JaHUS MOJTHOCBSI3HON TOMOJIOTHH MPU 00yUYEHUHN
coceqeil BceM MapuipyTam B AS u nz0exarb 00pa3oBaHusl ETEb.

[Ipu ammunucTpupoBannu 6ombinoro BGP nomena tpeGyercs ckoH(UrypupoBaTh pedieKTopsh.
Jliis aTOrO0 Ha MapIIpyTuzaTope-pedekrope ucmnoab3dyercs komanaa neighbor <address> route-
reflector-client.

PedekTopbl MapIipyTOB HE OKa3bIBAIOT BIHMSIHHS HA ITyTH, IO KOTOPHIM [P makeTs! mpoxonast
yepes CeTh, HO ONPEACIISIOT MOPAI0K paCIpPOCTPaHEHUs MapLIPYTHOM HH(OPMAIIUU B CETH.

Kondenepanus — rpyrina aBTOHOMHBIX CHCTEM, aHOHCUPYEMBIX C OOIIUM HOMEPOM AS BHEITHUM
y3naM BGP. Pabora pediexkropa paccMarpuBaeTcs ¢ TOYKY 3peHusi mpoTokosia iBGP,
KoH(eaepauu GyHKIIMOHUPYIOT HAa YPOBHE aBTOHOMHEIX cucTeM. [IpumeHenne kondenepanuii
MO3BOJIAET Pa30UTh aBTOHOMHYIO CHCTEMY Ha MOJACUCTEMBI, KOTOphIe 0OMEHUBAIOTCSI MAPIIPYTHOMN
uHpopmanueit ¢ nomoisio npotokosa eBGP. [Ipu co3nanun koHpeaepanun HeOOX0AUMO Ha BCEX
MapIlpyTH3aTopax npuMeHuTh komanay bgp confederation identifier <1-65535> ¢ ykazanuem
HOMepa koHpeaeparuu. Coceaare AS, KOTOPBIC JOJHKHBI IPUHAIICKATH KOH(EIepaIlii,
yKa3bIBAIOTCS ¢ MOMOIIBIO KoMan bl bgp confederation peers <numberAS1 numberAS2 ...>.
Howmepa Bcex HyXHBIX coceTHUX AS yKa3bIBarOTCS uepe3 mpooe.

13.6.9 Komanabl koupurypupoBanust BGP

Komane koHdurypuposanus npotokoia BGP npencrasienst B Tabuile Hioke. JlaHHbIC KOMaHIbI
JOCTYITHBI B KOH()UTYPAIIMOHHOM PEXXHUME U B KOHTEKCTHOM PEKHUME KOH(DUTYPHUPOBAHHSI
mapinpytuszaropa (config-router)#.

Tabmuua 57
Komanna Pexum Onucanue

router bgp <uomep AS> KoH(urypauuoHssiii | [lepexon B pexkuM KOHGUTYpHPOBAHHS
npoTtokosia BGP

address-family ipv4 {unicast | KOHTEKCTHBIH IMepexo B pesxuM KOHDUTYPUPOBAHUS

multicast} address-family

aggregate-address <ampec> KOHTEKCTHBIH Co3naHne CyMMapHOTO MapuipyTa

auto-summary KOHTEKCTHBIH BkiroueHne aBTocyMMapu3aiuu

bgp always-compare-med KOHTEKCTHBIH Cpasuenue atprbytoB MED juts mapmipyTa,
MOJIYYCHHOT'0 U3 pa3HbIX AS omnpeaenser
Jy4YlIUd OyTh

bgp as-local-count <2-64> KOHTEKCTHBIN OmpenensieT KOJIMYECTBO 3HAYECHUH
cobctBenHo# AS B atpubyTte AS-path

bgp bestpath ... KOHTEKCTHBIH V3meneHue anroputma BeIOOpa JTyHIIEro
YTH

bgp client-to-client reflection KOHTEKCTHBIN Bruttouenue poiu pediekropa

bgp cluster-id <1-4294967295> KOHTEKCTHBIN Yka3zaHue HoOMepa KiiacTepa

bgp confederation identifier <1- KOHTEKCTHBIH VYkazanue HoMepa KoHpeaepanuu

65535>

bgp confederation peers <1- KOHTEKCTHBIN VYkazanue cocezeil B KoH(penepamuu

65535>

bgp config-type {standard | KoH(UrypanuoHusiii | OnpenesneHue TUITa KOHPHUTYPAIHH, [0

ecorouteros} YMOJIYaHUIO BKJIFOYEHA €COrouteros, as
nepenadu aTpudyta community
ucnosip3yercs tun Standard

bgp dampening ... KOHTEKCTHBIH Hacrpoiika monaBieHns: HeCTaOMIBHBIX
MapIIpyToOB
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Komanna Pexum Onucanue

bgp default local-preference <0- | koHTeKCTHBII Vkazanue 3HaueHus arpudyra local

4294967295> preference

bgp deterministic-med KOHTEKCTHBIN Cpasuenue atpudbytoB MED st mapuipyTa,
MOJTyYE€HHOTO U3 OHON AS; aTpuOyTHI
weight, local preference, AS-path u origin
JIOJDKHBI OBITh PaBHBI

bgp enforce-first-as KOHTEKCTHBII Update coo0rrieHne, KOTOPO€E MPHUIILIO HE OT
cocenHell ckoH(UTYpupoBaHHO# AS, OyneT
0TOpPOIIICHO

bgp fast-external-failover KOHTEKCTHBIN Mowmenranbhslii copoc BGP ceccun npu
nmajieHuy naTepdeiica

bgp nexthop-trigger delay <1- KOH(UTypannoHHbIH | YCTaHOBKA 3aCP)KKH HA H3MEHEHUSI

100> napametpoB B BGP tabnuue npu kakux-muoo
U3MEHECHHUSX TTAPAMETPOB Y COCETHETO
MapIIpyTu3aTropa

bgp nexthop-trigger enable KOH(HUTYpannoOHHbIH | BKITIOYeHHE CrIeUaIbHOr0 MOHHUTOPHHTA
ajipeca coceza

bgp rfc1771-path-select KOH(UTYpaluoHHbIH | BriroueHne anroputma BIOOpa JTy4IIETO
nytu coryiacHo RFC 1771

bgp rfc1771-strict KOH(UTypannoHHbIi | YcTaHoBKa arpudyTa 0rigin cormacuo RFC
1771

bgp router-id <agpec> KOHTEKCTHBIN Vxazanue BGP unentudukaropa
MapIuIpyTu3aTropa

bgp scan-time <0-60> KOHTCKCTHBIH 3HaueHUEe HHTEPBAIa CKAHUPOBAHHUS
JOCTYITHOCTH MapIIpyTOB B TaOJIHIIE
MapmpyTuzanuu (mo ymomdanuio 60 cex)

distance bgp <1-255> <1-255> KOHTCKCTHBIH YcraHOBKa 8 IMUHUCTPATUBHBIX PACCTOSIHUIM

<1-255> Juis external, internal, local mapipyToB

max-paths {ebgp | ibgp} <2-64> | KOHTEKCTHBII MaxkcuManbHOE KOJHUECTBO BO3ZMOKHBIX
MapIIpyToB, KOTOPbIE CUUTAIOTCS PaBHBIMHU

mpls-resolution KOHTEKCTHBIH ABtomartnueckoe co3xanue FTN 3amucu aiist
npedukcos, nonyueHHbIX oT BGP coceneit

neighbor <angpec> activate KOHTEKCTHBIN AKTHBaIIUS COCEJICKUX OTHOIICHUH MPH
koHpurypuposanuu address-family

neighbor <agpec> advertisement- | KOHTEKCTHBIH VYka3aHne MUHUMAJIBHOTO UHTEPBAIa Ui

interval <0-65535> ormpasku Update cooOrieHuit

neighbor <aapec> allowas-in <1- | KOHTEKCTHBIH VYkazaHue Ha pexiamy npedruKcoB

10> (MapmpyTOB) aXKe €CIIA UX UCTOYHHK B TOM
xKe AS

neighbor <agpec> as-0rigination- | KOHTEKCTHBII Ykazanue MUHAMAJILHOTO HHTEPBAa s

interval <1-65535> ormpaBku AS-origination Update coobrenuit

neighbor <agpec> attribute- KOHTEKCTHBIN ITpy n3MeHEeHNH 3HaYeHUH aTpUOyTOB

unchanged [as-path | next-hop | OTIIPABIISITH 3HAUYEHHS 110 YMOTYaHUIO

med]

neighbor <anpec> capability KOHTEKCTHBIN Bxurouenue TuHaAMIYECKUX BO3MOXKHOCTEH

dynamic JUISL OTIPEICJIEHHOTO Y312

neighbor <agpec> capability orf | KOHTEKCTHBIH Bxitouenue ¢punprpanun ORF u

prefix-list anoncupoBanusi ORF cocemsim

neighbor <agpec> capability KOHTEKCTHBIN BxiroueHue aHOHCHPOBaHUS TOIICPIKKH

route-refresh BO3MOKHOCTEI OOHOBJICHHSI MapLIPYTOB

neighbor <agpec> connection- KOHTEKCTHBIH VYcraHoBKa TaliMepa MOBTOPHOTO COCAMHEHUS

retry-time <1-65535> ¢ cocemroM (o ymomrganuio 120 cek.)

neighbor <agpec> default- KOHTEKCTHBIN OTtnpaBKa cocelly MapiipyTa 1o yMOJTYaHHIO

originate

neighbor <agpec> description KOHTEKCTHBIN Onucanue 1 COCEAHETO MapIIpyTU3aTOpa

(maxkcumyM 80 CHMBOJIOB)
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Komanna Pexum Onucanue

neighbor <aapec> disable- KOHTCKCTHBIH HeBo3M0okHOCTH 33/1aTh OeckoHeuHbIi hold-

infinite-holdtime time

neighbor <agpec> disable- KOHTEKCTHBIT OTKIII0YeHNE TPOBEPKH HA COBMECTUMOCTD

capability-negotiate BepCHii MPOTOKOINA (OTKIIFOYEHA 110
YMOJYaHHUIO)

neighbor <aapec> ebgp-multihop | KoHTeKCTHBIH Ycranoska 3nHaueHust TTL B BGP makerax

<1-255> pu eBGP ceccun

neighbor <agpec> enforce- KOHTEKCTHBIH Brxurrouenne npuHyIUTETFHOTO HEMPSMOTO

multihop COCE/ICTBA

neighbor <agpec> local-as <1- KOHTCKCTHBIHN Ykazanue HoMepa JIoKabHOU AS

4294967295>

neighbor <agpec> maximum- KOHTEKCTHBIH KoHTponb KoauvecTBa MPUHUMAEMbIX

prefix <1-4294967295> MapIIpPyTOB OT coceia

neighbor <agpec> next-hop-self | KOHTeKCTHBII Ortnpaska napopmanuu o Next-Hop cocemsim
iBGP

neighbor <ampec> passive KOHTEKCTHBIN BximroueHne macCHBHOTO peKHMa

neighbor <agpec> password KOHTEKCTHBII 3amanne MDS mapons nns ayreHTHGUKAIAN
(maxcumyM 80 cCMMBOJIOB)

neighbor {mms | anpec} peer- KOHTEKCTHBII Cosznanvie Tpynimsl cocesieil/nooaBieHre B

group <ums> rpymmy

neighbor <agpec> port <0- KOHTEKCTHBII VYkazanue BGP nmopra st cocena

65535>

neighbor <agpec> remote-as KOHTEKCTHBII 3amanue HOMepa AS cocena

neighbor <agpec> remove- KOHTEKCTHBII VYnanenue AS 13 IPUBATHOTO AWATNIA30HA MPH

private-AS OTIpaBKe OOHOBJICHUI

neighbor <aapec> route-reflector- | konTekcTHBIH Bxrouenue posin peiekTopa U yKkazaHue

client cocena B pOJIH KJIIMEHTa

neighbor <agpec> route-server- KOHTEKCTHBIH VYka3zaHue cocesia B Ol CepBep-KIHEHTa

client

neighbor <angpec> send- KOHTEKCTHBIN Ornpaska atpubyTa community

community

<both/extended/standard>

neighbor <agpec> shutdown KOHTEKCTHBIN AnMmuHHCTpaTUBHOE BhIKIIOUeHUEe BGP
OTHOIIIEHUH

neighbor <aapec> soft- KOHTEKCTHBIN BrirroueHue nOKaIBLHOM 0a3bl JaHHBIX UL

reconfiguration inbound MPUHSTBIX MapIIPyTOB

neighbor <agpec> timers <0- KOHTEKCTHBIH 3ananue keepalive, hold u connect Taiimepos

65535> <0-65535> [connect <1-

65535>]

neighbor <angpec> transparent-aS | KOHTEKCTHBII Bxnrodenune pexxuMa mpozpadHoil AS, He
BKJIIOUYATh 3HaUYE€HUE cOOCTBEHHOU AS B
arpudyT AS-path

neighbor <agpec> transparent- KOHTEKCTHBII Bxnrouenue pexxuma mpospadHoit AS, He

nexthop yKa3bIBaTh cedst B kauecTBe Next-Hop k
MapupyTy

neighbor <agpec> unsuppress- KOHTEKCTHBIH Peknama Gonee crienuduyeckux MapuipyToB

map <uMs rpynnbr> JUIsL coceia MPH CO3IaHHOM CyMMapHOM
Mapuipyre

neighbor <agpec> update-SOUrce | KOHTEKCTHBII VYkazanue untepderica s co3ganus TCP-

<agpec> ceccuu

neighbor <agpec> weight <0- KOHTEKCTHBII 3ananue arpudyTa weight

65535>

network <aapec> KOHTEKCTHBII YkazaHue nojacere 4 peKiamsl

redistribute {connected | isis | rip | | KOHTEeKCTHBII Peauctpubynust B BGP

static}
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Komanna Pesxkum Onucanue
synchronization KOHTEKCTHBI BkirogeHne pexuMa CHHXPOHU3AIMN
timers bgp <0-65535> <0-65535> | KOHTEKCTHBII 3ananue keepalive u hold TaiimepoB

13.6.10BGP. Komanasl npocMoTpa

Komanzasl npocmoTtpa uHopmanuu o HacTpoikax u craructuke nporokona BGP mpencrasiens B

TabJIMLIEe HUXKE.

Tabnuua 58
Komanna Onucanue
show bgp statistics BBIBOJT CTATHCTHYECKUX JTAHHBIX
show ip bgp BeiBogut BGP tabnuity

show ip bgp <aapec cetn>

BreiBoauT MHQOpMAIHIO 0 KOHKPETHOM MapIipyTe

show ip bgp attribute-info

OTtob6paxkaeT nHpOPMAIHIO 000 BCEX BHYTPEHHHUX
aTpulyTax

show ip bgp community

BBIBOIUT CIIMCOK MapLIpyTOB, IPUHAJIEKAUX K
KOHKPETHOMY COOOIIECTBY

show ip bgp community-info

BriBoguT MHGOpPMAIIHIO 0 COO0IIEeCTBaX

show ip bgp dampening {dampened-paths | flap-
statistics | parameters} vrf {<vrf-name> | all |
default}

BriBoauT MH(POPMALIHIO O TOAABICHUN
HECTaOUIBHBIX MapIIPYTOB

show ip bgp filter-list

BrIBOOUT CIMCOK MapIpyTOB, COOTBETCTBY IO
AS-path cimcky

show ip bgp ipv4 <unicast/multicast> ...

BeiBon nHbopmarmu st address-family

show ip bgp neighbors

BreiBoaut na(opmanmo 060 Bcex
CKOH(UTYPHUPOBAHHBIX COCEIISIX

show ip bgp neighbors <address>advertised-routes

BriBoguT na(pOpMAIHIO 0 peKIaMUPYEMBIX
MapIuIpyTax, KOTOpbI€ IPOIUTH UCXOSITYIO0
(bupTpaImo

show ip bgp neighbors <address> routes

BriBoaut na(GOpMAIHIO 0 MOTyYaeMbIX
MapuipyTax, KOTOpbIE MPOILITH BXOISIIYIO
(bunpTpaImo

show ip bgp neighbors <address>received-routes*

BriBogut nadopManuio o noaydaeMblx MapLpyTax
JI0 KaKUX-JIM0O BXOJHBIX (DHIIBTPOB

show ip bgp paths

OtobpakaeT HHPOPMAIMIO O MapIIPyTax A
JIOKaJIbHOTO MapLIpyTH3aTopa

show ip bgp prefix-list

BBIBOIUT CIMCOK MapuIpyTOB, COOTBETCTBYIOIINI
CIHCKY NpedHKCcOoB

show ip bgp regexp

BBIBOIUT CIIMCOK MapIpyTOB, COOTBETCTBY IO
PEryJIIPHOMY BBIPAXKEHUIO

show ip bgp route-map

BreIBOANT criMCOK MapHIpyTOB, COOTBETCTBYIOIIUI
KapTe MapHIpyTOB

show ip bgp summary

OrobpaxaeT cocTostHUE Bcex coenuHeHnii BGP

13.6.11Dampening

[TonaBnenue nepexiroyaronuxcs MapupyTon (dampening) — 3T0 HHCTPYMEHT yTIpaBJeHMUS,
npeJHa3HauYeHHbIHN U1 yMEHBIIEHUS HECTAOUIBHOCTH U HEXKeJIaTeNIbHBIX KOJeOaHHii B CETH.
HexenaTenbHble epeKIIOYEHHS] MAPIIPYTOB BO3HUKAIOT B CIy4yae, KOr/ia MapIIpyThl TO
MOSIBJISIFOTCS B TAOJIUIE MapLIPyTHU3allMH, TO MIPONAAAI0T. DTO MOXKET ObITh BHI3BAHO OOPHIBAMHU
JIMHKOB, OIIMOKaMH B paboTe yCTPONCTB, HEPAaBUILHON HACTPOMKOM 000py10BaHUS U T.I1.

[Nepexmtovaroniyecs MapUIpyThl B TAOIUIE MAapLIPyTU3aLMU MTOBBIIAIOT HATPY3Ky Ha MPOLIECCOPHI
CETEBBIX YCTPOMNCTB, UTO MOKET MIPUBECTH K OoJiee cepbe3HbIM IpobiieMaM B ceTh. Vcnonb3oBaHue
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TEXHOJIOTMH MOJABJICHUS TEPEKIIOYAIOIINXCS MAPIIPYTOB SIBISETCSA XOPOIIEH HHXKEHEPHOU
IPAKTUKOM, KOTOPYIO MOYKHO BCTPETUTD B CETAX Y MHOTUX ITPOBANIEPOB.

[Tepexmrovaromuiicss MapmIpyT 3a Kaxa0e MepeKIIIoueHUe monydaeT mrpadHeie 0amisl. ITu
mrpadHble 6ajibl CyMMHPYIOTCS B peallbHOM BpeMeHHU. Kora npeBbliaeTcs ycTaHOBICHHBIH
"mpezen A1 noAaBIeHus ", HECTaOMIIbHBIA MapIIPYT UCKIIFOYAETCSl M3 aHOHCUPOBAHUSI.
HaxonnenHslii MappyTom mrpad aBTOMaTHYECKH YMEHbBIIAETCS CO BPEMEHEM Ha OCHOBAHUU
3agaHHOTO "BpeMeHu ymeHbleHus mrpada sasoe” (Half-life time). Korna 3nauenue mrpada
CTaHEeT HWXKe "pezena Juisd IOBTOPHOI'O UCIOJIb30BaHUsA" M0/1aBlIeHNE OyAeT CHATO, U MapIIPyT
CHOBA CTaHET AaHOHCUPOBATHCSI.

[Tocne Toro kak 3HaueHue mrpada A1 MapuIpyTa CTaHeT MEHbIIIE TIOJIOBUHBI "TIpeena Jiis
MOBTOPHOTO UCIOJIb30BaHus", UH(DOPMAIIKS O MTOAABICHUN MapIIpyTa YIAAISIETCS U3
MapIIpyTH3aToOpAa.

JIiist 3ajaHKs TAPAMETPOB OTKITFOUCHUS TIEPEKITFOYAOIIIXCST MAPIIPYTOB B KOHTEKCTHOM PEXUME
KoH(UTrypupoBaHus bgp-mapuipyTu3aropa Ucrob3yercs komanaa bgp dampening {route-map
<ROUTE-MAP-NAME> | <REACHIBILITY-HALF-LIFE-TIME> <REUSE-VALUE>

<SUPPRESS-VALUE> <MAX-SUPPRESS-VALUE> <UN-REACHIBILITY-HALF-LIFE-

TIME>}. Komanaa Takke Mo3BOJISIeT B SBHOM BHJIE YKa3aTh KapTy MapIIpyTOB JUIs OIaBJICHUS.

Tabnuua 59
IMapametp Onucanue

<ROUTE-MAP-NAME> WMs xapThl MapIIpyTOB A7 MOAABIECHUS

<REACHIBILITY- Bpems mocTymHOCTH B MEHYTAaX, 32 KOTOpOe mTpad YMEHBIIAETCS BABOE

HALF-LIFE-TIME> (default reachability half-life time). Tlomyctumsiii uanason 1-45.
3HayeHue Mo yMoJa4aHuio - 15

<REUSE-VALUE> 3HadeHue mpejena i MOBTOPHOTO UCTIONB30BaHmsI MapiipyTa. Kormga
3HavYeHue mrpada ormycKaeTcst HUKe 3TOro 3Ha4EHUsI, MapIIpyT IepecTaeT
noAaBisThCs. JJomyctumerit auamazod 1-20000. 3HayeHne Mo yMOTIaHUIO
750

<SUPPRESS-VALUE> 3HavyeHue npezena Uit nofasneHus Mapipyta. Korna 3Hauenue mwrpaga
MPEBBILIAET 3TO 3HAYCHUE, MApIIPYT MojAaBisieTcsl. JlomyCTUMBIN Anana3oH
1-20000. 3rauenue o ymomrganuto 2000

<MAX-SUPPRESS- MakcuMalbHas IPOA0DKUTEIILHOCTD MOJIaBJICHHS CTAOMIIBHOTO MapIipyTa

VALUE> B MUHYTax. JlomycTUMBIN quana3oH 1-255. 3HaueHne o yMOI4aHuio B 4
pa3a OoJbllle BpEMEHH JIOCTYITHOCTH, 32 KOTOPOE MTpad YMEHbIIAETCS
BaBOE, i 60 MUHYT

<UN-REACHIBILITY- BpeMs HeTOCTYITHOCTH B MUHYTaX, 32 KOTOPOE IITpad) YMEHBIIACTCS

HALF-LIFE-TIME> BrBoe. Jlomyctumelii quanazon 1-45. 3HadeHue mo ymordanumo - 15

ITpumep:

#configure terminal
(config) #router bgp 11
(config-router) #bgp dampening 20 800 2500 80 25

13.6.12Background BGP scanners

JlanHble mapaMeTpsl 0TBeUaroT 3a ckanupoBanue tadsmi BGP RIB u [P RIB mapmpyTtuzaropa, a
TaK)Ke 32 COPTUPOBKY, OTIPABKY U yaajeHue 3anuceid u3 Hux. Kak nzsectno, BGP ucnonssyer
TOJILKO MapLIPYTHI C JOCTYITHBIM hext-hop U B ciyyae ero MCUe3HOBEHHUS yANISET MOACETH U3
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TabuIl. DTH ISHCTBHS ONPEAEAIOTCs 3HaYeHneM taiitmepa background bgp next-hops, mo
YMOJIYaHHUIO BCE MapIIpPyThl IPOBepstoTcs 1 pa3 B 60 CexyH]I.

W3MeHHuTh 3HaYEHUS TAaHHOTO TaliMepa MOXKHO B KOHTEKCTHOM PEXHUME KOH(UTYPUPOBaHUs bgp
KoMmaH 101 bgp scan-time next-hops <0-60>. [1pu yka3anuu 3HaueHus 0 ckaHupoBaHue OyeT
OTKITFOUYEHO.

ITomumo noctynHoctu next-hop BGP ckanupyet Tabiauibl MapipyTu3aTopa Ha MpeaMeT HaIndus
HOBBIX cTatnyeckux 3anuceid u mapuipyta 0.0.0.0. DT neficTBUs oNpeAensoTcs 3HAUEHUEM
taiimepa background bgp networks, mo ymondanuto Bce MapiipyThl nmpoBepsitoTcst 1 pa3 B 15
CEKYH/I.

3mennTs 3Ha4YeHUs JaHHOT'O TaﬁMepa MOXHO B KOHTCKCTHOM PEIKHUME KOH(bI/Il"ypI/IpOBaHI/I}I bgp
KomaHn10i bgp scan-time networks <15-60>.

Jlia camoxenust Harpy3ku Ha CPU ycTpoiicTBa ceTeBoi MHXKEHEP MOXKET BHICTABUTh MaKCUMaJIbHbBIE
3HAYEHUS TaMEpPOB CKaHUPOBAHUS, HO IIPU ATOM OYJET YBEIHUEHO BPEMs CXOAUMOCTH CETH.

13.6.13Komanasl clear

JIs1st 04rMCTKH HH(GOPMAIIUH O MOJAaBICHUH HECTAOMIBHBIX MApIIPyTOB st poToKoaa BGP mst
BeIOpanHO#t cetn win VRF npennasnadena komansa clear ip bgp dampening, 3amyckaemas B
aIMUHUCTPATUBHOM pexkume. CHHTaKCHC KOMaH Ibl clienyromuii: clear ip bgp dampening
[<ADDRESS>[/<MASK>] | ] [ vrf {<VRF-NAME> | default | all} ].

Ta6muna 60
ITapamerp Onucanue
<ADDRESS>/<MASK> OunctuTh HHPOPMAIIHIO IS TIOJICETH C YKa3aHHBIM [P 1 Mackoid,
Harnpumep, 35.0.0.0/8
vrf {<VRF-NAME> | Ouwnctuth uHGOpMAaIHIO 0 cyimHOcTH VRF - ¢ yka3aHHbIM HMEHEM
default | all} VRF-NAME, BeiOpanHoii mo ymomuanuto (default) wmm muis Bcex
VRF-cymuocreii (all)
IIpumep:

|#clear ip bgp dampening 35.0.0.0/8

Jlnia ounctku nHpopmanuu o nporokosie BGP (craructuku u ganssix no 1Pv4) npennaznayena
rpynna komana clear bgp, 3anmyckaemasi B aIMUHUCTPATUBHOM PEKHME.

JIJisl OYMCTKH CTAaTUCTHKKM CHHTAKCHC KOMaH bl clieaytomumii: clear bgp statistics.
Jlns ourcTky AaHHBIX 10 IPv4 cuHTakcuc koMaH bl ciaenyronuii: clear bgp ipv4 {multicast |

unicast} { * | <AS-number> | <ADDRESS>[/<MASK?>] | flap-statistics {
<ADDRESS>[/[<MASK>] | vif {<VRF-NAME> | all | default} } }.

Tabmuma 61
Iapametp Onucanne
<ADDRESS>/<MASK> IP-anpec monceTn u macka, Harmpumep, 35.0.0.0/8
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ITapameTtp Onucanne

multicast | Bri6pats pesxxum multicast nim unicast

unicast

<AS-number> Howmep aBTOHOMHOH cucTeMbl B auana3ose oT 1 10 4294967295

flap-statistics O4YHCTUTH CTATUCTHKY IO MEPEKITIOYAIOIIMMCS MapIIpyTaM BEIOpaHHOH 110
anpecy u macke (ADDRESS/MASK) nnn nmenun
(VRF-NAME) cymHocth, Bcex cyuiHocteid (all) wmu cymnocTs o
ymomyanuto (default)

IIpumepsr:

fclear bgp statistics
#clear bgp ipv4 unicast flap-statistics all

13.6.14BGP Blackhole

B xauectBe onHoro n3 meto10B 3amuthl oT DDoS arak B EcoRouterOS npenycmorpen
¢dynkunonan oropaceiBanus Tpaduka yepe3 Null-uarepdeiic myTem ero moacTaHOBKH B KaYeCTBE
aapeca crnenytouiero ysna st BGP-mapiipyTos. [Tonobuslie cuenapuu sBisitoTcs 3pPeKTHBHBIM
CPEICTBOM OOPHOBI C KPYITHBIMHU M MAaCIITAOHBIMH aTaKaMH, IICJIbI0 KOTOPBIX SBIISICTCS JIOBECTH
aTaKyeMylo CeTh JI0 «0TKa3a B 00caykuBaHum». bosee moapoOHyro HHGOpPMAIIIIO O BCeX
MIPEUMYIIIECTBAX M HEOCTATKAaX ATOro (DyHKIMOHATIA MOXKHO HalTH B IHTEpHETE.

Hwxe paccmarpuBaercst npumep crieHapust U Kondurypanuu EcoRouter.

192.168.0.0/24

{--—---—

Server
10.10.10.10

Pucynok 16

Homyctum, uto 3noymeinieHHUK PC u3 cetn 192.168.0.0/24 mogaeT orpoMHOE KOJTUYECTBO
tpaduka B BGP AS na Server 10.10.10.10/32, meiTasich BeI3BaTh HEpabOTOCIIOCOOHOCTH CEpBEpA.
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3ajaua CBOIUTCS K TOMY, UTO HEOOXOIMMO ¢ ycTpoiicTBa R1 ormpaBuTh pekitamy 06 aapece
10.10.10.10/32 ¢ onpeneneHHbIM HOMEpOM aTpuOyTa community. Mapmpytuszarop EcoRouter
ECO-2, npuHsB pekiamy ¢ 3THM MapUIpyToM, J0JDKEH OOHOBUTH naHHbie B RIB u Hayath
orOpacsIBaTh Bce makeThl, npuxoasnme ¢ PC B cropony agpeca 10.10.10.10/32. Kondurypauus
ECO-2 MOXeT BBITJISAAETH CIEAYIOMNUM 00pa3oMm:

ecorouter#sh running-config
|
ﬁo service password-encryption
|
ﬂw mgmt ip 192.168.255.1/24
|
ip vrf management
|

mpls propagate-ttl
|
security default

security none vrf management
|
ip pim register-rp-reachability
|
router bgp 1

redistribute connected

neighbor 1.1.1.1 remote-as 1

neighbor 1.1.1.1 soft-reconfiguration inbound
neighbor 1.1.1.1 route-map BLACKHOLE in

|

ip route 9.9.9.9/32 Null
|

ip community-list 66 permit 1:777
|
route-map BLACKHOLE permit 10
match community 66

set ip next-hop 9.9.9.9

|
route-map BLACKHOLE permit 20
|
line con O
line vty 0 39
|

traffic-class default
|

port tel

lacp-priority 32767

mtu 9728
service-instance 1
encapsulation untagged
|

port tel

lacp-priority 32767

mtu 9728
service-instance 1
encapsulation untagged
|
interface 1
ip mtu 1500
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connect port tel service-instance 1
ip address 1.1.1.2/24

|
interface 2

ip mtu 1500

connect port tel service-instance 1
ip address 192.168.0.1/24

vrf management

OOparuTe BHMMaHUE Ha cTatudeckuii MapipyT B Null-urrepdeiic u unctpykimio set ip next-hop
9.9.9.9 B kapTe MapuIpyTOB. DTO TIABHBIE YCIOBHS JUIsl yCTAHOBKH PEKypCUBHOTO MapiipyTta B RIB
yepe3 Null-unatepdetic. [Ipumep BpIBOA TAOIUIIBI MAPIIPYTH3AIIUHN:

ecorouter#sh ip ro
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area
* - candidate default
IP Route Table for VRF "default"
1.1.1.0/24 is directly connected, 1
9.9.9.9/32 [1/0] is a summary, Null
10.10.10.0/24 [200/0] via 1.1.1.1, 1, 00:08:45
10.10.10.10/32 [200/0] via 9.9.9.9 (recursive blackhole), 00:08:45
192.168.0.0/24 is directly connected, 2
Gateway of last resort is not set

QW W n O

B npumepe ucnonsiosaics nporokon iBGP, npu Heo6XoaAMMOCTH 3TOT PYHKIIMOHAT MOXKHO
ucnonb3oBath 1 B eBGP Tononoruu, ogHaxo, 171 co3AaHUs peKypCcUBHOTo MapiipyTa uyepes3 Null
notpedyercs ykazaHue koMas sl neighbor <agpec> ebgp-multihop <3mayenue> nns cocena,
KOTOPBIii OTChLIAeT HHPOPMALHIO O MapLIpyTe ¢ aTpHOyTOM COmMmunNity (B mpuMepe aapec cocesia
1.1.1.1) mim coznate loopback-untepdeiic Ha EcoRouter ¢ anpecom u3 mojiceTu UCroab3yeMoro
BGP next-hop B kapte MapuipyToB (route-map).

13.7 Kaptsl MmapmpyToB

KapTtbl MapuipyToB (route-map) NpuMeHsIoTcs Ui yIpaBieHus: popMUpOBaHHEM U U3MEHEHUEM
TaOJIMI MapLIPYTU3aLlMH, a TAKXKe MPOIECCOM Iepeaud MapipyTHO nHpopmanuu 1o cetu. OHU
MO3BOJISIIOT HAKJIA/(bIBATh OIpe/Ie/IEHHbIE TPeOOBaHMs HAa aHOHCHpYEeMble MapIIpyThl. Ecin
MapIpyT yIOBJIETBOPSET YCIOBHIO, YKa3aHHOMY B KOHCTPYKIIMH Match, To OyeT BBIMOIHEHO
HEKOTOPOE JEMCTBHE, KOTOPOE CETEBOM aMUHUCTPATOP YKa3bIBA€T C TIOMOIIbIO KOMaH bl Set.

13.7.1 Hacrpoiika kapT MapuIpyToB

Coznanue KapT MapuipyToB OCYIIECTBISIETCS B peKUMe KOH(DUTYypupOoBaHUs MapiipyTuzaropa. B
ATOM pEKHMME BBOJIUTCS KOMaHAa route-map u uMs KapThl MapuipyTa. [lanee 3amatorcs yciaoBus,
KOTOPBIM JOJI’KHA YAOBIETBOPSATH MapIIpyTHas HHPOPMAIIHS, U YKA3BIBAIOTCS KIIOUYEBBIE CIIOBA
permit (paspemruts) wiu deny (3anperuts). [Tocie yero HeoOX0AUMO 3a1aTh HOMEpP OIEpaTopa.

CuHTaKCHC KOMaH/Ibl CO3JaHus KapThl MapUIPYTOB: Foute-map <ums> permit/deny <nomep
omepartopa>.
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[Tocne 3Toro B KOHTEKCTHOM peXUMe KOH(UTYPHUPOBAHUS route-map MO>KHO 33JaTh YCIOBUS U
JEHCTBUS, OCYIIECTBIISIEMbIE PU CPpadaThIBAHWN JAHHBIX YCIOBUN. DTH MapaMeTphl 3a1at0TCS B
nape yclioBue-/1eicTBuE.

EcoRouter (config) #route-map <mma> permit/deny <HOMep>
EcoRouter (config-route-map) #match <ycmorue>
EcoRouter (config-route-map) #set <pmercrBue>

Ecnu ipu cozmannu KapThl MApIIPYyTOB HOMEP HE OBLI 33J1aH, TO [0 YMOJYaHHUIO OH OYJIET paBeH
10. st koHGUTYpUPOBaHUS CIEAYIOMINX YCIOBUN 1 MTPaBUJI TOU XKe route-map HOMEp JI0JDKEH
OBITh 3aJ1aH 3 IMHUHUACTPATOPOM BpyuHY0. C MOMOIIBI0 KOHCTPYKIIMK MatCh MOXHO POBEPUTH
YCIIOBUS, TIEpEUYHCIICHHbIC B TAOIUIE HIKE.

Tabnuua 62
Ycnosue Onwucanue
as-path Hanmuaue 8 BGP mapmpyte atpudyTta AS-path, KoTopbIil conep kUt naHHBIE,
COBIAIAIONINE C YKa3aHHBIMH B iP as-path access-list
community Hanuune 8 BGP mapmipyte atpubyTa community, KOTOPBIH CONEPKHUT JaHHBIE,

COBIAAONIME ¢ YKa3aHHBIMU B IP community-list

extcommunity

Hanmuaue 8 BGP mapmpyTte atpnOyTa extcommunity, KOTOPBI COTEPIKUAT
JIAaHHBIE, COBMAIAIOINE ¢ YKa3aHHBIMH B ip extcommunity-list

interface

CoBnajieHne ¢ BEIXOJHBIM HHTEP(EHCOM JIOKAILHOTO MapIIpyTH3aTopa Ha
OCHOBE TaOJHIIBI MAPIIPYTU3AITUI

ip address <policy-
filter-list>

Comocrasnenue npedukca ¢ policy-filter-list

ip address <prefix-
list>

Cormocrapnenue npedukca ¢ prefix-list

ip nexthop IpoBepsieTcst Next-hop agpec mMapiipyTa

ip peer [posepsiercs BGP cocen s onpeneneHHOro npedukca

metric [IpoBepseTcsi METpUKa MaplipyTa

origin [TpoBepsieTcst 3HaueHue aTprOyTa origin

route-type Iposepsier Tun mapuipyta aast OSPF u IS-IS (external, internal, type-1, type-2)
tag [IpoBepsieTcs Ter yCTaHOBJICHHBIH JIUIsl MapIIpyTa paHee

C MMOMOIIIBKO KOHCTPYKIIHNHU Set MOXHO BEIIIOJIHUTh clIeayronue JIENCTBHUS:

e ycraHoBMTH 3HaueHus1 BGP atpulyToB (moapobHee 00 ycTaHOBKE aTpHOyTOB IyTH Yepe3

napametp set uuraiite B paznene BGP);
e YCTaHOBMTbH YPOBEHBb MapIuipyTa Juis nmpoTokona IS-IS;
e u3MeHuTh U MeTpuku B OSPF u IS-IS ¢ momonisio koHCTpyKInu metric-type;
e IPOTETMPOBATH MApLIPYT C IOMOILIBIO KOHCTpyKLnH tag.

13.7.2 OOpaboTka 3anuceil B KapTaX MAPIIPYTOB

3anucu B KapTe MapIIpyToB 00pabaThIBatOTCs MO MOPSAKY, CBEPXY BHM3, KaK U B Clly4yae
CTaHJIaPTHBIX UM PAaCHIMPEHHBIX CIMCKOB JocTyna. Eciu 06HapykeHO COOTBETCTBHE MaplIpyTa K
KaKoMY-JIH0O yCIIOBHIO B CIIMCKE, JajbHENIIas MPOBEpKa CIKcKa mpekparaercs. Hymepanus
3anucel MPUMEHSETCs TOJIBKO JJIsl TOTO, YTOOBI BCTABIISITh UM YAAJIATh HY>KHbIE 3alllCH B route-
map UCIoJb3ys napaMmerp NO. Eciu B ocienHel 3anucu route-map ykas3arhb IIyCTOE YCIOBHE €
KJTFOYEBBIM CIIOBOM PEIrmit, To Bce BapuaHTHhI, HE ONMMCAHHbIC B MIPABIJIaxX, OyIyT JOMYCTUMBIMU.
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Ecnu Takas cTpodka OTCYTCTBYET B route-map, TO BCE BapUaHThI, HE ONHUCAHHBIE B ITPaBUIIax, 110

YMOJIYaHUIO

OyayT 3anperieHsbl (mpumeneH deny).

st TOro, yTo0B! CKOH(UTYPHUPOBATE route-map, KoTopas OyJeT ycTaHaBJIMBaTh TET 7 B
equHcTBeHHBIH MapmpyT 10.0.0.0/8 u ynansate cetn 11.0.0.0/8 11.0.0.0/24 u3 anoHCa MOTPeOYIOTCS

CIIEQYIOIIE KOMaHbI:

EcoRouter (config) #ip prefix-list 1 permit 10.0.0.0/8
EcoRouter (config) #ip prefix-list 2 permit 11.0.0.0/8 le 24
EcoRouter (config) #route-map TEST permit 1

EcoRouter (config-route-map) #match ip address prefix-list 1
EcoRouter (config-route-map) #set tag 7

EcoRouter (config-route-map) #route-map TEST deny 2
EcoRouter (config-route-map) #match ip address prefix-list 2
EcoRouter (config-route-map) #route-map TEST permit 3

Jlig ynaneHus mocienoBaTeIbHOCTH 3 MOXKHO BOCIIONIB30BaThCs KoMaHa0il No route-map TEST

permit 3.

Jiis mpocMoTpa 0o01eit nHpOopMAaIiK [0 KapTaM MapIIPyTOB MCIIOJIb3yeTCs KoMaHnaa Show route-
map <ums>.

EcoRouter User Guide 158



LIRDP.RU

14 Cnucku xocryna

B EcoBNGOS ucnomns3yrorcst pa3inyHbie CIUCKU gocTyma. CIUCKH JOCTyTa MPEACTaBISIOT CO00M
Ha0Op TEKCTOBBIX BBIPAKEHUU-UHCTPYKIIUHA, KOTOPHIE TTO3BOJISIOT ""3aryIsIHYTh" BHYTPh
¢peiima/makeTa, COMOCTAaBUTh TEKCTOBOE MPABUIIO CITUCKA C IAHHBIMH B 3TOM COOOIICHHUH U Ha
OCHOBAHHMH 3TOTO MPUHATH PEIICHUE, UYTO JIeJIaTh ¢ 3TUM ¢dpeitmom/makeToM fgainee. B ECOBNGOS
MIPUMEHSIOTCS CIEIYIOIINe CITUCKHU TOCTyTa (KpaTKasi XapaKTepUCTUKa HIDKE, 0oJiee MoIpoOHO O
paboTe ¢ KaKIbIM B COOTBETCTBYIOIIMX pa3jiesaX HaCTOALIETO pyKOBOJICTBA):

o Policy-filter-list;
o Filter-map;
e Prefix-list.

Policy-filter-list npumensitoTcs pu GUITBTPAIK MAPIIPYTHBIX MOJUTUK B PA3JIMYHBIX TPOTOKOIAX
IOHMKACTOBOM M MyJIbTHKACTOBOW MapIIpyTHU3aIllH, HX peKJIaMe, peIUCTPHOYLIUH, 100aBICHIH
CTIeMANBHBIX TPaBWII IpU padboTe ¢ MapipyTHoil nHpopmanueir. Onu HE MOI'YT npumenstbees
17151 OJIOKMPOBKH WITH pa3pellieHHs IPOXOXKICHNS TpaduKa uepe3 MapIpyTU3aTop.

Filter-map npumeHstoTcs u1st OIOKMPOBKH WITH PAa3pELICHHs IIPOXOXKICHUS TPAH3UTHOTO Tpaduka
yepe3 Mapipyrtusarop. OHu Taxxke npumeHuMsl B ciieHapusix QoS, PBR u HTTP-penupexra.

Prefix-list mo ¢pyHkimoHanbHOCTH aHanoruunsl Policy-filter-list ¢ Toii suinb pasuuiei, 4o
IO3BOJISIOT ITOJIL30BATEIIO 00JIce THOKO YIIPABJISATh MACKAMHM TOACETENH. DTH CIIUCKHU THPOKO
NPUMEHSIOTCS ITPpU KOoHHryprupoBanuu BRAS.

14.1 Policy-filter-list

Policy-filter-list — ¢pyHkIrOHA, TO3BOISAIONINI CO31aBaTh CIIMCKH TPABII TS (HIBTPAIINH,
PETUCTPUOYIMH, CyMMAapU3aIlMK ¥ YIIPABJICHUS MAPIIPYTHBIMH [TOJMTHKAMH B PA3JIMIHBIX
MPOTOKOJIaX MapIIPyTH3AIHH.

CymnocTs policy-filter-list mpencrasnsier u3 cedst BApUaHT CIIUCKA TOCTYIIA, IJIe MOXKHO yKa3aTb
nub [P-anpec u ”HBEPCHYIO MackKy.

Crniucku GUIBTPOB CO3Aal0TCS B KOH(PUTYpALIMOHHOM pekume. B oiHOM cnicke GpUiabTpoB MOKET
CYIIECTBOBATH HECKOJIBKO MPABHII. AJJPEC CETH, KOTOPHIN MepenaeTcs B MapuIpyTHOM OOHOBIICHUH,
ykaszbiBaetcs ¢ wildcard.

Cunrakcuc coznanus u godasnenus npasui B policy-filter-list: policy-filter-list <PFL_NAME>
[deny | permit] <ADDRESS> <WILDCARD>.

Jns policy-filter-list moskHO 3amath onucanue komanaoit: policy-filter-list <PFL_NAME>
remark <DESCRIPTION>.

[MTapametpsr policy-filter-list omcansl B TabsmIle HUXKE.

Tabnuma 63

IMapametp Onucanue
PFL_NAME | Homep crimicka dbunbpTpanuyd. Hymepanus CIIMCKOB OCYIIECTBISICTCS U3 JUarazoHa ot 1 1o
99 u ot 1300 1o 1999
permit | deny | Tun npaBuia: paspemmuts (Permit) uiam 3anpetuts (deny)

EcoRouter User Guide 159



LIRDP.RU

ITapameTp Onucanne
ADDRESS IP-ampec cetn, 3amaercs B Buae A.B.C.D. Eciu moa nmpaBuiio JO/KHBI IOIAaTh BCE
azipeca, 3HaYCHUE apaMeTpa J0JDKHO ObITh any
WILDCARD | MuBepcuas Macka, 3agaetcs B Bune A.B.C.D

[Tocne co3mpanus ciucka GUIBTPOB, OH JIOJDKEH OBITH IPUMEHEH K ONPEeICHHOMY IIpoIieccy
MapIIpyTU3alKU Ha YCTPOHCTBE.

KOMaH,Z[I)I I[O63BJ'ICHI/I$I q)HJII)TPOB pas3in4arOTCAa B 3aBUCUMOCTHU OT IIPOTOKOJIA.

Tabnuna 64
Komanna Onucanue
Distribute-list Komanna nobapneHus criucka GuiIbTPOB B KOHTEKCT MapIIpy TH3AIH
<HOMEp> OSPF
In YkazaHne mpOMEHSTh CITUCOK (PHIBTPOB HA BXOT
Out YkazaHne NPUMEHSATH CIMCOK (DUIIBTPOB Ha BBIXOJ

14.1.1 ba3oBas koHurypaunus cnucka GuibTpoB

‘ecorouter(config)#policy—filter—list 99 permit 172.168.1.0 0.0.0.255

rae 99 — uMs TaHHOTO CITUCKa (PUIIBTPOB,

permit 172.168.1.0 0.0.0.255 — aprymeHT, yKa3bIBatOIIHii, 4TO MAPIIPyTHOE OOHOBIICHHE O TAHHOM
CEeTH pa3pelieHo.

[Tocne co3nanus cnucka GUIBTPOB OH AOJKEH OBITh MPUMEHEH K OIPEeIEHHOMY ITpOLeccy
MapIIpyTHU3alHHA HA YCTPONCTBE.

Komanzs! 1o6aBnenust puiabTpoB pa3inuyaroTcsi B 3aBUCUMOCTH OT MPOTOKOJIA.
14.1.2 Hacrtpoiika ¢puabTpauun MapmpyTHoii ungpopmanuu B BGP

Hacrpoiika cnimckoB ¢unbTpanuu aenaercs ananornyHo OSPF.

EcoRouter 1 EcoRouter 2

192.168.1.0/24

[Ipumenenue cnucka GUIbTPALUU OTIHYACTCS.

172.168.1.0/24

1 10.10.10.0

Pucynok 17

Jnst punsTpanuu MapupyTHeIX o0HOBIeHH BGP crincok puibTpoB mpumeHseTcs K
ONpEJIETIEHHOMY COCEly C YKa3aHUEM HallpaBJICHUSI.

IIpuMmep HacTPOKHU

Co3nan ciucoK (GHIBTPOB, KOTOPBIN OT(GMIBTPOBBIBAET BCE CETH, HauMHaromuecs Ha 192.

‘policy—filter—list 99 permit 192.0.0.0 0.255.255.255 ‘
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Cxondurypupoan nporiecc MmapmpyTtusanuun BGP, o0bsBIeHBI CETH U COCeH.

router bgp 100

network 10.1.1.0/24
network 10.2.0.0/16
network 172.64.1.0/24
network 172.64.2.0/24
network 172.64.3.0/24
network 192.1.1.0/24
network 192.1.2.0/24
network 192.2.3.0/24
network 192.128.1.0/30
network 192.129.1.0/30
neighbor 10.0.0.13
remote-as 200

Crcox GUIBTPOB MPUMEHSIETCS K COCEY C YKa3aHWEM HOMepa CIHMCKA U HAIPaBIICHUS
dbunpTparum.

|neighbor 10.0.0.13 distribute-1list 99 out

Takxum o6pazom, cocen 10.0.0.13 moydnt B MapmipyTHBIX OOHOBJICHUSX TOJIBKO CIIEAYIONIUE CETH:

network 192.1.1.0/24
network 192.1.2.0/24
network 192.2.3.0/24
network 192.128.1.0/30
network 192.129.1.0/30

14.1.3 Hacrtpoiika puabTpanuu MapmpyTHoii uHpopmanuu B IS-1S

Mexy mapripytuzaropamu 1, 2 v 3 HaCTpoeHa TWHAMHYECKAsi MAPIIPYTH3AIHS C TIOMOIIBIO
nporokona IS-1S.

EcoRouter 1 EcoRouter 2
192.168.1.0/24 a *
1 10.10.10.0/30 2
5

10.10.10.4/30

EcoRouter 3

172.16.10.0/24 =

Pucynoxk 18
B nmportoxkone IS-IS ¢punbTpanus MokeT 0CyIIeCTBISATHCSA TOTBKO B MPOIECCe PEIUCTPUOYIIHH.

Tekymas koH(UTYpaIs Ha MapIIPYTU3ATOPAX CICTYOIIAs.
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Mapmipytuzatop 1 paboTaer Ha epBOM YpPOBHE KaK MapIIPyTU3aTOP BHYTPH 30HEI.

EcoRouter l#show run

router isis 1

is-type level-1

net 49.0001.0000.0000.0001.00
|
interface e2

ip mtu 1500

ip address 192.168.1.1/24
ip router isis 1

|
interface el

ip mtu 1500

ip address 10.10.10.1/30
ip router isis 1

|
!
port tel

mtu 9728
service-instance 1
encapsulation untagged
no rewrite

connect ip interface el

Mapuipytuzarop 2 pabortaet Ha ypoBHe 1 u 2.

EcoRouter 2#show run
router isis 1
net 49.0001.0000.0000.0002.00
|
interface e2
ip mtu 1500
ip address 10.10.10.5/30
ip router isis 1
|
interface el
ip mtu 1500
ip address 10.10.10.2/30
ip router isis 1
|
port teO
mtu 9728
service-instance 1
encapsulation untagged
no rewrite
connect ip interface el
|
port tel
mtu 9728
service-instance 1
encapsulation untagged
no rewrite
connect ip interface e2

MapmpyTuzarop 3 paboTaeT TOIbKO Ha 2 YPOBHE.
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EcoRouter 3#show run
router isis 1

is-type level-2-only

net 49.0001.0000.0000.0003.00
|
interface e2

ip mtu 1500

ip address 172.16.10.1/24
ip router isis 1

|
interface el

ip mtu 1500

ip address 10.10.10.6/30
ip router isis 1

|
port tel

mtu 9728
service-instance 1
encapsulation untagged
no rewrite

connect ip interface el

BbiBoa Tabnui MapLIpyTU3aluy A5 TOIOJIOTHH.

EcoRouter l#sh ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default

IP Route Table for VRF "default"

C 10.10.10.0/30 is directly connected, el
i L1 10.10.10.4/30 [115/20] wvia 10.10.10.2, el, 00:00:21
C 192.168.1.0/24 is directly connected, e2

EcoRouter 2#sh ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default

IP Route Table for VRF "default"
C 10.10.10.0/30 is directly connected, el
C 10.10.10.4/30 is directly connected, e2
i L2 172.16.10.0/24 [115/20] wvia 10.10.10.6, e2, 00:00:02
i Ll 192.168.1.0/24 [115/20] wvia 10.10.10.1, el, 00:00:03
EcoRouter 3#sh ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
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i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area
* — candidate default

IP Route Table for VRF "default"

i L2 10.10.10.0/30 [115/20] via 10.10.10.5, el, 00:00:09
C 10.10.10.4/30 is directly connected, el

C 172.16.10.0/24 is directly connected, e2

i L2 192.168.1.0/24 [115/30] via 10.10.10.5, el, 00:00:09

Coznanne cnrcka GUIBTPOB 71 OTPAaHUYCHUS MapIIPyTHOTO 0OHOBJIeHUs o cetr 192.168.1.0/24
ot EcoRouter 1 x EcoRouter_3.

EcoRouter_ 3 (config) #policy-filter-list 20 deny 192.168.1.0 0.0.0.255 |

rae 20 — Homep crnucka (GUITBTPOB,
deny — 3anpeniarooumii apryMeHT,
192.168.1.0 0.0.0.255 — cetpb, MapmpyTHOE OOHOBJICHHE O KOTOPOI OrpaHHYCHO.

[Tocne aToro cnenyer pazMenieHre cucka GUIbTPOB B KOHTEKCT MAPIIPYTU3ALMU TPAHUYHOTO
MapuIpyTHU3aTopa.

EcoRouter 2 (config)#router isis 1
EcoRouter 2 (config-router)#redistribute isis level-1 into level-2
distribute-list 20

rae redistribute — koman1a nepepacnpeeeHNs] MapIpyTOB,

isis level-1 into level-2 — aprymeHT, yka3bIBaroIuii, 4To MapipyT 3abupaercs U3 isis BHYyTPH 30HBI
¥ [IepeIaeTCs 3a TPAHUIIBI 30HBI,

distribute-list 20 — aprymenT, yka3bIBarOIIUi Ha CO3JaHHBIN CITUCOK (DUIBTPOB C MMEHEM.

Pe3ynbpTaToM BBINOIHEHNS JaHHOW KOMaH/Abl OyAET OTCYTCTBHE MH(OPMAILIMK O TaHHOU CeTH
ra EcoRouter 3.

EcoRouter 3fsh ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default

IP Route Table for VRF "default"

i L2 10.10.10.0/30 [115/20] wvia 10.10.10.5, el, 01:35:24
C 10.10.10.4/30 is directly connected, el

C 172.16.10.0/24 is directly connected, e2
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14.1.4 Hactpoiika puabTpanuu MmapmpyTHoil ungopmamnuu B OSPF

Me:xny mapuipyTusaTopamu 1 1 2 HacCTpoeHa JUHAMHUYECKas MaplIpyTU3aLUs ¢ TOMOLIbIO

npotokoaa OSPF.

EcoRouter 1

EcoRouter 2

192.168.1.0/24

1 10.10.10.0

172.168.1.0/24

Pucynok 19

Tekymas koH(pUTypalys Ha MapUIPYTU3ATOPax CIAEAYIOLIAs:

Tabnuma 65

EcoRouter 1

EcoRouter 2

EcoRouter l#show run
|
router ospf 1
log-adjacency-changes
network 10.10.10.0/24 area 0.0.0.0
network 192.168.1.0/24 area
0.0.0.0
!
interface e2
ip mtu 1500
ip address 192.168.1.1/24
|
interface el
ip mtu 1500
ip address 10.10.10.1/24
|
port tel
mtu 9728
service-instance 1
encapsulation untagged
no rewrite
connect ip interface el

EcoRouter 2#show run

|

router ospf 1

log-adjacency-changes

network 10.10.10.0/24 area 0.0.0.0

network 172.168.1.0/24 area

0.0.0.0

!

interface e2

ip mtu 1500

ip address 172.168.1.1/24
|

interface el

ip mtu 1500

ip address 10.10.10.2/24
|

port tel

mtu 9728

service-instance 1
encapsulation untagged
no rewrite

connect ip interface el

BriBo Tabnuisl mapiipytusanuu Ha EcoRouter 1 u EcoRouter 2.

Tabnua 66

EcoRouter 1

EcoRouter 2

EcoRouter l#show ip route

Codes: K - kernel, C - connected,
S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1,
N2 - OSPF NSSA external type 2

EcoRouter 2#sh ip route

Codes: K - kernel, C - connected,
S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1,
N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - E1l - OSPF external type 1, E2 -
OSPF external type 2 OSPF external type 2
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EcoRouter 1

EcoRouter 2

i - IS-IS, L1 - IS-IS level-1,
L2 - IS-IS level-2, ia - IS-IS
inter area

* — candidate default

IP Route Table for VRF "default"
C 10.10.10.0/24 is directly
connected, el

0 172.168.1.0/24 [110/20] via
10.10.10.2, el, 00:18:28

C 192.168.1.0/24 is directly
connected, e2

Gateway of last resort is not set

i - IS-IS, L1 - IS-IS level-1,
L2 - IS-IS level-2, ia - IS-IS
inter area

* - candidate default
IP Route Table for VRF "default"
C 10.10.10.0/24 is directly
connected, el
C 172.168.1.0/24 is directly
connected, e?2
0 192.168.1.0/24 [110/20] via
10.10.10.1, el, 00:18:47
Gateway of last resort is not set

Hactpoiika ¢punpTpanuy noaydeHuss aHOHCOB MapiIpyTHOH nHbopMaruu ot Ecorouter 2 Ha

MapipyTtuzarope Ecorouter 1.

EcoRouter 1 (config)#policy-filter-list 10 remark FilterForER2

Cosznanue crimcka GuibTpoB ¢ HoMepoM 10. JlobaBiieHre KOMMEHTAPUS JJIs1 TOTO CITUCKA

(buUIBTPOB.

EcoRouter 1 (config)#policy-filter-list 10 deny 172.168.1.0 0.0.0.255

Co3nanue npasuiia ciucka GUIBTPOB, KOTOPOE 3allPEHIaeT MOMEIEHNE MapIIpyTa B CETh

172.168.1.0/24 ¢ Tabnuielt MapuIpyTU3aLIUH.

ITocne co3zganus CIHCOK (I)I/IJ'ILTpOB HYXXHO [TPUMCHUTD K ITPOLECCCY MapIIpyTU3aIluH. Z[O

npuMeHeHus GuiabTp paboTath HE OyJeT.

EcoRouter_l(config)#router ospf 1

EcoRouter 1 (config-router)#distribute-list 10 in

B koHTEKkcTE KOH(l)I/II‘ ypaluu MpOTOKOJIa MAapIIpyTU3aluu CICAYCT YKa3aTb HOMEP HYKHOT'O CIIMCKa

GbuIBTPOB U HaIlpaBJICHUE.

I[J'IH OSPF ucnons3oBaHue CIIHCKOB (1)I/IJ'IBTpOB BO3MOJXHO TOJIBKO BO BXOAAIIEM HAITPABJICHUU, TAK

KaK B 9TOM HampaBiieHn# He QribTpytorcs LSA, a GuibTpyroTcss MapmipyThl, KOTOPBIS

MIOMEIIAIOTCS B TAOJIUIYy MapUIpyTHU3ALIUH.

EcoRouter 1l#sh ip route

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1,

N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2
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i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area
* — candidate default

IP Route Table for VRF "default"
C 10.10.10.0/24 is directly connected, el
C 192.168.1.0/24 is directly connected, e2

Gateway of last resort is not set

B Tabnume mapmpyTusanum JaHHAS CETh OTCYTCTBYET.

EcoRouter 1#sh ip ospf database
OSPF Router with ID (192.168.1.1) (Process ID 1 VRF default)
Router Link States (Area 0.0.0.0)
Link ID ADV Router Age Seqgi# CkSum Link count
172.168.1.1 172.168.1.1 1552 0x80000007 0x8c39 2
192.168.1.1 192.168.1.1 1556 0x80000006 0x4447 2
Net Link States (Area 0.0.0.0)
Link ID ADV Router Age Seqgt CkSum

10.10.10.1 192.168.1.1 1556  0x80000001 Oxlfcd
EcoRouter 1#

WNudopmanus o 3Tol ceTu NpUCYTCTBYeT B 6a3e coctosiHus kaHaiaoB OSPF.

14.2 Ipeduxcunie cnuckm (prefix-list)

[Ipedukcubie ciucku (prefix-list) mpencraBistoT codoii anbTepHaTUBY policy-filter mucram,
MPUMEHSEMBIM BO MHOTMX KOMaHAaxX (UIbTpallMi MapLIpyTOB, U 001a/1al0T PSAAOM MPEUMYIIECTB.
[IpedukcHbIE CIMCKY B MEHBIIEH CTENIEHH 3arpy>KaroT IPOLECCOP, YTO MOBBIIIAET
IIPOU3BOIUTEIBHOCTh MAPLIPYTHU3ATOPOB.

14.2.1 Hacrpoiika npe(puKCHbIX CHUCKOB

[IpedukcHbIe cIUCKU MPOBEPSIIOTCS MO MOPSAIKY, CTPOKa 3a CTPOKOM, 0 TeX Mop, oka He OyeT
00Hapy>KE€HO COOTBETCTBUE TOMY MJIM MHOMY KpuUTepuio. Kak TOIbKO COOTBETCTBHE
oOHapyXHUBaeTcs, HaulMHaeTcs 00paboTka nakera. [1o ymonuaHuio Bce NakeThl, B SBHOM BUJIE HE
pa3peleHHbIe B CTUCKe MPe(UKCOB, 3anpenieHs! (HesBHbIH onepatop deny all ans Bcex nakeros,
KOTOpBIE HE YJIOBJIETBOPSIIOT HU OJTHOMY U3 KPUTEPUEB).

Jlnst cozmanust mpeUKCHOTO CIUcKa TpeOyeTcst B pekuMe KOH(DUTypalui BBECTH KOMaHy 1P
prefix-list, mocme KoTOpoOit OKHO OBITH YKa3aHO UM CIIHCKA. MOKHO BOCITOIB30BATHCS
HyMepaIueil orneparopoB, AJIs 4eTo YHOTPEeOISeTCs KIIYeBOe CIOBO SE( C YKa3aHHEeM IOCIIe HEro
HOMEpPA, KOTOPBIA MPHUCBAUBACTCS 3aIMUCH. 3aITUCh MOXKET UMETh JIF0OOH HOMEp U3 auamna3oHa <l -
4294967295> (ueM MeHbILIE HOMEpP, TEM paHbllie IPOBepsiETCs 3anuch). Eciin Homep nepBoi
3amucu 10, a mocneaneit 15, To B m000e BpeMs B CITUCOK MOXKHO OyIeT T100aBUTh 3aMKCH C
Homepamu 11,12,13,14. Eciu B HOBOM criMCKe HE yKa3aTh HOMEpP MEPBOH 3alucH, TO MO
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YMOJIYaHHUIO OH OyIeT Ha3HAYeH paBHBIM 5. [Tocmemyromue 3amuc aBTOMAaTHIECKH Oy IyT
HYMEPOBAThCS € mIaroM 5. JIJist OTKIIFOYEHHUS PEKUMa aBTOMAaTHUECKOTO IIPHCBOCHUS HOMEPa
3allMCSIM UCIIOJIB3yeTcst KoManaa No ip prefix-list sequence-number. /s onpenenenus ceTu,
uH(OpMAIIHs 0 KOTOPOH JODKHA MIEPEIAaBaThCs IPYTUM MapIIPyTH3aTOPaM, CIIYKHT KIFOUCBOE
cIIoBO permit, s 3amnpera — deny, coorBeTcTBeHHO. TakuM 00pa3oM, KOMaH 1a proGpeTaeT
CIEAYIOLINNA BUL:

ip prefix-list <ums> seq <Homep> (permit | deny) <moacern/macka> (ge | le | eq <3HaueHue>).

Jlis ipeuKCHOrO CIrcKa MOXKHO ykaszath description (mo 80 cumBosoB) komanmoii: ip prefix-list
<ums> description <rekcr>.

[TomuMoO yKa3zaHUSI KOHKPETHOM MOACETH U MacKH, THOKOCTh MPE(UKCHBIX CITUCKOB IO3BOJISIET
OTOMpATh MMOJCETH C YUETOM JITMHBI MACOK C TIOMOIIBIO oriepatopoB ge, le, eq. [Tapamerp ge
IpUMEHsIeTCs U1 0TO0pa NpepUKCOB, JUIMHA KOTOPBIX OOJbIIE, YEM YKa3aHHOE 3HAUEHHUE B 110JI€
«3HaueHue». C MOMOIIbIO KITF0YEBOT0 cJI0Ba |e MoxkHO 0T0OpaTh NpeUKChl, THHA KOTOPBIX
MEHbIIIE, YEM yKa3aHHOE 3HaueHue. KiroueBoe cioBo € TOYHO ONpeAesseT 3HaYeHUe MacKu JJis
npedukca. Eciiu He BBesieHbI HU (€, HU |e, HU €Q, 3TO COOTBETCTBYET YCIOBHIO TOYHOTO
COBIaJICHUs IpeuKca ¢ TeM, KOTOPBIN yKa3bIBaeTcs B ciucke. [IpuBenem npumep ais 6
YKa3aHHBIX [TOJICETEN:

1.10.0.0.0/8

2.10.128.0.0/9

3.10.1.1.0/24

4.10.1.2.0/24

5.10.128.10.4/30

6.10.128.10.8/30

CootBeTcTBHE MPEPUKCHBIX CIIHCKOB

Tabmuua 67
Komanna Homepa noacereii, COOTBETCTBYIOLINE YCJIOBHIO
ip prefix-list permit 1
10.0.0.0/8
ip prefix-list permit 2
10.128.0.0/9
ip prefix-list permit 2,3,4,5,6
10.0.0.0/8 ge 9
ip prefix-list permit 3,4
10.0.0.0/8 eq 24
ip prefix-list permit 12,34
10.0.0.0/8 le 28
ip prefix-list permit Her coBnanenuii
0.0.0.0/0
ip prefix-list permit Bce nozacern. B atom ciygae Bmecto 0.0.0.0/0 le 32 npu konburypupoBanuu
0.0.0.0/0 le 32 npeduKc-IMcTa MOXKHO yKa3aTh mapameTp any
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[Tpumep koMaH1bl TONIBKO 11 pekiiaMbl moacereit 10.0.0.0 ¢ mackamu ot 10 1o 20 moxer
BBITJISIZICTH CIICAYIONIUM 00pa3oM:

ip prefix-list TEST seq 5 permit 10.0.0.0/8 ge 10 le 20
ip prefix-list TEST seq 10 deny all

BHUMAHHUE:

B akryansnoit Bepcun ECOBNGOS npu xondurypanum npedukcHsix ciuckoB B BRAS mapamerpsr
ge, le, eq He y4HUTHIBAIOTCSL.

JInst ynaneHust npe(pMKCHOTO CIIMCKa CIYXKUT KoMaHnaa No ip prefix-list <ums>.
14.2.2 KomaHabl IPOCMOTPA CIMCKOB NMpe(puKcoB

Komanpet show ip prefix-list <umsi> u show ip prefix-list summary BeiBosT 001IIYIO
uHdopMarluio o crucke npedukcos, a Show ip prefix-list detail <ums> BbiIaeT CTATUCTUKY 110
coBmajieHusM B criiucke npedukcos (hit count) u Mo COBMAICHUIO B IPUIIOKEHUSX (route-map), rie
UCIOJIb3YyeTCs cUCcoK mpedukcos (refcount).

Tabnuua 68
Komanpna Onncanue
show ip prefix-list | IIpocmoTp onpeseaeHHOro crucka npehuKcoB
<ums>
show ip prefix-list | IIpocMoTp Bcex CIIUCKOB
summary
show ip prefix-list | TIpocMOTp CTaTHCTHKH O COBMAAECHHIM CO crrckoM npedukcos (hit count), mo
detail <ums> COBIIAJIEHUIO B MPWJIOKEHUAX (route-map), rae UCIoIb3yeTcs MPEePUKC JTUCT
(refcount)

14.3 Filter-map

st puneTpanuu Tpaduka Ha ypoBHsax L2 u L3 B EcoRouterOS npumenstores ciicku JocTyma
(filter-map), coneprkaiue mpaBuia.

B EcoRouterOS o6mras noruka mpu coznanuu filter-map cnemyromas:

1. Coo0ctBenno cosznmanue filter-map npu momoru komansl filter-map {ethernet | ipv4}
<FILTER_MAP_NAME> [<SEQUENCE_NUMBER>].

2. 3anmanue npasuia Buga match <CONDITION>, rne <CONDITION> - ycnoBue win
YCJIOBHS JJISI MPOBEPKHU MAKETOB (MOAPOOHEE CM. B COOTBETCTBYIOIIHMX pa3jienax).

3. 3amanme neiicteus Buaa Set <KACTION>, rne <ACTION> - neiictBue, KoTopoe Oyaer
MIPUMEHEHO K IakeTam, yaosieTBopstomuM kputepusim uz <CONDITION> (mogpobuee cm.
B COOTBETCTBYIOIIUX Pa3JieNax).

HpaBI/ma B 3aBUCHUMOCTHU OT IIPOTOKOJIOB U YCJIOBI/Iﬁ MOT'YT 3aaBaTbCA IMMO-PA3HOMY.

Jlnst kaxroro filter-map npaBuia mpoBepsFOTCS MOCIEI0BATEIBHO, B TOM MOPSIKE, B KOTOPOM OHH
MIPHUCYTCTBYIOT B BbIBOJe Koman 1el Show filter-map ipv4 wiu show filter-map
ethernet cooTBeTcTBEHHO.
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Ecnu B camoM npaBuiie NpUCYTCTBYIOT HECKOJIBKO MTPU3HAKOB TpauKa OJHOBPEMEHHO, 3TO
HKBUBAJIEHTHO JIOTHYeCcKOi oneparuu "1", To ecTh, MpaBuiio OyAeT IPUMEHEHO TOJIBKO, €CIIN TaKeT
YZIOBJIETBOPSIET BCEM MPU3HAKAM, [IEPEUHCICHHBIM B IIPAaBUJIE.

[Tpumep:

filter-map ipv4 exampleOl 10
match tcp 10.0.0.0/24 eq 40 any eq 179 not-rst syn ack
set discard

Oror filter-map example01 3anperraer TCP-makets ¢ IP-angpecamu ucrounuka (10.0.0.0-
10.0.0.255) u 40 moptom no moboro [P-aapeca nmomyuarens ¢ moptom 179, KOTOPBIA COACPIKUT
daaru SYN, ACK u we conepxkut RST.

Jlnst peanmmzanuu gorudeckoit oneparun "MIJIN" HeoOXoaruMO co31aTh HECKOJIBKO MpaBmwiL. Torma K
naxkeTy Oy/IeT MPUMEHEHO TO MPABUJIIO, YCIOBUSM KOTOPOTO OH yJIOBJICTBOPSICT.

Hampumep, ecnu Heo6xoaumo pazpemuts 060t TCP-naker ¢ ¢pinaramu SYN 1 ACK wiu naker ¢
¢dmarom FIN, TO KOHCTpYKIIMS CIUCKA OYJET COCTOSATH U3 CIEIYIONINX 3alUCeil:

filter-map ipv4 example02 10
match tcp any any syn ack
match tcp any any fin

set accept

B konrie kaxoro filter-map ecTh HesIBHOE MPABUIIO, 3alpelarolee BCE, YTO HE pa3pelieHo B
JTAHHOM CITUCKe JocTyma: any any discard.

14.3.1 Hacrpoiika L2 filter-map

Eme ogun Bug cniucka nocryna B EcoRouterOS - 3o filter-map ethernet, koTopslit mo3BosisieT
¢uibTpoBaTh (hpeiiMbl 1o 3HaYeHUAM nojei B L2-3aronoske.

[To ctpykType npaBui filter-map ethernet otnnyaercs tem, uTo B npaBuiax ykasbiBatorcss MAC-
ajipeca UCTOUYHUKA U Ha3Ha4YeHus1, nHBepcHble Macku (wildcard) MAC-aapecoB 1 3HaueHUS MO
ethertype (OnuuoHaIbHO).

filter-map ethernet cozgaercst B koHQUTypalMOHHOM pexxkume. JIJ1st 0THOTO AEHCTBUS MOXKET
CYILECTBOBATh HECKOJIBKO MPABHIIL.

Cunrakcuc co3manus filter-map ethernet, ro6asnenus npasui u aeiicteuii B filter-map ethernet
TpeOyeT yKas3aTh CIeIyIOIIHe MapaMeTphl:

e wums u sequence camoro filter-map ethernet - <FILTER_MAP_ETHERNET_LIST>
[<SEQUENCE_NUMBER>];

e mpaBmio - match {<SOURCE_MAC> <SRC_WILDCARD> | any | host
<SOURCE_MAC>} {<DESTINATION_MAC> <DST_WILDCARD> | any | host
<DESTINATION_MAC>} [RETHERTYPE>];

e nericTBue - Set <ACTION>,
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[TapameTpsi filter-map ethernet omrcansr B TabJHIIe HIKE.

Ta6numa 69

ITapameTp Onucanue
FILTER MAP ETHERNET LIST | Mms cincka QUIbTpaliii, MOKET IPUHUMATh JH000€ 3HAUYCHUE
SEQUENCE_NUMBER Howmep npuopuTtera BBITIONHEHHS, TOMyCTUMBIE 3HaueHus 0-65535.
Ecnu 3HaueHue He 3a/1aHO, TO apaMeTp Juist co3aanHoro filter-map
ethernet aBToMaTHYECKH MONYYIHUT TIOCIIEIYIOIIEee CBOOOIHOE
3Ha4yeHwue ¢ marom 10
SOURCE_MAC MAC-aapec HCTOYHHKA, 337a€TCS B OJHOM U3 TPEX (POPMATOB:

o XX-XX-XX-XX-XX-XX,
o XXXXIXXXX:XX: XX,
o XXXXKXXXXXXXX.

Ecnm nox npaBmito TOIDKHEI HONagaTh Bee apeca, 3HauCHHue
napameTrpa JOKHO ObITh any. Ecnu mox npaBuiio JomkeH
MOJIa1aTh €IMHCTBEHHBIN aJJpeC, B 3HAUCHUU ITapaMeTpa
ykaspiBaercs host <MAC-aapec>.

SRC_WILDCARD WuBepcHas Macka UCTOYHHKA, 33]]a€TCS B OJTHOM U3 TPEX
(hopmaros:

o XX-XXK-XX-XX-XX-XX,
o XXIXXKIXX XX XX XX,
o XXXXKXXXXXXXX.

DESTINATION_MAC MAC-anpec Ha3HaueHUs, 3a/1a€TCsl B OJJHOM U3 TpexX (popmaros:

o XX-XX-XX-XX-XX-XX,
o XXIXXKIXXXX:XX: XX,
o XXXXKXXXXXXXX.

Ecnu mox npaBuIto JODKHBI MOMAAATh BCe ajpeca, 3HaUeHHe
napamerpa J0/DKHO ObITh any. Eciu moj npaBuiio T0KeH
MO/IIAJIaTh SMHCTBEHHBIN aJIpeC, B 3HAYCHUH MTapaMeTpa
ykasbiBaetcs host <MAC-aapec>.

DST_WILDCARD WuBepcHas Macka Ha3HAYEHUS, 33/1a€TCS B OJTHOM U3 TpeX
(dhopmaros:

o XX-XX-XX-XX-XX-XX,
o XXIXXK XX XX XX: XX,
o XXXXKXXXXXXXX.

ETHERTYPE 3unavenue noins ethertype. Moxer ObITh yKa3aHO
IIeCTHAIIATEPUYHOE 3HAUeHHe Mo B auanaszone (0X600 — Oxffff)
WM OJTHO M3 CIIEAYIONIMX 0003HAYCHHUI:

e 802dotlx - IEEE 802.1X Ethertype - Ox888E,
e ip4 - IPv4 Ethertype - 0x0800,

e ip6 - IPv6 Ethertype - 0x86dd,

e |2-is-is - L2 IS-IS Ethertype - 0x22F4,

e lldp - LLDP Ethertype - 0x88CC,

e mpls - MPLS Ethertype - 0x8847,
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ITapameTp Onucanue

e pppoe-discovery - PPPoE Discovery Ethertype - 0x8863,
e pppoe-session - PPPoE Session Ethertype - 0x8864,

e qing - QinQ Ethertype - 0x88A8,

e vlan - VLAN Ethertype - 0x8100.

set <ACTION>

set accept Paspemnts

set discard 3anperutsh 6e3 ornpaBku ICMP-yBenomiieHuUs

set reject 3anperuts ¢ ornpaskoit ICMP-yBemomnenus

set class-map <NAME> [TakeTam, mOMaBIIAM IO JCHCTBUE TIPABHIIA, TPHUCBANBACTCS

yKa3aHHbIH Ki1ace Tpaduka class-map. Kinacc nomken ObITh 3apaHee
cosnan (moapoouee cm. Q0S)

set port <NAME> [TakeTsI, TOTIABIIHE TTOA NEHCTBHE TTpaBUIIa, IEPESHAIIPABIISIOTCS B
ykazaHsblii mopt. NAME - ums mopra (0003Ha4eHuUs TOPTOB
nopoOHee omcanbl B pasnene CepBUCHBIE HHTEp]Eichl)

set port <NAME> push <TAG> [lakeTs1, momaBIINe MO AEHCTBHE MIPABHIIA, IEPEHAIIPABIIIOTCS B
yKa3aHHbIH opT ¢ nodarnenneM VLAN-tera. I'ne NAME - ums
noprta, TAG - Homep VLAN

set port <NAME> pop [lakeTb1, momaBIINE MO/ NEHCTBHE TIPAaBHIIA, IEPEHAIIPABIIIOTCS B
<NUMBER> yKazaHHbIH opT co casitueM VLAN-teros. ['ne NAME - ums
nopta, NUMBER - xonuecTBo Tero, KOTOpoe HE00OXOIUMO CHATh

B konte mo6oro filter-map ethernet B HessBHOM BH/Ie BCTPOSHO 3arpeliaroniee npasuio any any
reject .

ITocrne Toro kak filter-map ethernet co3man, HamoHEH MPaBUIIAMH, U [T HUX YKa3aHO JCHCTBHE,
€ro MO’KHO Ha3Ha4YMTh JJIsl CEPBICHOTO HMHTep(delica ¢ ykazanueM HarpasieHus. [Tox
HalpaBJIEHUEM B JAHHOM CJIydae MOoJpa3yMeBaeTCss MOMEHT, KOT/ia MaKeThl, MPOXOIAIINE Yepes3
unrepdeiic, Oynyt odpadoransl criuckom noctyna: s filter-map ethernet BozamoxHo ToBKO
Harpasienue in (mpu "Bxoae" B uatepdeiic). Ha ogrom nuTepdeiice MOXKeT ObITh MPUMEHEHO
HeckoabKo filter-map ethernet.

Jns naznauenus filter-map ethernet Ha cepBuCHBIN HHTEpdEIC HCITOIB3YETCS KOMaH/1a
KOHTEKCTHOTO PeKMMa HACTPOWKHU cepBUCHOrO uHTep(eiica Set filter-map in <
FILTER_MAP_ETHERNET_LIST > [<SEQUENCE>] .

14.3.1.1 TIpumep Hactpoiiku filter-map ethernet

3amava: 3ampeTuTh arp-3anpockl ot kimeHTa ¢ agpecom 0000.0000.000c.

ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter

config) #filter-map ethernet primer 10
filter-map-ethernet) #match host 0000.0000.000c any 0x806
filter-map-ethernet) #set discard

filter-map-ethernet) #ex

config) #filter-map ethernet primer 15
filter-map-ethernet) #match 0000.0000.0010 ffff.ffff.£f£f00 any
filter-map-ethernet) #set port gel
filter-map-ethernet) #ex

config) #filter-map ethernet primer 20
filter-map-ethernet) #match any any
filter-map-ethernet) #set accept

filter-map-ethernet) #ex

N N N
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0x806 — 3nauenue ethertype, coorBeTcTByIOIIEE IpoTOKOITY arp. Filter-map ethernet primer 20
paspenraet Bech OCTAIBHOM Tpaduk, 6€3 3TOTO0 MpaBuIIa M0 YMOTYaHUIO CpaboTao Obl
npaBuiao any any discard .

ecorouter (confiqg) #port

tel

ecorouter (config-port) #fservice-instance
1
ecorouter (config-service-instance) #set filter-map in primer 10
ecorouter (config-service-instance) #set filter-map in primer 15
ecorouter (config-service-instance) #set filter-map in primer 20

14.3.2 Hacrpoiika L3 filter-map

Jlns ynpasineHus TpaduKoM pa3HbIX HampasieHUH A L3 unrepdeiica MOryT npuMeHsAThCS
ciircku foctymna filter-map. ITox HanpaBieHreM B TaHHOM ClTydae MoIpa3yMeBaeTCs MOMEHT,
KOTI'Ja MaKeThl, IpoXosiine yepe3 uurepdeiic, 6yayT oo6paboTaHbl CIUCKOM JocTyma: npu "Bxoae"
B UHTEpdeiic — ykazaHue HanpaBJeHus in, npu "Beixoje" — HanpasieHue out. Ha ogaom
uHTepdeiice MOXKeT ObITh MPUMEHEHO HECKOJBKO CIIUCKOB JIOCTYIIa B OJJHOM

HanpayieHuu. Kax/plil Cliicok A0CTYyNa MOKET ObITh IPUMEHEH K HECKOJIBKUM HHTEpdeiicam
OJTHOBPEMEHHO.

Hcnonp3oBanue filter-map npou3BoauTcs B ABa dTamna.

1. Co3paHue U HaNOJIHEHNUE IPABUIIAMHU.
2. Tlpussska k uatepdeiicy.

Co3nanue filter-map npou3BouTCs B KOHQUTyparMOHHOM pexxume. [{ns co3nanus filter-map
TpeOyeTcs BHIMOIHUTE CIENyIONne AeHCTBUA (B pe3ynbTaTe OyaeT co3aad filter-map, conepsxamuii
OJIHO NPaBUJIO):

1. Tlepsas crpoka. Beectu komanmy filter-map ipv4 <FILTER_MAP_NAME>
[<SEQUENCE_NUMBER>], rne <FILTER_ MAP_NAME> - ums crniucka aocryma,
<SEQUENCE_NUMBER> - nopsiaxoBbslii HOMep npaBuiia B cniucke gocryna. [Tonpobnee
rapaMeTphl ONTMCAHBI B TAOHUIIE HIKE.

2. Bropas crpoka. Yka3aTh NpaBuiio, HA COOTBETCTBHUE KOTOPOMY OYIyT IMPOBEPATHCS TTAKETHI,
crneayromiero Buaa: match <PROTOCOL> <SRC_ADDRESS>
[<KPORT_CONDITION>] <DST_ADDRESS>[<PORT_CONDITION>] [dscp
<DSCPVALUE>] [<FLAG>]. [Toapo0Hee nmapamMeTpbl OMMCAHBI B TAOIUIIAX HUXKE.

3. Tpetbs cTpoka. Yka3aTh AeHCTBHE, KOTOPOE OYAET MPUMEHSTHCS K MaKeTaMm,
yIOBJIETBOPSIONINM YCIOBUSM MpaBuia, cienyromiero Buaa sSet <ACTION>. [Togpobuee
napaMeTphl ONMCAHBI B TAOIUIIEC HIKE.

Cnmcok I0CcTymna MOXKET coJiepKaTh HECKOIBKO TipaBwil. st mobGaBieHus mpaBuia B
CYILLECTBYIOILMM CIIMCOK JOCTYIIa CJIEAYET IIOBTOPUTH 1Iary, ONMCaHHbIE BbILIE. B KauecTse
<FILTER _MAP NAME> cnenyer yka3sIBaTh UMsI CITUCKA JIOCTYTA, KyJia TPaBUJIO TOJDKHO OBITH
no6asneno. [IpaBmiio 1omkHo nMeTh yHUKAIBbHBINH HOMep <SEQUENCE> B pamkax oanoro filter-
map.
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B komrie mo6oro filter-map ipv4 B HestBHOM BHJIe BCTPOEHO 3alpelaroliee mpasmio any any
reject.

O6mwme mapamerpsl filter-map ipv4 onucansl B TabiuIe HIKE.

Tabmuua 70
ITapamerp Onucanne
FILTER_MAP_NAME Wwms criucka QuiabTpalini, MOXKET NPUHUMATh J1000€ 3HaUCHHE

SEQUENCE_NUMBER Howmep mpuopuTtera BBITONHEHHS, TOMyCTUMBbIC 3HaueHus 0-65535. Eciu
3HaYeHHe He 3aJaH0, TO mapaMeTp I cozaannoro filter-map ethernet
ABTOMAaTHYECKH MOJYYHUT MOCHeAyomiee cBO0OJHOE 3HaUeHUe ¢ marom 10
PROTOCOL 3navenue moust protocol. MoxkeT ObITh yKa3aHO 3HaYCHHE OIS B
nuanaszone (0-255) nnum oxHO U3 crieayronmx 0003HaAUCHNUI:

e ipinip;
e icmp;

e Qre;

e igmp;

o pim;

e TISVp;

o ospf;

o VIIP;

e ipcomp;

e any (Jro0oif MPOTOKON);

e udp (BHMMaHHUE, IS JAHHOTO MPOTOKOJIA TOCTYITHBI
nomnonauTenbHble napaMerpsl <PORT CONDITION>);

e tcp (BHMMaHME, VI JAHHOTO MPOTOKOJIA IOCTYIIHBI
nononauTenbHbie napamerpsl <PORT CONDITION> u <FLAG>)

SRC_ADDRESS IP-anpec ncrtounuka, 3a1a€TCs B OJTHOM M3 CISAYIONIMX (GOPMATOB:

e A.B.C.D/M (IP-ampec ¢ mackoii),

e A.B.C.D K.L.M.N (IP-aapec ¢ nHBepcHO# Mackoii),

e host A.B.C.D (ecnu mox mpaBHiIo JOKEH MOANAIATh
€IMHCTBEHHBIN asipec),

e any (eciu Mo MPaBIJIIO JOJDKHEI IOTA/IaTh BCE apeca)

DST_ADDRESS IP-anpec HazHaueHus1, 3aa€TCs B OTHOM M3 CIEeAYIOUMX (opMaToB:

o A.B.C.D/M (IP-ampec ¢ mackoii),

e A.B.C.D K.L.M.N (IP-aapec ¢ naBepcHO# Mackoii),

e host A.B.C.D (eciu moj npaBmiIo TOJDKEH MOANAIATE
€IMHCTBEHHBIH a/Ipec),

e any (eciu MO/ MPABUIIO JOJKHBI TIOANAIATH BCE apeca)

DSCPVALUE 3nauenune DSCP (Differentiated Services Code Point) anst mpoBepku
nakeTa, 1ejioe unciio ot 0 1o 63
set <ACTION>

set accept Paspewmnts
set discard 3anpetuts 6e3 ornpasku ICMP-yBegomieHus
set reject 3anpetuts ¢ ornpaBkoil ICMP-yBenomneHus
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ITapamerp

Onucanmne

set nexthop <A.B.C.D>

Vkazate IP-agpec next hop. [lakeTs1, momnasiime moj AelcTBHE MIpaBUIa,
OTCBUTAIOTCS Ha ajpec next-hop ¢ y4éTom CyIecTBYOIUX MapIIpyTOB B
RIB

set class-map <NAME>

[TakeTam, monaBmMUM NOJ ACHCTBUE NPABUIIA, IPUCBANBACTCS YKa3aHHBIM
kiacc Tpaduka class-map. Kiacc momkeH ObITh 3apaHee co3aaH (moapodHee
cM.)

set vrf <VRF_NAME>
[<A.B.C.D>]

J1n1s1 makeToB, MOMABIINX O AeiCTBHE NpaBmiIa, OyAET NCIIOJIb30BaThCS
tabmmna mMapmpytuzanuu vrf, rme VRF_NAME — ums sreob6xonnmoro vrf.
Jnis manHoro vrf MOKHO mpu He0OX0IMMOCTH yKazaTh IP-aapec next hop

[pu yxazanuu nporokosia Udp Bropas CTpoka KoMaH bl co3anus filter-map Oyaer umetsb
cneayrommii Bua: match udp <SRC_ADDRESS> [<PORT_CONDITION>]
<DST_ADDRESS> [<PORT_CONDITION>] [dscp <DSCPVALUE>].

JIOTOJTHUTEBbHBIC TTAPAMETPhI MPH yKa3aHuU UdP OMMCaHbl B TAOIUIIEC HIKE.

Tabmuma 71

IMapamerp

Onucanue

PORT_CONDITION

3HAUYECHUH:

VYcnoBue amst 3HaueHUs nopTta. MoxeT ObITh yKa3aHO OHO U3 CIEAYIOIINX

{{eq | gt | It} {tftp | bootp | <0-65535>} | range <0-65535> <0-65535>}

3nayenuss PORT _CONDITION

eq Howmep nopra paBeH

gt Howmep nopta Goubliie, uem

It Homep mopTa MeHblIe, 4eM

tftp UDP(69)

bootp UDP(67)

<0-65535> Tounslii HOMEp TOpTa, MH000E 3HAUYCHUE M3 YKa3aHHOTO IMana3oHa

range <0-65535> <0-
65535>

Homep nopra BXOAUT B 1HAIIa30H

[Ipu yxazanuu nporokosia tCP BTOpast crpoka KoMaH bl co3nanus filter-map Oyzaer numers
cnenyrommii Bua: match tcp <SRC_ADDRESS> [<RPORT_CONDITION>] <DST_ADDRESS>
[<PORT_CONDITION>] [dscp <DSCPVALUE>] [<FLAG>].

JlonosHUTENbHBIE TApaMETPhI PU yKa3aHuu tCP onucaHbl B TAOIUIE HUXKE.

Tabauna 72

ITapamerp

Onucaune

PORT_CONDITION

YcnoBue i 3HAUCHUS TTOpTa. MOXKET OBITh YKa3aHO OJTHO U3 CJICTYFOIIIHX
snauenuit: {{eq | gt | It} {ftp | ssh | telnet | www | <0-65535>} | range <0-
65535> <0-65535>}

FLAG

3HaveHus Quara, Mo KOTOPIM MOXKET MPOU3BOAUTHLCS 00pabOTKa MTAKETOB.

MoskeT OBITh YKa3aHO OJIHO U3 CIICAYIOLINX 3HaUeHUH (peduKe not- 03Hayaer,
YTO yKa3aHHbIH (uiar He ycraHoBieH): ack | not-ack | fin | not-fin | psh | not-

psh | rst | not-rst | syn | not-syn | urg | not-urg

e ack - ycranosnen ¢uiar ACK (HoMep moaTBepskaeHus),
o fin - ycranosnen ¢uar FIN (3aBepiieHne coeMHeHNS),

e psh - ycranosieH ¢uar PSH (MHCTpYKTHPYET MOJTyYaTessi IPOTOIKHY Th

JTAaHHBIC, HAKOIUBIIKECS B TpuéMHOM Oydepe, B TPUIOKEHHUES
TTOJTH30BATEIS ),
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ITapamerp

Onucanmne

e rst - ycranosieH ¢uiar RST (o6opBath coeHeHNE, OYUCTUTE Oydep),

e syn - ycranosieH ¢iar SYN (CHHXpOHM3aNUs HOMEPOB
MOCJIe0BATEILHOCTH),

e Urg - ycranosneH ¢uar URG (yka3aTens BaXKHOCTH),

e not-ack - ue ycranosien ¢ar ACK,

e not-fin - ve ycranosiex ¢uar FIN,

e not-psh - ue ycranosiex ¢iar PSH,

e not-rst - ue ycranosneH ¢muar RST,

e Nnot-syn - He ycranosieH (aar SYN,

e not-urg - e ycranosieH ¢uar URG.

MoHO TepeyrcInTh HECKONIbKO (hraroB yepes nmpobed. [Ipu s3Tom npaBuiio
cpaboTaer, eciu B MakeTe OyAyT YCTAaHOBJICHBI BCE MEPEUNCIIEHHBIE (Iary.
Hampumep, npasuio not-rst syn ack cpaboraeT, ecii makeT COAEpKUT (uiaru
SYN u ACK, no He cogepxxut RST

3navyenuss PORT _CONDITION

€q

Howmep nopra paBeH

gt

Howmep nopra Gosbliie, yeM

It

Howmep nopra MeHbliIe, yeM

ftp

TCP(21)

ssh

TCP(22)

telnet

TCP(23)

WWW

TCP(HTTP-80)

<0-65535>

TouHbIi HOMEp NOpTa, TI000E 3HAUCHUE U3 YKA3aHHOTO JAHANa3oHa

range <0-65535> <0-
65535>

Howmep nmopTa BXOIUT B [Uamma3oH

14.3.2.1 Tlpumep co37aHUs CIUCKA AOCTYNA U 100aBJIeHUs PAaBUJI B HEIr0

CO3,[[8.HI/IC CIIMCKa JOCTYyIla IPOU3BOJUTCA B KOH(I)I/IpraI_II/IOHHOM PEKUME:

ecorouter (config) #filter-map ipv4 example 10
match udp 10.10.10.0/24 20.20.20.0/24 eqg 22

set accept

31ech:

. example — UM CTIIMCKa JOCTYIIA,

e 10- HOMCP IMOCJIICAOBATCIILHOCTHU IIpaBUJjia B CIIMCKE JOCTYIIA,

e Udp — yka3zaHHe Ha OKHJAEMBIi IPOTOKOII,

e 10.10.10.0/24 — yxa3aHue CeTH-UCTOYHHMKA MMAKETOB C MPehUKCOM, TpahuK U3 KOTOPO

paszperaeTcst IS MPOXO0XKIEHUS,

e 20.20.20.0/24 — yxa3anue ceTH Ha3HAYECHUS C MPePUKCOM, TpahHK B KOTOPYIO pa3peIiacTcs

JJIA IIPOXOXKACHMA,

e €( 22 — apryMeHT, yKa3bIBAIOUIMI Ha TOUHBIH HOMEp NOPTa HA3HAUYEHUS,

e accept — paspemaromuii apryMeHT (Tpaduk, yA0BICTBOPSAIONUINI yCIOBHIM IIpaBuia Oyaer
IPOIYCKaThCS).

JloGaBnieHre paBuiia K JAHHOMY CITHCKY JOCTYyTa (JIJIs TAaKEeTOB, yIOBIECTBOPSIOIINX ITPABHIIO,
Takxke OyJIeT BBIMOIHATHCS accept, MpaBuiIo OyIeT MPOBEPSITHCS BTOPHIM B CIIUCKE AOCTYIA C
uMeHneM example). [IpaBuno nobasiseT ycnoBue 11t mpoBepku. JleiicTBrE ISl BCETO CITUCKA
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BBINOJIHAETCS OIHO U TO k€. [IpoBepka npaBuil BHYTPH CIIUCKA 1OCTYTAa IPOU3BOIUTCS B
COOTBETCTBHUHM C YKa3aHHBIMU JUIs1 HUX 3HaueHUsIMU <SEQUENCE>.

ecorouter (config) #filter-map ipv4 example 20
match 1 host 122.168.1.15 host 172.20.100.1

3nech:

e example — ums crnimcka gocryma,

e 20 - HOMep MOCiIe10BaTEIbHOCTH MpaBuia B CIIUCKE JOCTYTIA,

e 1 - ykaszaHue Ha MPOTOKOJI, B JaHHOM ciiydae I[CMP,

e host 122.168.1.15 — aprymeHT, yKa3bIBarOIINi Ha KOHKPETHBIN [P-apec HCTOYHMK MMaKeTOB
(yka3zaHue MacKu He TpeOyeTcs),

e host 172.20.100.1 — aprymeHT, yKa3bIBalOLIMi Ha KOHKPEeTHBIN [P-anpec HazHaueHUs
MaKkeToB (yKa3aHHWEe MAacCKH He TpeOyeTcs).

JloGaBiieHue TpaBmiia K JAHHOMY CITUCKY JOCTyMa (Ul TAaKETOB, YIOBIECTBOPSIONIMX ITPABHIIO,
TaKke OyJIET BBITOJIHATHCS accept, MPaBUIIO OYIET MPOBEPATHCS TPETHUM B CITMCKE JOCTYIIA C
uMeHeM example).

ecorouter (config) #filter-map ipv4 example 30
match ospf 192.168.32.0 0.0.7.255 any

3mech:

e example — ums cnicka goctyna,

e 30 - HOMep MocIe10BaTENLHOCTH MTPaBHiia B CIIUCKE JIOCTYTIA,

e 0spf — yka3aHue Ha IPOTOKOJ, B JAHHOM ciry4ae ospf,

e 192.168.32.0 0.0.7.255 — aprymeHT, yka3siBaromuii Ha [P-agpec ncToyHMKa MakeToB ¢
MHBEPCHON MacCKOH,

e any - apryMeHT, yKa3bIBarolmui Ha Bce [P-anpeca Ha3HaYeHUS TAKETOB.

ITpocmortp filter-map

Jlnist mpocMOTpa CO3AaHHBIX CIIUCKOB ocTyna L3 ciyxut komanaa show filter-map ipv4. Ona
MTOKAa3bIBAET TOJILKO CIIMCKU JOCTyNa 0e3 yKa3aHUs UX NMPUBA30K K UHTepdeiicam.

ecorouter#show filter-map ipv4

Filter map example

Filter 10

match udp 10.10.10.0/24 20.20.20.0/24 eq 22
match 1 host 192.168.1.15 host 172.20.100.1
match ospf 192.168.32.0 0.0.7.255 any

set accept
Filter map TEST

Filter 20

match any host 10.210.10.151 any

set accept

JInst Ha3HAYCHMS CIIMCKA JOCTYIA Ha HHTeP(ENC UCTIONb3YeTCsl KOMaH/1a KOHTEKCTHOTO PeXHMa
Hactporiku unrepdeiica set filter-map {in | out} <FILTER_MAP_NAME> [<SEQUENCE>] . K

EcoRouter User Guide 177



LIRDP.RU

OJTHOMY UHTEpQEHCY MOKHO MPUBA3aTh HECKOJIBKO filter-map. 3aeck mapamerp <SEQUENCE> B
SIBHOM BHJIE 3a7aeTcs i Kaxkaoro filter-map (a He ams BXoasmmx B Hero npasui!). Bee
npuBs3aHHbie K HHTepdeiicy filter-map OyayT BHIIOIHATHCS B TIOPSIKE YBEIMUCHUS 3HAUYCHUN
<SEQUENCE>. HesiBHOE mipaBUIIO "3ampeTuTh Bee" OyIeT pa3MeIIeHo MOCIe IPABIII U3 BCEX
npuBs3anHbIx filter-map.

[Tpumep npusszku filter-map k unrepdeicy

ecorouter (config) #interface e20
ecorouter (config-if) #set filter-map in example 10
ecorouter (config-if) #set filter-map out TEST 20

Ecnu npu npussizke filter-map k nntepgeiicy He ykaspiBath 3HaueHue <SEQUENCE>, To ans
Ka)KJJOT0 TPHUBSI3BIBAEMOTO CITHCKA JIOCTYIIA €ro 3HaYeHUe OyIeT NMPHCBAuBATHCS ABTOMAaTHYECKH C
uHKpemeHToM 10.

OJMH ¥ TOT e CIUCOK JOCTyIa MOXKET ObITh Ha3HAUCH Ha HECKOJIBKO HHTEP(EHCOB
OJTHOBPEMEHHO.

B EcoRouterOS mosxxet ObITh co3mano 10 64 teicsy filter-map. OnHako cymecTByeT orpaHHYeHHE
Ha KOJIMYEeCTBO "aKTUBHBIX" 3Kk3eMIuLApoB filter-map, To ecTh, Ha3HaueHHbIX Ha L3 unTepodeiic.
MosxHO HacTpouTh He Oosiee 64-X MPUBA30K CIIUCKOB JAOCTYIa K HHTEpdeiicaM. To orpaHUYEHNE
HE 3aBHCUT OT KOJMYECTBA CO3/AaHHBIX CIIUCKOB JIOCTYIA UM UHTEp(eiicoB.

praBHeHI/IC CIIMCKAMH OOCTYyIIa MOXKET OCYHICCTBIATLCA KaK U3 OCHOBHOI'O MapupyTusaTopa, Tak
" U3 BUPTYaJIbHBIX. HpI/I 9TOM CIIMCKHU JOCTYyIIa BUPTYaJIbHOI'O MAapIIpyTHU3aTOpa 6y,Hy'T
JIEHICTBOBATH TOJIBKO B €TO npeaciax, a CiMuCK J0CTylla OCHOBHOI'O — COOTBETCTBCHHO, TOJIBKO B
npeaciiax OCHOBHOIO.

HpOCMOTp IIPUBA3aHHBIX K HHTep(i)eﬁcy CIIMCKOB O0CTYyIIa ITPOU3BOAUTCS, HAIIPUMEDP, ITPHU TIOMOIIHA
xkoman e Show counters interface <INTERFACE_NAME> filter-map {in | out}.

show counters interface e20 filter-map out
Interface e20
Filter map TEST
Filter 10 [0 packets]
match any host 10.210.10.151 any
set accept

14.3.3 Komanabl npocmoTtpa L2 filter-map

st mpocMoTpa nHGpOPMAIIHH 110 BCEM CO3/IaHHbIM L2 crimckam (puiIbTpaIuu UCIoIb3yeTcst
KOMaHJa peKuMa aIMUHUCTPUPOBAHHUS

&how filter-map ethernet [<FILTER NAME>]
,rne FILTER_NAME - nHa3Banue crnucka QpuibTpaiuu.

ITpumep:
Tabnuna 73
Koncoanb KommenTapuii
ecorouter#show filter-map ethernet Brisectn nH(bOpMAaInio 000 BceX CIUCKax
¢dbunpTparmu L2
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Koncoanb

KomMenTapuid

Filter map FILTER
Filter 10
match host 0000.0000.0001 host
0000.0000.0004
match host 0000.0000.0001 any
0x806
set accept
Filter map test
Filter 10
match host 0000.0000.0001 any
0x806
set discard

BriBon nabopManmm 000 BceX CIUCKAX
¢unpTpanun L2

ecorouter#show filter-map ethernet
FILTER

BriBecTn nHpOpMAITHIO O CIIHCKE QUIBTPAIIUN C
umeneM FILTER

Filter map FILTER

Filter 10

match host 0000.0000.0001 host
0000.0000.0004

match host 0000.0000.0001 any
0x806

set accept

BriBox nHbOpMaIiu 0 CIMCKe ¢ IMEHEM
FILTER

14.3.3.1 IIpocMOTp CUETYHKOB

Z[J'ISI IMpoOCMOTpa IoKa3arejiell CUeTUNKOB JUIA L2 cninckoB (bI/IJ'IBTpaI_[I/II/I HCIIOJIB3YCTCA KOMaHaa

peKUMa aIMUHUCTPUPOBAHUA

show counters port <NAME> filter-map {in | out}

HapaMeTpH KOMaHbI OIMMCAaHbI B Ta6J'II/II_Ie HWXKC.

Tabmuna 74

Ha3Banue Onucanue

<NAME> | Haspanue nopra (cM. Busr
uHTEp(PeicoB)

in Hampasnenue tpaduka
out

Cueruynku oToOpaxaroTcs 1Mo Kaxaomy 01oky filter-map, HO He IO KaXXIOMY TIPABHUITY.

[Tpumep:

Tabauma 75

Koucoan

KommenTapuii

ecorouterf#show counters port tel
filter-map in

BoiBectn 3nauenus cuetunkos filter-map s mopra
te0 no BxoxsmemMy Tpaduxy

Service instance 1
Filter map FILTER

Filter 10 [5 packets]

match host 0000.0000.0001 host
0000.0000.0004

BriBog xoMaHaBI
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Koncoan KomMenTapuid
match host 0000.0000.0001 any
0x806
set accept
Filter 20 [6 packets]
match host 0000.0000.0002 any
set discard

Jyist Toro 4TOOBI Y3HATH, KAKHE CITUCKU (DUIBTPALIMU TPUBSI3aHbI K JAHHOMY ITOPTY, UCIIOIB3yeTCS
KOMaH/1a pekuma agMuaucTpupoBanus show port <NAME>, rae <NAME> — Ha3BaHmue mopTa.

[Tpumep:
Tabmuua 76
Koncoasn KomMmenTapuii
ecorouter#show port tel BriBectu nnpopmanuto no nopry te0
10 Gigabit Ethernet [none] port tel0 is up BriBo KOMaHAbI
MTU: 9728

LACP priority: 32767
Input packets 13, bytes 3308, errors 0
Output packets 10, bytes 1340, errors O
Service instance te0.l1 is up
ingress encapsulation untagged
ingress rewrite none
egress encapsulation untagged
egress none
Connect bridge test symmetric
filter-map in FILTER
Input packets 13, bytes 3308
Output packets 10, bytes 1340

14.3.4 Komanabl npocmoTtpa L3 filter-map

ITpocMoTp Bcex CO3MaHHBIX CHUCKOB MocTyna L3 ocymiecTBisieTcs: mpy MOMOIIH KOMaHIbI
aIMUHHCTpaTHBHOTO peskuma show filter-map ipv4.

ecorouter#show filter-map ipv4
Filter map NAME

Filter 10

match any any any

set discard

Filter map TEST

Filter 10

match any host 10.210.10.151 any
set accept

Jliis mpocMOoTpa OnpeesIeHHOToO CucKa AocTyna L3 komaH/1a BBOIUTCS ¢ IMEHEM criucka: Show
filter-map ipv4 <NAME>.

ecorouter#show filter-map ipv4 TEST
Filter map TEST

Filter 10

match any host 10.210.10.151 any
set accept
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[IpocMoTp Bcex MpHCOSTUHEHHBIX CIUCKOB AocTyna .3 Ha onpeneneHHOM HHTEpdeEiice
ocyuiecTBisieTcs komannoit Show counters interface <NAME> filter-map {in | out}.

ecorouter#show counters interface EXAMPLE
filter-map in

Interface EXAMPLE

Filter map TEST

Filter 10 [0 packets]

match any any any

set discard

14.3.5 Hactpoiika nNoJUTHKHU 115 Aa00HEHTCKOM cecCHu

s punsTpanuu Tpaduka B paMkax abOHEHTCKON ceccuH (subscriber-service) MpuMeEHSIOTCS
nonuTuky subscriber-policy. [l oqHOI ceccuu MOXeT ObITh Ha3HaueHO 70 10 TaKuX MONMUTHUK.
Tpaduk mocnenoBarensHO OyneT 00padaThIBATHCS B COOTBETCTBHUHU C KaXI0H TIOJTUTHKON B
COOTBETCTBHH C €€ TOPSIKOBBIM HOMEPOM.

Coznanue subscriber-policy npou3BoanuTCs B KOHPUTYPALMOHHOM PEKUME TPU MTOMOITH KOMaH/IbI
subscriber-policy <NAME>, rie <NAME> — uMs co31aBaeMOi CYIIIHOCTH.

ecorouter (config) #fsubscriber-policy ?
SUBSCRIBER POLICY Subscriber policy name

[Tocne co3manus subscriber-policy aBTOMaTHUECKH MPOU3BOIUTCS NEPEX01 B KOHTEKCTHBIA PEKUM
pPEIaKTHPOBAHHUS €€ TTapaMeTPOB.

ecorouter (config) #subscriber-policy subspolname
ecorouter (config-sub-policy) #

ITapameTpsl subscriber-policy npuBeieHsl B TaOIMI1IEe HIKE.

Taomuna 77

IMapametp Onucanue
<BANDWIDTH> [TlupuHa nojockl npomyckanust B Mout/cek ot 1 1o 200
<DESCRIPTION> TekcToBOE ONMCaHUE MOJIUTUKU

Kaxxnoii monutuke subscriber-policy moigp30BaTenb MOKET Ha3HAYUTH 2 Pa3HBIX MpaBUia
obpaboTku (filter-map policy): onHo nms BXozsmero (in) ¥ 0gHO i ucxozsiero (out) Tpaduka.
Ecnu filter-map policy He Ha3HaueH Ha HaNpaBJiIeHHUE, TO TPAPHUK COOTBETCTBYIOIIErO BUa
MOJIUTUKOM He 00pabaThIBaeTCs M HE IpeTepIieBaeT HUKAaKuX n3MeHeHni. BHumMaHnue: 6e3 3aganus
filter-map policy ¢ orpaHuYeHHSIMHU 1 TIPUBSI3KK €r0 K TOMY K€ HarpaBlieHHo s subscriber-policy
Tpaduk 10 3aJJaHHOI MOJIOCKHI MPOMYCKAHUS OIpaHUYUBATHCS He OyieT!

Haznauenwne nnst monmutuku subscriber-policy Ha BeIOpaHHOE HanpasiieHue Tpaduka (in win out)
HykHO filter-map policy mpou3BOAUTCS B KOHTEKCTHOM PEKUME PeaKTUPOBAHUS MTapaMeTPOB
subscriber-policy npu momoru komansl Set filter-map {in | out} <NAME>, rnie <NAME> — ums
filter-map policy.

IIpumep nacrpoiiku subscriber-policy (B nanHoM npumepe npeanonaraercs, uro filter-map
policy ¢ umenem FMPname yxe co3mana u HacTpoeHa; co3fanue 1 HacTpoiika filter-map policy
OTIMCaHbl HUKE).
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ecorouter
ecorouter
ecorouter
ecorouter

config) #subscriber-policy subspolname
config-sub-policy) #description Testsubscrpolicy
config-sub-policy) #bandwidth in 200
config-sub-policy) #set filter-map in FMPname

e e

14.3.5.1 Co3nanune n HacTpoiika filter-map policy

Cosnanue filter-map policy mpou3BOAUTCS MPH MOMOILIY KOMaHbl KOH(PUTYPALIMOHHOTO PEKUMa
filter-map policy ipv4d <NAME>, rie <NAME> — uiMs c03/1aBaeMOii CYIIIHOCTH.

ecorouter (config)#filter-map policy ipvé4 ?
FILTER MAP POLICY IPV4 Filter map name

[Tocne coznanus filter-map policy aBToMaTnyecku MPOU3BOAUTCS MEPEXO0]T B KOHTEKCTHBINA PEKUM
pPEeAAKTUPOBAHUS €€ I1apaMeTPOB.

ecorouter (config) #filter-map policy ipv4 FMPname
ecorouter (config-filter-map-policy-ipvé) #

Jns nactpoiiku filter-map policy TpeGyercs BEINOIHUTD CIAEAYIOUINE NEeHCTBUS (B pe3ybTare
BHYTpH filter-map policy OyneT co3gaHo oaHO MPaBHIIO):

1. Tlepsas crpoka. Beectu komanny filter-map policy ipv4 <FILTER_MAP_NAME>
[<SEQUENCE_NUMBER>], rne <FILTER_MAP NAME> - ums crnucka jocryna,
<SEQUENCE_NUMBER> - nopsakoBsiii HOMep mpaBuia B crircke nocryna. [logpodnee
napaMeTphl ONUCaHbl B TAOJINIE HUXKE.

2. Bropas ctpoka. Yka3aTb IpaBUJIO, HA COOTBETCTBUE KOTOPOMY OYyJIyT MPOBEPSATHCS MAKETHI,
crnenyromero Buaa: match <PROTOCOL> <SRC_ADDRESS>
[<PORT_CONDITION>] <DST_ADDRESS>[<PORT_CONDITION>] [dscp
<DSCPVALUE>] [<RFLAG>]. [TogpoGHee mapaMeTpsl OMUCAHBI B TAOIHMIIAX HIKE.

3. Tpetss cTpoka. YKa3aTh IeiicTBHE, KOTOPOE OyAET MPUMEHSTHCS K TTaKeTaM,
YJIOBJICTBOPSIIONIUM YCIOBHSIM IpaBuiia, cienyroriero Buaa Set <ACTION>. [Togpobuee
napaMeTphl ONMCAHBI B TAOJINIE HIXKE.

Criucok 1ocTyra MOXeT coJiepkKaTh HECKOJIbKO mpaBui. s 1o0aBiaeHus IpaBuia B
CYILECTBYIOIIMI CIIMCOK JIOCTYTa CJIELYET IOBTOPUTH LIar, OIMCaHHbIE BbIIIE. B KauecTse
<FILTER _MAP_NAME> cneayet yka3bIBaTh UM CIIUCKA JOCTYyTa, Ky/1a IPAaBUIIO TOJIKHO OBITh
no6asiieHo. [IpaBuno momkHo nmMeTh yHUKaIbHBIN HOMep <SEQUENCE> B pamkax omHoii filter-
map policy.

Oo6mmne nmapametpsi filter-map policy onucanbl B TabIUIE HUXKE.

Tabmmna 78
Ilapametp Onucanue
DIRECTION Hanpasnenue Tpaduka, in - BXoas1uii Tpaduk, out - HCXOAAIIMNA TpapHK
FILTER_MAP_NAME Wms criucka QuiabTpanini, MOXKeT NPUHUMATh JI000€ 3HaUeHHE

SEQUENCE_NUMBER Howmep npropuTeTa BBINOIHEHUS, HoMycTUMBIE 3HaueHus 0-65535. Eciu
3HaYeHHWe He 3aJaH0, TO mapameTp s cozaannoro filter-map ethernet
aBTOMAaTHYECKH MOJYYHUT MOCIIeIyIoniee cBOOOAHOE 3HaYeHue ¢ marom 10
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ITapameTp Onucanue

PROTOCOL 3Havenue mois protocol. MoxkeT ObITh YKa3aHO 3HAUYCHHE OIS B
nuanaszone (0-255) uin oHO U3 CIIeAYONMX 0003HAYCHHUI:

e ipinip;

e icmp;

e gre;

o igmp;

e pim;

e ISVp;

o O0spf;

o VITp;

e ipcomp;

e any (1r000¥ MPOTOKON);

e udp (BHUMaHWHeE, IS JAHHOTO MPOTOKOJA JOCTYITHEI
noroauTeNnbHbIe mapameTpsl <PORT CONDITION>);

e tcp (BHUMAaHUE, AJIS1 JAHHOTO MPOTOKOJA TIOCTYITHEI
nomoauTenbHbIe mapameTpsl <PORT CONDITION> u <FLAG>)

SRC_ADDRESS IP-aapec ncTovyHMKa, 33/1a€TCS B OTHOM U3 CIETYIONNX (OPMATOB:

e A.B.C.D/M (IP-ampec ¢ Mackoii),

e A.B.C.D K.L.M.N (IP-agpec ¢ naBepcHOit Mackoii),

e host A.B.C.D (eciu mmoj mpaBHiIO JO/DKEH HOJIaIaTh
€IMHCTBEHHBIN ajpec),

e any (eciu MO MPaBUIIO JIOJKHBI TIOTA/IATh BCE ajpeca)

DST_ADDRESS IP-anpec Ha3HaYeHMS, 337]a€TCS B OJTHOM U3 CIIEAYIOIIUX (popmMarTos:

e A.B.C.D/M (IP-ampec ¢ mackoii),

e A.B.C.D K.L.M.N (IP-aapec ¢ uHBEpCHO# Mackoii),

e host A.B.C.D (ecnu oz mpaBHiIo JOJDKEH MOJNaIaTh
©IMHCTBEHHBIH anpec),

e any (eciu MmoJI MPaBUJIO JOJDKHBI MTOIMAAATh BCE ajipeca)

DSCPVALUE 3nauenne DSCP (Differentiated Services Code Point) asst mpoBepku
rmakera, 1ejroe guciio ot 0 1o 63

set <ACTION>
set accept Pazpemmts. Eciu B subsriber-policy, rie ucnosns3yercs ganHas filter-map
policy, 3aiaHa nojioca npomyckanus (napamerp bandidwth), To ajs aToro
Tuna tpaduka OyIeT IPUMEHEHO OrpaHUuYeHHe CKOPOCTH J0 YKa3aHHBIX B
bandwidth 3nauenuit

set discard 3anpetuth 6e3 ornpasku ICMP-yBeqomiieHus

set nexthop <A.B.C.D> VYkazats [P-anpec next hop. [TakeTsl, momasime o AelicTBIE NPaBUIIa,
OTCBUIAIOTCS Ha ajipec next-hop ¢ yu€Tom CyIecTByOMINX MapipyToB B
RIB

set redirect IMepenanpasuth HTTP GET Ha yka3auubiit <SREDIRECTNAME>, rue

<REDIRECTNAME> <REDIRECTNAME> - ums 3apanee 3amannoro URL (agpec as

nepeHanpasieHus A0JkeH HauuHaThes ¢ http:/f). TIpumep HacTpoiiku
TIepEeHAIPaBIICHUS PUBEACH HIKE.
set reject 3anpetuts ¢ otapaBkoit ICMP-yBemomneHwst

EcoRouter User Guide 183



LIRDP.RU

ITapameTp Onucanne
set vrf <VRF_NAME> J1s makeToB, MOMABIINX TOJT AEWCTBUE TIPaBMIiIa, OYIeT NCIIOIb30BATHC
[<A.B.C.D>] tabnuua mapmpyTtusauuu vrf, rne VRF. NAME — ums aHeobxoaumoro vrf.

Jnia narsoro vrf MOXkHO pr He0OX0IMMOCTH yKa3zathb IP-ampec next hop

[pu ykazanuu nporokosa Udp Bropas cTpoka KoMaH bl co3aanus filter-map policy Oyner umersb
ceayrommii Bua: match udp <SRC_ADDRESS> [<PORT_CONDITION>]
<DST_ADDRESS> [<PORT_CONDITION>] [dscp <DSCPVALUE>].

JlomoTHUTE bHBIC TTApaMETPhI MPH yKazaHuU UdP OMucaHbl B TAOIHUIIEC HIKE.

Tabmuua 79
ITapamerp Onucanne
PORT_CONDITION Ycnosue ais 3HaYeHUs mopTa. MoxeT ObITh YKa3aHO OJTHO M3 CIICTYIOIIHX

3HAYCHUM:

{{eq | gt | It} {tftp | bootp | <0-65535>} | range <0-65535> <0-65535>}

3navyenuss PORT_CONDITION

eq Howmep nopra paBen

gt Howmep nopta GoJbiie, ueM

It Homep mopta MeHblIe, 4eM

tftp UDP(69)

bootp UDP(67)

<0-65535> TouHbIl HOMEp ITOpTa, JH00E 3HAUYCHUE M3 YKa3aHHOT'O JIMana3oHa

range <0-65535> <0-
65535>

Homep nopra BXOQUT B 1HaIIa30H

ITpu yka3anuu npotokosia tCP BTopast cTpoka KoMaHabl co3nanus filter-map policy Oyner numetsb
cnenyrouuii Bua: match tcp <SRC_ADDRESS> [<RPORT_CONDITION>] <DST_ADDRESS>
[<PORT_CONDITION>] [dscp <DSCPVALUE>] [<RFLAG>].

I[OHOHHI/ITGJII)HBIG napaMeTpbl IPpHU YKa3aHUHA th OIIMCAaHbI B Ta6J'II/II_Ie HUWXKE.

Tabymna 80

IMapametp

Onucanne

PORT_CONDITION

VYcmoBue AJI 3HA4YCHUS IOpTa. MoeT OBITh YKa3aHO OJHO U3 CICAYIOMINX
snauenuit: {{eq | gt | It} {ftp | ssh | telnet | www | <0-65535>} | range <0-
65535> <0-65535>}

FLAG

3HaueHUA (Imara, 10 KOTOPBIM MOKET ITPOU3BOJAUTHCA o6pa60T1<a ITaKCTOB.
MosxeT ObITh yKa3aHO OJHO U3 CIEAYIOIINX 3HAYeHUH (mpeduKc not- o3Havyaer,
4TO yKa3aHHBIH (iar He ycranosieH): ack | not-ack | fin | not-fin | psh | not-
psh | rst | not-rst | syn | not-syn | urg | not-urg

e ack - ycranosnen ¢uiar ACK (HoMep moaTBepskaeHus),

e fin - ycranosien ¢uar FIN (3aBepiiieHne coeIMHEHNS),

e psh - ycranosieH ¢uar PSH (MHCTpYyKTHpPYET 1OJTy4aTessi IPOTOJIKHYTh
JlaHHbIe, HAKOIMBILIKECS B MPUEMHOM Oydepe, B IPUIIOKEHHE
TMIOJIb30BATENA),

e rst - ycranosieH ¢uiar RST (o6opBath coeuHeHne, 04ucTUTH Oydep),

e Syn - ycranosineH ¢iaar SYN (CHHXpOHH3AIUS HOMEPOB
M0CJIeJ0BATENLHOCTH),

e urg - ycranosieH ¢urar URG (ykasarens BaXHOCTH),

e not-ack - me ycranosnen ¢mar ACK,
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ITapamerp Onucanne
e not-fin - ve ycranosnex ¢uar FIN,

e not-psh - ue ycranosiex ¢ar PSH,

e not-rst - ue ycranosneH ¢muar RST,

e not-syn - He ycranosieH (aar SYN,
e not-urg - e ycranosieH ¢uar URG.

MO>KHO epedHcIuTh HECKOIbKO (haroB uepes mpobern. [Tpu sTom mpasuio
cpaboTaer, eciu B rakere OyAyT YCTAaHOBJICHBI BCE MEPEeUNCIIEHHBIE (ary.
Hamnpumep, npasuiio not-rst syn ack cpadoraer, eciu maket coaepkut ¢uiaru
SYN u ACK, no He cogepxxut RST

3unauenuss PORT CONDITION

eq Howmep nopra paBeH

gt Howmep mopTta Gonblie, uem

It Homep mopta MeHblIIe, 4eM

ftp TCP(21)

ssh TCP(22)

telnet TCP(23)

WWW TCP(HTTP-80)

<0-65535> TouHbIll HOMEp MOpTa, JIIO00E 3HAUCHUE U3 YKa3aHHOT'O Ihana3oHa
range <0-65535> <0- | Homep mopTa BXOIWT B AWAINIa30H

65535>

14.3.5.2 3apanmue agpeca 1Jisl NepeHANPABICHUS

ecorouter (config) #redirect-url SITEREDIRECT
ecorouter (config-redirect-url) #url http://forredirect.org

14.3.5.3 Tlpumep HacTpoek 1 00padoTKU TPpaduKa B A00HEHTCKOI ceccuu

B nannoM npumepe HactpoeH cratudeckuii [IPoE.

B pe3ynbTare BBINONHEHNUS PUBEICHHBIX HIKE HACTPOCK Ha BXoJ (mpuMensiercs filter-map
policy NAME1) 6yner orOpacbiBaThesi Bech icmp-Tpaduk, udp-tpaduk Oyaer orpanudeH a0 20
Moburt/cexk, tcp-Tpaduk OyneT npomyckarbest 6€3 U3BMEHEHUH.

Tpadux nHa Beixox (mpumensiercs filter-map policy NAME?2) 6yzaet orpanudeH 1o 5 MouT/cex,
tcp-tpaduk mopra 80 Oymer mepenanpasiieH Ha aapec http://forredirect.org.

filter-map policy ipv4 NAME1l 10
match icmp any any

set discard

filter-map policy ipv4 NAME1l 20
match udp any any

set accept
filter-map policy ipv4 NAME2 10
match tcp any any eqg 80

set redirect SITEREDIRECT
filter-map policy ipvé4 NAME2 20
match any any any

set accept

|
subscriber-policy NAME
bandwith in 20
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set filter-map in NAME1l 10
bandwith out 5

set filter-map out NAMEZ2 10
|

subscriber-service NAME

set policy NAME
|

ip prefix-list NAME seq 5 permit 10.10.10.100/32 eqg 32
|
subscriber-map NAME 10

match static prefix-list NAME

set service NAME

|
interface ipoe.l

ip mtu 1500

ip address 10.10.10.1/24

LIRDP.RU
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15 Hacrpoiika TyHHeJIMPOBaHMS

TyHHenupoBaHue — MEXaHU3M TIE€pPeIauu MaKeTa OJJHOTO IPOTOKOIa BHYTPHU APYroro mpoTOKoJIa,
MO3BOJISIIOIINN O€3011acHO MepeaaBaTh JaHHbIE MEX/TY IBYMS CETSIMH.

TYHHCJ'II/I SABJISIFOTCS JIOTHYCCKMMHU COCIUMHCHUAMMU THIIA TOYKA — TOYKa, OIPEACTIAIONUECA TOYKOM-
HCTOHHHKONITYHHeHﬁPITOHKOﬁFHaBHaHGHHeNITYHHeHﬁ.

15.1 GRE

GRE (Generic Routing Encapsulation) — mpoTokosbHbIH Mexanu3M, ucnonb3ytommii IP (UDP) kak
TpaHcnopTHbIN NpoTokoi. GRE MoeT ObITh MCIOIB30BaH /7S IEPEHOCA Pa3IMUHbIX IPOTOKOJIOB
BHYTpU ceOsl.

Jlnst orripaBku B GRE TynHens [P-naker npu npoxosxaeHnn yepes nHTepdeiic TyHHENs moryyaer
CBEpXY JOMOJIHUTENbHBIN 3arogoBok GRE, B koTOpoM B KadecTBe afjpeca UCTOYHUKA U aJpeca
Ha3HayeHus OyayT yKa3aHbl ip agpeca Ha4aabHOM U KOHEUHOH Touku TyHHels. [locie npuobiTus
nakeTa Ha HHTepdelic ¢ aapecoM Ha3HAuYCHHsI TyHHEINS Ciry)keOHbIH 3aroioBok GRE Oyzner
OTOpOIIIEH U Jajee makeT OyaeT 00padaThIBaThCS B COOTBETCTBHU CO CBOMM «POAHBIMY [P
3aroJOBKOM.

DATA

Pucynok 20

15.1.1 MTU B npoToKo./aX TYHHeJHPOBAHUSA

Tunununas pasmepHocts MTU it L3 untepdeiica 1500 Gaiir. B cBsi3u ¢ nob6aBnenuem
CIIy>ke0HOT0 3aroJIoBKa MOSBISIOTCS HOBbIE TpeOOBaHUs K tonmycTuMoMy 3HaueHuo MTU npu
nepenaye nakera. 3aronoBok GRE nmeet pazmeprocts 4 Gaiita, 20 6aiiT TpancriopTHbI [P
3aroJioBOK, 3arojioBok IP makera 20 GaiiT, Takum 00pa30M BO3HUKAET HEOOXOIUMOCTh 33/1aBaTh
pasmep pomnyctumoro MTU Ha unTepdeiicax TyHHENsI MEHbIlIEe CTAaHAAPTHOTO 3HAUCHHUSL.

15.1.2 ®daaru B GRE

Peanmuzarus EcoRouterOS npu nHKancyampoBaHUU BO BHEIITHEM 3arojioBKe ycraHaBiuBaeT DF out
paBHbIM 1 (He ¢pparmenTupoBats). Eciiu npuxosamuit gppeiim B 3aronoske IP conepxut MF 6ur
paBHbIM 1 (ObL1a pparmenTanus) win fragment offset 6uT paBHsbIit 1 (mocnequuit pparmeHT
nepBoHavabHOTO (hpeiima), To peiim Oyaer oropomeH. [Tpu GRE uHkancyasmum npuxossiue
dpeiimel, coneprkantue B 3aronoBke GRE ¢uaru checksum, routing, key, seq number, strict source
route WK recursion, OTIMYHBIE OT HYJISL, OyAyT OTOPOIIEHBI.

Komanpl HacTpoiiku

Tabmuma 81

Komanna Onucanue
interface tunnel.<aomep> Coznanue natepderica TYHHENs, TIe HOMEP
MPOU3BOJIBHOE YHCIIO
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Komanpaa Onucanue
ip mtu <sHauyenme> 3aganue 3HaYCHHUS mtu I HHTEpdeiica
ip tunnel <source IP> <destination IP> mode Bamanve IP-aapecoB Havyada U KOHIA TYHHEIS U THIA
<gre | ipip> TYHHENIS

15.1.3 IIpumep 6a3oBoii HacTpoiiku TyHHe 51 GRE

PC1 PC2

192.168.0.0 192.168.200.0

Pucynok 21

Hactpoum tynnens GRE mexny ycrpoiictBamu ECO-1 u ECO-2. Huxe npuBeaeHa HacTpoika st
yctporictBa ECO-1.

[Iar 1. Hactpoiika nuaTepdheiicoB u mopToB.

ecorouter>en

ecorouter#conf t

ecorouter (config) #interface el

ecorouter (config-if)ip add 11.0.0.1/16

ecorouter (config) #interface e2

ecorouter (config-if)ip add 192.168.0.1/24

ecorouter (config) #port tel

ecorouter (config-port) #service-instance te0l

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip interface el
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ecorouter
ecorouter
ecorouter
ecorouter

config) #port tel

config-port) #service-instance tel
config-service-instance) #encapsulation untagged
config-service-instance) #connect ip interface e2

—~ o~ o~ —

[ar 2. Co3gaem uHTEepdeiic TyHHENs ¢ uMeHeM tunnel.0

|ecorouter(config)#interface tunnel.0

[ar 3. Haznauenwue ip agpeca

bcorouter(config—if)#ip add 172.16.0.1/16

[ITar 4. BeicraBienue napamerpa MTU

|ecorouter(config—if)#ip mtu 1400

[ar 5. 3aganue pexxuma padbotsl TyHHenss GRE u angpecoB Hauana u KOHIIA TYHHENS

Ecorouter(config—if)#ip tunnel 11.0.0.1 12.0.0.2 mode gre

[ar 6. Hactpoiika mapiipyTu3anuu Tpaduka B TyHHETb

ecorouter (config) #ip route 12.0.0.0/8 11.0.0.2
ecorouter (config) #ip route 192.168.200.0/24 172.16.0.2

AHaJIornyHasi HaCTPOMKA MPOU3BOAUTCA HA BTOPOM YCTPOMCTBE.
15.1.4 KomaHnabl npocMoTpa

JIJ1st IpOCMOTpa COCTOSTHHS TYHHEIIS! HCTOJIb3yeTcst komanaa show interface tunnel.<nomep
TYHHEJIS>.

Z[J'IH CO3JIaHHOM BBIIIIE KOH(I)I/II‘ypaI_[I/II/I KOMaHa 6yneT OTO6pa)KaTB CHCILYIOH_[I/Iﬁ pe3yiibTart:

ecorouter#sh int tunnel.O
Interface tunnel.0 is up, line protocol is up
Ethernet address: 0000.ab27.8404
MTU: 1400
Tunnel source: 11.0.0.1
Tunnel destination: 12.0.0.2
Tunnel mode: GRE
ICMP redirection is on
<UP, BROADCAST, RUNNING, NOARP, MULTICAST>
inet 172.16.0.1/16 broadcast 172.16.255.255/16
total input packets 0, bytes 0
total output packets 0, bytes 0

15.2 IPinIP

IP in IP — MexaHHM3M TyHHEJIMPOBAHUS, KOTOPBIA momemniaet oauH IP maker B apyroii IP maker.
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[Tponiecc TyHHENMUpPOBaHMS 3aKitoyaeTcs B 1o0aBieHnu emeé ogHoro IP 3arosnoBka k cTaHgapTHOMY
[P makety. B BepxHeM 3aronoBke OyayT coaepkathes [P anpeca Hauana u OKOHUAHUS TYHHEIS.
[Tocne nocTaBky Ha MapUIPyTU3aTOP, HA KOTOPOM HAaXOJIUTCSl OKOHYaHUE TyHHEIIS, BEPXHUI
3aroJIoBOK CHUMAETCs, aKeT IepeaaeTcs ¢ OObIYHbIM, BHYTpeHHUM [P 3aroioBkom jasnblie.

DATA P

I_|r> | DATA 2

Pucynok 22

1521 MTUBIPInIP

Turmmunas pasmeprocts MTU mis L3 untepdeiica 1500 Gaiit. B cBsi3u ¢ nobdaBneHnem
CJIy>K€OHOT'0 3aroJIOBKa MOSBISIFOTCSA HOBbIE TpeOOBaHus K Aonyctumomy 3HadeHuto MTU npu
nepenave nakera. 3aroiaoBok [P in IP umeer pasmeprocts 20 Gaiit, 3aromoBok [P makera 20 6aiir,
TaKUM 00pa3oM BO3HUKAET He0OX0AUMOCTh 3a7aBath pazMep nonycrumoro MTU Ha unrepdeiicax
TYHHEJSI MEHbIIIe CTaHAapTHOTO 3HaueHus 1uig Ethernet.

15.2.2 ®daaru B IP in IP

Peanuzauus EcoRouterOS nmpu nHKancyn1upoBaHUM BO BHELIHEM 3arojoBke ycraHaBiuBaeT DF 6ur
paBHbIM 1 (HE pparMeHTHUPBATH)

Ecnu mpuxonsmmit ¢ppeiim B 3aronoske [P cogepxut MF 6ut paBubiM 1 (Obl1a dparmeHTaIus) uin
fragment offset 6ut paBHsIit 1 (MocneaHUM hparMeHT nepBoHavaIbHOTO dpema), To dpeitm OyaeT

OTOpOIIIEH.

Komanel HacTpoiiku

Tabmua 82
Komanpga Onucanue
interface tunnel.<Homep> Coznanne nnTepdeiica TyHHENS, T1e HOMEp
MPOU3BOIBHOE YKCIIO
ip mtu <3HaueHUE> 3amaHue 3Ha4YeHus: mtu JIs uHTepdeiica
ip tunnel <source IP> <destination IP> mode 3amanve ip-apecoB Havaia ¥ KOHIIA TYHHES U THIIa
<gre | ipip> TYHHEIS
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15.2.3 IIpumep 6a3oBoii HacTpoiiku TyHHeas IP in IP

R1

11.0.0.0 12.0.0.0

PC1

192.168.0.0 192.168.200.0

Pucynok 23

Hactpoum Tynnens IP-in-IP mexny ycrpoiictBamu ECO-1 u ECO-2. Huxe npuBeeHa HacTpoiika
nst yerpoiictea ECO-1

[ar 1. Hactpoiika uHTEpQEICOB 1 MOPTOB.

ecorouter>en

ecorouter#conf t

ecorouter (config) #interface el

ecorouter (config-if)ip add 11.0.0.1/16

ecorouter (config) #interface e2

ecorouter (config-if)ip add 192.168.0.1/24

ecorouter (config) #port tel

ecorouter (config-port) #service-instance tel

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip interface el
ecorouter (config) #port tel

ecorouter (config-port) #service-instance tel

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip interface e2
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[ar 2. Co3gaem unTepdeiic TyHHENs ¢ uMeHeM tunnel.0

‘ecorouter(config)#interface tunnel.O ‘

[ar 3. Ha3znauenue ip agpeca

kcorouter(config—if)#ip add 172.16.0.1/16

[IIar 4. BeicraBinenue napamerpa MTU

bcorouter(config—if)#ip mtu 1400

[ar 5. 3aganue pexuma padotsl TyHHENs IP-in-IP u agpecoB Havaaa ¥ KOHIIA TYHHEIISA

bcorouter(config—if)#ip tunnel 11.0.0.1 12.0.0.2 mode ipip

[Har 6. Hactpoiika MapiipyTu3anuu Tpapuka B TyHHEIb

ecorouter (config) #ip route 12.0.0.0/8 11.0.0.2
ecorouter (config) #ip route 192.168.200.0/24 172.16.0.2

AHanoruynas HaCTpOﬁKa IMPOU3BOJUTCA HAa BTOPOM YCTpOﬁCTBC.

15.3 IPsec

IPsec (IP Security) — 3To Habop IPOTOKOJIOB /ISl 00ECIICUEHHS CEPBHCOB 3aIUTHI U
ayTeHTU(UKAINK JaHHBIX Ha ceTeBoM ypoBHe Mojenu OSI. B onepanronHoii cucrteme
MapIIpyTU3aTopa MPeIyCMOTPEHA BOZMOKHOCTh CO3/IaHUs cTaTHUeckux |PSec-TyHHenel, To ecTh
TyHHelel 06e3 aBTOMaTH4eCKOro CO3/1aHUs, yCTaHOBJICHUSI, U3MEHEHUs U ynanenus SA (Security
Associations) Mexay AByMst xoctamu cetu rocpenctBoM npotokoia IKE (Internet Key Exchange).
Bce ncnonb3yeMble TyHHENEM KIFOYH, aITOPUTMBI M IPOTOKOJIBI 331aI0TCSI BpYUHYIO U IOJKHBI
COBMAJaTh HA 00OMX KOHIIAX TyHHEJS.

Ha nanHbIil MOMEHT yCTPOMCTBO MOICPIKUBAET MPOTOKOJ 3aIUTHI epeaBaeMbIX TaHHBIX ESP

(Encapsulating Security Payload) u nuckiarounTenbHO TyHHENBHBIA peXKUM paboThI, KOTa y MaKeToB
HOSIBJISIFOTCS IONOJHUTENbHBIE 3aroyioBku [P u ESP.

|OpurvHancHbI naket wybpyetcsl

Hosbi IP

Pucynok 24
Jns mmdpoBanus goctynasl anroputmbl AES, 3DES, a ans xemmposanus — MDS, SHA1/256/512.

OcHoBHBIE TapaMeTpBbl TYHHENs 3aaatoTcs B mpoduie [Psec. [y nepexona B pexum ero
KOH(pHUTYpHpOBaHHS HEOOXOIUMO B TJIOOATBHOM PEXUME KOH(DUTYPUPOBAHHUS BBECTH KOMaHTy
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crypto-ipsec profile <NAME> manual, rae NAME — ums npoduis, a kimod 'manual' o3Havaer,
YTO TYHHCJIb ABJISICTCA CTATUUCCKUM.

B niepByto odepeib HEOOX0IUMO 337aTh PEKUM pabOThI TyHHE . Kak cka3aHo BblIlle, HA TaHHBIN
MOMEHT YCTPOMCTBO MOIACPKUBAET TOJIBKO TYHHEIBHBINA PEeXUM paboThl. JlaHHBINH PEeXUM
3amaéres komaumon mode tunnel.

Hanee cnenyer 3aaarh KiaroueBbie mapameTpsl [Psec (ESP) TyHHens B 1ByX HampaBJICHHSIX —
BXOJIAIIEM, T. €. OT YAAJIEHHOW TOYKH JI0 JTOKAILHOTO YCTpoicTBa (inbound) u ucxozsiiemM, T. €. OT
JIOKaJILHOTO YCTPOMCTBA 70 yAaI€HHOU Touku (outbound). Ilepexoa B pesxuM KOHPUTYPUPOBAHUS
TYHHEJISl B UCXOJISIIIEM MIIM BXOJISIIEM HaIpaBJICHHH IPOU3BOAUTCS KoMaHiamu ipsec-outbound
esp u ipsec-inbound esp coOTBETCTBEHHO.

Z[J'IS[ KaXX0I0 HaIIPpaBJICHUA TYHHeJ'I}I HCO6XO,Z[I/IMO 3a/1aTb OCHOBHBLIC ITIapaMCTPbI AJId OpraHru3aliu
SA:

e sp-index <NUMBER> — Homep SP (Security Parameter Index);

e authenticator shal | sha256 | sha512 | md5 <KEY> — BbiOop anropurMa XemupoBaHus 1
3a/1aHKe KITF0Ya B IIECTHAIIATCPUIHOM BH/IC;

e encryption 3des | aes <KEY> — BpiOop anroputMma XeIMpOBaHUs U 3aJaHNUE KITF0Ya B
[ICCTHAIIIATCPUIHOM BH/IC.

CLI ycTpoiicTBa mpuHUMAET BBOJI KJIt0o4a Kak ¢ npedukcoM 0X, Tak U B 0OBIYHOM
niecTHaaaTepuyHoM Buje. [Ipu HeBepHOI UIMHE KiltoYa YCTPONHCTBO MOACKAXKET, KaKylo JUIMHY
ClIelyeT UCIO0JIb30BaTh.

3&,[[8.HHBI€ JJIsA obomx HaHpaBHeHI/Iﬁ napamMeTpbl SA JOJIDKHBI COBIIaAaTh Ha obonx KOHIaX TYHHCJIA.

3areM ¢ MOMOILBIO KPUNTOTrpagUUecKuX KapT crypto-map HE00X0AUMO yKa3aTh, K KAKOMY MUY
clielyeT IPUMEHSTh COOTBETCTBYIOIMM npoduis [Psec. [lepexon B pexxum KOHPUTYypUpOBaHUS
KpUnTorpapuueckoi KapTel Mpou3BoaAnTcs koManaoi crypto-map <NAME> <PRIORITY>, rae
NAME — ums kaptsl, a PRIORITY (unaue — mocneoBaTeIbHOCTD KapThl) ONPEIEIISIET MOPSI0K
00paboTKM KapThl. YeM MEHbIIIe HOMEp, TEM BbIILIE IPUOPHUTET U BEPOATHOCTH TOTO, YTO TpapHK
[Psec Oyzaet 06paboTan UMEHHO 3TOM MOCJIEI0OBATEILHOCTHIO KapTHI.

B Hactpolikax kapThel He06X01UMO yka3aTh npoduis [Psec u cocena, k KOTOpoMy JTOJIKEH OBbITH
MPUMEHEH JaHHBINA TPOQUIIb:

e match peer <ADDRESS>, rie ADDRESS — IPv4-anpec cocena;
e set crypto-ipsec profile <NAME>, rnie NAME — ums npoduis.

Hwxe npuBenéH npumep ans kpunrorpapudeckoit kaptel ¢ umeHem TEST.

crypto-map TEST 10

match peer 200.0.0.3

set crypto-ipsec profile TEST1
crypto-map TEST 20

match peer 200.0.0.3

set crypto-ipsec profile TEST2
crypto-map TEST 30

match peer 200.0.0.3

set crypto-ipsec profile TEST3
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[Ipu Takoit kKoH(pUTYypalUK K TUPY MOTYT OBITH IPUMEHEHHI 3 TTpoduiisi, HO 00paboTka Tpaduka
[Psec ot cocena ¢ anpecom 200.0.0.3 naunércst Ha TokanbHOM ycTpoiicTse ¢ mpoduist TESTI.

Jlanee He0OX0AMMO HAYYUTh MAPIIPYTH3aTOP NEPEXBATHIBATH TPAPUK, KOTOPBIN JOIKEH OBITh
obpabotan [Psec moxynem. [liist aTOro cremyer BOCIONB30BaThCsl BCTPOCHHBIMH (DYHKIUSMH
CIHCKOB KOHTpOJIs noctyna filter-map ipv4 (cm. rinaBy "Crnucku nocryna”, paszaen "Hacrpoiika L3
filter-map").

Jlns mepexBara Bxojsiiero Tpaduka [IPsec ot onpeaenéHHOro cocena cienyer co3aaTh MpaBuio
match/set Buga:

match esp host <Remote ADDRESS> host <Local ADDRESS>, rne Remote ADDRESS — IPv4-
aapec cocena B TyHHene, a Local ADDRESS — nokanbensiit [IPv4-anpec mapmpyrusaropa mis [PSec
TYHHEJIS,

set crypto-map <NAME> peer <Remote ADDRESS>, rnie NAME — ums paree co3gaHHON
Kpuntorpaduueckoit kaptel (crypto-map), a Remote ADDRESS — IPv4-anpec cocena B TyHHene,
JUTSL TOYHOTO COOTBETCTBHSI.

s nepexBara Tpaduka IPsec, mepemaBaeMoro u3 JOKaJbHOW CETH B YJAJIEHHYIO CETb, T. €.
UCXOJA1IEro Tpaduka, KOTOPBIN JOJKEH ObITh 3aIu(pOoBaH, CIeyeT co3aTh IpaBuiIo match/set
BUJA!

match any <Local NETWORK> <Remote NETWORK?>, rae Local NETWORK — nokanbHast
IPv4-nioncets, a Remote NETWORK — ynanéunast [IPv4-noncets. Takum o6paszom, Tpaduk,
nepeIaBaeMblid U3 JIOKAIBHOH IMOJICETH B yAAIEHHYIO MOICETh, TONAAET B TYHHEIb U OyIeT
3anQpoBaH.

set crypto-map <NAME> peer <Remote ADDRESS>, rnie NAME — ums paree co3gaHHON
kpunrorpaduueckoit kaptel, a Remote ADDRESS — IPv4-anpec cocena B TyHHEN€, A1 TOYHOTO
COOTBETCTBHSL.

[Tocnennum nelicTBueM ciieyer IpUMEHUTh KOMaHA0M Set criicku KOHTpois gocTyna filter-map k
HeoOxonuMbIM L3-unTepdeiicam Bo Bxoasuiem HanpasieHuu. [Ipumep s filter-map ¢ umenem
ipsec_tunnel:

interface lan

ip mtu 1500

connect port te2 service-instance lan
ip address 192.168.100.100/24

set filter-map in ipsec tunnel

|
interface wan

ip mtu 1500

connect port tel service-instance wan
ip address 200.0.0.100/8

set filter-map in ipsec tunnel

Jlns BeIBOa MH(OpMAIIMK O HACTPOSHHBIX SA mpeaycMoTpeHa komanaa Show crypto sa.

Huxe npuBenén npumep Hactpoiiku [IPSec-tynneneii 1 cxemsl ¢ Tpems cocensmu, LAG ans
WAN coeaunenus u anroputmoB SHA1/256/512 u 3DES.

EcoRouter User Guide 194



LIRDP.RU
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Pucynok 25

crypto-ipsec profile testl manual

mode tunnel

ipsec-outbound esp

sp-index 1000

authenticator shal 0x000102030405060708090a0b0c0d0e0£00000000
encryption 3des 0x000102030405060708090a0b0c0d0elfaaaaaaaabbbbbbbb
ipsec-inbound esp

sp-index 1001

authenticator shal 0x000102030405060708090a0b0c0d0e0£11111111
encryption 3des 0x000102030405060708090a0b0c0d0elfaaaaaaaabbbbbbbb
|
crypto-ipsec profile test2 manual

mode tunnel

ipsec-outbound esp

sp-index 2000

authenticator sha256
0x000102030405060708090a0b0c0d0e0£00000000000102030405060708090a0b
encryption 3des 0x000102030405060708090a0b0c0d0e0fbbbbbbbbcccccccc
ipsec-inbound esp

sp-index 2001

authenticator sha256
0x000102030405060708090a0b0c0d0e0£22222222000000002222222222222222
encryption 3des 0x000102030405060708090a0b0c0d0el0fbbbbbbbbcccccccc
|
crypto-ipsec profile test3 manual

mode tunnel

ipsec-outbound esp

sp-index 3000

authenticator shab512
0x000102030405060708090a0b0c0d0e0£00000000000102030405060708090a0b000102
030405060708090a0b0c0d0e0£00000000000102030405060708090a0b

encryption 3des 0x000102030405060708090a0b0c0d0el0fcccecccececdddddddd
ipsec-inbound esp

sp-index 3001

authenticator shabl2
0x000102030405060708090a0b0c0d0e0£33333333000000003333333333333333000102
030405060708090a0b0c0d0e0£33333333000000003333333333333333

encryption 3des 0x000102030405060708090a0b0c0d0el0fcccecececececdddddddd

|
crypto-map ipsec 10
match peer 200.0.0.1

set crypto-ipsec profile testl
|
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crypto-map ipsec 20

match peer 200.0.0.2

set crypto-ipsec profile test2
|
crypto-map ipsec 30

match peer 200.0.0.3

set crypto-ipsec profile test3
|
filter-map ipv4 ipsec tunnel 5

match esp host 200.0.0.1 host 200.0.0.100
set crypto-map ipsec peer 200.0.0.1

|
filter-map ipv4 ipsec tunnel 10

match any host 192.168.100.1 host 10.0.0.1
set crypto-map ipsec peer 200.0.0.1

|

filter-map ipv4 ipsec tunnel 15

match esp host 200.0.0.2 host 200.0.0.100
set crypto-map ipsec peer 200.0.0.2

|

filter-map ipv4 ipsec_ tunnel 20

match any host 192.168.100.2 host 172.16.0.2
set crypto-map ipsec peer 200.0.0.2

|

filter-map ipv4 ipsec tunnel 25

match esp host 200.0.0.3 host 200.0.0.100

set crypto-map ipsec peer 200.0.0.
|

(O]

filter-map ipv4 ipsec_ tunnel 30

match any host 192.168.100.3 host 192.168.0.3
set crypto-map ipsec peer 200.0.0.3

|

port ae.O

bind te0

bind tel

mtu 9728

service-instance wan

encapsulation untagged

|

port te2

mtu 9728

service-instance lan

encapsulation untagged

|

interface lan

ip mtu 1500

connect port te2 service-instance lan

ip address 192.168.100.100/24

set filter-map in ipsec tunnel 10

|
interface wan

ip mtu 1500

connect port ae.0 service-instance wan
ip address 200.0.0.100/8

set filter-map in ipsec tunnel 10

exit
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bxit |

JUJ1st IOTHOTBI M3JI0KEHHUSI pACCMOTPHUM MpUMep KoHpurypauuu mapupytuzaropa Cisco R1.

hostname R1
|

crypto ipsec transform-set ipsec tunnel esp-3des esp-sha-hmac
mode tunnel
crypto map ipsec 10 ipsec-manual

set peer 200.0.0.100

set session-key inbound esp 1000 cipher
000102030405060708090a0b0c0d0e0faaaaaaaabbbbbbbb authenticator
000102030405060708090a0b0c0d0e0£00000000

set session-key outbound esp 1001 cipher
000102030405060708090a0b0c0d0e0faaaaaaaabbbbbbbb authenticator
000102030405060708090a0b0c0d0e0£f11111111

set transform-set ipsec tunnel

match address 100

|
interface LoopbackO

ip address 10.0.0.1 255.0.0.0
|
interface FastEthernet0/0
ip address 200.0.0.1 255.0.0.0

crypto map ipsec
|

access-1list 100 permit ip host 10.0.0.1 host 192.168.100.1
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16 bpumkunr ¢ nogaepxkkoi L3

CereBoit MocT (OpHIK) — GU3HUYECKOE UITH JIOTUYECKOE YCTPOMCTBO, pa3IesIoNiee JOMEHbI
koumm3uii Ethernet u paboTaromiee Ha AByX HIKHUX YpoBHAX ceTeBbix crekoB OSI u TCP/IP.
OO0benuHeHne IBYX WM 00JIee CETEBBIX CETMEHTOB Ha3bIBACTCS OpUHKUHTOM. B mpocThix
Opu/pKax MHUPOKOBEIIATENIbHBIE MAKEThI PACChUIAIOTCS BO BCe MHTEpQeiichl OpumIka; OpuIKy ¢
noanepkkoit VLAN MoryT orpaHn4MBaTh IIMPOKOBEIIATEIbHBIE JOMEHBI OTAEIbHBIMU
unrepdericamu. Unentudukarop VLAN B Takux Opupkax J0JKEH ObITh YHUKAJICH B MPeeiiax
ycrpoiictBa. lllupokoBemiaTenbHblil 1oMeH, orpanudeHHbIl VLAN, nonyuun B cranaaprax IEEE
802.1Q/802.1ad na3zBanue VLAN OpuK-10MEH.

C pa3BuTHEM NPOBANIEPCKUX TEXHOJIOTHI MOSBIIACH TOTPEOHOCTh OTPAHUYMBATH YHUKAIBHOCTD
VLAN ID otaenbubiM mopToM. Takyro BO3MOKHOCTS mipegoctaBmia konuemnius EVC (Ethernet
Virtual Connection), B KOTOpoii mupokosenareiabubiii L2 nomen yxe He npussizad K VLAN. EVC
OpuK-TOMEH 00beANHeT BUPTYyainbHble L2 nnTepdeiichl, Ha3pIBaeMble CEPBUCHBIMU (service
instance, SI). L3 unarepdeiic ans csizu L2 u L3 10MEHOB B TpaIuIIMOHHBIX OpUKaX Ha3bIBACTCS
SVI unu BV, B EVC 6pumk-nomenax ans Hero npunsato Ha3Banue BDI (cokp. ot Bridge Domain
Interface).

JlmarpaMmBbl IPOIIECCOB, MTPOUCXOIAIINX MPH Mepechuike GppeiimoB Mexay L2 u L3 nomenamu ¢
yuactueM BDI B 000ux HarpaBieHUsIX, IPUBEIEHBI HA PUCYHKE HUXKE.

L2 pomeH — L3 gomeH L3 gpomeH — L2 gomeH
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16.1 Hacrpoiika

Komanpaa co3nanus Opumka:

|ecorouter (config) #bridge <NAME>

rae <NAME> — npousBosnbsHOe uMs, nonyctumoe B EcoRouterOS.

Bpumx-noMeH cozgaéresi B KOHTEKCTE KOH(DUTYPUPOBAaHUS CEPBUCHOTO HHTep(eiica:

|ecorouter (config-service-instance) #

B tabnuiie npuBeeHBI COOTBETCTBYIONINE KOMAaH/IbI.

Tabmuma 83
Komanpna Onucanue
encapsulation 3agaHne MHKAICYJSIINH (TETUPOBAHMUS) IS
{default|dotlgluntagged} BHEINIHETO Tpaduka
rewrite {popl|push|translate} [IpeoOpazoBanue HHKATICYISAIUH TPU OTIPABKE B
OpHIK
connect bridge <NAME> [MoxkiroueHue K CO3JaHHOMY paHee OpHIKY

TerupoBaHue (MHKAINCYJISALUSA) MOKET ObITh IPOU3BOJIBHBIM (CM. paszzen «Onepaunun HaJl METKaMU
B CEPBHUCHBIX HHTEpPeiicax»), mpuuem, kak ckazaHo Bbiie, VLAN ID cepBucHoro unrepgeiica Ha
oJHOM nopTy MoxeT coBnaaate ¢ VLAN ID cepBucHoro untepgeiica Ha Ipyrom nopry, u 3T0
Oynyt pasuele VLAN, o tex nop, nmoka 3tu SI Haxonarcs B pa3HbIX OpuIK-1oMeHax. bpumxk-
JIOMEH Ha Opuke 00pa3yroT NOJKIIOUEHHbIE K HEMY CEpBHUCHBIE HHTEP(ENChI ¢ OJJUHAKOBBIM
3HAYCHHEM MHKAICYJISAIUK Ha OpuKe, 3a1aBacMbIM KoMaHiamu encapsulation u rewrite. Tonbko
B ATOM CJIy4yae MeXJy HUMH BO3MOKeH OpuukuHT. Hanpumep, eciny Ha 0JHOM CEpPBHCHOM
untepdeiice 3anano Q-in-Q terupoBanue:

ecorouter (config-service-instance) #encapsulation dotlg 30 second-dotlg
40

a Ha JIpyroM (M3 TOro e Opu/pK-I0MEHa) 33/1aHO:

ecorouter (config-service-instance) #encapsulation dotlg 20

TO J171s1 OpUKUHTa MEXAy HUMH, K IPUMEPY, Ha IEPBOM MOKHO J1aTh KOMaHY:

|ecorouter(config—service—instance)#rewrite translate 2-to-1 20

16.2 Co3nanue BDI

Wntepodeiic BDI coznaercs kak o0brunbIi L3 nHTEpdeiic ¢ AByMS TOMONTHUTEIBHBIMA KOMaH1aMH
B KOHTEKCTE KOH(DUTYpUpOBaHUs UHTep(eiica, OMMCAHHBIMU B TaOJIUIIE HIKE.
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Tabnuia 84
Komanna Omnucanue
rewrite push [IpeobpazoBaHme HHKATICYISAIINY IPU OTIPABKE B OPHIK
connect bridge <NAME> [TpuBs3ka k CO3JaHHOMY paHee OPUIKY

Komanza encapsulation 3meck oTcyTcTBYET, T. K. B L3 TOMEH Helb3sl OTIPABISATh TETHPOBAHHBII
Tpaduxk.

[Tpumep:

ecorouter
ecorouter
ecorouter
ecorouter

config) #interface bdil

config-if)#ip address 192.168.0.1/24
config-if) #rewrite push 20
config-if) #connect bridge br0

P N

ITpu takoii koudurypamuu B L3 qomen moryt nonanars ¢peiimel 6pumka br0 ¢ VLAN ID 20. B
00paTHOM HampaBJICHUH MMakeThl OyAyT HanpaBiaThcs B br0 mpu ycmosuu, uto s [P-aapeca
Hasnavyenus B FIB ykazan unrepdeiic bdio.

16.3 Komanas!l npocmorpa

Jlnst mpocMoTpa HHGOPMAIMK O CO3aHHBIX OPUIKAX UCIOIB3YESTCs KOMaH/1a aIMUHHCTPATHBHOTO
pexxuma show bridge. Ecin Heo0XoauMo BBIBECTH Ha KOHCOJIb HH(OPMAIIHIO 110 KAKOMY-TO
KOHKPETHOMY OpHJIXKY, K yKa3aHHOW KoMaH e 100aBisiercst ums Opumka: show bridge
<BRIDGE_NAME>.

ecorouter#show bridge
Bridge brl
Connect interface bdil symmetric

s mpocMoTpa uHpopmarun 06 untepdeiicax BDI ucnionb3yercs ctaniapTHas Ut Becex
unrepdeiicor komanaa show interface <BDI_NAME>.

ecorouterf#show interface bdil
Interface bdil is up

Ethernet address: 1c87.7640.6903
MTU: 1500

Rewrite: push 20

ICMP redirection is on

Label switching is disabled

<UP, BROADCAST, RUNNING, MULTICAST>
Connect bridge brl symmetric
inet 1.1.1.1/24 broadcast 1.1.1.255/24
total input packets 0, bytes 0
total output packets 0, bytes 0

B EcoROuterOS ecTb BO3MOXHOCTbh IIOCMOTPETh TaOJIUIly Mac-aJpecoB MO0 KOHKPETHOMY OpUIIKY.

Jlns aToro HeobxoauMo BBecTH KoMaHay Show bridge mac-table <BRIDGE_NAME>. Dta
KOMaH/1a I[OCTyHHa B ITOJIB30BATCIIBCKOM pe)KI/IMe nu pe)KI/IMe a,Z[MI/IHI/ICTpI/IpOBaHI/IH.
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JlaHHas1 KOMaH/a TOKa3bIBaeT BCE Mac-aJipeca, KOTOphie ObUIH N3yYeHBI B paMKaX JaHHOTO
OpuKa.

ecorouter#show bridge mac-table br0
L3 BDI address: 192.168.1.1/24
BD Aging time is 300 sec

Outer Inner L2

Vlan Vlan Address Port Type Age
= = 0050.7966.6801 te2 Dynamic 2
30 = 0050.7966.6800 tel Dynamic 18
20 10 0050.7966.6802 teO Dynamic 21

B npuBeaeHHOM MprMepe MmoKa3aHbl CIICAYIOIINE TapaMeTPhl U UX 3HAUCHHS:

L3 BDI address: 192.168.1.1/24 — IP-aapec L3 untepdeiica B anHOM OpuIKe;

BD Aging time — Bpems ycrapeBaHus 151 K&KIOT0 mac-ajapeca B CeKyHIax;

Outer Vlan — 3Hauenue BHeIIHEro vlan, ¢ KOTOPbIM ObLT MOAKIIIOYEH MMOJIH30BATEIb;
Inner Vlan — 3naueHre BHyTpeHHEro vlan, ¢ KOTOPbIM ObUT TOAKIIIOYEH MOJIb30BATENb;
L2 address — mac-aapec ycTpoicTBa;

Port — na3Banue mopra, ¢ KOTOPOTo MPHUIIIEN JaHHBII mac-aJpec;

Type — MeTo1, 0 KOTOpOMY ObLIT H3y4YeH mac-ajapec (CTaTHYECKH WA JUHAMHYECKH ),

Age — BpEMs B CCKYHJaX, KOrja ObLI 3a(bI/IKCI/Ip0BaH MOCJIEIHUM IaKeT OT JaHHOT'O mac-aapeca.
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17 Hacrtpoiika IP Demux

TexHOJ0rHs JeMyIbTUIUIEKCUPOBAHMS BXO/ISIIETO TIOTOKA JAHHBIX CO CTOPOHBI II100aJIbHOM CeTH
Ha OJIUH WK O0Jiee BHIXOAHBIX IOTOKOB B HAIIPABJICHUH JIOKAJIBHBIX ceTeld. BpiOop xenaemoro
BBIXO0JIa OCYIIECTBIISIETCS HA OCHOBAaHHH CKOH(HUTYPHUPOBAHHBIX CEPBUCHBIX HHTEP(EICOB Ha
noprax ycrpoiicraa. i moMHOIEHHOro (yHKIIMOHUPOBAHUS TEXHOJIOTHUS MpEAroaraeT Halu4yue
c(hOopMUPOBaHHOH TaOIHIIBI C HHPOPMAIIHEH O PACTIONOKEHUH KIHEHTOB B ceTh. [omoOHas
uH(pOpMaIKs MOKET ObITh MOJTy4YeHa TUHAMUYECKUM U cTaTuueckuM myteM. [lon aunamukoii, B
JTAHHOM KOHTEKCTE, TOpa3yMeBaeTCs CIIOCOOHOCTh MapUIPyTU3aTOPa MOIy4aTh BCIO
HeoOxoaumyro uHpopmaruio o kiaueHTax npu DHCP nepenanpapienusx k cepsepy. [1omo0HbIM
METO/]] HE MOpa3yMeBaET CTATUYECKYI0 HacTpoiiky [P anpeca Ha knmmenTckux MamuHax. OaHako,
JUISL TIOJTHOLIEHHOT'O KOHTPOJISI, JOCTYITHOCTH CETEBBIX AJIEMEHTOB U IMOJTHON HE3aBUCUMOCTH OT
yJIAJIEHHBIX CEPBEPOB, B apCeHAIE CETEBOTO aIMUHUCTPATOPA MIPUCYTCTBYET CIIOCO0

CO3/IaHMSI CTATUYECKOMN 3aIKCH O KIIMEHTE.

o Untepoeiic IP demux siBisiercss MHTEPQECOM TPETHETO YPOBHS

e Kunrepoeiicy IP demux moxxeT ObITh MPUCOETUHEHO HECKOIBKO CEPBUCHBIX HHTEP(EHCOB
Ha OJTHOM WJIM HECKOJIBKUX (PU3UYECKUX TOPTaX

e [P demux umeet Tabnuiry coorBeTcTBHs KineHTckux I[P anpecoB, VLAN'0B 1 mopToB.
Tabnuna MoxeT GopMUPOBATHCS TUHAMUYECKUM M CTATUYECKUM ITyTEM

o Ilpu nepenaue kanpa ¢ metkoit VLAN nHa untepdeiic IP demux metka cHuMaeTcs
ABTOMATHUYECKU U JOTIOJHUTEIBHBIX ONIEPAIIMi HaJl METKOU HE TpedyeTrcs

Untepdeiic [P demux — 3To Buptyansueiii L3 untepdeiic, Ha KOTOpbIit MOXKeT ObITh Ha3HaueH IP-
ajzipec U3 Mapuipytusupyemon nojacetu. [lepecbuika makeToB B Ipyrue mojaceTu Oyaer
OCYIIECTBIISIETCS 3a CUET MPUBS3KH K OMPE/IeTICHHOMY MOPTY ¢ HabOopoM service instance.

basoBas HacTpoiika untepdeiica [P demux:

Taomuua 85

Komanna Omnucanue
interface demux.<NAME> | Co3nanue untepdeiica demux. ['ie <NAME> — npou3BosibHOE YHCIIO
ip address <IP>/<MASK> | Hasnauenwue IP-anpeca ¢ mpedhukcom

IIpumep:

ecorouter (config) #interface demux.O
ecorouter (config-if-demux) #ip address 10.10.10.1/24

Pabora nunammuueckoit Bepcuu [P demux peanuzyercs npu Hanuuuu DHCP-cepsepa B

cetu. Tabnuua coorBetcTBus IP-anpecoB, VLAN'0B u nopToB popmupyeTcs Ha OCHOBaHUU
CETEBBIX HACTPOEK, KOTOPBIE 3alpalInBaoT KoHeuHble ycTpoiictBa y DHCP-cepsepa. Ha
untepdeiice [P demux Heobxonumo ykazaTth coznannbiii npoduns DHCP-perpancnsuuu. [Tpu
TaKOM OpraHM3allui KOHEUHBIEe YCTpoiicTBa 3a uHTEepdeiicom demux OyayT UMETh TOCTYT K HITIO3Y
Y TJIO0QJIBHON CETH COOTBETCTBEHHO, HO BO3MOXHOCTH 001eHust Mexay VLAN uckirodeHa.
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17.1 IIpumep HacTpoiiku IP Demux

EcoRouter-1

PCl

VLAN2Z VLAN4

10.0.0.4

VLAN3

Pucynok 27

[IIar 1. Co3nanue unTepdeiica demux u Ha3HAUCHHUE ajipeca

ecorouter (config) #interface demux.O
ecorouter (config-demux) #ip add 10.0.0.254/30

[IIar 2. Co3nanue DHCP-nipoduiis, ykazanue pexkuma padbotsl u anpeca DHCP-cepsepa

ecorouter (config) #dhcp-profile 0O
ecorouter (config-dhcp) #mode proxy
ecorouter (config-dhcp) #server 1.100.100.1

IToxpo6uee o Hactpoitke DHCP cm. cratsio DHCP-petpancsius.

[ar 3. Ipucoeguaenne DHCP-tipodwtst k maTEpdeiicy demux

ecorouter (config) #finterface demux.O
ecorouter (config-demux) #set dhcp O

Ha ognom demux unTepdeiice MoxeT ObITh MpHBs3Ka K ogHOMY mpodumo DHCP.

lar 4. Coznanue cepBucHOro nHTEpdeiica Ha MOPTY (CM. CTATHIO )

ecorouter (config) #fport tel
ecorouter (config-port) fservice-instance 1

[ar 5. Yka3zanue HOMEpOB WK Juana3ona oopadateiBacMbix VLAN
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kcorouter(config—service—instance)#encapsulation dotlg 1-3 exact ‘

[ar 6. [IpuBsska cepucHoro uaTepdeiica k naTepdeiicy demux

kcorouter(config—service—instance)#connect ip interface demux.O0

Taxoke B 3TOM ke cxeMe peain3oBaHa paboTa ctaTudyeckoit Bepcuu [P demux jyist KoHEYHOTO
ycrpoiictBa PC3, koTopoe paboTaeT co CTaTUYECKUM aJIPECOM.

[ar 7. Co3nanue ceppucHoro uHTepdeiica mis onepannii ¢ VLAN KOHEUHOTO yCTPOKCTBA.

ecorouter (config) #port tel
ecorouter (config-port) #service-instance 1.4
ecorouter (config-service-instance) fencapsulation dotlg 4 exact

[ar 8. [Ipucoenunenue xk uHTepdeiicy demux.

bcorouter(config—service—instance)# connect ip interface demux.O0

[Har 9. JIo6aBnenue 3anucu B Tabnuily uaTepdeiica demux.

ecorouter (config-if) #ip demux 10.0.0.4/32 port tel service-instance 1.4
push 4

JlaHHOM 3anmMchio q00aBUIIM KIIMEHTA CO CTAaTHYECKHUM ajpecoM B Tabnuiy uHTepgeiica demux. B
KoMaH ie ip demuX Ha IepBOM MECTe CTOMT apr'yMEHT ¢ ip aJpecoM KOHEYHOIO YCTPONCTBA, Jaliee
clenyeT yKa3aHue Ha MOpT, Ha KOTOPOM HACTPOEH CEpBHUCHBIN UHTEp(deiic, 00padaThIBaIOIINN
nanHeii VLAN. Ha nocnennem Mecte ykaswsiBaetcs MeTka VLAN, koTopyro He0OX01umMo
MTOMECTHUTH B TAKET.

17.2 Komanas!l npocmorpa IP Demux

ITpocMOTp CoepKMUMOTO TaOIUIBI HHTEPdEiica BBIMTOIHACTCS C TIOMOIHI0 KOMaHIbI Show
interface demux clients demux.NAME.

[IpuMep BBINOITHEHNUS ITOKA3aH HUXKE.

ecorouterf#sh interface demux clients demux.O0
IP Address MAC Address Port C-tag S-tag WAN packets LAN packets WAN
bytes LAN bytes

10.0.0.1 c403.130£.0000 <4>  —-——=———= ————- 0
0 0 0
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18 MyJabTHKACT

be3 MyIbTHKAacCTOBOIO BEIIaHMSI U1l YCIEIIHOM MePEeIayy JaHHbIX PA3JIMYHBIM I10JIb30BATENISIM
TpaduK B CETH JI0JDKEH TyOIUPOBATHCS HAa KAXIOM Y3JI0BOM ydacTke. Takoe n1yOaupoBaHue
PUBOAUT K HEI()(HEKTUBHOMY HMCIIOIB30BAHUIO pecypcoB ceTH. Multicast-puaoxKeHus SBISIOTCS
ropaszo 6omuee 3pPpeKTUBHBIMU, TaK KaK IEPEAAIOT TOJIBKO OJIMH AK3eMIUISp Tpaduka. Ero
DyOnpoBaHue 00OBIYHO IPOMCXOTUT TOIBKO B L3-ycTpoiicTBax, pacroyiokeHHBIX OIHKe K
notpedutesnsam. s pereHus 3a1ay J0CTaBKu/pueMa MyJIbTHKAaCcTOBBIX JaHHBIX EcoRouterOS
MOJIICP>)KUBACT paboTy CIEAYIOMIUX MPOTOKOJIOB:

e |IGMPvV1/iv2/V3,
e PIM-SM,
¢ PIM-SSM.

WNHCcTpyKUIMHU 110 HACTPOMKE IPOTOKOJIOB JOCTYIIHBI B JOKYMEHTALMU. B 1aHHOM JOKyMeHTe
COZIepIKATCS KPaTKHE OMMCAHUS HECKOJIBKUX CHENU(DPUIHBIX TEXHOJIOTHIA, KOTOpPHIE
MOJIIEP>)KUBAIOTCS] MAPILPYTU3ATOPOM i1 00JIee TOHKOM HaCTPOMKHM MYyJIBTUKACTOBOT'O JJOMEHa IpH
OTCYTCTBUH HY>KHOW ()yHKIIMOHAJILHOCTH B 000pY/IOBaHNU IPYTHX MPOU3BOAUTEIICH:

e IGMP SSM Mapping /it BO3MOXKHOCTH JIOCTaBKH/TIPHEMa MYJIbTUKACTOBBIX TIOTOKOB C
onpenenaeHHoro cepsepa npu IGMPv2;

e IGMP proxy mnsa co3nanust IGMP nomena mexay L2/L.3 ycTpoiictBamu 1 pabOTHI
MaplIpyTU3aTOpa B KAUYECTBE KIMEHTA MYJbTUKACTOBOW I'PYIIIIbL;

e PIM-DM nopnep:xka 0osiee paHHETO MPOTOKOJIa MYJIbTUKACTOBOM MapIIpyTHU3aLUH;

e PIM-SDM cwMmeranHblii pexuM padoThI.

Onucanue 1o HACTPOWKE ATUX PaCIIMPEHU MOXKHO HAlTH B COOTBETCTBYIOIIMX TJI1aBaX.

18.1 IGMP

IGMP (Internet Group Management Protocol) — mpoTokoJ1 yrpaBiieHus TPyIoBOi

nepeaauded JaHHbIX B [P-cetax. [GMP ucnonb3yercsi KIMEHTCKUM KOMIIBIOTEPOM U JIOKAJIbHBIM
MapIIpyTHU3aTOPOM, OCYIIECTRISIFOIIMM IpymmoByto repenady. B EcoRouter momgnepxxuBarorcest 1-3
BEPCHUH IIPOTOKOJIA.

Crmcok KoMaH I, UCTIONB3YIOMUXCs st HacTpoiiku npotokoia IGMP B EcoRouter, npeacrasiex B
Ta0JINIE HUXKE.

Tabnuna 86
Komannga Pexxum Onucanmne
ip igmp access-group <HOMep cmnmucka | (config- ®unbTpanus J0CTymna K
moctTymna> if)# OIIPEAECIIEHHBIM MYJIbTUKACT-
rpymnmnam ¢ OMOIIbIO CIIMCKOB
JIOCTyTIa
ip igmp immediate-leave group-list | (config- KomaHa cokpartiieHust BpeMeHH
<HOMep chnmcka ouisTpoB> if) # OTHHCKYU MOCJIETHEr0 KJIMEHTA OT
IPYIIBY/TPYII, 3aaHHBIX B
cnucke QUIbTpaLiy
ip igmp join-group <ip-anpec> (config- Komana nobasnenus unrepderica
if)# MAapILIPyTU3aTOpa B MYJIbTUKACT-
rpynity
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Komanna Pesxxkum Onucanue
ip igmp last-member-query-count (config- Hactpoiika konnuyecrsa IGMP
<2-7> if)# query cooOILIeHNH, OTTIPABIISIEMbIX
B OTBET Ha cooOrienne Tuma leave.
ITo ymomanwmio 2
ip igmp last-member-query-interval | (config- Hacrtpoiika nHTEpBaia OTIIPABKU
<1000-25500> if)# IGMP query coobmienutii. [To
ymomganuio 1000 mc
ip igmp limit <1-2097152> (config)# | Hacrpoiika orpaHn4eHui
KOJIMYECTBA MYJIbTUKACT-
MapHIpyTOB
ip igmp mroute-proxy <uMms (config- Bxmrouenne npoKCHpOBaHHUS IS
uuTepderica> if)# MYJbTHUKACT MaplIPyTOB Ha
Jpyroii uHTEpdeiic
ip igmp proxy unsolicited-report- (config- 3anmanue 3HAUCHUS 3a/ICPIKKH
interval <1000-25500> if)# Mexy aBymst IGMP join
coobmenusimu. [lo ymomaanuro
1000 mc
ip igmp proxy-service (config- Brumtouenue pexxuma IGMP proxy
if) #
ip igmp gquerier-timeout <60-300> (config- 3amanue BpeMEHH JI0 NIEPEBEIOOPOB
if) 4 querier MapIIpyTH3aTOPa B
CEerMEHTE B CEKYHIax
ip igmp gquery-interval <1-18000> (config- 3ajaHne YaCTOTHI OTIIPaBKH
if)# General Query. ITo ymomyanuro
125 ¢
ip igmp query-max-response-time (config- 3aaHre MaKCHMAIBHOTO 3HAUCHHUS
<1-240> if) # Bpemenu orBeta Ha IGMP query B
cexkyHnax. I1o ymomuanuto 10 ¢
ip igmp robustness-variable <2-7> (config- 3aganue uncia Ui TOHKOU
if)# Hactpoiiku IGMP coobmienuii. ITo
YMOJTYAHUIO 2
ip igmp startup-query-count <2-10> | (config- 3aaHue KOTMIeCTBa query
if) # coobmmenuii. [lo ymomuanuto 2
ip igmp startup-query-interval <1- | (config- Hactpoiika naTepBana oTnpaBKu
18000> if) 4 IGMP query coobmenwuii. [1o
ymosyanuio 31 ¢
ip igmp static-group <ip-anpec> (config- Hasnauenue nnrtepgetica
if)# YCTPOWCTBA HA MPOCITYIIMBAHUS
ONpeIeICHHOW MYJIbTUKACT-
CPYIIIBI
ip igmp version <1-3> (config- BricraBnenune Bepcun IGMP
if) #
ip igmp ssm-map {enable | static (config)# | Briuroyenne SSM-MannmupoBaHusl.
<HOMEp CHOMCKa OOCTyIa>} 3amanne cratnaeckoro SSM ¢
MOMOIIIBIO CIKCKA AOCTYyNA
ip igmp tos-check (config)# | IIpoBepka 3Hauenus nois TOS.
BxiiroueHa no yMoa4aHuio
ip igmp vrf <umMs BUPTyYaJIbLHOT'O (config)# | KomaHasl HACTPOMKH JIJIst
MapupyTmsaTopa> {limit <1-2097152> BBINIOJIHEHNS B BUPTYaIbHOM
| ssm-map enable | ssm-map static MapuIpyTH3aToOpe
<HOMEp CIMCKa OoCTyna>}
ip igmp ra-option (config- Bxuttoyaer npoBepKy oniuu Bo
if) # pxomammx IGMP-makerax
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Hacrpoiika IGMP B cermente ¢ HacTpoeHHbIM PIM cBoauTcs x BkimroueHuto IGMP Ha untepdeiice
MapuIpyTHU3aTopa, OJIMKAUIIETo K MOJIb30BaTeN0. BKIIIOUEHHE OCYIECTBIISETCS ¢ TOMOIIBIO
KOMaH/Ibl Ha HACTPOCHHOM HUCXOJIAIIeM HHTepdeiice Ip igmp version <1-3>.

[IIar 1. BxitoueHue rinodanbHOM MOJACPKKH MYJIbTUKACTA.

ecorouter (config) #ip multicast-routing

[ar 2. Hactpoiika uaTepdeiicoB yCTpoiCTBA.

ecorouter (config) #interface el0

ecorouter (config-if) #ip address 10.10.10.1/24

ecorouter (config) #port tel

ecorouter (config-port) #service-instance 10

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip interface el0

[ar 3. Bximtouenue IGMP Ha HuCXOAsIeM MHTEp(ETice.

ecorouter (config-if) #ip igmp version 2

[Tpu Brnrouenun PIM na untepdeiice IGMPv3 BkitoyaeTcs aBTOMaTHUECKH.

[ar 4. Hactpoiika TaliMepOB IIPOTOKOJIA: YACTOThI PACCHUIKH 3aIIPOCOB YCTPONCTBOM U BPEMEHH
O’KHJIaHUSI OTBETOB.

ecorouter (config-if)#ip igmp query-interval 100

ecorouter (config-if) #

ip igmp query-max-response—-time 20

ar 5. {ns koppekTHOM paboThl co BceM criekTpoM OC HE0OX0IUMO OTKIIHOYATh POBEPKY
3HaueHus nojst ToS B coobmenusix IGMP report.

bcorouter(config)#no ip igmp tos-check |

18.2 IGMP SSM Mapping

s moanepxkku SSM HeoOxoauma ¢pyHkunoHaabHocTh IGMPV3, oqHako He Bce 000py/J0BaHUE B
CETH TOJIJIEP)KUBAET BCE Bepcuu AToro nmpotokona. EcoRouterOS mo3BosieT BBIMOTHUTE
MapuIpyTHU3aLUI0 MYJIBTUKACTOBOTO TpaduKa OT CIEUPHUYHOTO UCTOYHUKA /10 KIIMEHTOB, KOTOPHIE
MTOAJIEPKUBAIOT TOJIBKO BTOPYIO Bepcuto IGMP nporokona. Huke npuBeneH npuMep HaCTPOUKH:
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CLIENT 10.23.0.3/16
€ ~
0/0 e2

Pucynok 28

Hlar 1. Hactpoiika mopToB, uHTEp(EHCOB U CEPBUCHBIX HHTEPPEICOB.

ecorouter (config) #interface el

ecorouter (config-if) #ip address 10.12.0.2/16

ecorouter (config) #interface e2

ecorouter (config-if) #ip address 10.23.0.2/16

ecorouter (config) #port gel

ecorouter (config-port) #service-instance gel/el

ecorouter (config-service-instance) #connect ip interface el
ecorouter (config) #port ge?2

ecorouter (config-port) #service-instance ge2/e2

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip interface e2
ecorouter (config) #port ge2

ecorouter (config-port) #service-instance ge2/e?2

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip interface e2

[ar 2. 3aganue policy-filter-list nis onpeneneHHo# rpymnimml.

bcorouter(config)#policy—filter—list 2 permit 235.7.7.7

[ar 3. Bxitouenne SSM-mapping fuist OnipeieIeHHON TPYIIIIHI.

ecorouter (config)#ip igmp ssm-map enable
ecorouter (config)#ip igmp ssm-map static 2 1.1.1.1
ecorouter (config) #ip pim ssm default

Hlar 4. Hactpoiika PIM-SM.

ecorouter (config) #ip pim rp-address 10.12.0.2
ecorouter (config) #interface el

ecorouter (config-if) #ip pim sparse-mode
ecorouter (config-if) #interface e2

ecorouter (config-if) #ip pim sparse-mode

Ha unrepdeiice fa0/0 npyroro mapmpytuzaropa vHactpoet IP anpec 10.12.0.1/16. Teneps ecnu
KJIMEHT 3anpocuT rpymmy 235.7.7.7 oqHOBpEMEHHO C OTHPAaBKOI MyJIbTUKACTOBOTO Tpaduka ¢
cepBepa M ¢ MapIIpyTHU3aTopa Ha 3Ty TPYMIly, TO Ha MapIIPyTU3aTOPEe MOKHO HAOII01aTh
CIIEYIOILYIO KAPTUHY:

Ecorouter#show ip mroute

IP Multicast Routing Table

Flags: I - Immediate Stat, T - Timed Stat, F - Forwarder installed
B - BIDIR
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Timers: Uptime/Stat Expiry Interface State: Interface (TTL)
(1.1.1.1, 235.7.7.7), uptime 00:04:24, stat expires 00:03:29
Owner PIM, Flags: TF

Incoming interface: el

Outgoing interface list:

ez (1)

(10.12.0.1, 235.7.7.7), uptime 00:04:24, stat expires 00:00:09
Owner PIM, Flags: TF
Incoming interface: el

Outgoing interface list:

Kaxk BunHo, naTepdeiicoB B cucke outgoing s ceppepa 10.12.0.1 wer. [Ipu BrimroueHuun Ha
unrepderice nporokona PIM komanzoii ip pim sparse-mode, IGMPv3 Bkirouaercs 1o
yMordaHuio. MoxHO 06110 pocTo BKI4YnTE IGMPV3 otaensao ot PIM komanmoii ip igmp
version 3. [Tone3Has koMaHaa Uis MPOCMOTPa HHPOPMAIUH [0 CTATHYSCKOMY MaIHHTY ShOW ip
igmp ssm-map <ip-aapec>:

ecorouterfshow ip igmp ssm-map 235.7.7.7
Group address: 235.7.7.7

Database : Static

Source list : 1.1.1.1

18.3 Proxy-1IGMP

Vcnonb30BaHue 3TONM TEXHOJIOIMH MO3BOJMUT U30€KaTh 3aBUCUMOCTH OT MCII0JIb3YEMOI'0 POTOKOJIa
MYJIBTHKAaCTOBOW MapHIPYTU3ALUN U YMEHBIIUTH pa3Mep CIIy>KeOHOTO TpaduKa B CETH.
MapuipyTuzatop BBICTYNAET B POJIM KJIMEHTA U nepeaaeT HHdopmaiuio B Buje coodmmenuii IGMP
Report B cropony PIM-nomena. PIM-cocenu B TakoM citydae HE HY>KHBI. Y CTPOWCTBO XpPaHUT
MH(OPMAIIHIO O 3aMPOLIEHHBIX IPYIIAX, MOJYyYECHHYIO Yepe3 HUCXOAdIe nHTepdeiichl, B 6a3e
naHHbIX. CaMm MPOKCH-CepBUC pabOTaeT Ha BOCXOIAIIMX HHTEpdeiicax, mepeaaBas 3ampockl OT
KJIMeHToB. Huke npuBenieH npumMep tonosnoruu u konpurypuposanust IGMP Proxy cepsuca B
EcoRouterOS.

PIM pomeH

PC3

B,  ~CS

el

Pucynok 29
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18.3.1 Hacrpoiika

[Har 1. 3aganue UMEHU yCTPONCTBA U BKIIIOUEHUE MYJIbTUKACTOBON MapUIpyTH3aLUH.

(config) #hostname ECO-2
(config)#ip multicast-routing

[ar 2. Hactpoiika mopToB, HHTEP(HEHCOB U CEPBUCHBIX HHTEP(DHEHCOB.

config) #interface el

config-if) #ip address 10.23.0.2/16

config-if) #ip igmp version 2

config) #interface e2

config-if) #ip address 10.24.0.2/16

config-if) #ip igmp version 2

config) #port gel

config-port) #service-instance gel/el
config-service-instance) #encapsulation untagged
config-service-instance) #connect ip interface el
config) #port ge2

config-port) #service-instance ge2/e2
config-service-instance) #encapsulation untagged
config-service-instance) #connect ip interface e2

PRy

[Har 3. Bxintouenue IGMP Proxy.

config) #interface e2

config-if) #ip igmp proxy-service
config) #interface el

config-if) #ip igmp mrouter-proxy e2

—_— o~ —~ —

[Tpokcu-cepsuc pabdoraet ¢ mo0oii Bepcueit IGMP. [l npoBepku cTatyca cepBuca 1 IpoCcMOTpa
3aIPOIICHHBIX TPYII UCIOIB3YIOTCS KoMaH Ikl ShOW ip igmp proxy u show ip igmp proxy
groups. Ecnu cepBuc 3amyIieH U paboTaeT, TO CTaTyC IPyIIbl T0JIKEH ObITh «Activey.

18.4 PIM-SM/SSM

ToHkas HacTpo¥MKa IPOTOKOJIOB MYJIbTUKACTOBOM MapIIPyTU3aLMU JOBOJIBHO CIIOXKHA U HE
paccMaTpuBaeTcs B JaHHOM JOoKyMeHTe. J[i1s 6a30BOi HACTPOWKH HEOOXOIUMO BHITIOJIHUTH
CIEAYIOLINE IEUCTBUA.

[lar 1. BkiroyeHue MyJIbTHKACTOBON MapIIpyTH3aIMd KOMaHI0i KOH(GUTYPAIMOHHOTO pexXuMa ip
multicast-routing.

[lar 2. BkiroyeHrne NpoToKojia MyJIbTUKACTOBOM MapLIpyTHU3alliu Ha HYKHBIX HHTepdeiicax
KOHTEKCTHOM KOMaH 10# Ip pim sparse-mode. [Ipu BBeneHun 310N KOMaH bl Ha HHTEpderice
aBTOMATUYECKHU BKIItoUaeTcs nporokon IGMPv3.

[Tar 3. CraTnueckoe 3a7aHne TOUYKH BCTPEUYH J€PEeBbEB OT UCTOUHUKA U KiIMeHTOoB (Rendezvous
Point, nanee — RP) komanzoi#i ip pim rp-address <IP> [<POLICY-FILTER-LIST>] [override].
3nech ¢ nomonrsio HoMepa <POLICY-FILTER-LIST> moxxno npussizats RP k onpenenennoit
MyJIbTHKACTOBOM TPYIIIE, a mapaMeTp OVerride mossiaeT MpUOPUTET CTATHIECKO# 3amucu 0 RP
10 CPAaBHEHMIO C MMOTYYEHHON JMHAMUYECKUM IyTeM. JMHaMU4eCcKHil yTh ONKUCAH HIKE.
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[ar 4. Jlo6aBieHre BO3MOKHOCTH MIEPEKITIOUEHUS Ha 00JIee KOPOTKUH MapIIpyT 10 UCTOYHHUKA
npu momoIny komau sl ip pim spt-treshold [group-list <POLICY-FILTER-LIST>], rae Homep
policy-filter-list ykaspiBaeT KOHKpETHBIE MYJIbTUKACTHBIC TPYIIITHL.

OTHX I1aroB JO0CTAaTO4YHO IJIA YCHCIHHOﬁ JOCTaBKH My.]'ILTI/IKaCT'Tpa(l)I/IKa OT CEpBEpPa 10 KIUCHTOB,
OAHAKO ITPU BBIXOJAC U3 CTPOsA RP BCce KIHEHTHI NEPCCTAHYT I10JIYyUaTh 3alpalinBaCMbIC JJaHHBIC.

[TosToMy npennoyTeHre OTAAETCS IPOTOKOIY bootstrap, KOTOPbIM JUHAMUYECKH HHPOPMHUPYET
Y4aCTHUKOB MYJIbTUKAaCTOBOTO AoMeHa o RP.

Taxum o0Opaszom, Ha 4 mare 1 nHpopmuposanus PIM-coceneii o RP neo6xoanmo
CKOH(HUTYpHPOBATh KaHINUAATA Ha 3Ty POJIb KOMaH0M KOH(OUTYypPaLMOHHOTO pexuMa ip pim rp-
candidate <na3zBanme unrepdeiica> [priority <0-255>] [group-list <POLICY-FILTER-
LIST>] [interval <1-16383>]. [TapaMeTpbl KOMaH/IbI OMIMCAHBI B TAOJIHIIE HIIKE.

Tabnuua 87
IHapamerp Onucanue

<Has3BaHUEe Hurepdeiic, HazHadaeMblil kanauaaroM. MuTepdelic nomkeH ObITh

uHTepdertca> [IPEBAPUTEIBLHO CO3/1aH B CUCTEME

priority [Ipuopurer, npu 3a1aHUK HECKOIBKUX KaHAUAATOB. UeM MEHbIlIE 3HaUCHHUE
JAHHOT'O MTapaMeTpa, TEM BbILIE IPUOPUTET KaHAKuaata. [lomycTumele
3HayeHus ot 0 1o 255. 3HaveHue no ymomyanuo 192

group-list I'pymnmbl, KOTOPEIM PACcCBUIAETCS PEKIaMa O KaHIUAATe

<POLICY-FILTER-

LIST>

interval WuTepBan pacchliku cooOMIeHni B ceKyHaax. JomycTumplie 3Ha9eHus ot 1
1o 16383

Janee HEOOXOAMMO CKOH(PUTYPHPOBATh PEKIIAMHBIX ar€HTOB, KOTOpbIE OYIyT pacchliaTh
urdopmarmio o RP, Tak HazpiBaeMbix BSR, komMaH101i KOHpUTYypanmoHHOTo pexxuma ip pim bsr-
candidate <na3zBanme unTepdeiica> [<0-32>][<0-255>]. [TapameTpbl KOMaH bl OMKCAHBI B
TabIUIe HUXKE.

Tabmuna 88
ITapamerp Onucanue

<Ha3BaHUE Wnrepdetic, HazHauaembIii pekiiamabiM areHToM (BSR). MHTEpdeiic nomken

uHTepderica> OBITH PEABAPUTEIHLHO CO3/IaH B CUCTEME

<0-32> JinHa Xa11-Macku s pacdera xam-3Haderus RP. Jlonmyctumeie 3nauenus ot 0
70 32. 3HadyeHue no ymonyanuo 10

<0-255> [Tpuoputer BSR, npu Haau4uu HECKONBKUX areHTOB B ceTu. Yem Gouiblie
3Ha4YeHHE JaHHOTO TapaMeTpa, TEM BBIIIE MPUOPUTET KaHauaata. JlomyctumMele
3ageHus ot 0 qo0 255. 3HaueHue no ymordanuio 64

Hwke nmpuBeseH npuMep CXeMbl U KOH(UTYPUPOBaHUS MapIIPyTH3aTOpoB. [Ipu MynbTHKACT-
BEIIaHWH CO CTOPOHBI cepBepa Multicast-1 mapmpyTt nporekanus tpaduka Oyaer ECO-3 — ECO-2
— ECO-4 — PC1, a nocne Toro, Kak 0JmKalMi K KJIMEHTY MapLIpyTH3aTop HOIYIUT HHPOPMALIUIO
o cepeepe, npousoiner SPT switchover — mapmpyT momensiercs Ha ECO-3 — ECO-4 — PC1.
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3 €4
10.23.9/0/16
Multicast-1 ECO3 /oy _ ECO-4 PCl
e0 10.13.0.0/16 > 10.34.0.0/16 z 10.14.0.0.0/16 €0 n cS
~ 100 z es ’ el .100
Pucynok 30

[ar 1. 3aganue MeHU yCTPONCTBA U BKIIOYEHHE MYJIbTUKACTOBOM MapIIpyTH3aLUH.

ecorouter (config) #hostname ECO-2
ecorouter (config)#ip multicast-routing

[ar 2. Hactpoiika mopToB, HHTEP(HEHCOB U CEPBUCHBIX HHTEP(DHEHCOB.

ecorouter (config) #interface e3

ecorouter (config-if) #ip address 10.23.0.3/16

ecorouter (config-if) #ip pim sparse-mode

ecorouter (config) #interface e4

ecorouter (config-if) #ip address 10.24.0.2/16

ecorouter (config-if) #ip pim sparse-mode

ecorouter (config) #port ge3

ecorouter (config-port) #service-instance ge3/e3

ecorouter (config-service-instance) fencapsulation untagged
ecorouter (config-service-instance) #connect ip interface e3
ecorouter (config) #port ge4d

ecorouter (config-port) #service-instance ge4d/e4d

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip interface e4

[Iar 3. BkinroueHne MapiipyTH3aLyH.

ecorouter (config) #router isis

ecorouter (config-router) #net 49.0001.0000.0000.0003.00
ecorouter (config-router) ffexit

ecorouter (config) #interface e3

ecorouter (config-int) #ip router isis

ecorouter (config-int) #interface e4

ecorouter (config-int) #ip router isis

ecorouter (config-int) #exit

N N N N

[lar 4. 3ananue unpopmaiuu o RP u Brimouenue Bo3mokHocTr SPT-switchover.

ecorouter (config) #ip pim bsr-candidate e3
ecorouter (config)#ip pim rp-candidate e3 priority 20
ecorouter (config) #ip pim spt-treshold

Konduryparnus ocraBumxcs MapipyTU3aTopoB OyAeT aHaTOTHYHOM.

ecorouter (config) #hostname ECO-3

ecorouter (config) #ip multicast-routing
ecorouter (config) #interface el

ecorouter (config-if) #ip address 10.13.0.3/16
ecorouter (config-if) #ip router isis
ecorouter (config-if) #ip pim sparse-mode
ecorouter (config) #interface e2

ecorouter (config-if) #ip address 10.23.0.3/16
ecorouter (config-if) #ip router isis
ecorouter (config-if) #ip pim sparse-mode
ecorouter (config) #interface e4

P N
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ecorouter (config-if) #ip address 10.34.0.3/16

ecorouter (config-if)#ip router isis

ecorouter (config-if)#ip pim sparse-mode

ecorouter (config) #port gel

ecorouter (config-port) fservice-instance gel/el

ecorouter (config-service-instance) #encapsulation untagged

ecorouter (config-service-instance) #connect ip interface el

ecorouter (confiqg) #port ge?2

ecorouter (config-port) #service-instance ge2/e2

ecorouter (config-service-instance) #encapsulation untagged

ecorouter (config-service-instance) #connect ip interface e2

ecorouter (config) #port ge4d

ecorouter (config-port) #service-instance ge4d/e4d

ecorouter (config-service-instance) #encapsulation untagged

ecorouter (config-service-instance) #connect ip interface e4

ecorouter (config) #router isis

ecorouter (config-router) #net 49.0001.0000.0000.0003.00

ecorouter (config) #hostname ECO-4

ecorouter (config) #ip multicast-routing

ecorouter (config) #ip pim spt-treshold

ecorouter (config) #ip pim bsr-candidate e3

ecorouter (config) #ip pim rp-candidate e3 priority 40

ecorouter (config) #interface el
(
(
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(
(
(
(
(c
(
(
(
(
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(
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ecorouter (config-if) #ip address 10.14.0.4/16

ecorouter (config-if) #ip router isis

ecorouter (config-if) #ip pim sparse-mode

ecorouter (config-if) #ip igmp version 2

ecorouter (config) #interface e2

ecorouter (config-if) #ip address 10.24.0.4/16

ecorouter (config-if)#ip router isis

ecorouter (config-if) #ip pim sparse-mode

ecorouter (config) #finterface e3

ecorouter (config-if) #ip address 10.34.0.4/16

ecorouter (config-if)#ip router isis

ecorouter (config-if) #ip pim sparse-mode

ecorouter (config) #port ge?2

ecorouter (config-port) #service-instance ge2/e2

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip interface e2
ecorouter (config) #port ged

ecorouter (config-port) #service-instance ge4d/e4d

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip interface e4
ecorouter (config) #frouter isis

ecorouter (config-router) #fnet 49.0001.0000.0000.0003.00

LIRDP.RU

[TonpoGuee o IGMP MoxHO poynTaTh B COOTBETCTBYIOIIEM pa3felie.

Jlns Brmovenust Source-Specific-Multicast TpeOyeTcst BBECTH TOMOTHUTENBHYIO KOMaHIy 1P pim
ssm {default | range} <nomep policy-filter-list>, rae default o3nagaet npumeHHUTH KO BCeM
rpymnmnam, a range u nomep policy-filter-list no3BossitoT BeLIEINTS KOHKPETHBIE TPYIIIIBL, IS
KOTOPBIX OyzeT ucronb3oBathest SSM. TToapobuee o HacTpoiike SSM-mapping u policy-filter-list

YUTaUTEe B COOTBCTCTBYIOIIUX pas3aciax.
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18.4.1 JlonmosHMTEIbHbIE KOMAHAbl KOH(PUTYPUPOBAHUSA

Tabmura 89
Komanga Pexum Onucanne
ip pim accept-register (conf) # VxazeiBaeT RP npuaumate Register coobuienus ot
<policy-filter-list> OIIPEAEIIEHHBIX HCTOYHUKOB
ip pim cisco-register- (conf) # Omnmwst as pacuera checksum B Register
checksum coobrmieHusx. J{ist COBMECTUMOCTH ¢ OoJiee CTapbIMU
Bepcusimu Cisco 10S
ip pim ignore-rp-set- (conf) # Hcmonb3yeTcst Uit MTHOPUPOBaHUs mpropureTa RP,
priority YTOOBI MOJIATaThCS TOJBKO Ha XEII-aITOPUTM
ip pim jp-timer <1- (conf) # TaiMUHT I715 OTIIPaBKH coodmienuit Join u Prune
65535>
ip pim register-rate- (conf) # YnpaBieHue KOJIMUECTBOM OTIIPaBIIeMbIX Register
limit <1-65535> COOOILICHU
ip pim register-rp- (conf) # Brurouenue nposepku RP nocrynHocTr Ha
reachability MapupyTusaTope (1o yMOTYaHUIO B KOHPHUTYPAIIH)
ip pim register-source (conf) # 3ananue agpeca B Register cooOmmeHnsx
<agpec>
ip pim register- (conf) # Nsmenenne RP-keepalive-timer, ecniu komanna ip
suppression <1-65535> pim rp-register-kat ue 3agana
ip pim rp-register-kat (conf) # N3mMeHenue TaliMepoB J11 MOHUTOpPHHTA Register
<1-65535> coo0IeHui
ip pim dr-priority (conf- [Mpuopurer mapmpyruzatopa ais Beioopa DR
int) #
ip pim bsr-border (conf- [TomeTuTs MHTEPPENC KaK IOTPAHUYHBIH, I
int) # OTMEHBI nepegaun/mpuema bootstrap
ip pim exclude-genid (conf- Uckmouenne ommuu generated 1D
int) #
ip pim hello-holdtime (conf- VYcranoBka taiimepa holdtime ayst coobmienuii hello
<1-65535> int) #
ip pim hello-interval (conf- YcraHoBka Tafimepa interval mis cooOmienuit hello
<1-18724> int) #
ip pim neighbor-filter (conf- YcTaHOBKA COCENCTB C KOHKPETHBIMH
<policy-filter-list> int) # MapuIpyTH3aTOpaMH
ip pim propagation- (conf- YcTaHOBKA 3aJIepIKKH PACIIPOCTPAHEHUS COOOIICHUI
delay <1000-5000> int)#
ip pim unicast-bsm (conf- Brurouenue unicast bootstrap coooOmienuit. s
int) # COBMECTHMOCTH ¢ Gostee crapbimu Bepcusimu Cisco
10S
ip pim sparse-mode (conf- BxJtoueHue naccUBHOTO pexxuMa
passive int) #
ip multicast ttl- (conf- Bxiouenne TTL-scope MyIbTHKAaCTOBOTO JOMEHA
threshold <1-255> int) #
ip mroute <agmpec (conf) # Craru4eckast 3a1mch O MOJICETH, B KOTOPOH

noncetmu > <rpf cocezn>

HaxXoanuTCAd UICTOYHUK MYJIbTUKACTa

18.4.2 KomaHnabl mpocMoTpa

Tabmnuma 90

Komanna

Onucanne

show ip mroute

Tabmuia MyJIbTHKaCTOBON MapIIpyTH3AIUN

show ip mvif

Wudopmarus o co3gaHHbIX BUPTYalIbHBIX HHTEp(eiicax, KOTophie
HOJIEP’KUBAIOT MYJIbTUKACT
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Komanna Onucanue

show ip rpf <ampec Otobpakenue RPF uHpOpMaIiyu 0 HCTOYHHKE

MCTOUYHMKAE>

show ip pim bsr-router Wudopmarus o BSR mapmpyruzaropax B joMeHe

show ip pim interface Hudopmarus 06 uaTepdeticax, Ha KOTOPHIX BKIOYCHA
MYJIBTUKACTOBAasi MAPIIPYTH3AIHS

show ip pim local- JlokanbHas nHGOpPMAIHSA O 3aIPOIICHHBIX TPYINaxX

members

show ip pim mroute Hetanpnas nHGOpMALINS IO MyITFTHKACTOBON MapIIPYTH3AIINH

[detail]

show ip pim neighbor HHadopmaiusi 0 coceICKUX OTHOIIEHUX

show ip pim nexthop HNudopmanust o RP, ucrounnkax MHOroagpecHoOl pacchlIKy,
nHTepdericax yepe3 KOTOphIe MOTYUCHBI TaHHBIC

show ip pim rp mapping Hudopmarus o RP B nomene

show ip pim rp-hash Nudopmanus o RP 1 KOHKpeTHOM TpyTIisl

<agjpec TpPyINIH>

show ip mroute count BriBoxt cTatnctuueckoi nHGopmanuu

18.4.3 Komanabl cOpoca JaHHBIX

clear ip mroute statistics <*/ampec Ipymne>
clear ip mroute <*/ampec TpYINBE>
clear ip pim sparse-mode bsr rp-set *

18.5 PIM-DM and mixed Sparse-Dense mode

EcoRouterOS nognep:xuBaet 6ojiee paHHUN NPOTOKOJI MYJIbTUKAacTOBOM MapiipyTtuzanuu PIM-
DM. MexaHu3M ero paboThl OJIpa3yMeBaeT U3JIHILIHEE 3aM0JIHEHHE JOMEHA MYJIbTHKACTOBBIM
TpaduKOM, MO3TOMY CETEBBIM HH)KEHEPAaM HEOOXOIMMO TIIATEIHHO MPOIyMaTh Ty TH MPOTEKAHHS
[IaKeTOB MO ceTH. Bo3M0OXHO, moTpedyeTcs OTAeNUTh TIOMEHbI FOHUKACTOBOM MaplIpyTH3aluu OT
MYJIbTUKACTOBOW. B JaHHOM ciydae ciienyeT BOCHOJIb30BAThCS CTATUYECKOM 3alMChI0 O MapIuipyTe
710 UCTOYHUKA. /{1 BKItoYeHHs (yHKIIMOHAJIAa Ha MapIIPYTU3aTOPe JOCTATOUYHO O/IHOM KOMaH Ikl B
pexrmMe KoH(pUTrypupoBanus nHTepdericos — ip pim dense-mod.

B EcoRouterOS cymiectByet paciuimpenue, KoTopoe o3BOJIseT 3a7aTh cMelIaHHbIi Sparse-Dense
pexxuM Ha uHTepdeiice. B atoMm pexume tpaduk 1uist rpynnsl, uayumil no Dense-pexxumy, Oyner
obpaboran no npasuiam PIM-DM, a tpaduk 11 rpynmsl, Haymuii no Sparse-pexumy, Oynet
oOpabotan o npasuiam PIM-SM. J{nst Toro 4To0bI BKIIOYUTE CMEIIaHHBIM peXUM PabOTHI,
HEOOXOMMO B peXUMe KOH(PHUTYpUPOBaHUSI HHTEp(EiicOB BBECTH KOMaHLy Ip pim sparse-dense-
mode.

J151g onpeieNieHHBIX TPYII MOKHO HACTPOUTh 00paboTKy Tpaduka uckmounrensHo PIM-DM
Jorukoii. J{ist aToro ucmonk3yercs komana ip pim dense-group <aapec rpynnbr>.
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19 Multiprotocol Label Switching

MPLS (multiprotocol label switching — MHOTOIIPOTOKOIBHAS KOMMYTALIUS 110 METKaM) — MEXaHU3M,
OCYIIECTBIISIIOIINI NIepejady JaHHBIX OT OJJHOTO y3JIa CETH K JIPYTOMY C HOMOIIBIO METOK.

Kaxnomy makery, npoxoadiiemy yepe3 MPLS-ceTh, He3aBUCUMO OT THIIA ATOTO MAKETa,
Ha3Hay4aeTcs OINpeielieHHas METKa, Ha OCHOBE KOTOPOW MPUHUMAETCS PEIICHUE O MAPIIPyTU3ALIH.
Cogepx’uMoe aKeTOB MPU ITOM HE U3y4aeTcs.

Mapupytusaropsl B cetu MPLS pazaensrores no cBoeMy (yHKImonany Ha rpannynsie (Label
Edge Router, LER) u npomexxytounsie (Label Switch Router, LSR) mapmipyTu3aTopbl, Ha KOTOPBIX

MMPOUCXOAUT CMCHA MCTOK.

B Tabnuie Huke mpeacTaBiIeHbl OCHOBHBIE KOMaH/Ibl, He0OX0oauMbIe /it HacTpoiiku MPLS Ha
EcoRouter.

Tabmuma 91

Onucanue
Co3aHre HOBOM rpyIIbI KAaHAJIOB
JocTyna

Komanna
mpls ac-group <umsr> <Homep>

mpls bandwidth-class
mpls disable-all-interfaces

Otxmrouenne MPLS na Bcex

nHTepdeticax

mpls egress-ttl <0-255> 3amanue 35aueHns TTL i BeIxoaa ¢
MapuIpyTU3aTopa

mpls enable-all-interfaces Brutouenne MPLS Ha Bcex
nHTepdeiicax

mpls ftn-entry <ip-npedukc> <metka> <ip-aapec OKHIAFOIIETO
uHTEepdeiica™> <UMs UCXOJAIIEro HHTepdeiica™>

Hacrpoiika metku mist FEC npu Bxone
B MPLS o6nako

mpls ilm-entry <npuxosiias MeTka> <HMsI BXOIHOTO
uHTepeiica> swap <HCXOAIIAs METKa> <HMs HCXOIAIIETO
unTepderica> <ip-aapec oxuaaroNero uHrepdeiica> <ip-
npedukc>

Hacrpoiika 3amensl metku 11t FEC
pu TpaHsure yepe3 LSR

mpls ingress-ttl <0-255>

3aganue 3nauenus TTL npu Bxoae Ha
MapIIpyTU3aTop

mpls ldp <max-label-value|min-label-value>

3amanue guana3soHa 3HaYEeHUN
BBIJJaBAEMBbIX METOK. BO3MOXKHBIE
3gayeHusa ot 16 mo 1048575

mpls Isp-tunneling <ums BxoaHoro uHTEpdEca> <npuxoasas
MeTKa> <HCXOJslIas MeTKa> <ip-ipedukc>

mpls map-route <ip-npedukcl|ip-npedurc/macka> <ip-
npedukc>

mpls propagate-ttl

VYpaBieHue NepeHocoM 3HaYEHMUS
TTL u3 IP 8 MPLS

mpls 12-circuit <ums> <ID> <ip-npedukc>

Co3spanue 12-circuit 5 Tumna

mpls 12-circuit <ums> <ID> <ip-npedukrc> mode tagged svlan
<VLAN> tpid <TPID>

Cospganue 12-circuit 4 Tumna

19.1 Hactpoiika cratuueckoro MPLS

Cratnyeckuit MPLS no3BossieT BpyuHyr0 HACTPOUTH BCE ONEpaLMM C METKaMU Ha
MapmpyTusarope. s xpanenus ucnonbiytorest Tabmauiel ILM u FTN. Hacrpoiiku npasuia ILM
IPUMEHSIOTCS JUIs IPOBEICHUS ONepalluii 3aMeHbl METKU BHYTpU foMeHa MPLS. Hactpoiiku
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npasuwia FTN npuMenstoTes U HaBeIMBaHKs WM CPE3aHUSI METKH HA TPAaHUYHOM
Mapuipyrusarope gomesa MPLS.

3anmanue npasuwia ILM. I'me 1111 — metka, KoTopast oxunaercs Ha uarepderice el; 2222 — HoBoe
3HaYCHHE METKHU U OTIpaBka ee uepes unrepdeiic e2; 10.0.0.1 — agpec crnemayromiero
Mmapuipytusaropa(nexthop), a 2.2.2.2/32 — FEC.

ecorouter (config) #mpls ilm-entry 1111 el swap 2222 e2 10.0.0.1
2.2.2.2/32

Jlst explicit-null u implicit-null Berxoasme MeTku 10KHBI OBITH 0 ¥ 3, COOTBETCTBEHHO.

3anmanue npasuwia FTN. ['ne 2.2.2.2/32 — FEC; 2222 — meTka, koTopas Oyner HaBemana; 10.0.0.2 —
aapec cieayriiero Mapupytusaropa(nexthop); el — uarepdeiic 1 oTmpaBKwy.

bcorouter(config)#mpls ftn-entry 2.2.2.2/32 2222 10.0.0.2 el |

19.2 LDP

LDP (Label Distribution Protocol) — npoTtokos pactpezencHust METOK. MeTKH T€HEPUPYIOTCS JIJIs
BCEX MapHIPyTOB B Tabnulle MapuipyTu3anuu. Bee nokanbable MeTku XpaHsaTcs B LIB. Metku
pacnpoctpanstorcs B HanpasieHun oT Egress LER k Ingress LER. B 3aBucumMocT OT HaCTpoek
pacnpocTpaHeHHE METOK MOKET IPOUCXOAUTD 100 B pexume Downstream Unsolicited —
pacnpocTpaHeHHnEe METOK Cpa3y BCEM COCEIHUM MapIipyTuzaropam, ndo Downstream-on-Demand
— pacnpocTpaHeHUe METOK 10 3arpocy. COOTBETCTBUE MEXAY METKOM U CEThIO OTIIPABIISIETCS BCEM
cocensam LDP.

19.2.1.1 Hacrpoiika LDP

Jlns Hayanna oOMeHa MeTKaMU MEXy MapIIpyTH3aTopaMHu He00X0AUMO HaCTPOUTh PaboTy
nporokosia LDP u BkimrounTh QyHKIUIO pabOTHl C METKaMU Ha HHTep(delicax B CTOPOHY COCETHETO
MPLS mapurpyrtuzaropa.

Ilepexon B pe:kMM HACTPOMKU U aKTHBaLUA IpoTokoaa LDP.

|ecorouter(config)#router 1dp

ITpu usmenennu y FEC (Forwarding equivalence class) agpeca next-hop (agpec ciemyroriero
MaplIpyTH3aTopa) MapimpyTu3aTop renepupyet st atoro FEC HOByI0 MeTKy u coo01aer ee
CBOUM coceisiM. [1j1st TOro 4To0bl MapIpyTU3aTOP UCTIOIB30BAJ OJIHY U Ty e METKY JUIS OJTHOTO
FEC nipu usmenennu anpeca next-hop, Heo0X0AMMO BKIIFOYHTH JIaHHYIO OMIIUIO B PEKUME
KoH(uryparuu nporokosa LDP.

|ecorouter(config)#ldp label preserve |

Mertka coxpansiercst 30 cexyna. [ToaToMy 1 KOPPEKTHOM pabOTHI TaHHOM oMK cMeHa next-hop
J0JKHA OBITH TIPOM3BE/IEHA 32 MEHbIIIEE BpeMsl.

Omnpenenenne TPaHCIIOPTHOTO a/ipeca MapuIpyTu3aTopa (Heo0s3aTebHbINA mapamerp).

hcorouter(config—router)#transport—address ipv4d <ip-address>
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Bxmouenne LDP u ¢pyHkmm paGoTsl ¢ MeTkamMu Ha UHTEpdeiicax.

ecorouter (config-if) #1dp enable ipv4
ecorouter (config-if) #label-switching

IIpocmotp undopmanuu o LDP-cocenctse.

‘ecorouter#sh mpls ldp neighbor

19.2.1.2 KomaHabl npocMoTpa

Jlist mpocMoTpa KOHGUTYpaluu U cTatyca mpoTokoia LDP ucnons3yrorcs KoMaHIbl,
MpEe/ICTaBICHHbIE B TAOIHIIE HUXKE.

Tabmnuma 92

Komanna

Onucanne

show ldp adjacency

Crucok LDP-cBs3HOCTH

show Idp advertise-labels

[TpocMoTp MHPOPMAIIMK 0 METKAX

show Idp downstream

ITpocMoTp pacnpocTpaHeHHe MeTOK o Metoay downstream

show Idp upstream

ITpocMOTp pacnpocTpaHeHHE METOK 0 METOy upstream

show ldp fec

HMudopmarus o Forwarding Equivalence Class

show Idp fec-ipv4

HMudopmarus o Forwarding Equivalence Class

show Idp graceful-restart

Craryc mexanusma Graceful Restart

show Idp igp [Tapamerps! IGP
show Idp interface Craryc untepdeiicos ¢ pynkuuneit LDP
show Idp Isp IIpocMOTp IyTH IPOXOXKAECHHS MAKETa HAa OCHOBE MPOTOK0I0B LDP

show Idp mpls-I12-circuit

ITpocmoTp KoHpuTryparmu 12-Circuit

show ldp ms-pw

Multi-Segment PW information

show Idp routes

Tabmua NSM mapmpyros LDP

show ldp session

WNudopmarus o ceccun LDP

show Idp statistics

[IpocmoTp craructrku LDP

show Idp targeted-peer

Wupopmarius o norpannyaoM MPLS mapipyTusaTope

show Idp targeted-peers

List of targeted peers defined

19.3 Pseudowire

Pseudowire (pseudo-wire) mmm L2-Circuit — 3To cepBHc BUPTYalbHON YaCTHON CETH JUISI CBS3H
MEXy COOOH JIBYX CErMEHTOB CETH IO TUILY TOYKa-Touka. JIroboMy nocrynaromemy Tpadpuky Ha
PE mapmpyTtusarope HazHagaeTcss MeTka MPLS 1o K0TOpoil MponucxoauT MapipyTH3aus.

19.3.1 Hacrpoiika L2-circuit

bazoBas HacTpoiika pseudowire BKiIroUaeT B cedst HacTpoiiky rpannunbix (Label Edge Router,

LER) u mpomexxyTounsix (Label Switch Router, LSR) mapmpyTtuzaropos cetu.

IIpumep nacrpoiiku LSR.

Cosnanue loopback unrepdeiica.

ecorouter (config)#interface loopback.<number>
ecorouter (config-if) #ip address <address/mask>
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[Tepexon B pexuM HacTporku rpoTokona LDP.

|ecorouter(config)#router 1ldp

Omnpenenenne TPaHCIOPTHOTO ajpeca MapIIpyTH3aToPa.

bcorouter(config—router)#transport—address ipv4d <ip-address>

Bxmouenne LDP u pynkmum paboTsl ¢ MeTkaMu Ha HHTEpdeiicax.

ecorouter (config-if) #enable-1dp ipv4
ecorouter (config-if) #label-switching

Ipumep nacrpoiiku LER.

Coznanue loopback untepdeiica.

ecorouter (config) #interface loopback.<number>
ecorouter (config-if) #ip address <address/mask>

IIepexon B pexxum HacTporku nportokosia LDP.

|ecorouter(config)#router 1dp

Omnpenenenre TPaHCIIOPTHOTO apeca MapuIpyTU3aTopa.

bcorouter(config—router)#transport—address ipv4d <ip-address>

Omnpenenenue 1eneBoro Mapuipytusaropa. I e B kauectse <ip-address™ yka3bIBaeTCsi CETEBOU
aJipec MOrPaHUYHOTO MapIIPyTH3aTOPa, 10 KOTOPOTro OyaeT MOCTpoeH 12-Circuit.

bcorouter(config—router)#targeted—peer ipv4d <ip-address>

Bxutouenue 1dp u ¢pyHkmu paboTel ¢ MeTKaMu Ha HHTepdeiicax.

ecorouter (config-if) #enable-1dp ipv4
ecorouter (config-if) #label-switching

L2-circuit koHpHUTYpHpYyETCS B 3aBUCUMOCTH OT THITa CO3/IaBAEMOI CXEMBI.

Co3znanue 12-circuit type 5.

hpls 12-circuit <name> <Identifying value> <ip-address for end-point>

I'me B kauecTBe <name> 3aaeTcs uacHTU(GUKAIMOHHOE uMs coennuenus, <Identifying value> —
HoMep 12-circuit, <ip-address for end-point> — agpec rpaHUYHOTO MapIIPyTU3ATOPA.

Co3znanue 12-circuit type 4.

mpls 12-circuit <name> <Identifying value> <ip-address for end-point>
mode tagged svlan <vlan Identifier>

EcoRouter User Guide 219



LIRDP.RU

['me B kauecTBe <name> 3aaeTcs uaeHTU(GUKAIMOHHOE UM coennuenus, <ldentifying value> —
HoMmep 12-circuit, <ip-address for end-point> — agpec rpaHryHOr0 MapIIpyTu3zaTopa, <vlan
Identifier> — Homep BUpTYyanbHON CETH.

[IpuBs3ka co3nanHom 12-circuit kK mopTy.

config) #port ge2

config-port) #service-instance ge2/e2
config-service-instance) #encapsulation <tag/untag>
config-service-instance) #mpls-12-circuit <name>

ecorouter
ecorouter
ecorouter
ecorouter

P N

I'e B 3aBHCcHMOCTH OT THIA 12-circuit yka3pIBaeTCs TETUPOBAHHBIN UM HETETUPOBAHHBIN Tpaduk,
napameTp <name> — uMs paHee co3ganHoro 12-circuit.

IMpocmotp coctosiamst 12-circuit. ['ne <name> — ums panee cozganHoro 12-circuit.

bcorouter#show mpls 1l2-circuit <name>

['mbkas HacTpolika pa3nuuHbIX oneparuii ¢ VLAN-Teramu Ha service-instance 1mo3BoJisier
nepeaBaTh MaKeT uepe3 12-circuit, mpeaBapuTeNIbHO MpojienaB 3T onepaiuu ¢ VLAN-Teramu.
[Tpu sTOM HcTIONB3yeTCs TUM UHKancysiiuu S (ethernet).

[TonnepkuBaroTcs ClenyIore Onepaluu:

CHATDH BHENITHIOI METKY € MaKeTa ¢ AByMSI METKaMHU, IEpPea OTHpaBKOﬁ B MPLS-TyHHeJ’Ib:

mpls 12-circult pop sv any cv 20 2.2.2.2
|
port tel

service-instance pop sv_any cv
encapsulation dotlg 40 second-dotlqg any
rewrite pop 1

mpls-12-circuit pop sv_any cv primary

BHyTpeHHsIst MeTKa MOXKeT ObITh 10001 (second-dotlq any) wiu sxecTko 3aanHo# (second-dotlq
100). Bo BTOpOM city4ae, Bce NakeThl JOJKHBI UMETh BHEIIHIOK METKY 40 M BHYTPEHHIOIO METKY
100. B npoTuBHOM citydae nakeT OyAeT OTOpOILEH.

CHATb 00€e MeTKH ¢ nakeTa nepea ornpaBkoii B MPLS-TyHHe B!

mpls l2-circuit pop pop 30 2.2.2.2
|
port tel

service-instance pop pop

encapsulation dotlg 40 second-dotlg 90
rewrite pop 2

mpls-12-circuit pop pop primary

CHSATH BHELIHIO METKY U 3aMEHUTh BHYTPEHHIOI0 HA POM3BOJIbHYIO Nepe] OTIPaBKOi B
MPLS-Tynnesns:

pls 1l2-circuit pop swap 40 2.2.2.2
|

port tel
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service-instance pop swap
encapsulation dotlg 40 second-dotlg 90
rewrite translate 2-to-1 77
mpls-12-circuit pop swap primary

J1o0aBUTH BHENIHIOW MeTKY nepen ornpaBkoid B MPLS-TyHHenb:

mpls 12-circuit push sv 50 2.2.2.2
|
port tel

service-instance push sv
encapsulation dotlg 60 exact
rewrite push 77

mpls-12-circuit push sv primary

Job0aBuTh ABe MeTKH nepen ornpaBkoii B MPLS-TyHHeb:

mpls 12-circuit push two 60 2.2.2.2
|
port tel

service-instance push two
encapsulation untagged

rewrite push 77 88
mpls-12-circuit push two primary

3aMeHNTHh BHEIIHIOI MeTKY nepeja ornpaBkoil B MPLS-TyHHe b:

mpls l2-circuit swap sv 70 2.2.2.2
|
port tel

service-instance swap sv

encapsulation dotlg 40 second-dotlg 90
rewrite translate 1-to-1 77
mpls-12-circuit push two primary

3amennTh 00e MeTKH nepe ornpaBkoil B MPLS-TyHHeb:

mpls l2-circuit swap swap 80 2.2.2.2
|
port tel
service-instance swap swap
encapsulation dotlg 40 second-dotlg 90
rewrite translate 2-to-2 77 88
mpls-12-circuit swap swap primary

3aMeHNTH BHYTPEHHIOI0 METKY M 100aBUTh BHEIIHIOIO epe oTnpaBkoii B MPLS-TyHHe b:

mpls l2-circuit swap push 90 2.2.2.2
|
port tel
service-instance swap push
encapsulation dotlg 60 exact
rewrite translate 1-to-2 77 88
mpls-12-circuit swap push primary
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19.3.2 Backup Pseudowire

Pseudowire Redundancy (backup pseudowire) mo3BossieT HACTPOUTH OJIUH M3 TPAHUYHBIX
MapupyTu3atopoB cetut MPLS miist oOHapy)eHust cO0si B CETH M IEpEHANPaBUTh TpadUK K IPYrou
KOHEYHOH Touke. DyHKIMs 00ecneunBaeT BO3MOKHOCTh BOCCTAHOBJICHHS MTOCIIE COOsT OJTHOTO U3
yAaJeHHBIX TPAHUYHBIX MapUIPyTH3aTOPOB.

Jnist aBapuitHOTO TIepeKIoueHus Ha pe3epBHbIN pseudowire B koHpurypauu EcoRouter nomxuo
OBITH HaCTPOEHO J1Ba L2 TyHHEsA, OIMH U3 KOTOPBIX OYyIeT BHITIOJIHATH posib backup pseudowire.
[Tpu nepenaue Tpaduka nmo ocaoBHomy L2 tynnento backup pseudowire Oyner HaxoauTbCs B
coctostHuM standby.

s mHactporiku backup pseudowire He0OXOAMMO MPOU3BECTH ONMUCAHHBIC HUXKE JICHCTBUSI.

Coznats loopback untepdeiic loopback.0 ¢ cereBsim anpecom 1.1.1.1 u mackoit 32.

ecorouter (config) #interface loopback.0
ecorouter (config-if) #ip address 1.1.1.1/32

[IepeiiTu B pexxum HacTporku nporokosa LDP.

hcorouter(config)#router 1dp

Onpenenuts TPAHCIIOPTHBIN aapec MapuIpyTU3aTOPA.

‘ecorouter(config—router)#transport—address ipvd 1.1.1.1

OnpenenuTs 1eJIeBOM MapIIpyTU3aTOP, HAIPUMED, CETEBOM apec KOHEYHOT'O MapIIPyTU3aTOpa
Oyner 2.2.2.2 ¢ mackou 32.

‘ecorouter(config—router)#targeted—peer ipvd 2.2.2.2

Bxirounts PEKUM paCIpOCTPpAHCHUA MCTOK I10 BCEH Ta6J'II/II_[e MapaIpyTHU3aluu.

kcorouter(config—router)#pw—status—tlv

Bxatounts LDP u pyskiuio pabotel ¢ MeTkamu Ha uHTepderice B cropony MPLS cern.

ecorouter (config-if) #enable-1dp ipv4
ecorouter (config-if) #label-switching

Janee HeoOX01uMO HACTPOUTh OCHOBHOUM L2 TynHens. Hanmpumep, co3nate 12-circuit type 5 ¢
umenem vcl, Identifying value — 1111.

Jlnis aTOTO HY’KHO co3aath 12-circuit type 5.

mpls 12-circuit vel 1111 2.2.2.2

HactpouTts pesepBHbIil L2 TyHHEND, ¢ MMeHeM vc2, Identifying value — 2222.

mpls 12-circuit vc2 2222 2.2.2.2
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[TpuBsizaTh co3manHbIil 12-circuit k mopTy ge2, BKIIOYUTh (YHKIHUIO TIEPEKITI0YCHUST HA OCHOBHOM
[2-circuit mpu ero AOCTYIHOCTH.

ecorouter (config) #port ge2

ecorouter (config-port) #service-instance ge2/e2
ecorouter (config-service-instance) #encapsulation untag
ecorouter (config-service-instance) #mpls-12-circuit vcl
ecorouter (config-service-instance) #mpls-12-circuit vc2
ecorouter (config-service-instance) #vc-mode revertive

194 CoBmectHast padora BGP u MPLS

B manHOM paszene paccMaTpuBaeTCs pean3anus COBMECTHON paboThl mpoTokoiaoB BGP u MPLS
Ha 6a3e EcoRouterOS.

I'maBHbIM oTimureM npotokosia BGP ot IGP npu pabote ¢ MPLS siBisiercs To, uto st BGP-
MapIIpyTOB METKH He co3fatorcsi. Korna mapmpyrusarop LSR nonywaer mapupyt no BGP, To
Jajbllie OH Iepenact nakersl B cropoHy BGP-cocena, KoTopblii ykas3aH, kak next-nNOp B aHOHCE
3TOr0 MapluIpyTa, UCHOJb3Ys COo3/1aHHYI0 /i NexXt-hop meTky. [ToaToMy HeT HEOOXOIUMOCTH
HacTpanBath BGP Ha kaxqoM MapiipyTu3arope B aBTOHOMHOM cucTeMe, €ro KOH(PUTypupyroT
TOJIBKO Ha MIOTPAaHUYHBIX MAPIIPYTU3aTOPaX, K KOTOPBIM ITOAKJIFOUEHB] KIIMEHTBI WU IPYTHE
IIPOBANIEPHI.

19.4.1 Tomosorus

[TpuBeneHHas: HIKE CXeMa peaan3yeT KIacCUUeCKUi ClieHapuil COBMECTHOM paboThI MPOTOKOJIOB
BGP u MPLS, xoTOpbIii IBHO 1IEMOHCTPUPYET BCE IIIFOCHI KOMMYTAIIMH [0 METKaM.

MPLS
AS 100 S~ AS 300

Eco’l R2 scqz Rs

11.0.0.0 ~ 10.12.0.0 S 10.22.0.0 23.0.0.0
BGP for fo eBGP
e iBGP

Lo: 1.1.1.1/32

Lo: 3333.’32

Pucynok 31
Ha cxeme mapmipytuzaropst ECO-1, ECO-2 u R2 naxonstcs 8 MPLS-o6make, u mexay ECO-1 u
ECO-2 nactpoen iBGP. Mapmpytuzaropsl R1 1 R3 noaxmrouenst kK MPLS-o6maky gepes eBGP.

JlokanbHble cetn MapupyTu3aTopoB R1 u R3 npencrasnens! B Buae loopback-unrtepdeiicos.
HeoOxoaumo co3naTh CBSI3HOCTh MEXAY JIOKAJTBHBIMU CETsIMU MapiipyTu3aTopos R1 u R3.

19.4.2 Koundurypauusi MapuipyTu3aTopoB

Hwxe npuBeneHa KoHGUTrypalys MapIIpyTU3aTOPOB ISl peAU3allii TaHHON CXEMBI.

ECO-1

ECO-1#sh running-config

|

router ldp

transport-address ipv4 100.100.100.100
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|
mpls map-route 3.3.3.3/32 200.200.200.200/32
|
router ospf 1

network 10.0.0.0 0.255.255.255 area 0.0.0.0
network 100.100.100.100 0.0.0.0 area 0.0.0.0
|
router bgp 200

neighbor 11.0.0.1 remote-as 100

neighbor 200.200.200.200 remote-as 200

neighbor 200.200.200.200 update-source loopback.O0
neighbor 200.200.200.200 next-hop-self

|
port tel

lacp-priority 32767

mtu 9728
service-instance tel/el
encapsulation untagged
|
port tel

lacp-priority 32767

mtu 9728
service-instance tel/e2
encapsulation untagged
|
interface loopback.0

ip mtu 1500

ip address 100.100.100.100/32

|

interface e2

ip mtu 1500

label-switching

connect port tel service-instance tel/e2
ip address 10.12.0.100/16

1ldp enable ipvé

|

interface el

ip mtu 1500

connect port te0 service-instance tel/el

ip address 11.0.0.100/16
|

end

ECO-2

ECO-2#sh running-config
|
router ldp

transport-address ipv4 200.200.200.200
|
mpls map-route 1.1.1.1/32 100.100.100.100/32
|
router ospf 1

network 10.0.0.0 0.255.255.255 area 0.0.0.0

network 200.200.200.200 0.0.0.0 area 0.0.0.0
|
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router bgp 200

neighbor 23.0.0.3 remote-as 300

neighbor 100.100.100.100 remote-as 200

neighbor 100.100.100.100 update-source loopback.O0
neighbor 100.100.100.100 next-hop-self

|
port tel

lacp-priority 32767

mtu 9728
service-instance tel/e2
encapsulation untagged
|
port te2

lacp-priority 32767

mtu 9728
service-instance te2/e3
encapsulation untagged
|
interface loopback.0

ip mtu 1500

ip address 200.200.200.200/32
|
interface e3

ip mtu 1500

connect port te2 service-instance te2/e3
ip address 23.0.0.200/16

|
interface e2

ip mtu 1500

label-switching

connect port tel service-instance tel/e2
ip address 10.22.0.200/16

ldp enable ipvi4
|

end

R1

Rl#sh running-config
|
router bgp 100

neighbor 11.0.0.100 remote-as 200
network 1.1.1.1 mask 255.255.255.255
|
port tel

lacp-priority 32767

mtu 9728

service-instance te0/FastEthernet0/0
encapsulation untagged

|
interface loopback.Q
ip mtu 1500

ip address 1.1.1.1/32
|
interface FastEthernet0/0
ip mtu 1500
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|

end
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R3

R3#sh running-config
|
router bgp 300

neighbor 23.0.0.200 remote-as 200
network 3.3.3.3 mask 255.255.255.255
|

port tel

lacp-priority 32767

mtu 9728

service-instance te0O/FastEthernet0/0
encapsulation untagged

|
interface loopback.0
ip mtu 1500

ip address 3.3.3.3/32
|
interface FastEthernet0/0

ip mtu 1500

connect port tel service-instance teO/FastEthernet0/0
ip address 23.0.0.3/16

!

end

R2

R2#sh running-config
|
router ldp
transport-address ipv4 22.22.22.22
!
mpls map-route 3.3.3.3/32 200.200.200.200/32
!
router ospf 1
network 10.0.0.0 0.255.255.255 area 0.0.0.0
network 22.22.22.22 0.0.0.0 area 0.0.0.0
|
port tel
lacp-priority 32767
mtu 9728
service-instance te(O/FastEthernet0/1
encapsulation untagged
|
port tel
lacp-priority 32767
mtu 9728
service-instance tel/FastEthernet0/0

encapsulation untagged
|

interface loopback.O0
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ip mtu 1500

ip address 22.22.22.22/32
|
interface FastEthernet0/0

ip mtu 1500

label-switching

connect port tel service-instance tel/FastEthernet0/0
ip address 10.12.0.2/16

1dp enable ipvi4

|
interface FastEthernet0/1

ip mtu 1500

label-switching

connect port tel service-instance tel/FastEthernet0/1
ip address 10.22.0.2/16

ldp enable ipv4

|

end

Jnsa cesa3HocTu Mexy loopback-untepdericamu mapuipytuzaropoB R1 u R3 He Tpebyercs, uToObI
Ha mapuipyTtu3atope R2 Obut HactpoeH BGP u npucyrcTBoBanu Bce MapiipyThl B Ta0IuIIe
Mapuipytusanuu. [lpu yBennuennn MPLS-o65aka B pa3mepax 3T0 CTAHOBUTCS 3aMETHBIM
MIPEUMYIIECTBOM HCIIOIB30BaHHUS TEXHOJIOTHH KOMMYTAIIHH IO METKaM.

Huxe npencraBneH BbIBOJ Ha KOHCOJb Tabmuisl Mapuipytusanun ECO-1.

ECO-1#sh ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area
* - candidate default
IP Route Table for VRF "default"
B 1.1.1.1/32 [20/0] via 11.0.0.1, el, 19:33:53
B 3.3.3.3/32 [200/0] via 200.200.200.200 (recursive via 10.12.0.2 ),
19:33:40
C 10.12.0.0/16 is directly connected, e2
10.22.0.0/16 [110/20] wvia 10.12.0.2, e2, 19:34:09
11.0.0.0/16 is directly connected, el
100.100.100.100/32 is directly connected, loopback.O0
200.200.200.200/32 [110/30] wvia 10.12.0.2, e2, 19:33:56

o Qo

19.4.3 MPLS kaprta

MapupyT n0 aapeca 3.3.3.3/32, nonyuennsiii ot BGP-cocena ECO-2, nmponeraer mo MPLS-o6maky
yepe3 ycTpoicTBo ¢ agpecom 10.12.0.2. Takne MapmipyThl Ha3bIBAatOTCS pEKYPCUBHBIMU. [l TOTO
4TOOBI NPH NIepejaue MakeToB B CTOpony aapeca 3.3.3.3 nobasnsinace MPLS-MeTka,
npeHa3HaueHHas i aapeca next-hop BGP-cocena, B EcoRouterOS tpeGyetcs sBHO yka3aTh
«MPLS kapry».

Jl1st 3T0r0 HE0OXOAMMO BBECTH KOMaH1y KOH(UTYpallmoOHHOTO peskuMa Mpls map-route <IP
noacerh/Macka noacern™> <FEC moacern/Macka moaceTu™, TIe ITOJCETH 3aJal0TCSI CTATHYECKH.
I[TepBriif mapameTp B Komanze — IP-moacets, 11t koTopoit Heobxoaumo coctaButh MPLS-kapTy.
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Bropoii mapamerp — FEC mns stoit monceru. FEC (Forwarding Equivalence Class) npencraBinser
co0oii kiacc Tpaduka. B mpocreiinmem ciydae HASHTU(DUKATOPOM KJlacca SBIISIETCS aPECHBIN
npedukc HazHaueHus (Apyrumu cioBamu, [P-agpec wnu noacers Ha3HAYECHUS).

B npuBenennoii Beie koHburypanuu MapiipyTtuzaropa ECO-1 3ToMy 1eCTBHIO COOTBETCTBYET
CTpOKa:

mpls map-route 3.3.3.3/32 200.200.200.200/32 |

Ota cTpoKa KOH(PUTypaluy 03Ha4YaeT, YTO MPU OTIPABKe MakeTa B cTopony nojcetu 3.3.3.3/32 nns
HEro He0OXO0UMO MCTOJBL30BaTh MeTKY s oacet 200.200.200.200/32.

HO,I[O6HBI€ CTaTUYCCKUE KapThL 0oJiee IOJTHO OMMCHIBAIOT TONOJIOTHIO H OoIr€panuu Haxq (bpeﬁMaMH,
4TO MO3BOJISICT YMCHBIINUTL BPpEMs ITOUCKA HpO6JI€M B CCTH.
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20 MPLS L3 VPN

Texnonorusa L3-VPN no3Bossier opraHi30BbIBaTh N30JIMPOBAHHBIE BUPTYaAJIbHBIE YACTHBIE CETH C
WHIUBHIYaTbHBIME TaOauamu MapipyTtusanun (VRF) Ha 6aze MPLS cetu oneparopa.
[Tonp3oBarenbckast nHGOpMaIH 0 MappyTax uMrnoptupyercs B VRF, nucnomns3yst nenbs MapuipyTa
(Route Target, RT). /lannast uadopmanus HaACHTHGHUITUPYETCS 1O pa3auauTento Mapuipyrta (Route
Distinguisher, RD) u pacnpoctpansiercst mexay PE-mapmpyTuzatopamu, Heromnb3yst
pacHIMpeHHyo Bepcuto mporokoiaa MP-BGP.

20.1 TpedoBanus

,HJ'IS[ TOr'0 YTOOBI JaHHas TCXHOJIOI'us IMOJIHOCTBIO pa60TaJ1a, H€O6XOI[I/IMO SaﬂeﬁCTBOBaTB
MOAACPIKKY CIICAYIOUINX ITPOTOKOJIOB:

e MP-BGP,
e LDP,

e MPLS,

e OSPFv2,
e RIP.

20.2 MPLS VPN tepmuHojiorus

Ha pucynke nmxe nokasana cetb oneparopa Connector ¢ 4aCTHBIMUA BUPTYaJIbHBIMU CETSIMH
kimenToB ComA u ComB.

ComA
R1
AS 65001 ComA
Moscow =
_Mp-iBGP . A% S
ComB ., : AS 65004
I \ Saint Petersburg
AS 65003 P BN -
Connector \\ CE2 corE
AS 65005
Pucynok 32

IMorpanuunoe ycrpoiicrBo kiauenta (Customer Edge Router, CE) — mapuipytuzatop Ha
CTOpOHE KIIMEHTa, KOTOPBIH MOJICOEAMHEH K CeTH oreparopa cBs3u (k PE-mapmipytusaropy). Ha
pucyske 3o CE1, CE2, CE3 u CE4.

ITorpannunoe ycrpoiicteo oneparopa (Provider Edge Router, PE) — onepaTopckuii
MapuIpyTu3arop, k koropomy nojkiatoueH CE-mapmpyrtusatop. Ha pucyHke 3To MapuipyTu3aTopbl
PE1 u PE2, xoTopsie coeqMHSIOT KIIMEHTCKOE 000pYyI0BaHKE C CeThI0 onepaTopa Connector.
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Mapmpyrtuszaropsl cetu oneparopa (Provider Core Router, P) — ycrpolicTBa BHYyTpU ceTH
oreparopa, He ABJISIoLMecs norpaHnyHbiMu. Ha pucynke ato mapupyrtusatop P, He coennHeHHbIN
C KJIMEHTCKMMM YCTPOMCTBAMM, U IPUHAUICKAIINAN ceTH oneparopa Connector.

Kanentckue mapmpyrtusaropsl (Customer Router, R) — ycrpoiicTBa BHYTpH KIHEHTCKOI ceTH,
HeE MOJKJII0YEHHbIE HaNpsAMYIO K ceT oneparopa. Ha pucynke Boiie R1 u R2 — 310 kimuenTckue
MapIIPyTU3aTOPBI.

20.3 IIpouecec mapupyruszanuu cereid VPN

[Ipouecc mapuipytuszanuu MPLS-VPN Bkito4aeT clieyomme Tamnsbl:

1. Omneparop npenoctasisier yciyry VPN uepe3 PE-mapuipyTuzaTopsl, KOTOpbie
MOJICOEAMHEHBI HApsAMYyto K kiueHTckuM CE-mapmpyTtuzaropam no Ethernet.

2. Kaxnpiit PE-mapuipytuzatop conepxut tadbauity mapupyrtusamuu (VRF) s kaxaoro
KJIMEHTA. DTO TapaHTUPYET U30JISILMIO KIMEHTCKUX CETEl U MO3BOJIET UCII0NIb30BaTh
YaCTHBIE apeca HE3aBUCUMO OT aJIpecalliy CETH ollepaTopa U Ipyrux kiaueHtros. Korga
npuxoaut naket ot CE, ucnons3yercs tabnuna VRF, kotopast Ha3HaueHa A7s JaHHOM ceTu,
U 110 HEW olpeAeIrseTcs MappyT nepeaadn JanHbix. Ecinu PE-mapmpyrtu3sarop cBsizaH ¢
CEThI0 HECKOJIbKMMHU JIMHKAMHU, TO JJISl BCEX 3TUX MOJKIIOUEHUHN UCIIONb3YETCs OJHA
tabmuna VRF.

3. Tocne toro kak PE-mapmpytusarop onpenenun [P-nipedukc, on konBeptupyer ero B VPN-
IPv4 npedukc, npenBapsis ero 8-6aiitoBbiM (64 6uT) paznuuutenem Mapuipyta (RD). RD
rapaHTHUPYET, YTO JIaXe eCJIN Y ABYX KIIMEHTOB OJJMHAKOBBIE a/ipeca, K HUM OyIyT
YCTaHOBIIEHBI JIBa pa3HbIX MapuipyTta. Ot VPN-IPV4-anpeca anoncupyrores cpeau PE-
Mmapuipytuzaropos no MP-BGP.

4. Jlnsa onpenenenuss MPLS-metku n nepenaun VPN-nakera yepes ceTh oneparopa
UCIIOJIb3YETCSl YHUKAIBHBIA HACHTU(PHUKATOP MapLIpyTH3aTopa (Kak mpasuio, ero loopback-
azpec).

5. Tlakertsl mepenaroTcs B TOUKy HazHadeHust 1o MPLS, opuentupysics Ha HHpOpMaLuio U3
Tabnuubl Mapmpytuzanuu. Kaxasiii PE-mapiipyTtuzatop onpeaenser yHUKaaIbHYI0 METKY
JUIS KaX10r0 MapuIpyTa B TaOJIMIIaX MaplIpyTH3alUu (JJaKe €ClI Y HUX OAMH U TOT e next
hop) u 06bsBaseT 3TY MeTKY BMecTe ¢ 12-6aiitoBeiM VPN-IPv4 agpecom no MP-BGP.

6. PE-mapupyTtu3aTopbl Ha BXoze (ingress) npukpemsiioT Kk VPN-nakeTy, oTnpasistomemMycs
10 CETH OIIepaTopa, CTEK U3 JAByX METOK. B Hero BXoaT: cepBucHas MmeTka - BGP-mertka,
ornpezeneHHas U3 TabIUIbl MapIIPyTU3aLUU (ACCOUUUPOBAHHOM C BXOIALINUM
uHTepdeiicom), kotopas ykaspiBaeT Ha BGP next hop; Tpancnoprhas metka - LDP-meTka
u3 rinobansHoi FTN Tabmuiel, onpenensromias [P next hop.

7. Omnepatopckuit (P) Mmapuipytusarop B cetu nepekuipiBaer VPN-makeT B 3aBUCUMOCTH OT
TPAHCIIOPTHON METKHU. DTa METKA UCIOJIb3YETCs KaK KJIFOU /ISl IOUCKA BXOIHOTO
uHTepdeiica B Tabnuue Incoming Labels Mapping (ILM). Eciu y nakera 1Be MeTKH,
BEPXHs MEHSETCS, U NTaKeT OTIPABISAETCS Ha ciaeayomuil y3en. Eciau Her, To
MapIIPYyTU3ATOP SABISAETCS MPEANOCIEIHUM B LIENIOYKE, U OH CHUMAET TPAHCIIOPTHYIO METKY
Y OTIIPABIIIET MAKET TOJBKO C CEpBUCHON MeTKOW Ha PE-MapuipyTuzarop Ha BbIXOJE.
Kaxnaplii pa3, korga nakeT NpoXoAuT O4epeIHON MappyTuzatop P B1oyib TyHHENS,
TPAHCIIOPTHAsA METKA aHAIIM3UPYETCS U 3aMEHSAETCS HOBBIM 3HadeHueM. [Ipeanocnennui
MapIIPyTU3aTOP B LENOYKE CHUMAET TPAHCIIOPTHYIO METKY M Ha KOHEYHYIO TOUKY TYHHEJS
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- mapupytuzarop PE2 - maketr npuxoaut ¢ ogHO# MeTKoM. B ciydae eciin BKiIroUeHa ONIus
mpls explicit-null, mpeanocnenauii MapIpyTH3aTOP OTHPABJISET IAKET C ABYMS METKAMHU,
r7ie 3HaueHue BepxHeit metku - 0.

8. Beixoanoii PE-mapuipytuzatop caumaer BGP-meTky, Ipon3BOANT MOUCK 110 HEW Ha
UCXOAAUINX MHTEpdericax U OTHPABISIET HaKeT COOTBETCTBYOIEMY KiueHnTckomy CE-
MaplIpyTU3aTopy.

20.4 Kondurypuposanune MPLS Layer-3 VPN

[Tpouecc xordurypuposanust MPLS Layer-3 VPN M0XHO pa3aenuTh Ha CICIYIOIINE dTAIIbL:

YcranoBka coeaunenus mexay PE-mapiipytuzaropamu.

Hactpoiika iBGP cocencta mexny PE1 u PE2.

Co3nanue VRF.

[Monxmrouenue uatepgeiicoB k VRF.

Hacrpoiika mis tabmun VRF paznuuureneid mapmpyroB (RD) u neneii mapmpyros (RT).
Hacrpoiika coceneit CE s VPN.

[TpoBepka koHpurypauu nepexoga or MPLS k VPN.

No ok~ wbdPE

20.4.1 TomoJorusa

B npusenennom npumepe k onopHoit MPLS-VPN cetu oneparopa Connector nmoaKIrO4eHbl s
kinuenTa: ComA u ComB. Caiitel 06oux kireHToB HaxoasTcs B Mockse u Cankr-IlerepOypre. Ha
PUCYHKE HIKE MPUBEeHa TONOJIOTUs CETH, MOKa3bIBatolias pacupenenenne BGP4-anpecos mexay
PE u CE mapmpyTtusatopamu. [lajiee onncaHna nociaeaoBaTenbHOCTh AEUCTBUN IO HACTPOMKE
KJIMEHTCKUX BUPTYyaJIbHBIX ceTel moBepx onopHoit MPLS-VPN.

ComA

AS 65001 . o
192.16.4.0/24
Moscow 12162024 AS 100 CE4
168.12.2.0/24 e3 /,,»"'MP_iBGP*——\\\ "‘
ComB 3 = ~ P
CE1 o -7 10.10.12.0/24 10.10.13.0/24 ., @3
(2D e2 (=7 el el }Z@ e2 e? % AS 65004
w 110 -50|kj.50 m Saint Petersburg
PE1 P PE2 ~
AS 65003 .
. ComB
Connector ~. CE2
192.12.4.0[24
AS 65005

Pucynok 33

Jlist yCTaHOBKU COEAMHEHUS MEXKAY MapIIpyTH3aTOpaMu TpeOyeTcs OCyIeCTBUTh JeicTBuS,
OIMCaHHbIE HUXKE.

20.4.2 BkjaoyeHHe KOMMYTAIUM [0 METKAM

Hwxe npuBeneHa npumepHas KOHQUTYypaLus A7 BKIIOYSHHs: KomMmyTaru o metkam (Labeled
Switched Path, LSP) mexny mapmipytuzatopamu PE1 u PE2.
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PE1l

PE1
PE1
PE1
PE1
PE1
PE1

config) #interface el

config-if)#ip address 10.10.12.10/24
config-if) #label-switching
config-if) #ex

config) #port tel

config-port) #service-instance sel

P N N

PEl (config-service-instance) #encapsulation untagged
PEl (config-service-instance) #connect ip interface el
P

P (config) #interface el

P(config-if) #ip address 10.10.12.50/24
P(config-if)#label-switching

P (config-if) #ex

P (config) #port tel

P (config-port) #service-instance sel
P(config-service-instance) #encapsulation untagged
P(config-service-instance) #connect ip interface el
P(config-service-instance) #ex

P (config-port) #ex

P(config) #interface e2

P(config-if) #ip address 10.10.13.50/24
P(config-if)#label-switching

P (config-if) #ex

P (config) #port te2

P (config-port) #service-instance se2

P (config-service-instance) #encapsulation untagged
P (config-service-instance) #connect ip interface e2
PE2

PE2 (config) #interface e2

PE2 (config-if) #ip address 10.10.13.10/24

PE2 (config-if) #label-switching

PE2 (config-if) #ex

PE2 (config) #port te2

PE2 (config-port) #service-instance se2

PE2 (config-service-instance) #encapsulation untagged
PE2 (config-service-instance) #connect ip interface e2

20.4.3 Bruawuenue IGP

Huxe npuBenen npumep KoHGUrypauu Jijisl yCTAHOBKU COeUHEHMs Mexay ABymst PE-
mapurpytuszaropamu PE1 u PE2.

[Tonpobuee o HacTpoiike OSPF MokHO nmpounTath B cCOOTBETCTBYIOIIEM paszene "Open Shortest
Path First".

PE1l

‘PEl(config)#router ospf 100 ‘

EcoRouter User Guide 232



LIRDP.RU

|PE1(config—router)#network 10.10.12.0/24 area O

P

P (config) #router ospf 100
P (config-router) #network 10.10.12.0/24 area O
P (config-router) #network 10.10.13.0/24 area O

PE2

PE2 (config) #router ospf 100
PE2 (config-router) #network 10.10.13.0/24 area O

20.4.4 BrirouyeHue MPOTOKOJIA KOMMYTAIUM METOK

JlaHHBIN IPOTOKOJ UCIIONIBb3YETCA )1 TOCTPOCHUS ITyTe KoMMyTauuu 1o Metkam (LSP) mexny
PE-mapmpytuszaropamu. B EcoRouterOS nogaepxusaercst nporokon LDP.

Huxe npusenen npumep koHpurypamuu 11s Bearouenus LDP va Bcem nytu mexxny PE1 u PE2. B
koHurypamyu PE-mapmpyTusaTopoB npucyTcTByeT HacTpoiika loopback-unrepdeiica,

HeoOxoaumas amns pabotrsl LDP u BGP (cMm. Hike).

[TonpoGuee o HacTpoitke LDP MoxHO mpounTath B cOOTBETCTBYOMIEM pa3zeie "Label Distribution
Protocol".

PE1

PE1l (config) #interface loopback.0

PEl (config-lo) #ip address 2.2.2.2/32
PEl (config-1lo) #ex

PE1l (config) #router 1ldp

PEl (config-router) fexit

PE1l (config) #interface el

PEl (config-if) #1dp enable ipv4

PE1l (config-if) #ex

PE1l (config) #router 1ldp

PE1l (config-router) #advertisement-mode downstream-on-demand
PE1l (config-router) #multicast-hellos

P

P (config) #interface el

P (config-if) #1dp enable ipv4

P (config-if) #ex

P (config) #interface e2

P (config-if) #1dp enable ipv4

P (config-if) #ex

P (config) #router 1ldp

P (config-router) #advertisement-mode downstream-on-demand
P (config-router) #multicast-hellos

PE2

|PE2(config)#interface loopback.0 |
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PE2
PE2
PE2
PE2
PE2
PE2
PE2
PE2
PE2
PE2

config-lo)#ip address 3.3.3.3/32

config-lo) #ex

config) #router 1ldp

config-router) #exit

config) #interface e2

config-if)#1dp enable ipvi4

config-if) #ex

config) #router 1ldp

config-router) #advertisement-mode downstream-on-demand
config-router) #multicast-hellos

N N

20.4.5 Hacrtpoiika BGP-cocencrBa mexxny PE-mapmpyruzatopamu

Jnis mepenaun MapuIpyTHON HH(GOpPMAIMK YaCTHBIX CETEH Yepe3 CEeTh OllepaTopa UCIOIb3yeTCs
npotokos BGP u ero maoromnporokonsHoe pacmmpenue MP-BGP. 1o no3Bosnser oOMeHuBaThCs
uHpOpMaLKel MeX/Ty ONIOCPEJOBAHHO COCTMHEHHBIMU MapIIPYTU3aTOPaMH, a TAKXKe IepeaBaTh
MapuIpyTHyto uHpopmaluio cereii VPN, MuHyst MapiipyTu3aTopsl oropHoii cetu omnepatopa (P).
Uepes P-mapmipyTusaropsl HHGOpMAIHS epeaaeTcs MPO3pavHo, Kak JOMOHATEIbHBINH BGP
atpubyt. B MPLS-VPN monenu HeT He00X0UMOCTH B TOM, 4TOOBI P-MapiipyTu3aTopsl
IPUHUMAJIHU PELIEHUs] O MaplIPyTax, OCHOBBIBAsICh Ha BHyTpeHHeH anpecauuu cereil VPN. Onn
MIPOCTO NEPENAIOT NAKEThl B COOTBETCTBUM CO 3HAUEHUSIMU IPUKPEIUVIEHHBIX METOK. Takum
o0pa3om, Ha P-mapmipyTuzatopsl He TpeOyercs 100aBIsITh KOHPUrypamuio ceteit VPN.

[TonpoGuee o HacTpoiike BGP MoxxHO mpounTath B COOTBETCTBYIOMIEM pasaene "Border Gateway
Protocol".

PE1l

PE1l (config) #router bgp 100

PE1l (config-router) #neighbor 3.3.3.3 remote-as 100

PE1l (config-router) #neighbor 3.3.3.3 update-source 2.2.2.2
PE1l (config-router) #address-family vpnv4 unicast

PE1l (config-router-af) #neighbor 3.3.3.3 activate

PE2

P2 (config) #router bgp 100

P2 (config-router) #neighbor 2.2.2.2 remote-as 100

P2 (config-router) #neighbor 2.2.2.2 update-source 3.3.3.3
P2 (config-router) #address-family vpnv4 unicast

P2 (config-router-af) #neighbor 2.2.2.2 activate

20.4.6 Co3nanue VRF

Kaxnpiit PE-mapupyTtuzarop B onopsoit cetu MPLS-VPN nozacoenunen k caiitaM, BXOASIINM B
BUPTYaJIbHBIE YaCTHBIE CETH KIIMEHTOB. J[JI1 Ka)XXI0T0 cailTa IEMCTBYIOT MapUIPYThl
cootBercTBytomIeit cet VPN. Iloatromy Ha PE-mapiipyTuzaTope JOKHBI COAepKATHCS TAOIULIBI
VRF st tex cereit VPN, k caifTam KOTOPBIX OH MOJKIIIOUEH. B mpuBeneHHOM mpuMepe — 3To 00e
cetu VPN.

Jnst co3nanus tabmuisl VRF BBeinTe KOMaHIy KOHGHUTYpaAMOHHOTO peskuma ip Vit
<VRF_NAME>. Ha kaxxnom PE-mapiipytusarope 1omxHbI ObITh co3nanbl Tabnuiel VRF ¢
nMmeHamu ComA u ComB. IIpu BBoe maHHO# KOMaHIBI co3/1aeTcs Tabmuia Mapmpytuzauu VRF
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RIB (Routing Information Base), naznauaercs VRF-ID, u KOHCOJb TIEPEKITIOUACTCS B KOHTEKCTHBIN
pexxum koHpurypupoBanusi VRF.

PEl (config) #ip vrf ComB
PE1l (config-vrf) #

20.4.7 TMoaknw4yenune unrepdeiicoB k VRF

[Tocne Toro kak Ha kaxxaom PE-mapmipytuzarope onpenenensl Tadauiel VRFE, Heooxoammo
yKa3aTh, Kakol HHTepdeiic MapHIpyTU3aTopa NpHUHAUICKHT K Kakoil Tabmure VRF. VRF
3aMOJTHAIOTCS MapIIPyTaMH C IMOJCOeTMHEHHBIX caiiToB. K onHoit Tabnuiie VRF moryT ObITh
MOJIKJIFOUEHBI HECKOJIbKO HTepdeiicoB. s monkmoueHus narepdeiica (moacoeauneHnoro k CE-
MapIIpyTH3aTOPY) UCIIONIB3YETCsI KOMaH/1a KOHTEKCTHOTO peXrMa KOHGHUrypanuu narepderica ip
vrf forwarding <VRF_NAME>.

B npuBenennoM Hike npumepe uHrepdeiic e2 mapupyruszaropa PE1 nogkintodaercs k co3gaHHON
panee Tabimmne VRF ComB.

PE1l (config) #interface e2
PEl (config-if) #ip vrf forwarding ComB

20.4.8 Hacrtpoiika VRF-RD u nejieBbIx MapuipyToB

[Tocne Toro kak Tabmumpl VRF co3manbl, HaCTpanBarOTCs pa3InIUTEIM MAPIIPYTOB U LENN
MapuIpyToB.

20.4.8.1 Hacrpoiika pa3anunTeseid MApUIPpyTOB

Paznuuurenu mapmpytoB (Route Distinguishers, RDs) o6ecrieunBaroT yHHKaIbHOCTH KaXI0TO
MmapuipyTta. Takum o6pa3om, B cilydae OJJMHAKOBBIX MapIIpyToB B pa3HbIX ceTsx VPN, MP-BGP
OyJeT BOCHpUHMMATh UX KaK YHUKalbHbIe. [lj1g aToro Kk kaxkaomy IPv4-anpecy u3 BupTyanbHoOM
cetu gob6asnsercs npedukc anuHoi 64 6ut (RD), npeobOpasys ero B popmat VPN-IPv4. BGP
cuntaert 1Ba [Pv4-aapeca ¢ pazupiMu RD yHUKaNbHBIMH (HECPaBHUMBIMHU), Ja’K€ €CJIU Y HUX
COBIIAAIOT U aJIpec, U MackKa.

RD cocTouT 13 HOMepa aBTOHOMHOM CHCTeMBbI U NprcBoeHoro Homepa (ASN:nn) wiu [P-anpeca u
npucBoeHoro HoMepa (IP:nn), 3anucannbIx yepes qBoeroune ':'.

Jlst Toro utoOb1 Ha3HaunTh RD kaxoit Tadiure VRF va PE-mapmipytuzatope ncnonb3yercst
KOMaH 1a KOHTEKCTHOTO pexkuMa KoHpurypupoBanust VRF rd <ASN:nn | IP:nn>.

B npusenennom Huxe npumepe HazHadaercss RD pist VRF ComB na mapuipyTtusarope PEI.

PELl (config) #ip vrf ComB
PE1l (config-vrf)#rd 168.12.2.1:1

Jlnist mpocMoTpa TabIuIBl MapIIpyTU3auy JaHHoi Tabnunsl VRFE ucnonesyercs komanaa
anMHUHUCTpaTuBHOTrO pexkuma show ip route vif <VRF_NAME> wiu komanga
anMuHUCTpaTuBHOTO peskuma show ip route vrf all ans Bcex VRF.
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20.4.8.2 Hacrpoiika 1ejieBbIX MAPIIPYTOB

Bce nonmyueHHble OT KIIMEHTOB MapUIPyThl aHOHCUPYIOTCA IO Beeit cetu no mpotokony MP-BGP.
Bce mapuipyTsl, y3HanHsle 1o MP-BGP, nob6asinstores B coorBercTBytomyto tadbuuny VRE. Lens
mapmipyTa (RT) momoraer PE-mapmipytuzatopam unentuduupoBars, k kakoi tadmmme VRF
OTHOCHUTCS] MApUIPYT.

Jnst Toro uto6s! Ha3HaunuTh RT kaxaoit Tadnuie VRF Ha PE-mapmpyTuzaTtope, ucnonb3yercst
KOMaH/1a KOHTEKCTHOTO pekuma konpurypuposanusi VRF route-target {both | export | import}
<ASN:nn | IP:nn>.

Komanpga route-target cozgaer cnucku UMIOpTa M 3KCIOPTa paclIMpPEeHHbIX aTpUOYTOB
coobmiectsa (B ToM uncie, RT) mis VRF. RT unentudunupyer nenesyro cetb VPN. JlanHyto
KOMaHy He00X01MMO BBOAUTH OTAEIBHO AJIS KaXKJ0ro cooOliecTBa. Bee mapuipyTsl ¢
YKa3aHHBIMH paclIMPEHHbIMU aTpuOyTaMu cood1iecTBa umnoprupyrorces Bo sce VRFE,
OTHOCSIIMECS K TEM e COOOIECTBaM B Ka4eCTBE 1IeJIEBOI0 MapIIpyTa UMIIOpPTa.

B xomanpe route-target Taxxe 3a1aeTcsi HOJTUTHKA SKCIOPTa MAPIIPYTHHIX OOBSBICHUI:

o export - no6aButh RT k sxcnopTupyemoii MapuipytHoit nHpopmanuu VRE;
e import - uMIoOpPTUPOBATH MAPIIPYTHYIO HHPOPMALHIO C yKa3aHHbIM RT;
o both - yka3ate cpa3y u UMIOPT, 1 IKCIIOPT.

YKa3aHHbIE TOTUTUKH 33JaI0TCS B 3aBUCUMOCTH OT INIAHUPYEMOM TOOJ0THM ceTu. Hampumep,
3a/laHue OJJTHOTO U TOTO YK€ 3HAYECHUS JUISI MOJIUTUKH SKCIIOPTa U UMIIOPTa Juig Beex Tadnui VRF
onpeaeneHHoN cetd VPN NpUBOIUT K MOTHOCBA3HOM TOMOJIOTUH — KaXAbIM CAUT MOXKET MOCHUIATH
[TaKEThI HEITOCPEACTBEHHO TOMY CAMTY, B KOTOPOM HaXOJIUTCS CETh HA3HAYCHMUS.

B npusenennom ke nmpumepe Haznadaetcs RT qist VRF ComB na mapmpytuzarope PE1. s
OCTaJIbHBIX MapIIPYTU3aTOPOB U CETEU B pACCMaTPUBAEMOM TONIOJIOTUH 3a4AETCS TO KE 3HAUCHUE
MOJUTUKH IKCIIOPTA.

PEl (config) #ip vrf ComB
PE1l (config-vrf) #route-target both 100:1

20.4.9 Kondurypamnus CE-coceneii nis VPN (¢ ucnonb3oBannem BGP /
OSPF / RIP)

Jns npenoctasnenus ycayru VPN, PE-mapiipytuzaTops! JOMKHBI ObITH CKOH(PUTYPUPOBAHbI
TaKuM 00pa3zoM, 4ToObI JT100as MapuIpyTHas HHGOpMaLus, MPUXosiias ¢ uHTepdelica KIMEHTCKON
cetu VPN morma ObITh COOTHECEHA ¢ coOTBeTCTBYIOMIEH Tabauieit VRF. DTo mocturaercs 3a cuer
pacrpoCcTpaHeHUs M0 CETH MapUIPyTHON HH(pOpMALIUK MPOTOKOJIAMH MapUIPyTU3alluU, TAKUMH KaK
BGP, OSPF, IS-IS, RIP. [{nst vactpoiiku CE-cocecTBa NCTIOMB3YIOTCS IPUBEICHHBIC HUXKE
JeicTBUS, B 3aBUCUMOCTH OT Hctnosb3yemoro nporokona (BGP, OSPF unu RIP).

BGP

BGP-ceccus mexxny PE u CE-mapmipyTuzaTopamMu MOXKET BKITFOYATh Pa3HbBIE TUITBI MApIIPYTOB
(VPN-IPv4, IPv4 mapripyTtbl). COOTBETCTBEHHO, OT HCIIOJIb3YEMOT'0 CEMEHCTBA aJPEeCOB 3aBUCUT
tunt BGP-ceccun. Takum 06pa3om, HEOOXOIUMO HACTPOUTH ceMercTBO aapecoB BGP mst kaxmoi
tabmuipsl VRF Ha PE-mMapmipyTuszaropax u otaensHo ajgpecHoe cemeiictBo st VPN-IPv4-
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MapmipyToB Mexay PE-mapmpyrtuszaropamu. Bee ne-VPN BGP-cocenun onpenensitores npu
nomortnu pexuma [Pv4-agpecos. Kaxxnoe VPN BGP-cocenctBo omnpezensercst CBI3aHHBIM C HUM
PEXKHUMOM ceMeicTBa aapecoB. Jist Toro 4Toobl 3aaTh CEMENUCTBO aJIPeCcOB, UCIIOIB3YETCS
KOMaH1a pexxuma KoHdurypanuu mapipyruzanun BGP address-family ipv4 vif <VRF_NAME>.

OTtnenpHAas 3alUCh O CEMENCTBE aIPecoB JOHKHA OBITh B Kaxkoi Tabmuiie VRF, B kax o 3anucu
0 CEMEHCTBE aJPECOB MOXKET 3HAUUTHCs HecKoJibko CE-mapuipyTuszaTopos ¢ VRE.

PE u CE-mapuipyTtu3aTopsl JOKHBI ObITh HaNpsAMYyo noaxkiatodeHsl 1 BGP4-ceccnii; BGP
multihop Mexay HUMH HE TTOAICPKUBACTCS.

B npuBeeHHOM HUXKe IpUMEpe MapIIpyTU3aTOp MEPEKIIOUaeTCs B PeXKUM CEMENCTBA aJlpecoB U
yKa3bIBaloTcsa nMeHa komnanuii-kineHToB ComA u ComB B kauectBe HazBanuil VRF, muist Toro
4TOOBI IPOACCOLUUPOBATH UX C MOAMHOXKECTBOM KOMaH]I, COOTBETCTBYIOIUM IPv4 cemelicTBy
anpecoB. [lomoOnas koupurypanus ucrnonszyercs, koraa mexay PE u CE-mapmpyruzaropamu
HactpoeH BGP.

PE1l

PE1l (config) #router bgp 100

PEl (config-router) #address-family ipv4 vrf ComA

PEl (config-router-af) #neighbor 192.16.3.3 remote-as 65001
PE1l (config-router—-af) #exit

PEl (config-router) #address—-family ipv4 vrf ComB

PEl (config-router-af) #neighbor 168.12.0.2 remote-as 65003

OSPF

B otiinune ot BGP u RIP, OSPF He nognep:xuBaeT pa3Hble KOHTEKCThI MAPIIPYTU3ALMH B OJHOM
npouecce. s 3amycka OSPF mexxny PE n CE-mapmpyTuzaTopamu HacTpauBaeTCsl OTAEIBHBIN
OSPF-mponiecc ms kaxmoit VRF, koToperit moydaer mapmpytsl cetd VPN o OSPF. PE-
MapILIpyTU3aTOp pa3iInydacT MPUHALIEKHOCTh MapIIPyTU3aTOPOB K onpeaencHHol VRF, cBa3biBas
KOHKpETHBIN KIMeHTCKUi nurepdeiic ¢ Tabnuueit VRF u ¢ onpenenennsiv nporeccom OSPF.

YroOsl pacripoctpanuth OSPF-mapmipyTel Tabauusl VRF B BGP, Heo6xo1umMo BKITIOYUTH
peauctpudyuuio OSPF B koHTekcTe KoHGUryprpoBanus mapiipytusanun BGP nns cemeiictsa
aapecos, cBg3aHHOroO ¢ VRF.

PE1

PE1l (config) #router ospf 101 ComA

PEl (config-router) #network 192.16.3.0/24 area O
PELl (config-router) #redistribute bgp

PEl (config-router) #fex

PE1l (config) #router ospf 102 ComB

PEl (config-router) #fnetwork 192.12.0.0/24 area O
PELl (config-router) #redistribute bgp

PE1

PELl (config) #router bgp 100

PE1l (config-router) #address-family ipv4 vrf ComA
|PE1(config—router—af)#redistribute ospf

|PE1(config—router—af)#ex |
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PE1l (config-router) #address-family ipv4 vrf ComB
PE1l (config-router-af) #redistribute ospf

20.4.10IIpoBepka nacrpoiiku MPLS-VPN

Jyist Toro uToObI mpoBepuTh cocenctro Mexay CE u PE-mapmipyTtusatopamu UCIob3yercs
KOMaH/1a aIMHHHCTPAaTUBHOIO pexxrma Show ip bgp neighbor. [lns mpocMoTpa BeeX CO3MaHHBIX
VRF u mapuipyToB B HUX UCIIONIB3yeTcst Komanaa Show ip bgp vpnv4 all. Huwxe npusenen npumep
BbIBOZa KoMaH 16l ShOW running-config mus mapmpyrtuzatopos PE1, CE1 u P,
CKOH(HUTYpPHPOBAHHBIX B COOTBETCTBUHU C TOMOJIOTUEH paccMaTpuBaeMoro mpumepa. s csasu PE
¢ CE ucnonszyercst OSPF.

PE1l

PEl#show running-config
!

hostname PE1l
|
ip vrf management
|
ip vrf ComA

rd 168.12.2.1:1
route-target both 100:1
|
ip vrf ComB

rd 192.16.2.1:1
route-target both 100:1
|
mpls propagate-ttl
|
!
ip pim register-rp-reachability
|
router ldp

targeted-peer ipv4 10.10.21.50

exit-targeted-peer-mode
advertisement-mode downstream-on-demand
|
router ospf 100

network 10.10.12.0/24 area 0.0.0.0
|
router ospf 101 ComA

redistribute bgp

network 192.16.3.0/24 area 0.0.0.0
|
router ospf 102 ComB

redistribute bgp

network 192.12.0.0/24 area 0.0.0.0
|
router bgp 100

neighbor 3.3.3.3 remote-as 100
neighbor 3.3.3.3 update-source 2.2.2.2
address—-family vpnv4 unicast

neighbor 3.3.3.3 activate
exit-address-family
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address—-family ipv4 vrf ComA
redistribute ospf
exit-address-family

|
address—-family ipv4 vrf ComB
redistribute ospf
exit-address-family

|
interface loopback.0
ip mtu 1500

ip address 2.2.2.2/32
|
interface el

ip mtu 1500

label-switching connect port tel service-instance sel
ip address 10.10.21.10/24

ldp enable ipv4

|

interface e2

ip mtu 1500

ip vrf forwarding ComB

|
interface e3

ip mtu 1500

ip vrf forwarding ComA
|
P

!

hostname P
|
ip vrf management
|

mpls propagate-ttl
I
!
ip pim register-rp-reachability

I

router ldp

pw-status-tlv

advertisement-mode downstream-on-demand
|

interface el

ip mtu 1500

label-switching

connect port tel service-instance sel
ip address 10.10.21.50/24

enable-1dp ipv4

|
interface e2

ip mtu 1500

label-switching

connect port tel service-instance sel
ip address 10.10.13.50/24

enable-1dp ipv4
|
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20.5 MPLS Layer-3 eBGP VPN Configuration

B nannoMm paszaene npuBeaeHb! MpUMephl KOHGUTyparuu 11 opranusanuu cetu VPN npu
nomou eBGP B cityudae, korna PE-mapiipyTusaTopsl HaX0AATCs B pa3HbIX aBTOHOMHBIX CUCTEMAax

(AS).

Bosmosknoctu cetn VPN pacmirpens! 715t TOro yToOb! Oblila BO3MOXKHA pealn3alus CIICHApHUEB,
korga PE-mapuipytuzaTopsl HaxoasTcs B pa3HbIX AS. Bo Bcex pacCMOTPEHHBIX CIydasx
coenunenune mexay PE-mapuipytuzaropamu ycranasnupaercs no eBGP. 1o ymonuanuio EBGP-

VPN He pa3pelieHsl.

20.5.1 Hacrpoiika eBGP mexay PE u ASBR

B srom npumepe eBGP ckondurypuposan mexny CE u PE-mapuipytuzaropamu. PE-
Mapmpytu3aropsl mo iBGP coenrHeHbl ¢ TOrpaHMYHBIMHA MapIIPYTU3aTOPAMU aBTOHOMHOM
cuctembl (Autonomous System Border Router, ASBR). ASBR coenunenst mexy coboit mo eBGP.

20.5.1.1 Tomnoaorus

Ha PHUCYHKC HUKE IIPUBCACHA TOIIOJIOTHA CCTU AJI JaHHOI'O IIpUMEpa.

CE1l PE1 ASBR1 ASBR2 PE2 CE2
B8 8 8 &

CE3

Pucynoxk 34

B tabnuuax Huke npeacTaBieHbl KOMaH bl KOH(uUrypuposanus MapuipytuszaropoB CE, PE u

ASBR B cOOTBETCTBUHU C TOIOJIOTUEN CETH.

20.5.1.2 Hactpoiika CE-mapumipyTH3aTopoB

Tabmuma 93

Komanna

Onucanmne

#configure terminal

BxoJ1 B KOHQHUTYPAIIMOHHBIN PEXUM

(config) #interface el

Bxoj B pexxuM KOHQHUTYypHpOBaHHs HHTEpdeiica

(config-if) #ip address
172.6.7.117/24

Hasnauenue [P-agpeca

(config-if) #exit

Brixon n3 pexxuma KOHQHUTYpUPOBAHUS
uHTepdeiica

(config) #frouter bgp 65001

Onpenenenne npouecca BGP mapmpyTtusanmm
st AS 65001

(config-router) #neighbor 172.6.7.116
remote-—
as 1

Onpenenenne PE-mapuipyTusaTopa Kak cocena.
I'me
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Komanga

Onucanmne

172.6.7.116 — IP-anpec PE-mapmpyTtusaropa, 1
— Homep AS

J1y1st mpoBEepKHM HACTPOSCHHOM KOH(UTYPAIIUU UCIIOJIb3YIOTCS KOMAaH bl a/IMUHUCTPATHBHOTO
pesxuma show ip bgp neighbors, show ip bgp.

20.5.1.3 Hacrtpoiika PE-mapmpyTu3zaTopon

Tabnuna 94

Komannga

Onucanue

#configure terminal

BxoJ B KOHQHUTYpallMOHHBIN PEKUM

(config) #ip vrf IPI

Coznmanne VRF nox nassanuem IPI

(config-vrf)#rd 1:100

Hasuauenne RD 1:100

(config-vrf) #route-target
both 100:200

Hactpoiika umnopra mapuipytoB Mexay RT pacimpeHHbix
coobmiect 100 u 200

(config-vrf) #exit

Brrxon n3 kordurypuposaaus VRF

(config) #interface e3

BxoJ B pesxuM KOHQHUTYpHpOBaHUsI HHTEpdeiica

(config-if) #ip vrf
forwarding IPI

[pusszka VRF nox nazsanmem IPI x unrepdeiicy, k
KotopoMy noakiroueH CE-mapuipytuszatop

(config-if) #ip address
172.6.7.116/24

Hasnauenue [P-agpeca

(config-if) #exit

Brixop u3 pexxnMa KOHQUTypupoBaHUs HHTEpdeiica

(config) #router bgp 1

Omnpeaenenue npouecca BGP mapmpytuzauuu qist AS 1

(config-router) #neighbor
172.5.6.115 remote-
as 1

Ho6aenenne ASBR B kauecTBe ogHopanrosoro iBGP
ycrpoiictBa ¢ [P-aapecom 172.5.6.115u AS 1

(config-router) #faddress-
family vpnv4 unicast

BxoJ1 B pexxuM KOHPHUTYPHPOBAHUSI CEMEWCTBA apECcOB
VPNv4

(config-router-af) #neighbor
172.5.6.115
activate

AxrtuBanus ASBR-cocenctsa, uto6st ASBR Mor nmpuaIMaTh
MapuipyTsl cetu VPN

(config-router-af) #exit-
address—-family

BrIxoJ u3 pexxuMa KOHQHUTYPHPOBAHUS CEMEHCTBA aIPECOB
VPNv4

(config-router) #faddress-
family ipv4 vrf IPI

Bxoj B pexxum KOHQHUTYpHpOBaHUsI ceMeiicTBa aapecoB [Pv4
g VRF IPI

(config-router-af) #neighbor
172.06.7.117
remote-as 65001

Ho6asnenne CE-mapmpyTu3aTopa B KauecTBe
omnopanroBoro eBGP ycrpoiictsa ¢ [P-anpecom 172.6.7.117
u AS 65001

(config-router-af) #exit-
address-family

Brixon u3 pexxuma KOHQUTYpUPOBAaHHS CEMEWCTBA apECOB
IPv4

(config-router) #exit

BrIxoJ 3 pexxuMa KOHQHUTYpPHPOBAHHSI MapIIPY TH3AIHN

I[JBI IMPOBCPKU HaCTpOCHHOﬁ KOH(I)I/II“ ypalun UCTIOJIb3YHOTCA KOMaHAbl aIMUHUCTPATUBHOTO
pexxuma show ip bgp neighbors, show ip bgp vpnv4 all.

20.5.1.4 Hacrpoiika ASBR1 u ASBR2

Ta6uma 95

Komanna

Onucanue

#configure terminal

BxoJ B KOHQHUTypallMOHHBIN PEKUM

(config) #ip vrf IPI

Cospanue VRF nopx HazBanuewm |PI

(config-vrf)#rd 1:100

Hasuagenne RD 1:100
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Komanga

Onucanmne

(config-vrf) #route-target
both 100:200

Hacrpoiika umnopra mapupytoB mexay RT
pacimpeHHbIx coobmiect 100 u 200

(config-vrf) #exit

Brixon u3 kordurypuposanust VRF

(config) #interface el

Bxon B pexxum koH(pHUTypupoBaHus nHTEpDeiica

(config-if) #ip address
172.5.6.115/24

Hasznauenue [P-anpeca

(config-if) #exit

Brixon u3 pesxuma KoHQUTyprpoBaHHs HHTepderica

(config) #router bgp 1

Omnpenenenne nporecca BGP mapmpyruzamym mis AS 1

(config-router) #neighbor
172.5.6.116 remote-
as 1

Jlo6armenne ASBR B kadectBe ogHopanroBoro iBGP
ycrporictBa ¢ [P-aapecom 172.5.6.116 u AS 1

(config-router) #neighbor
172.4.5.114 remote-
as 2

Jo6aBnenue ynanennoro ASBR B kauecTse
onHopanroBoro eBGP yctpoiictea ¢ IP-agpecom
172.4.5.114u AS 2

(config-router) #address-
family vpnv4 unicast

Bxoz B pexuM KOHQUTYpHUpOBaHHS CEMEHCTBA aIpecoB
VPNv4

(config-router-af) #neighbor
172.5.6.1106
activate

AxtuBanusg ASBR-cocencTsa, uroos1 ASBR mor
npuHUMATH MappyTel cetn VPN

(config-router-af) #neighbor
172.4.5.114
allow-ebgp-vpn

Bxorouenue B CLI Bo3moxxkHOoCTH yeTanoBieHus eBGP
cetn VPN mexmy neymss ASBR

(config-router-af) #neighbor
172.4.5.114
activate

Axtupanus eBGP ASBR 1151 00paboTku MapuipyToB CETH
VPN

(config-router-af) #exit-
address-family

Brixon u3 pexxrMa KOHQUTYpUPOBaHUS ceMeHCTBa
anpecoB VPNv4

(config-router) ffexit

Bbixon u3 pesxuma KOHPUIypHpOBaHHS MapIIpy TH3aLUU

Jl1s mpoBepKU HACTPOEHHON KOH(UTYpallMK UCIIOJIb3YIOTCS KOMaHIbl aIMUHUCTPATUBHOIO
pexxuma show ip bgp neighbors, show ip bgp vpnv4 all.

20.5.2 Hacrtpoiika eBGP mexay PE u RR u mexkny ASBR

B nannom npumepe PE-mapmipytuzatop coennnen ¢ Route-Reflector (RR), oqauM u3 kireHTOB
koToporo sBisiercst ASBR, coenunennslii ¢ npyrumu ASBR no eBGP. Kondurypanus anagornusa
npenpinymemMy npumepy "Hacrpoiika eBGP mexny PE u ASBR", kpome kondurypanuu PE-
MapuIpyTHU3aTopoB U KiaueHToB RR, onHuM 3 kotopsix sBisiercs ASBR. Mexay co6oit ASBR
coenuHaennl mo eBGP.

20.5.2.1 TomoJsorust

Ha pucynke Huke npuBeaeHa TOMOJIOTUS CETH I TaHHOTO ITpUMEpA.
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Pucynoxk 35

Huxe npencrapnensl komauasl kKoHGurypuposanus mapuipyTtusatopo CE, PE, RR u ASBR B

COOTBETCTBUH C TOIOJIOTHEH CETH.

20.5.2.2 Hactpoiika CE-mapmpyTu3aTopon

Hcnons3yrores te e koManael, yTo U B npumepe "Hactpoiika eBGP mexny PE u ASBR".

20.5.2.3 Hactpoiika PE-mapmpyTuszaroposn

Hcnone3yrores Te ke komanabl, uto u B mpumepe "Hactpoiika eBGP mexny PE u ASBR", kpome
Toro, uto RR xoHdurypupyercs kak oqnopanrosoe iGBP ycrpoiictBo, BMecto ASBR.

20.5.2.4 Hactpoiika Route Reflectors

Taomuma 96

Komanna

Onucanne

#configure terminal

Bx0J1 B KOHQHUTYpaIMOHHBIN PEXKUM

(config)#ip vrf IPI

Cosnanue VRF nox HazBanuewm |PI

(config-vrf)#rd 1:100

Hasznauenune RD 1:100

(config-vrf) #route-target both
100:200

Hacrpoiika umnopra mapuipytoB Mmexay RT
pacmmpenHbix coodmects 100 u 200

(config-vrf) #exit

Brixog n3 kondurypuposaaus VRF

(config) #interface ethl

BxoJ1 B pexxuM KOHQHUTYpHpOBaHUsI HHTEepdeiica

(config-if) #ip address
172.4.5.114/24

Hasnauenue [P-angpeca

(config-if) #exit

Brixon u3 pexxumMa KOHQUTYpHpOBaHHs HHTEpdeiica

(config) #router bgp 1

Onpenenenne npouecca BGP mapmpytuzanmu aius AS 1

(config-router) #neighbor
172.5.6.116 remote-
as 1

Ho6aenenne ASBR B kauectBe ogHOopanrosoro iBGP
ycTrpoiictBa ¢ [P-anpecom 172.5.6.116 m AS 1

(config-router) #neighbor
172.4.5.114 remote-
as 1

JHo6aenenne ASBR B kauectse ogHopanrosoro iBGP
ycrpoiictsa ¢ IP-agpecom 172.4.5.114 u AS 1

(config-router) #address-family
vpnv4 unicast

Bxon B pexxuM KOHPUTYpUPOBaHHSI CEMENCTBA aAPECOB
VPNv4

(config-router-af) #neighbor
172.5.6.1106

AxtuBupoBath PE-mapiupytusarop ais o6paboTku
MapupyToB ceTd VPN
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Komanga Onucanmne

activate

(config-router-af) #neighbor JHobasuts PE-MapripyTusatop, kak route-reflector-client
172.5.6.116

route-reflector-client

(config-router-af) #neighbor Axrusais ASBR-cocencrsa, yto6s1 ASBR mor
172.4.5.114 MIPUHUMATh MaplIpyThl ceTh VPN

activate
(config-router-af) #neighbor Jo6asute ASBR, kak route-reflector-client

172.4.5.114
route-reflector-client

(config-router-af) fexit- Beixo u3 pexxiMa KOHPUTYPUPOBAHHS CEMEHCTBA
address-family aapecoB VPNv4
(config-router) #exit Brixon u3 pexxuMa KOHQHUTYPHPOBaHHsI MapLIPY TU3AIMN

I[J'I}I IIPpOBECPKHU HaCTpOCHHOfI KOH(bHpraHHH HCIIOJIB3YIOTCSA KOMaHAbl aIMUHUCTPATUBHOT'O
pexxuma show ip bgp neighbors, show ip bgp vpnv4 all.

20.5.2.5 Hactpoiika ASBR

Hcnonw3yrores Te ke koMaHibl, uTo U B ipumepe "Hactporiika eBGP mexny PE u ASBR", xpome
toro, uto ASBR kon¢urypupyercs kak ogaopanrosoe iGBP ycrpoiictBo, BMecTo RR.

20.5.3 Coennnenue PE-mapmpyTu3aTopoB ¢ ucnosib3oBanuem eBGP
Multi-hop

B nanHoM npumepe PE-mapmipyTu3aTopbl MOJKIIOYEHBI APYT K APYTY HAMPSIMYIO C
ucnons3zoBanuem eBGP multi-hop.

Mexnay CE u PE-mapmpyruzatopamunactpoen eBGP. PE-mapmipyTiu3aTopsl HACTpOSHBI TAKUM

o0Opa3om, 4ToOBI Mexay HUMH ObLT0 coeanHenrne eBGP multi-hop. J{ns Toro uro6sl coenquHeHme
multi-hop paborano, mexxny PE1, P u PE2 nomxken ObiTh 3amyieH mpotoko IGP.

20.5.3.1 Tomnoaorus

Ha pucynke Huke npuBeaeHa TONMOJIOTUS CETH AU JAHHOTO IIPUMEDPA.

eBGP Multi-hop

Pucynok 36
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Hwxe nipeacrasiensl koMaH bl KoHGuUrypupoanus MapiipytuzatopoB CE u PE B coorBeTcTBUY C

TOIIOJIOTUEN CETH.

Ha P-mapmpytu3aropax 10keH ObITh HACTpOEH TOJIbKO npotokoi IGP (B nanHOM npumepe

OSPF).

20.5.3.2 Hacrtpoiika CE-mapupyTu3aTopoB

Tabnuma 97

Komanga

Onucanmne

#configure terminal

BxoJ1 B KOHQHUTYpallMOHHBIN PEKUM

(config) #interface ethl

BxoJ B pesxuM KOHQHUTYpHPOBaHUsI HHTEpdeiica

(config-if) #ip address
172.6.7.117/24

Hasznauenue IP-anpeca

(config-if) #exit

Brixon 13 pexxuma KOHQUTYpPUPOBAHUS
nHTepdetica

(config) #router bgp 65001

Onpenenenue npouecca BGP mapmpyTtusanuu
st AS 65001

remote-—
as 1

(config-router) #neighbor 172.6.7.116

Onpenenenue PE-mapuipytusaropa kak coceza.
I'me

172.6.7.116 — IP-ampec PE-mapmpytuzaropa, 1
— Homep AS

Z[J'ISI IIPOBCPKU HaCTpoeHHOﬁ KOH(i)I/IpraI_[I/II/I HCIOJIB3YKOTCA KOMaHAbl AAIMUHUCTPATUBHOI'O
pexuma show ip bgp neighbors, show ip bgp.

20.5.3.3 Hacrpoiika PE-mapmpyruszaroposn

Ta6numa 98

Komannga

Onucanue

#configure terminal

Bx0J1 B KOHQHUTYPAIIMOHHBIN PEKUM

(config) #ip vrf IPI

Cosnmanne VRF nox Hassanuem |PI

(config-vrf)#rd 1:100

Hasznauenue RD 1:100

(config-vrf) #route-target
both 100:200

Hacrpoiika umnopra mapuipytoB Mexay RT pacimpenHbix
coobuiects 100 u 200

(config-vrf) #exit

Brrxop n3 kordurypuposaaus VRF

(config) #interface eth3

BxoJ1 B pexxuM KOHQHUTYpHpOBaHUsI HHTEpdeiica

(config-if) #ip vrf
forwarding IPI

Bind the interface connected to the CE router with VRF IPI.

(config-if) #ip address
172.6.7.116/24

Hasznauenue [P-anpeca

(config-if) #exit

Brixon u3 pexxumMa KOHQUTYpHpOBaHHs HHTEpdeiica

(config) #router ospf 1

Onpenenenne npouecca mapmpyruzauuu OSPF

(config-router) #network
172.5.6.0/24 area 0

Pexnamuposats cets Mexay PE u P-mapiipytuzaropom ais
TOr0, 4TOOBI 0OecneunTh multi-hop

(config-router) #exit

Brixon n3 pexxuma koHdurypaiun Mapuipyrusaimu OSPF

(config) #router bgp 1

Ompenenenne nmporecca BGP mapmpytusamum st AS 1

(config-router) #neighbor
172.4.5.114 remote-
as 2

Omnpenenenue PE-mapuipytusaropa, kak cocena. 31ech
172.4.5.114 — IP-agpec ynanennoro PE-mapipyTusaropa, 2
— HoMmep AS

(config-router) #neighbor
172.4.5.114 ebgp-
multi-hop 255

VYcranosnenue PE-mMapuipytusaropa B kauecTBe
OJTHOPAHTOBOTO ycTpoiictBa eBGP
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Komanga

Onucanmne

(config-router) #address-
family vpnv4 unicast

Bxonx B pexxum KOH(PHUTYpHUPOBaHUS cEMENHCTBA aJIpecoB
VPNv4

(config-router-af) #neighbor
172.4.5.114
allow-ebgp-vpn

Hacrpoiika ynanenHoro PE-mapmipyTtuzatopa ais
paspemenus eBGP cereit VPN

(config-router-af) #neighbor
172.4.5.114
activate

AxrtuBanus yaaneHnoro PE-mapmpyTuzaropa, 4ro0s1 oH
MOT IOJIy4yaTh MapupyTel cetu VPN

(config-router-af) #exit-
address-family

Brixon u3 pexxnMa KOHGUTypHUPOBaHHUS CEMEWCTBA aIpecoB
VPNv4

(config-router) #address-
family ipv4 vrf IPI

Bxonx B pexxum koH(pHUTYypupoBaHUs ceMeicTBa agpecos [Pv4
nna VRF IPI

(config-router-af) #neighbor
172.6.7.117
remote—-as 65001

Omnpenenenne CE-mapmipyTusaropa, kak cocena c IP-
anpecoM 172.6.7.117 u nomepom AS 65001

(config-router-af) #exit-
address—-family

Beixon u3 pesxuma KOHPHUTYpUPOBaHHS CEMENCTBA aIpecoB
IPv4

(config-router) ffexit

Bbixon u3 pexxuma KOHGUIypHpOBaHHS MapIIPyTH3aLUU

Ji1st poBepKy HACTPOSHHON KOH(MUTYPALIUHU HCIIOIB3YIOTCS KOMaH bl aIMUHUCTPATHBHOTO
pexxuma show ip bgp neighbors, show ip bgp vpnv4 all.

20.5.4 Coeaunenue PE-mapmpytuszatopoB ¢ RR udepe3 RR, ucnoab3ys
eBGP multi-hop

B nannom npumepe PE-mapripytusatopsl nosncoennnensl k Route-Reflector (RR), kotopsie
nojicoeuHeHb! K 1pyrum RR, ucrmons3ys eBGP-multi-hop.

Kondurypanus ananornyna npenpiaymemy npumepy "Coennnenne PE-mapmipytusatopos ¢

ucnosib3oBanreM eBGP Multi-hop", kpome Toro, uto PE-mapiipytusaropsl moacoeauHensl kK RR
no iBGP. EBGP multi-hop coennnenus ocrarotcs Tosibko Mexay RR.

20.5.4.1 TomoJugorust

Ha pucynke Huke npuBeaeHa TOIOJIOTUS CETH AU JAHHOTO IIPUMEDPA.

eBGP Multi-hop

RTR1 RTR2 P e RTR6 RTR7
(CE1) (PE1) # Sa (PE2) (CE2)
2y Sy S i&@i (223 @
RTR3 RTR4 RTR5
(RR1) (P) (RR2)
RTR1 RTR1
(CE3) (CE4)
Pucynok 37

Hwxe npencrasiensl koMan bl kKoHpurypuposanus MapupyTtusatopoB CE, PE u RR B
COOTBETCTBHUH C TOIOJIOTHEHN CETH.
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Ha P-mapmpyTtuzaropax m10opKkeH ObITh HACTPOEH TOJBKO MpoTokod IGP (B manHOM mpumepe

OSPF).

20.5.4.2 Hacrtpoiika CE-mapupyTu3aTopoB

HactpauBaercs ananornuno npumepy "CoennHenune PE-mapiipyTu3atopoB ¢ UCIIOIB30BaHUEM

eBGP Multi-hop".

20.5.4.3 Hacrtpoiika PE-mapmpyTuzatopon

HactpaunBaercs anasiornuno npumepy "Coenunenue PE-mapiipyTuzatopoB ¢ HCIIOIb30BaHUEM

eBGP Multi-hop", xpome Toro, uro y PE-Mapiipytru3atopoB ecth TOJIbKO 0HO iBGP coennnenme ¢

RR.

20.5.4.4 Hacrtpoiika Route Reflectors

Ta6muma 99

Komannga

Onucanmne

#configure terminal

Bxon B KOHQUTypaIrmOHHBINA PEKUM

(config) #ip vrf IPI

Cospnanue VRF nox vazsanuewm Pl

(config-vrf) #rd 1:100

Hasnauenue RD 1:100

(config-vrf) #route-target
both 100:200

Hacrpoiika umnopra mapmpyroB mexay RT
pacimpeHHbIx coodmiect 100 u 200

(config-vrf) #exit

Brixon u3 konpurypuposanus VRF

(config) #interface ethl

Bxon B pexum koHGUTYpHpoBaHus nHTEpdetica

(config-if) #ip address
172.5.6.115/24

Hasznauenue IP-anpeca

(config-if) #exit

Brixo u3 pexxuma KoHQHUTYprUpoBaHus HHTEpderica

(config) #router bgp 1

Omnpexaenenune mporecca BGP mapmpytusamvm st AS 1

(config-router) #neighbor
172.5.6.116 remote-
as 1

Ho6asnenne ASBR B xauecTBe ogHopanrosoro iBGP
ycrporictBa ¢ [P-aapecom 172.5.6.116 m AS 1

(config-router) #neighbor
172.3.4.113 remote-
as 2

Hob6asnenne ynanennoro RR B kauecTBe 01HOPaHIOBOTO
iBGP yctpoiictsa ¢ [P-anpecom 172.3.4.113 u AS 2

(config-router) #neighbor
172.3.4.113 ebgp-
multi-hop 255

Hasnauenue ynanennoro RR-mapuipyruzaropa B
Ka4ecTBe OIHOPAHTroBOro ycTpoiicTea eBGP-multi-hop

(config-router) #address-
family vpnv4 unicast

Bxoz B pexuM KOHQUTYpUPOBaHHS CEMENHCTBA aIPECOB
VPNv4

(config-router-af) #neighbor
172.3.4.113
allow-ebgp-vpn

Hacrpoiika yganennoro RR, uto6sl pazpemnts EBGP
cetn VPN

(config-router-af) #neighbor
72.3.4.113
activate

AKTHBaIus coceacTBa, 4ToO0k yaaneHasii RR mor
MIPUHAMATh MapHIpyTsl ceTd VPN

(config-router-af) #neighbor
172.5.6.11606
activate

AxrtuBanusa PE-mapmpyrtuzatopa anst o6padotku
MapupyToB ceth VPN

(config-router-af) #neighbor
172.5.6.116
route-reflector-client

Hob6asnenne PE-mapiipyTusaropa B kauecTse route-
reflector-client

(config-router-af) #exit-
address-family

Brixonx u3 pexxnma KOHGUTYPUPOBAHHS CEMENCTBA
anpecoB VPNv4
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Komanna Onucanue
(config-router) ffexit Brixon u3 pexkxrMa KOHGUTYpHUPOBaHUS MapIIpyTH3AIAN
(config) #router ospf 1 Omnpenenenne nponecca Mapripytusaiuu OSPF
(config-router) #network PexnamupoBats cets Mexxay PE u P-mapiupyruzatopom
172.4.5.0/24 area O JUIS TOTO, 4TOOBI obeceunTs multi-hop
(config-router) #exit Brixon U3 peskumMa KOHQHUTYpUPOBaHHS MapHIpy TH3AIUU

Jl1st mpoBepKH HACTPOSHHOM KOH(MUTYpAIIUU UCIIONIB3YIOTCS KOMAaH bl aIMUHUCTPATHBHOTO
pexxuma show ip bgp neighbors, show ip bgp vpnv4 all.
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21 Virtual Private LAN Service

@ynkuuonan VPLS L2VPN no3Bonser co3naBath pacupenenéunbie LAN-cetn mosepx IP/MPLS-
cetu. B otiimume ot cepeuca VPWS (Virtual Private Wire Service), cepsuc VPLS no3Bossier
CO3JIaBaTh HE TOJIBKO CETH THIIAa TOYKA-TOYKA, HO M MOJHOCBsA3HBIE L2-ceTn. MapmipyTu3aTopsl
EcoRouter Takxke nogaepxuarot tun cepsuca H-VPLS, no3Bossironuii TepMUHHPOBaThH Ha
norpaHu4HoM ycrporictBe VPLS-cetn He Tonpko pusnyeckuii kanam, Ho U pseudowire,
npeacTaBisis coboit ooveaunenue cepucoB VPWS (L2-curciut) u VPLS.

B repmunonorun VPLS cyIiecTByeT HECKOJIBKO THIIOB YCTPOMCTB, KaHAJIOB M HHTEP(EiCcoB:

* PW (Pseudowire) — BupTyasibHbIil KaHal Mexay AByms PE-ycTpoiicTtBamu nim ycTporicTBOM
MTU u PE;

* PE (Provider Edge) — rpanuuHbIi MapIIpyTH3aTOp CETH MpOBaiiepa, Ha KOTOPOM TEPMUHHUPYETCS
cepsuc VPLS;

* MTU-r (Multi-Tenant Unit router) — mapiipytuzatop, TepMuHupytommii VPWS-kaHasbl B
CTOpPOHY ceTu npoBaiaepa u puznueckue kanaibl (Wi VLAN) B CTOpOHY KIIMEHTOB;

* CE (Customer Edge) — o6opyaoBaHue KiIMeHTa, MOAKIIOYArOIIeecss K 000pyA0BaHHIO MPoBaiepa
— PE unu MTU;

» AC (Access circuit) — uarepdeiic PE B cropony kirenTa. MokeT TepMHUHAPOBATH (GHU3HUCSCKHI
kanan wim L2-curciut. B EcoRouterOS nox pusnuecknm kaHainom ciexyetr HOHUMATh MOPT, C
MPUBSI3aHHBIM Service-instance v MHKancysuen untagged unum dotlq;

* \VVC (Virtual circuit) — unrepdeiic PE B cropony apyroro PE ceru. [IpencraBnser co6oit
OJTHOHAIIPABJICHHBII BUPTYyaJIbHBINA KaHAT,

« VSI (Virtual Switch Instance) — Bupryanshsbiii Ethernet-bridge, repmunupytomuii AC co CTOpOHBI
kareHToB 1 VC co cTopoHbl ceTr mpoBaiiaepa. VPLS-instance — cunonum VSI.

Ha cxeme Hmxe n300pakeHbl OCHOBHBIE yCTpoiicTBa U kaHainbsl VPLS-ceTn.

>

1P/MPLS
"

ve AC
L2-circult -

PW = W

Pucynok 38

B peamuzanmm cepuca VPLS B EcoRouterOS ucnonb3yercst curnanuzanus LDP (Martini).
Curnanuzanus BGP (Kompella) He mognepxuBaercs.

EcoRouter User Guide 249



LIRDP.RU

21.1 Oo6mmue TpedoBanus nis padorst VPLS (Martini)

Cepsuc VPLS pa6oraetr noBepx IP/MPLS-ceTn, coOTBeTCTBEHHO, /ISl OpTraHU3aIUU €T0 PAOOTHI
HeoOxoauMo, 4ToObI Mex 1y ycrpoiictBamu PE Obuta IP-cBsI3HOCTB, a Takke (hyHKIIMOHUPOBAI
MPLS-tpancniopra Ha ocHoBe LDP. Mexny yctpoiictBamu PE nomkHa 6Tk ycTanoBiena tLDP-
ceccHs, UCIosb3yemas it ooMeHa cepBucHBIMH MPLS-MeTkamu.

Amnanorn4nslie TpeOOBaHUS CYIIECTBYIOT AJist cBsi3HOCTH ycTpoiicTB PE u MTU-r. Camu ycTpoiicTBa
MTU-r MoryT OBITh B pa3HBIX CETSIX U HE UMETh [P-CBsI3HOCTH ApYT C Ipyrom.

21.2 Cxema ¢ oqanM PE, repmunupyromum L2-circuit

[Ipocreiimas cxema ucnonb3oBanus ceppruca VPLS BeITAauT cienyromum 00pa3oM (CM. PUCYHOK
HUXE).

y <
IP/MPLS pJ -~ IP/MPLS

IP/MPLS

Pucynok 39

YcerpoiictBo PE Tepmunupyer B onHom VPLS-nomene Heckonbko kananos L2-circuit, B
pesyawTate yero ycrpoiictBa CE naxonsarcs B oguoit LAN-ceTn.

21.2.1.1 Hactpoiika MTU-r

Ha ycrpoiictBax MTU-r HactpauBaetcs cepBuc L2-circuit. OTu ycTpoicTBa HUUEro HE 3HAIOT O
VPLS u B npuniune He 06s3aHbI ero nojaepxusath. [Ipumep Hactpoiiku L2-circuit MOXHO
IIOCMOTPETBH B COOTBETCTBYIOILEM PA3JACIIE.

21.2.1.2 Hacrpoiika PE

Ha PE nomxHbl ObITH NTpeIBapUTENLHO HACTPOEHBI:

o IP-unTepdeiice (cM. pa3zaen Buasl nHTEpdEiicoB),
e loopback.0 (cm. pazmen Buasl uarepdeiicos),

e IGP-mporokonn,

e LDP (cm. pazmen Multiprotocol Label Switching),
o tLDP ¢ MTU-r-ycrpolicTBamu.
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Jlist cozmanmst L2-circuit MCIONIb3yOTCSI KOMaH Ibl KOHQUTYPAITMOHHOTO PEKHUMA:

ecorouter (config) #mpls 12-circuit veclO 10 11.11.11.11
ecorouter (config) #mpls 12-circuit vc20 20 22.22.22.22
ecorouter (config) #mpls 12-circuit vec30 30 33.33.33.33

Ime 11.11.11.11, 22.22.22.22 n 33.33.33.33 — 310 loopback.0 agpeca ycrpoiicte MTU-T.

VSI co3maérest koMmaHA0H KOHPUTYPAIMOHHOTO PEKUMA!

|ecorouter(config)#vpls—instance test100 100

I'me 100 — sto ID VSI. ITocie BBo1a KOMaH/Ibl, BHITIOJIHSIETCS iepexo 1 B konTekeT VPLS-instance
ecorouter(config-vpls)#, rae BemmosnsroTes Hactpoiiku VPLS-instance.

Jlnst no6asnenus L2-circuit B VSI vcmosb3yroTcest KOMaHIbl B KOHTEKCTE Vpls-instance:

ecorouter (config-vpls) #fmember vpls-vc vcl0 ethernet
ecorouter (config-vpls) #fmember vpls-vc vc20 ethernet
ecorouter (config-vpls) #fmember vpls-vc vc30 ethernet

21.3 Cxema ¢ Tpems PE, L2-circuit u Service-instance

JlaHHast cxema MpearnoiaraeT MojaHyo CBSI3HOCTh Mexy PE-ycTpoiicTBamu, 00beIMHAIOIMEI
kinueHToB B oaHy LAN-cets. Knnents! nogkmovarotes k cetu pusndeckum kananom (CE2, CE3) u
no L2-circuit (CE1).

CE1 MTU1 e, PEL

— e

= - e =

= " A o,
-
\' - . .a’l

'd 1
('\ IP/MPLS IJ

cEz PEZ \ PE3 CE3

Pucynoxk 40

21.3.1.1 Hacrpoiika MTU-r

Ha ycrpoiictBax MTU-r HacTpauBaercs cepBuc L2-circuit. K qanHbIM ycTpoiicTBaM HET
TpeboBanuii mo noanepxkke VPLS. Ilpumep HacTpoiiku L2-circuit MOKHO MOCMOTPETH B pasjee
Multiprotocol Label Switching.

21.3.1.2 Hacrtpoiika PE1

Ha PE1 nomxHbl ObITh peABapUTEIHHO HACTPOEHBDI:

e IP-unrepdeiice (cM. pazaen Buasl unTepdeiicos),
e loopback.0 (cm. pasmen Buasl uatepdeiicon),

e IGP-mporokonn,

e LDP (cm. pasgen Multiprotocol Label Switching),
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e tLDP ¢ MTU-r, PE2 u PE3.

Jlst coznanmst L2-Circuit ucronbe3yeTcst KOMaHIa KOHQHUIypallmOHHOTo pexxuma mpls [2-circuit
vc101011.11.11.11. T'me 11.11.11.11 — a0 loopback.0 anpec ycrpoiictea MTU-T.

VSI co3maéres koMana0i KoH(pUrypamonHoro pexuma VpIs-instance test100 100, rae 100 — sto
ID VSI (nomxHo coBnanats y Bcex PE).

[Tocne BBOMa KOMaHIbI, BBINOJIHACTCS Mepexo B kouTeket VPLS-instance ecorouter(config-
VpIs)#, rae BemonHstoTes HacTpoiiku VPLS-instance.

Jns no6asnenus L2-circuit B VSI ucnons3yercs komanaa B koutekcre VPLS-instance member
vpls-vc vcl0 ethernet.

Hns no6asnenust VPLS-coceneii PE2 u PE3 ucnonb3yrotes cieayroniye KOMaH bl
konrekcra VPLS-instance.

PE1l (config-vpls)# signaling ldp
PEl (config-vpls-siqg) #vpls-peer
PEl (config-vpls-siqg) #vpls-peer

2.2.2.2
3.3.3.3

I'me 2.2.2.2, 3.3.3.3 —ato loopback.0 agpeca ycrpoiicts PE2 u PE3 cooTBeTcTBEHHO.

21.3.1.3 Hacrpoiika PE2

Ha PE2 nomxHbI ObITh IpEABAPUTEIBHO HACTPOCHBDI:

e IP-unrepdeiicer (cM. pasaen Bumasl nHTepdEiicos),
o loopback.0 (cm. pasmen Bunst uatepdeiicos),

e IGP-mporokonn,

e LDP (cm. pazmen Multiprotocol Label Switching),
o tLDPcPEl u PE3.

VSI co3naéres komanaoit vpls-instance test100 100, rae 100 — sto ID VSI, 3nadenue KoToporo
JIOJKHBI coBniazath y Beex PE.

[Tocnie BBOa KOMaH IbI, BHITIOHSAETCS Tiepexo] B koutekeT VPLS-instance ecorouter(config-
VpIS)#, rae BBIMOMHSIOTCS HACTPOKH vpls-instance.

st no6aBnenus cepBUcHbIX HHTep(deiicoB B VSI ncnomnp3yroTes kKomaH bl B KoHTeKcTe VPLS-
instance member port te2 service-instance vpls, rae te2 — 3To HoMep mopTa, a vpls — 310 UMs
CepBUCHOI0 UHTEpdeiica, KOTOPBIN JOIKEH OBITh CO371aH Ha COOTBETCTBYIOIIEM TOPTY.

Jns no6asnenust VPLS-coceneii PE2 u PE3 ucnonb3yroTes cieayronme KOMaH bl
konTekcta VPLS-instance.

PEl (config-vpls) # signaling ldp
PEl (config-vpls-siqg) #vpls-peer 1.1.1.1
PE1l (config-vpls-sig) #vpls-peer 3.3.3.3

I'me 2.2.2.2, 3.3.3.3 — 370 loopback.0 anpeca ycrpoiicte PE2 u PE3 cooTBeTcTBEeHHO.
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214 Komanasl npocmorpa VPLS

Jnst mpocMotpa cocrosiuust VPLS-instance nucnonb3yrorces KOMaH bl pekUMa aIMUHICTPUPOBAHUS,
NIEPEYHCIICHHBIE HIDKE.

Komanga show vpls-instance mokassiBaeT ocHOBHBIE TapameTpsl VSI.

ecorouter#show vpls-instance
Name VPLS-ID Type MPeers SPeers SIG-Protocol
test100 100 Ethernet 0 3 N/A

Komanma show vpls-instance detail mokassiBaet 6osee moapoonyro uadopmarmio o VPLS-
instance.

ecorouter#show vpls-instance detail
Virtual Private LAN Service Instance: testl100, ID: 100
SIG-Protocol: LDP
Learning: Enabled
Group ID: 0, VPLS Type: Ethernet, Configured MTU: 9714
Description: none
Operating mode: Raw
Configured interfaces:

Interface: vi-100
Mesh Peers: 2.2.2.2 (Up)

3.3.3.3 (Up)

Spoke Peers: vcl0 (Up)

Jlst npocmotpa Tabnuisl MAC-aapecos B VSI ucnosnb3yercst komanaa Show vpls mac-table
<NAME>, rie NAME - sto umst VPLS-instance.

ecorouterf#show vpls mac-table testl100
VPLS Aging time is 60 sec
L2
Address Port Type Age
0050.7966.6801 te2 Dynamic 11
0050.7966.6800 teO Dynamic 11

215 JlonoJiHuTeIbHBbIE HACTPOliKu VPLS

21.5.1.1 Aging time

[To ymomyaH#IO 3aITUCH B TA0IHIIE KOMMYTallMK XpaHuTcs 60 cekyH. BpeMs xpaHeHus 3amnvcu
MOXHO HacTpauBath st Kakaoro VPLS-instance. st aToro ncnomias3yeTcss KOMaH1a KOHTEKCTa
VPLS-instance aging-time <NUM>, rne NUM — Bpemst XpaHeHUs B CEKYH/IaX.

ecorouter (config) #vpls-instance test200 200
ecorouter (config-vpls) #faging-time 300
<60-86400> Time 1n seconds
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21512 MTU

ITo ymomuanuto MTU (maximum transmission unit) Ha VPLS-instance — 9710 6aiit. MTU
HacTpauBaeTcs Uit kaxxaoro VPLS-instance. i1 3Tor0 ncnonbs3yercs Komanaa KoHtekcra VPLS-
instance vpls-mtu <NUM?>, rae NUM — makcumainbHbIii pasmep data unit B 6aiitax.

ecorouter (config) #vpls—instance test200 200
ecorouter (config-vpls) #vpls-mtu 9000
<576-65535> Allowed MTU range

J11s1 cornlacoBaHusI peer-coceicTBa MeXIy AByMs Mapuipytusatopamu, MTU kaxaoro u3 HUX Ha
VPLS-instance gomken coBnanath. st KOppeKTHOM paboThl 12circuit (B ciryyae MpUBSI3KU K
VPLS-instance),MTU Hna yctporictBax PE 1 MTU-r 10/KHBI COBIIAIATh.
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22 VRRP

VRRP — Virtual Router Redundancy Protocol, mpoTokou pe3epBupoBanus L3 ycTpoiicTB B ceTax
IPv4/6.

IIpotokon VRRP pemaer 3agauy o peseppupoBannio L3-uHTepdeiica, BHITOIHSIIONMIETO POJIb next-
hop'a nns [Pv4 mapripytoB. [Tpurammn paboTsl TPOTOKOJIA MOpa3yMeBaeT HAIMYUE B CETMEHTE
HEKOTOPOT0 MHOKECTBA MapIIPYTU3aTOPOB, OJUH U3 KOTOPBIX UCIIOIHSET POJIb BlIajielblia O0IIero
BUpTyanbHOro IP-anpeca. OcraiibHble MapIIpyTU3aTOPHI SBIISAIOTCS PE3EPBHBIMU U IPUHUMAIOT Ha
ceOst poJib MacTepa TOJIBKO B CIIydae, €CIM MepBOHAYAIBHBIM MacTep BbIIeN U3 ctpos. [Ipu sTom
BCE YCTPOMCTBA MPOCIYIIUBAIOT BXOIAITUH Tpaduk Ha mpeameT cirykeOHbpix VRRP coobmienuit n
CPaBHHBAIOT 3HAYECHHUE COOCTBEHHOTO MPUOPUTETA C COOTBETCTBYIOIIUMHU 3HAUYCHUSIMU B
COOOIIEHUSX coce/IeH.

MapupyTuzarop, UMEIOIIHNI Haubobllee 3HaYeHIE IPHOPUTETA, TPUHUMAET POJIb MacTepa.

Tonbko MapiIpyTH3aTOp, BHIIOIHSIOMUI pOb MacTepa, UMEET IPaBo Ha 00pabOTKY TPAaH3UTHOTO
Tpaduka, oTripaBisieMoro Ha oOmmii BUupTyansHbeiii MAC-aapec, a Takke TOJIBKO OH UMEET IIPaBo
orBevath Ha ARP 3anpocsl, anpecoBaHHble Blaienblly BUpTyaiabHoro [P-aapeca.

22.1 ba3oBasi HacTpoiika

Jlnia nactpoiiku nmpotokona VRRP He00X0AMMO BBIMIOIHUTE CIEAYIOIINE IarH.

[ar 1. Ilepeiiaute n3 KOHPUTypaITMOHHOTO peXKUMa B KOHTEKCTHBIN peXUM KOH(PUTypHUpOBaHUS
MPOTOKOIA ¢ moMoIbio koMauas! router vrrp <VRRP-1D> <NAME>, rne VRRP-ID — 510 HOMED
IpyNIbl, UMEIOIIMN 3HaueHue B npeaenax ot 1 10 255, a NAME — ums unrepdeiica,
Y4acTBYIOILIETO B IPYIIIIE.

[Mar 2. Ykaxure [P-anpec, KOTOpbIil OyeT CIOIb30BAaH B KAUECTBE BUPTYaIbHOT0. JlJ1sl 3TOro0
BBeiuTe Komanay Virtual-ip <IPv4>. B cinydae eciu posib MacTepa HEOOXOAMMO Ha3HAYHUTh
KOHKPETHOMY MapLIpyTH3aTOpy, HapuMep, Hanbosee MPOM3BOIUTEILHOMY B CETMEHTE, YI00HO
Ha3Ha4aTh BUPTyaJbHbIN [P paBHBIM peasibHOMY TpaHcopTHOMY ajpecy. [Ipu 3ToMm 3HaueHne
PUOPUTETA ABTOMATHYECKU CTAHOBUTCS paBHBIM 255, UTO 03HauaeT 0e3yCcI0BHOE MIPUHATHE POIH
MacTtepa pu KOppeKTHON paboTe ycTpoiicTRa.

[IIar 3. Ecou 3T0 HE06X0AMMO, TO CKOH(DUTYPUPYITE SIBHBIN MPUOPUTET MapIIPyTH3ATOPA.
3HavyeHNe MPUOPUTETA YCTAHABIMBAETCS C OMOIIBI0 KOMaH bl priority <sHauenme>. [Ipu sTom
3HAYEHWE UMEET BUJI YKciia B rana3zone ot 1 10 254 u no ymonvyanuto pasuo 100.

lar 4. AktuBupyiiTe paboTy MpoTOKOJIAa KOMaH 01 enable.

I[Tocite akTUBAIMK TPOTOKOJIA TIPH KaXKIOM BHECEHHH H3MEHEHHH HEOOX0IUMO OCTaHABIUBATh €TO
paboty komanoit disable.

22.2 JononHurenbHble GQyHKIUU

B peanuzauuu EcoRouterOS VRRP takke nonnepxuBaet psa QyHKIHM, OMMCAHHBIX HUXKE.
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22.2.1 dynknus preempt-mode

Ecan HeoO0x0auMo, 4TOOBI BBIIIEAIINN U3 CTPOS MacTep 10 BO3BPALICHUIO B pa0OTy UTHOPHPOBAIT
TOT (haKT, 4TO HA3HAYCHHOE eMy 3HAUCHUE IPUOPUTETA BBIIIE, YEM y TEKYILEro MacTepa,
HEOOX0MMO OTKJIFOUUTh PEXKHUM BBhITECHEHHUs1 KoMaHoi preempt-mode false. B atom pexume
BEPHYBILHICS K paboTe MapIipyTu3aTop ¢ 0ojiee BBICOKHM 3aJaHHBIM [IPUOPUTETOM He OyAeT
AQHOHCHPOBATh CITY)KEOHBIC COOOIICHHS, YTO B IIPOTUBHOM CIIydac MPUBEIIO Obl K BHITECHCHUIO
TeKylero mMacrepa. st Bo3BpalieH s pe)kuMa BHITECHEHHS IIPIMEHSIETCsl KOMaH1a preempt-
mode true.

22.2.2 dynknus switch-back-delay

JIitst 3a/1aHKsT BpEMEHH OXKUIaHHsI, B TCYCHUE KOTOPOTO BEPHYBIIHMIACS K pabOTe MapIipyTU3aTop ¢
60Jiee BBICOKMM MPUOPUTETOM He Oy/IeT aHOHCHPOBATH CITYKEOHBIC COOOIICHNUS, TIPUMEHSIETCS
xomania switch-back-delay <1-500000>, rie eiMHCTBEHHBIH apryMEHT — MPOJIOIDKHTEIEHOCTD
OXHUJIaHUSI, BRIpaXXeHHast B ms. JlanHas QyHKIMS HE ABISIETCS JOMOJHEHHEM K BBIIICOMMCAHHOM, a
IPUMEHSIETCS B KAYECTBE aTbTCPHATHBHOTO MMOBEICHHS B CITydasx, KOra He0OX0IMMO H30eKaTh
YaCTYI0 CMEHY POJIeii B HECTAOUIILHOM TOMOIOTHH.

22.2.3 dyuknus circuit-failover

JI7ist OTCIIC)KMBAHMSI COCTOSHUSI KAKOTO-THO0 CETEBOTO COSUHEHHSI MAPIIPYTH3aTOPa, [IPH BBIXOJIE
U3 CTPOSI KOTOPOTO MOTPeOyeTCsi CMEHa POJIM YCTPOMCTBA, HCIONb3yeTcst Komana Circuit-failover
<Hms HalJ100aeMoro uHTepgeiica> <geKpeMeHT NPUOPHUTETA>, IJ€ [OCIEIHUI apryMeHT —
YKCII0, HA KOTOPOE YMEHbBIIACTCS 3HAYCHUE IPUOPHUTETA MapipyTu3aropa. I[pumep
WCIIOJIb30BAHYSI TAHHOM (DYHKIIUH — OTCIICKHBAHME COCTOSHUSI COSMHEHU I C MapIIpyTH3aTOPaMH,
KOTOpBIE HaXO/ATCsI BhIllie B Hepapxuu. B cimydae VRRP-Mactepa moTepsi CoeJHHEHHsI C TAKUM
MapIIpyTH3aTOPOM IIPUBOIUT K TOMY, YTO YCTPOUCTBO HE MOKET OOCITYKHUBATh TPAPHK K
BBIHYK/ICHO TePeIaTh CBOIO POJIb COCEY.

22.2.4 ®dyuknus accept-mode

Cornacao RFC 5798, no ymoirganuto mactep otrOpackiBaeT TpadukK, aIpeCOBaHHbIH BUPTYAIbHOMY
IP-anpecy nenocpencrteerHo. OHAKO B psijie CIydaeB HEOOX0AUMO, YTOOBI TaKoM Tpaduk
oOpabatsiBainics. J[1s n3MeHEHUs TOBEICHUS M0 YMOTYaHUIO HEOOXOAUMO BOCIIOJIB30BAThCS
komanoi accept-mode {false | true}. cnonb3oBanue aprymenTa true mpuBOIUT K MEPEXOY B
pexuM 00paboTKH Tpaduka, aipecoBaHHOTO BUpTyaibHOMY IP. Apryment false npumensercs mist
OTKJTFOUEHUS 3TOTO PEIKUMA.

22.2.5 ®yukmus advertisement-interval

s u3ameHeHus uHTepBaia otnpaBku VRRP-coobmennii Heo6X01uMo BOCTIONb30BaThCS
xoman1oi advertisement-interval <5-4096>, rie B kauecTBe €MHCTBEHHOTO apryMEHTa
yKa3bIBaCTCs MPOJOJDKUTEILHOCTh HHTEPBaa, BeIpakeHHast B ceHTHceKyHaax (1 ¢s = 0.01 s).

22.2.6 ®ynkuus Vrrp vmac

Cornacno RFC 5798, no ymonuanuto BuptyansHbeiii MAC-anpec yka3biBaetcs B Ethernet-
3arosioBke ciyxkeOHbx VRRP-coobmenuii B mone Source MAC Address. [1yist moBbImeHus
3¢ (EeKTUBHOCTH TUArHOCTUKU B YKa3aHHOE M0JI€ MO’KHO YCTaHABJIMBATh 3HAUYEHHE PEaIbHOTO
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MAC-aapeca ceTeBoro ycTpoicTa, cOpMHUPOBABIIETO CIY>KeOHBIN makeT. JlJisg 3Toro B
KOH(UTYpaIMOHHOM PeXHUME CIIEyeT UCIIONIb30BaTh KoMaH Iy VITP vmac {enable | disable}.

223 IHoanep:kuBaeMblie BepCHH MPOTOKOJIA

Ha nannbIil MoMeHT cymiecTByeT 3 Bepcuu npotokosia VRRP, u3 KOTOpbIX peanbHO UCIIOIB3YIOTCS
TOJIBKO V2 U V3, TIPH 3TOM, TI0 PSy MPUYUH, Hanbojee akTyanbHou sBisieTcst v2. EcoRouterOS
MOJIICP>KUBAET 00€ BEPCUU IPOTOKOJIA, IPU ATOM 110 YMOTYAHUIO HCIIOJIB3YETCs TOIBKO V3.

Ecmm tpebyercs ucnonb3oBath EcoRouter B omHoM VRRP-n0MeHe ¢ MapmipyTuzatopamu, KOTOpbIE
ue nogaepxkuBaioT VRRP v3, B EcoRouterOS HeoOxoaumo BKIIIOUUTE MOAACPKKY V2. it 3TOTO
CCIIeZIyeT BBIMOJIHUTD J1BA ICUCTBUSA:

e B KOH(UTYpaIlMOHHOM PEKUME BBECTH KoMaHy: ecorouter(config)#vrrp compatible-v2;
e B KOHTEKCTHOM PEXHUME KOH(PHUIYpAIMU paboThI IPOTOKOJIA B KOHTEKCTE KOHKPETHOTO
uHTepdeiica npuMeHUTh KOMaH1y: ecorouter(config-router)#v2-compatible.

IIpu atom EcoRouter Oyzner nepenaBate VRRP-anoHcel B popmare v2 u v3 0qHOBpEMEHHO, TO €CTh
IO JIBa COOOIIIEHUS OJIMH Pa3 B HHTEPBAIL. AHATOTMYHO AHOHCUPOBAHUIO MapIIPyTU3aTOp OyIeT
00pabaThIBaTh U yUYUTHIBATH BCE CITYKEOHBIE COOOIIEHUS OT COCE/ICH, B TOM YHCIIC U COOOICHUS B
dbopmarte v3. Bo nzbexanue omudOK au3aitHa He0OOXOUMO MPUMEHSTH TOJIBKO OJIHY BEPCHIO
MPOTOKOJIA HA BCEX MAPIIPYyTU3aTOPaxX IPYyTrUX MPOU3BOAUTENEH, HaXoAIMXCcs B oqHOM VRRP-
nomene ¢ EcoRouter. [Ton VRRP-nomenom 31ech noapa3symeBaeTcsi MHOXKECTBO
MaplIpyTU3aTOPOB, OOCITYKUBAIOIIMX OOLINI BUPTYyaabHbIN [P-afipec B KOHKPETHOM JIOKATIbHOM
CerMeHTe M aHoHcHUpytoux obuiee 3HaueHne VRRP-ID.

224 IHpumep xkoHpurypauuu

VRRP npoTokoi1 4acTo NpUMEHSETCs I PE3EPBUPOBAHUS 1IUII03a 10 YMOIYAaHUIO B
IIOJI30BATEIBLCKOM CErMEHTE CETH. [IpH 3TOM XOCTBI, BBIITOIHSIONINE POJIb NIOJIB30BATENEH, UMEIOT
MUHHMAaJIbHYIO KOH(UTrypanuto nmpoTokona [P, npeamnonararonryto Hatuuue He3HaYUTEIbHOTO
KOJIMYECTBA CETEH, MOJKIFOYEHHBIX HEOCPEACTBEHHO, M MapIIPyTU3aTOpa B Ka4eCTBE y3JIa,
00CITy’KMBAIOIIEro Niepeaayy Tpaduka B HaIIpaBJI€HUH BCEX OCTAIbHBIX MYHKTOB Ha3HaueHus. Eciu
CErMEHT OOCIIyKHBAETCsI TOJILKO OAHUM MapIIPyTU3aTOPOM €T0 BBIXOJ U3 CTPOSI B OTHOILIEHUU
KOHEUHBIX y3JI0B O3HAaYaeT, 4To TpauK 3a MpeJesbl CErMEHTa NePEeCTaHeT OTIPABIATHCA.
[IpuMeHeHne 1ByX MapIIpyTH3aTOPOB ¢ OJIMHAKOBBIM 3HaueHueM IP-aapeca npuBoauT k
KOH(QUIMKTY B OTCYTCTBUH JIOTIOJIHUTENIBHBIX CPEJICTB KOHTPOJIA. B KauecTBe Takoro cpesncTa
npumensiercs VRRP nporokon.
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Internet

Interface - el ' -
P = ]_'?2'168'100'2 OtherVendorRouter

EcoRouter [
S VRRP-ID = 1 . ,
2 eo\: Virtual IP = 192.168.0.1

IP = 192.168.0.2

‘ IP = 192.168.0.10
GW = 192.168.0.1

Host

Pucynoxk 41

B npusenenHoit cxeme Tonosoruu B nojaceru A VRRP-npoTokosna 3aaeiicTBoBaHbI 2
mapipyTtusaropa: EcoRouter u mapmpyTtuzarop apyroro npousBoautens (OtherVendorRouter).
Mapuipytuzarop R2 ¢urypupyer B kauecTBe NOrpaHUYHOrO Ui AS y371a U SBJISETCS IIITF030M I10
YMOJTYAHUIO JIJ1s1 000MX MapuIpyTu3aTopoB, peanusyronmx VRRP npotokoin. Ero nactpoiika He
npenmnosaraet ucnois3opanne VRRP npoTokosa u 1o 3Toi MpUYrHE BBIXOAUT 32 PAMKH TaHHOU
cratbu. O6a VRRP-MapmpyTuzaropa nojakitodensl k L2-cerMeHTy, 00CTyKUBaIOIEMY MOJICETh
192.168.0.0/24. B naHHOM cerMeHTe MPUCYTCTBYET KOHEUHBIN XOCT, UMEIOLIHH JIBE MapIIPyTHBIX
3aMMcy: MapiIpyT B HEMOCPEACTBEHHO MOAKIOYeHHYI0 ceTh 192.168.0.0/24, a Taxxke MapumpyT 1o
YMOJIYaHHUIO, I'/I€ B KAUECTBE IIIJIK03a BBICTYIIAET YCTPOMCTBO ¢ aapecom 192.168.0.1. Ha
MapIIpyTU3aTOpe APYTOro MPOU3BOAUTENS BHINOIHEHa MUHUMANIbHAs HACTPOIKa,
oOecneunBaromas pabotry VRRP-nporokona v2, npu KoTopoit 3HaueHUe MpHOpUTETa
MapIIpyTU3aTOpa OCTABIEHO PaBHBIM 3HaUeHUIO 1o ymMoadanuio (100), 3HaueHne o0ciTyKMBaeMOro
BuptyansHoro IP — 192.168.0.1, a ID cermenTa — 1. Ero co6ctBennslii IP-anpec nmeer 3HaueHue
192.168.0.3. EcoRouter Takxe BbicTynaet B kauectBe VRRP-mapipyTuzaropa, oqHako uMeer
0oJiee CIIOKHYI0 HACTPOHKY, KOTOpas MpearnoiaraeT paboTy MpoToKoJia v2, BEICTABICHHBIN
M0JIb30BaTeseM 0oJiee BBICOKUN TPUOPUTET, BPEMEHHYIO 3aJIEpKKY IPU BO3BPAILIEHUH, a TAKKe
OTCJIeKUBaHHUE COCTOSIHUS UHTEpdeiica el.

Kondurypauus EcoRouter:

3aaHue UIMEHH YCTpOIiCTBa.

kcorouter(config):hostname EcoRouter

Bxmouenne VRRP

bcorouter(config)#vrrp compatible-v2 enable

Bxirouenne nmpoTtokoia, 3a1aHue TPYMIbl U UMEHU UHTepderica.
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|ecorouter(config)#router vrrp 1 e0 |

3ajanue BUPTYaJIbLHOTO ajpeca.

virtual-ip 192.168.0.1

3aaHue npuopuTeTa IJs 3TOro MapuIpyTH3aTopa.

kcorouter(config—router)#priority 150

Bxirouenue otcnexxuBaHusi HHTEpdeiica.

|ecorouter(config—router)#circuit—failover el 100

3a;[aHHe BPEMCHH OXHUAAHUA, ITOCJIC KOTOPOIr'0 BOCCTAHOBATCA aHOHCHI.

Ecorouter(config—router)#switch—back—delay 5000

Bxirouenue MOAACPIKKH COBMCCTUMOCTH C ITPOTOKOJIOM BTOpOﬁ BCPCHH.

|ecorouter(config—router)#v2—compatible

Hacrpoiika uaTepdeiicoB 1 MOpTOB.

ecorouter (config) #interface e0

ecorouter (config-if) #ip address 192.168.0.2/24

ecorouter (config) #interface el

ecorouter (config-if) #ip address 192.168.100.2/24

ecorouter (config) #port ge0/0

ecorouter (config-port) #service-instance ge0/0-e0

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip interface e0
ecorouter (confige) #port gel/1

ecorouter (config-port) #service-instance ge0/1-e0

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip interface el

B pe3ynbrare onucaHHBIX 1elcTBUI B KauecTBe MacTepa Oyner BeiOpan EcoRouter (o npuunne
OoJiee BBICOKOTO 3HaueHus priority). B nanpHeiimem B ciydae, eciu ero uHTepdeiic «el»,
WCTIOJIB3YEMBIN JIJIS TIOAKITFOUSHHS K BBIIIECTOSIIIEMY MapIIpyTH3aTOpPy, HE CMOXKET MPOI0IKATh
nepenauy Tpaguka, npuopurer EcoRouter 6yaer nonmxken 1o 3Hauenus 50.

[IpropuTeT BTOpOro MapuIpyTH3aTopa B 3TOM Cllydyae CTaHeT HauOOJBbIINM B CETMEHTE, U OH
CMOXET MPOJIOJKUTh 00paboTKy Tpaduka /10 Bo3BpaiieHus EcoRouter.

Koraa cBs3b ¢ BIIECTOSIIIMM MapIIpyTH3aTOpOM OynieT BoccTanoBieHa, EcoRouter 3amyctut
TaliMep OKHMJIaHWsI, PaBHBIN 5 CeKyH1aM, rocie yero HauHet Bemanue VRRP-coobmennit,
BBIHY/IMB COCEJIa CMEHUTD POJIb U NepecTaTh 0TBe4aTh Ha ARP-3anpockl, oTiipaBisieMblie
Bragensily [P-agpeca 192.168.0.1.
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22.5 U3BecTHBIE 0co0eHHOCTH B3aumoaeiicrBusa EcoRouter ¢
000py10BaHMEeM JAPYTrUX MPOU3BOAUTEJIEH

Peanuzanus nporokona VRRP B EcoRouterOS cTpemutcs k MakcuManbHOMy cooTBeTcTBUIO RFC-
JIOKYMEHTaLUH, OJTHAKO CYLIECTBYET Psi/i BOIPOCOB, CBA3AHHBIX Kak ¢ peanusanueil EcoRouterOS,
TaK U peaau3aluei Ipyrux Mpou3BOIUTENEH, IPOSBICHUE KOTOPBIX MOYKET IPUBECTH K
HEOXHJIAaHHOMY IS TI0JIb30BAaTENs TOBEICHHIO:

e comnimacHo RFC 5798, mapiipyTusaTtop, BHITOJHAIONIUN POJIb PE3EPBHOIO, MPH MOJYYECHUU
CiIyeOHBIX COOOIEHUH OT coceiel MPUHUMAET BO BHUMAaHUE TOJIBKO 3HAUEHUE OIS
npuopHUTeTa. 3HaYeHHE TPAHCIIOPTHOT'O a/ipeca MPUHUMAETCSI BO BHUMaHUE TOJIBKO
MapIIPyTU3aTOPaMH, BHIMOIHIIOIIMMHU Pojib MacTtepa. OHaKo, JaHHBIA TPUHIIUIT MOKET
OBITH HAPYIICH IPYTUMHU TPOU3BOIUTEISIMH, UTO TPUBOJIUT K TOMY, YTO JIBa U OoJiee
MapIIPyTU3aTOPOB, OOCITY)KHBAIOIINX OJUH CETMEHT, MOTYT IIPUHSATH POJIb MAacTepa CO
BCEMU BBITCKAIOIIMMH OTCIOAa KOH(DIUKTaMU;

e cornacHo RFC 5798, mapuipyTu3aTop, BHIIOJHSAIOMUN POJIb PE3EPBHOTO, HE TOJKEH
oOpabateiBaTh Tpaduk, OTIpaBiIsieMblil Ha 00Ul BupTyanbHsii MAC-aapec. B
EcoRouterOS nanHbIi MpUHIMT COOIIOAEH, YTO HEOOXOIMMO YUYUTHIBATH B JM3aHE CETH
TaK ’kK€ KaK U TOBEACHNE MapIIPYTH3ATOPOB JAPYTHX MPOU3BOIUTENCH;

e B peanmuzanuu EcoRouterOS orcyTcTBYeT BO3MOKHOCTD IPUMEHEHHS aBTOPU3AIINHY B
pabote VRRP;

e B peanmzanuu EcoRouterOS oTcyTcTByeT BO3MOKHOCTh aHOHCUPOBaHUSI MHOXecTBa [P-
aJIpecoB B Ka4e€CTBE BUPTYaJIbHBIX.
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IIporoxoa BFD

Bidirectional Forwarding Detection (BFD) — 310 npoToKkoJ1, CO31aHHbI# st OBICTPOTO
oOHapyXeHHs MMaJIeHus JIMHKOB Mex 1y MapuipyTtuzatopamu. BFD no3BomsieT ObicTpee 0OHapyKUTh
MOTEPIO CBA3HOCTH B CPABHEHUH C OOBIYHBIMH MEXaHU3MaMH, KOTOPBIE HCIOIB3YIOT TPOTOKOJIBI
Mapuipytuszauuu. BFD, kak u npotokosbl MmapiipyTusanuu, ucnoibssyer oomed Hello-
COOOIICHUSIMH, HO € TOPA3/10 MEHBIIMMHU UHTEPBATIAMHU OTIPABKH, U3MEPSIOLUIIMHUCS B IECATKAX
MUJUIMCEKYH/ (B TO BpeMsl KaK JiIsl IPOTOKOJIOB MapLIpyTU3allMi HHTEpBalbl it oTipaBku Hello-
cooOmieHuit n3mepstoTes necsTkamu cekynn). [Ipotokon BFD wacTo npuMeHsSIOT COBMECTHO €
¢dbyukaronanom LFA miis ObIcTporo nepekitoueHus Ha pe3epBHbIN MapuipyT (moapooHee o6 LFA
cm. pasnen "Loop-Free Alternate (LFA) 8 OSPF").

Komanae! miis nactpoiiku BFD nHa EcoRouter npuBeneHbl HUXe:

Ta6muna 100

Komanna

Onucanmne

bfd disable

Komana BBOIUTCS B KOHTEKCTHOM KOH(MUTypanmoHHOM peskume (config-if).
B pe3ynbTaTe BEIOTHEHHS 3TON KOMaH/bI Ha HHTEp(]erice BBIKIIFOYAIOTCS
Bce bfd-ceccun (mepeBomsites B coctosiare Admin-Down). 3xadenue mo
ymosdanuto: enabled

bfd interval <25-
999> minrx <25-
999> multiplier
<3-50>

Komana BBOIUTCSI B KOHTEKCTHOM KOH(MUTypannoHHOM peskume (config-if).
B pesynbpTaTe BEINOTHEHHS 3TOH KOMaH[BI A1t Beex bfd-ceccuit Ha
uHTepdeiice OyayT yCTaHOBJIECHBI: HHTEpBaN oTnpasku bfd-control
COO0OIIeHNH B MUIITMCEKYHIAX, OKHIaeMBIi HHTepBaN puéma bfd-control
COOOIIEHNIT B MHJUTHCEKYH/IaX, KOJINYECTBO MPOITYIIEHHBIX COOOIICHHH,
1oCJIe KOTOPOTO CECCUsl CUMTACTCA OPBAHHOW. 3HAUCHHUS 110 YMOTYAHHIO:
250/250/3

bfd all-
interfaces

KomaHnza BBOANTCSI B KOHTEKCTHOM KOH(QHUTYpalmoOHHOM pesxxuMme (config-
router). B pe3ysbTare BHITOJIHEHHS 3TOH KOMaH/IbI OyIyT ycTaHOBIEHBI bfd-
ceccuu co Bcemu OSPF-cocensimu B pamkax coorercTBytomero OSPF-
mporiecca

Haunnas ¢ Bepcun 3.2.6.1.16715 B nporkosie BFD pexxum echo e nognep:xxuBaercs!

Komanzas! npocmotpa 11 npotokosia BFD na EcoRouter npuBeneHs! Huxe:

Tab6auna 101

Komanna Onucanmne

ecorouter#show bfd

BFD ID: 00 Start Time:Tue Nov 21 08:45:34 2017 0 TII00AJIBHBIX

BFD Admin State: HacTpoiikax BFD.
Number of Sessions: 1

Slow Timer: 2000 Image type: MONOLITHIC Start Time — Bpems
Echo Mode: Disabled BFD Notifications disabled crapra nporecca oamd;
Next Session Discriminator: 2

[Tokazate naOpMAaLHIO

BFD Admin State —
a,ZIMI/IHI/ICTpaTI/IBHOC
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Komanga

Onucanue

COCTOSIHUE IIPOTOKOJIA
Ha yCTPOMICTBE;

Number of Sessions —
KOJINYCCTBO aKTHUBHBIX
ceccHit;

Slow Timer — 3HaueHue
slow TaiimMepa;

Image type — tun
06pabotku hello-
MaKeTOB (MOHOJIUTHBIH
— MPOU3BOIUTCS OTHUM
MIPOIECCOM,
pacnpeneieHHbIA —
TIPOU3BOIUTCS
HECKOJIbKUMH
MIPOIIECCaMH);

Echo Mode —
cocrosHue echo-

(dhyHKITUN
(BKITIOUECHA/BBIKITIOYCHA)

BFD Notifications —
COCTOSIHHE
YBEIOMIICHUI
(BKITFOUCHA/BBIKITIOUCHA)

Next Session
Discriminator —
nneHTudurarop
CIEYIOLIEN CeCCHH,
KOTOpasi OyJIeT MOTHSITA.

ecorouter#show bfd interface

Interface: loopback.0 ifindex: 8 state: UP
Interface level configuration: NO ECHO, NO SLOW TMR
Timers in Milliseconds

Min Tx: 250 Min Rx: 250 Multiplier: 3

Interface: te0 ifindex: 9 state: UP

Interface level configuration: NO ECHO, NO SLOW TMR
Timers in Milliseconds

Min Tx: 250 Min Rx: 250 Multiplier: 3

[okasars undopmarmo
o Hactpoiikax BFD Ha
BcexX uHTEepdelicax, Ha
KOTOPBIX BKJIKOYEH 3TOT
IIPOTOKOJL.

Interface — ums
uHTepdeiica;

ifindex — cucremusIit
HOMep uHTepdeiica;

state — cocTosHHe
uHTepdeiica;

Interface level
configuration —
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Komanga
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Hactporiku BFD st
nHTepdetica;

Min Tx — unrepBan
ormpasku bfd-control
COOOIIIEHHIT;

Min RX — oxunaeMslit
uHTepBan npuéma bfd-
control cooOLIeHNI;

Multiplier —
KOJIMYECTBO
MPOMYIIEHHBIX
COOOIIEHHH, TTOCTIE
KOTOPOTO CECCHS
CUUTAETCs IOPBAHHOM

ecorouter#show bfd session

Sess-Idx Remote-Disc Lower-Layer
State UP-Time Remote-Addr

1 1 IPv4 Single-
Hop Up 01:12:50 10.1.1.1/32
4 1 Ipv4 Single-
Hop Up 00:00:01 20.1.1.1/32
Number of Sessions: 2

Sess-Type Sess-

INoka3ath nHpOPMALIHIO
000 Bcex akTUBHBIX bfd-
CECCHUSIX.

Sess-ldx — noxanpHBII
id ceccumu;

Remote-Disc —id
CECCHU Ha YJaJICHHOM
YCTPOKCTBE;

Lower-Layer —
WHKANCYJIUPYOLUN
MIPOTOKOJT,

Sess-Type — tum ceccuu
(single/multi);

Sess-State — cocrosiHue
CECCHUU;

UP-Time — up-time
ceccuu;

Remote-Addr — aapec
uHTEepdeiica
yJIaJICHHOTO
MapIIpyTHu3aTopa, ¢
KOTOPBIM yCTaHOBJICHA
ceccus;

Number of Sessions —
KOJINYECCTBO AKTUBHBIX
ceccuit

EcoRouter User Guide

263



LIRDP.RU

Komanga

Onucanue

ecorouter#show bfd session detail

Session Interface Index : 9 Session Index : 1
Lower Layer Ibv4 Version : 1

Session Type Single Hop Session State : Up
Local Discriminator : 1 Local Address
10.1.1.2/32

Remote Discriminator : 1 Remote Address
10.1.1.1/32

Local Port 49152 Remote Port 3784
Options

Diagnostics None

Timers in Milliseconds

Min Tx: 250 Min Rx: 250
Neg Tx: 250 Neg Rx: 2000
mult: 3

Multiplier: 3
Neg detect

Min echo Tx: 1000 Min echo Rx: 1000 Neg echo
intrvl: O

Storage type : 2

Sess down time 00:00:00

Sess discontinue time 00:00:00

Bfd GTSM Disabled

Bfd Authentication Disabled

Counters values:

Pkt In 0000000000007£5f Pkt Out
0000000000007f5a

Echo Out 0000000000000000 UP Count
1 UPTIME 01:58:53

Protocol Client Info:

OSPF-> Client ID: 4 Flags: 4

Number of Sessions: 1

ITokaszaTe AeTanbHYIO
nHpopMaLuio 000 Bcex
akTUBHBIX bfd-ceccusx.

Session Interface Index
— CHCTEMHBIN HOMED
JIOKaJBHOTO
uHTEepdeiica;

Lower Layer —
HMHKAICYJIUPYIOLIHAN
IIPOTOKOJI;

Session Type — tun
ceccud (single/multi);

Local Discriminator —
JIOKaJIbHBIN 1d ceccuu;

Remote Discriminator —
id ceccun Ha
YIAJICHHOM YCTPOUCTBE;

Local Port — noxanbuslii
UDP-nopr;

Session Index —
JOKaJIbHBIN 1d ceccuu;

Session State —
COCTOSIHHUE CCCCHH,

Local Address — ampec
nHTepdetica
JIOKaJBHOTO
MapIpyTu3aropa, Ha
KOTOPOM YCTaHOBJICHA
CeccHs;

Remote Address —
aapec uHTEpPeiica
YAAJICHHOT' O
MapIpyTu3aropa, ¢
KOTOPBIM YCTaHOBJIEHA
ceccus,

Remote Port —
yaanenssiii UDP-nopr;

Min Tx/Neg Tx —
JIOKaJIbHBIN/y 1aleHHBI T
WHTEpBal oTnpasku bfd-
control cooOIeHuii;
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Min Rx/Neg Rx —
JIOKaJIbHBIN/y IaTeHHBII
0XKHUJIa€MbI HHTEpBaJI
npuéma bfd-control
COOOIIEHHI;

Multiplier/Neg detect
multi — xonuuecTBO
MPOTMYIIEHHBIX
COOOIIEHHI, TTOCIIE
KOTOPOTO CECCHS
CUHTAETCS TOPBAaHHOM.
3HaueHUs Ha
JIOKaJIbHOM H
yAaJIeHHOM pOyTepax;

Min echo Tx/Min echo
Rx —
JIOKAITbHBI/ Y TaIeHHBI T
WHTEPBaJ OTIPABKU
echo-coo0uieHuii;

Sess down time — Bpewmst
naJaeHUus CECCuu,

Sess discontinue time —
BpEMs, HA IIPOTAKCHUN
KOTOPOTO ceccHs Oblia
B cocTostHMH down;

Bfd GTSM — cocrosiHue
¢ynkunu GTSM;

Bfd Authentication —
COCTOSIHUM (DYHKITHN
ayTeHTU (UK,

Pkt In — konmruecTBO
npuieamux BFD-
[IaKETOB;

Pkt Out — komnuecTBO
oTrpasiieHHbIX BFD-
[IAKETOB;

Echo Out — konmmuecTBO
OTIpaBiieHHBIX echo-
[IAKETOB;

UPTIME — up-time
Ceccuu;

Protocol Client Info —
nH(OpMaIHs o
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Komanpga Onucanue
MIPOTOKOJIE,
MOCPEICTBOM KOTOPOTO
YCTaHOBJICHA CECCHS;

Number of Sessions — -
KOJINYCCTBO aKTHUBHBIX

ceccuit
ecorouter#show bfd session 10.1.1.2 10.1.1.1 HOKaSaTLI/IH(I)OpMaLII/IIO
Session Interface Index : 9 Session Index : 1 0 CEeCCUU MEXIY
Lower Layer : IPv4 Session Type : Single KOHKPETHBIM
Hop JIOKaJIbHBIM
Session State : Up nHTepdeiicom ¢
Local Discriminator : 1 Remote yKa3aHHEM €ro ip-
Discriminator : 1 ajapeca U KOHKPETHBIM
Local Address : 10.1.1.2/32 Remote Address : YAaJICHHBIM
10.1.1.1/32 nHTepdeiicom ¢
Local Port : 49152 Remote Port : 3784 YKa3aHHEM €ro ip-
Timers in Milliseconds : aapeca.
Min Tx: 250 Min Rx: 250 Multiplier: 3
UP Count : 1 UPTIME : 03:10:33 Session Interface Index
— CUCTEMHBIH HOMED
JIOKAJILHOTO
uHrepdetica;

Lower Layer —
HWHKANCYJIUPYIOIINNA
MIPOTOKOJI;

Session State —
COCTOSIHUE CCCCHUH,

Session Index —
JIOKaJIbHBIN 1d ceccuu;

Session Type — tun
ceccui (single/multi);

Local Discriminator —
JOKaJIbHBIN 1d ceccuu;

Local Address — ampec
uHTepdeiica
JIOKaJIbHOI'O
MapuIpyTuzaTopa, Ha
KOTOPOM YCTAaHOBJICHA
ceccus;

Local Port — nokanbHbIit
UDP-nopr;
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Remote Discriminator —
id ceccuu Ha
YIAJICHHOM yCTPOMCTBE;

Remote Address —
azpec uHTEpdeiica
YAQJICHHOT' O
MapILIpyTH3aTopa, ¢
KOTOPBIM YCTAHOBJICHA
ceccus;

Remote Port —
yaanennsii UDP-niopr;

Min TX — nokanbHBIi
WHTEpBal oTnpaBku bfd-
control cooOIeHMIA;

Min RX — mokabHbIA
0KUJJAEMbIH HHTEPBAJI
npuéma bfd-control
COOOIIEHHIT;

Multiplier —
KOJINYECTBO

PO IIEHHBIX
COOOIIEHHH, TTOCTIE
KOTOPOTO CECCHSI
CUUTACTCS MOPBAHHOM;

UPTIME — up-time
ceccnumn

23.2 IIpumep nacrpoiiku single-hop BFD-OSPF

Ecorouterl

SW1

Ecorouter2

-

-

Kondurypamus EcoRouterl:

-

Hactpoiika untepdeiicoB 1 mopTos:

Pucynoxk 42

ecorouter (config) #port tel
ecorouter (config-port) fservice-instance si0
ecorouter (config-service-instance) #encapsulation untagged

ecorouter (confige) #finterface loopback.O

ecorouter (config) #interface tel
ecorouter (config-if) #ip address 10.1.1.1/24

(
(
(
(
ecorouter (config-lo) #ip address 1.1.1.1/32
(
(
(

ecorouter (config-if) #connect port tel service-instance si0
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ecorouter (config) #router ospf 100

ecorouter (config-router) #ospf router-id 1.1.1.1

ecorouter (config-router) #network 1.1.1.1/32 area 0.0.0.1
ecorouter (config-router) #network 10.1.1.0/24 area 0.0.0.1
ecorouter (config-router) #bfd all-interfaces

Bxmouenue echo-dyHkimu:

kcorouter(config)#bfd echo

Koudurypamus EcoRouter2:

Hacrpoiika natepgericoB U MOpTOB:

ecorouter (config) #port tel

ecorouter (config-port) #service-instance si0

ecorouter (config-service-instance) #fencapsulation untagged
ecorouter (confige) #interface loopback.O

ecorouter (config-1lo) #ip address 2.2.2.2/32

ecorouter (config) #interface tel

ecorouter (config-if) #ip address 10.1.1.2/24

ecorouter (config-if) #connect port tel service-instance si0

Hacrpoiika OSPF u Bxiitouenne BFD:

ecorouter (config) #router ospf 100

ecorouter (config-router) fospf router-id 2.2.2.2

ecorouter (config-router) #network 2.2.2.2/32 area 0.0.0.1
ecorouter (config-router) #network 10.1.1.0/24 area 0.0.0.1
ecorouter (config-router) #bfd all-interfaces

Bxtouenue echo-ynkimu:

bcorouter(config)#bfd echo

EcoRouter User Guide

268



LIRDP.RU
24 BRAS

OpHMM U3 EHTPAILHBIX JIEMEHTOB CETH MHTepHET-TipoBaiiaepa sisiercs BRAS (Broadband
Remote Access Server) — cepsep HIMPOKOIOIOCHOTO yaaneHHoro goctymna. [Tox ab6peBuaTypoit
BRAS norumMarior ycTpoiicTBO, KOTOPOE OTBEYACT 3a MAPLIPYTH3AIMIO BHYTPH CETH,
MpeI0CTaBIIEHUE IOCTYIa MOANMCYHKaM/ab0OHEeHTaM K pa3nu4HbIM cepBucaM (Murepuer, IP-
tenedonus, [P-reneBuaenne) nocpecTBOM OJHOTO WM HECKOJIBKUX (PU3NUECKUX MOAKIIOUCHHH.
C nomomuisio BRAS mMoxHO co3aath U moaepKuBaTh HEOOX0AUMBbIE MpaBUjla KauecTBa
obcykuBanus (QoS) A pa3IMyHOro THIA TpaduKa Ipu TMHAMUYHO U3MEHSIOIIEHCS 3arpy3Ke U
napaMmeTpax KaHajoB CBSI3H.

OcHOBHBIMU 3aa4aMH CCpBCpa MHUPOKOIIOJIOCHOIO YAAICHHOI'O JOCTYIIA ABJIAIOTCA CIICAYIOIIUC:

e Ha3HAYCHHUE W MPUMEHEHHE CETEBHIX HACTPOCK Ha KIIMEHTCKOM 000pYI0BaHUMY;

e ayTeHTH(UKAIUS, aBTOPU3AIUS U BBIJICIICHUC WHIUBHUIYAIBHBIX aTpUOYTOB I A0OHEHTOB;
e yder, puiabTpauus u TapupuKanusa Tpauka;

e oOecneueHue TpeOyeMOro Ka4ecTBa MPeI0CTABISIEMbIX CEPBHUCOB;

e rHOKOE MOJAKIIOYCHUE HOBBIX CEPBUCOB, YCIIYT.

HekoTopsle u3 aTux 3a1au pemarorcs rnpu B3aumoeiictsun BRAS ¢ npyrumu ycrpoiictBamu B
cetu. Hanpumep, 3a1aun ayTeHTUDUKALMN U aBTOPU3ALUU MOTYT PEIIaThCs C TOMOIIBIO
oOpamenus kK BHemHUM Tacacs- wim Radius-cepsepam. YcrpoiictBa EcoRouter mo3BosisitoT mpu
3alyCcKe BUPTYAJIbHBIX CEPBUCOB Ha MAapUIPyTU3aTOPE UCIOJIb30BaTh KaK YJaJICHHbIE, TaK U
JoKaJgbHbIE cepBepbl AAA (3amylieHHbIE HETIOCPEACTBEHHO HA CAaMOM MapIIpyTHU3aTope).

Jljig ipeiocTaBlIeHUsI MHTEPHET-YCIYT UCIOIb3yEeTCS HECKOJIBKO MPOTOKOJIOB. Jlo HeETaBHEro
BpeMeHH Hanbosee pacrpocTpaneHHbIM Ob1T poTokos PPPoE (Point-to-point Protocol over
Ethernet). Texnonorus gocraBku u npepocraieHus [P-nacrpoek abonentam (IPoE —

Internet Protocol over Ethernet) B csizke ¢ npumenenreM DHCP omiuu 82 ucnonbs3yercst Bce
Jarie, Tak Kak Tpe0yeT MUHUMYM KOH(UTYypau KoHeuHOro 00opynoBanus. Texuonorus Q-in-Q,
KoTopas sBisiercs pacmupenueM crangapta IEEE 802.1Q cuutaercs Hanbosnee 6e3onacHoit. [Ipu
€€ MCI0JIb30BaHUM M3HAYAIbHO KaX0€ KOHEUHOE YCTPOICTBO HaXOAUTCs B BblZieieHHOM VLAN,
4eM rapaHTUPYETCs U30JIALNS TOANNCYUKOB IPYT OT ApyTa.

EcoBNGOS noanep:xuBaeT Bce BHIIETIEPEUNCICHHBIE MPOTOKOJIBI M TEXHOJIOTHUHU, & KOHIETIIUS
EVC (Ethernet Virtual Connection) no3BoJsier ru0ko paboTaTh C TETMPOBAHHBIM TpaUKOM BHE
3aBHCHUMOCTH OT BHIOPAHHOTO BapHaHTa MOKITIOUEHHS MTOJIb30BATEIICH, TEM CaMbIM TapaHTUPYS
BBICOKYIO cTeneHb u3osnuu s [PoE- u PPPoE-ceccuii. (ITonpoGHee o cepBHCHBIX HHTEpdeiicax
YUTalTe B COOTBETCTBYIOIIEM pa3jene nokymeHTauuu). s pa6otsl ¢ [IPOE u PPPoE abonentamu
B CLI ycrpoiicTBa mpeaycMoTpeH unaTepdeiic co crenuanbHbpiM nMeHeM bmi (broadband multiple
instances).

24.1 IPOE adoHeHTHI

g ynpasnenus: aboneHTckumu ceccusiMu B ECOBNGOS npenycMoTpensl KoHQUTypupyeMmbie
KapThl a0oHEHTOB (subscriber-map). [lox ynpaBineHrneM noHUMaeTcs co3aHue/y1ajJeHue CECCHil,
YCTaHOBKa MpaBWiI ayTeHTU(PUKAIIUHN, aBTOpU3AINK U akkayHTUHTa (AAA), HacTpoiika
cnienu(puyeckux TaitMepoB Juid ceccuid. [1o mpaBuinam ayTeHTU(UKALIUY, UCTIONB3YIOLIMMCS B
aOOHEHTCKUX KapTax, a0OHEHTCKUE CECCUU PA3IMYAOTCs HAa CTATUYECKUE U JUHAMUYECKHUE.
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CraTtuyeckue nipaBuia He TpeOyrOT padoTel npotokosa DHCP s Beimaun [P-anpecos, a Takxe
HACTpOeK ayTeHTU(uKanuu u aBropusanuu yepe3 RADIUS-cepsep. 1o atTum ceccusim
OCYIIECTBIISICTCS TOJIBKO aKKayHTHHT Ha yAalleHHBIX cepBepax. CtaTnueckast KOHQUTypanus
MPEIOCTABIISIET BCE HEOOXOAMMBIE HACTPOUMKH JIJIsl BhIX0oJ1a cTatndeckux [PoE-aboHeHTOB B
HNuTtepuer. AGOHEeHTHI MOTyT nojy4dath agapeca mo DHCP (3apesepBupoBaHHbBIC aapeca
ckoHurypupoansl Ha DHCP-cepBepe a1 onpeesieHHbIX yCTPOWCTB), HO IPH STOM UMETh
CIIELMaJIbHbIE CTATHYECKHUE MPABWIIA B KapTaX. Takue THUIIBI CECCUI Ha3bIBAOTCSI CTATUYECKUMH.
[Ipu cpabaTbIBaHUU CTATUYECKUX MPABUII CECCUSI MOMEHTAIBHO WHUITMAIM3UPYETCS U CO3/1aeTCs Ha
YCTPOICTBE.

[IpaBuna cunTaroTCcss AMHAMUYECKHUMHU B Cilydae, eciu 3To npaBuia Terupoanus (802.1Q) u
HacTpoiiku IP-agpecoB a1 aD0OHEHTOB, CHOPMHUPOBAHHBIE B IIPOLIECCE MTOJIyUEHHS ajpeca 10
DHCP wnu npu nepenade nepBoro rnakera or aboHeHTa. [ IMHaMUYeCKUX KJIMEHTOB
(GYHKLIMOHAT ayTEeHTU(DHUKALIMY U aBTOPU3ALIUK JOCTYIIEH KaK 4epe3 JOKAJIbHYI0 KOHPUrypaluo Ha
MapuipyTH3aTrope, Tak u uepe3 yaanenubiii RADIUS-cepBep. Takue tumbl ceccuit

Ha3bIBAIOTCS AUHAMUUEcKUMU. Crioco co3/1aHus TMHAMUUYECKON CECCUU 3aBUCUT OT IIapaMeTpOB
KOMaH 16l Session-trigger B Hactpoiikax BMI unTepdeiica (kak rmokazaHo B TaOJIHIIE HUXKE).

Tabmuua 102
IlapameTp KoMaHIbI sesion- Cnoco0 3aBeieHUsI AMHAMHYECKOI cecCHH
trigger
dhcp no nepomy naketry DHCP Discovery oT aboHeHTa (HacTpoiika 1mo
YMOJTYaHHIO)
ip o mepBoMy IP-mmakeTy oT aboHeHTa

Takum oOpazom, abonentckas [IPoE ceccust MoxeT ObITH cO37]aHa CTATUYECKH, 110 epBomy [P-
nakery oT aboHeHTta wi o cooduienrto DHCP discover.

Kaxnast kapra aDOHEHTOB COCTOHT M3 OJTHOW MIJIM HECKOJIBKHUX TTOCIIEI0BATEIIEHOCTEH MPaBMIT
(sequence). B cBoro ouepeib, MOCIEIOBATEILHOCTD COJCPIKUT OHO MITH HECKOJIBKO MTPaBHIT
(match) u neiicTeuii (Set). {ist conocTaBnenns aOOHEHTOB U MX A A A-ITpaBUIT UCTIONB3YHOTCS
xoMan eI Match static, match dynamic u set. Kitrouessie cioBa static u dynamic BHyTpy KapThl
aOOHEHTa OMPEeIIOT CTATHYECKUN 1 TUHAMUYECKAN XapakTep KapThl. COBMECTHO C
npedukcubiMu crinckamu (prefix-list) kapTer aboHeHTOB 0OecneunBarOT y00HbIH HHTEpDEiic 1
pacHIMpeHHYIO JIOTHKY pa0oThl ¢ [P-niojceTssMu aOOHEHTOB.

Jlns HacTpoiiku KapT aDOHEHTOB UCMOB3YETCS KOMaH 1a KOH(PUTYPAIIMOHHOTO PeKUMa
subscriber-map <NAME> <NUMBER>. I'nie <NAME> moxeT ObITh JII00OBIM HAUMEHOBAHUEM
(o 15 cumBonoB). Pexkomenayemslii popmat umeHu — Bce OykBbl mponucHsle. <NUMBER> —
HOMED TMMOCJIEA0BATEIBHOCTH TTPaBUJI (PUOPHUTET) 0OPAOOTKHU TIPaBUII KapThI (331a€TCSl YUCIOBBIMU
3HayeHussMu oT 1 10 65535). B nepByto ouepens Oyaer oOpaboTaHa mociae10BaTeIbHOCTb IPABUII C
HoMmepoM 1, 3atem 2, 3 u 1. 1.. [locneaneit 6yaet oOpabaThiBaThCs MOCIEAOBATEIIFHOCTD MPABUII C
MaKCHUMaJIbHBIM MOPSIKOBBEIM HOMEPOM.

JIns IpuBSI3KH KapThl aDOHEHTA K MHTep(eiicy HEOOXOIMMO BBECTH B KOHTEKCTHOM PEKUME
koH(purypuposanus uatepdeiica BMI komanmy subscriber-map <NAME>, rne <NAME>
COOTBETCTBYET paHee CO3/1aHHOM KapTe aOOHEeHTa.

[Tpumep co3nanus kaptel "TEST" ¢ HECKONBKMMHU NOCIEI0BATENBHOCTSAMU PABUII BHYTPH U €€
npuBs3ku k BMI untepdeiicy:

ecorouter (config) #subscriber-map TEST 10
ecorouter (config-subscriber) #°?
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Subscriber map configuration commands:
description Add entry description

exit Exit from the current mode to the previous mode
help Description of the interactive help system
match Match subscribers

no Negate a command or set its defaults

set Set policies on matched subscribers

show Show running system information

ecorouter (config-subscriber) fexit
ecorouter (config) #subscriber-map TEST 20
ecorouter (config-subscriber-map) fexit
ecorouter (config) #subscriber-map TEST 30
ecorouter (config-subscriber-map) fexit
ecorouter (config) #interface bmi.100
ecorouter (config-if-bmi) #subscriber-map TEST

B kaptre TEST nepBoii Oyzet oOpabaTbIBaThCs MOCIEI0BATEIBHOCTD MPaBUi ¢ HoMepoM 10, 3aTem
20, manee 30.

[Ipu co3nanuu KapThl, 0JIB30BATENb IEPEXOTUT B PEKUM €€ KOH(pUrypupoBanus. JJocTynHbl
KoMaH 16l match u set, ¢ moMoIIbI0 KOTOPBIX MOKHO HACTPOUTH COOTBETCTBHE a0OHEHTCKOM
ceccuu (koMana match ccputaercst Ha afpec a0OHEHTA) € JIOKAIBHBIM WITH yIaJICHHBIM THIIOM
cepBuca (komana Set ceplnaercs 1100 Ha UMs JIOKAJIbHOTO cepBUca, Jinbo Ha AAA rpynny
yJIaJIeHHBIX CEPBEPOB).

B EcoBNGOS npenycmoTpeHna HesiBHas KapTa aDOHEHTa ¢ TIPaBHIIaMH, KOTOPBIE COMTOCTABIISIOTCS
co Bcemu aboHenTamu (anamor match ANY) u ¢ cepBUCOM, KOTOPBIi OJIOKUPYET BeCh Tpaduk oT

aboneHTOB. CHHTAaKCUC KOMaH/I, ONpeACISIFoNKX npaBmia (match) u aefictus (Set) npencraBieH
HIDKe B pa3nenax Ctarnyeckue a0oHeHThI U lMHAaMH4YecKne aG0OHEHTHI COOTBETCTBEHHO.

24.1.1.1 Crarnuyeckue a00OHEHTHI

CraTrueckue aOOHEHTHI — 3TO a0OHEHTHI, KOTOPBIE MOMAIAI0T IO/ TPABUJIa CTATUYECKUX CECCH.
CraTtuveckoe MpaBUiIO CO3/aeTCsI KOMaHI0H:

match static prefix-list <NAME> {untagged | svlan <sHauenue> cvlan <sHauenue> | cvlan
<3HaveHHe>}

[TapameTpsl KOMaHABI ONTUCAHBI B TAOJINIIE HUXKE.

Ta6muna 103
IHapametp Onucanne
NAME Nwms mpedurcroro crnvcka (prefix-list). [pedukcHbIN cIMCOK JT0JbKEH OBITh CO3/1aH 3apaHee
untagged | HererupoBaHHbIil Tpaduk
svlan Cepsuchbii VLAN
cvlan KimenTckuiit VLAN
3HaueHne | 3Hauenne VLAN ID

KiroueBoe cioBo static co3nmaer craTiuueckoe MpaBuito, KOTOPOe OYAET COMOCTABISATHCS C OJHUM
KOHKpeTHBIM IP-aapecoM, ykazaHHbIM uepe3 mpeduKCcHBIN crucok (prefix-list). 3naueHue
napamerpa <NAME> 105KHO COOTBETCTBOBATH 3apaHee CKOH(UTYPUPOBAHHOMY MTPe(PUKCHOMY
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criucky (prefix-list) ¢ mpasmmom permit. JIonoaHUTeIbHY 0 HH)OPMAITUIO 110 MPEHUKCHBIM
CIIMCKaM MOKHO HaWTH B COOTBETCTBYIOMIEM pazzeie (cM. "Crucku goctyna"). C moMombo Oniui

svlan u cvlan nacrpamnBaercst Tounoe coorserctBue: IP-aapec — VLAN-teru abonenra (802.1q u
802.1ad).

Ecnu ykasans ciioBa static u ums npedukcHOro crucka, To TpedyeTcs yka3arh npaBmiia
TErMpoBaHUs MpU OTIIpaBKe Tpaduka B cTopoHy aboHeHTa. Ecnu B Tpaduke OTCYTCTBYIOT TE€TH, TO
ClIe/TyeT yKa3aTh KIIF04eBoe clioBo untagged.

Hampumep, B cirydyae QinQ B LAN-cermenTe aboHeHTa KOMaH/1a )1l CO3/IaHHs CTATHYECKOTO
npasuiia aiis onHoro [P-aapeca (ogHOTO yeTpoiicTBa), Tpaduk KOTOPOTO AOKEH UMETh BHEIIHUN
ter 10, a BuyTpennuii 20, Oyaer Beirmsaers Tak match static prefix-list TEST svlan 10 cvlan 20.
TakuM 00pa3oM JaHHBIC U3 MAPIIPYTU3aTOPa B CTOPOHY aOOHEHTA OyIyT BBIXOIUTH C JBYMSI
Teramu B 3arojioBke 802.1ad.

AOOHEHT, yI0BJICTBOPSIOIIMI CTATHYECKOMY NpaBuiay match, mo ymosruanuio cunraercs
JIOKAJIbHO ayTEeHTU(PMIHPOBAHHBIM!

[Ipu co3maHum CTaTUYECKOTO MpaBuiia, aDOHEHTCKAs CECCHS MOSBIISICTCS B II00aIbHOM TabIuUIe
a00HEHTOB (BBIBO/] TAOJIHUIIBI JOCTyICH o koman e Show subscribers <NAME>, roe < NAME> —
uMs uarepdeirica BMI).

B aktyansnoit Bepcun EcCOBNGOS npu kondurypanuu npepukcHbix crnuckoB B BRAS mapametpsi
ge, le, eq He yuuTHIBatOTCSI.

OTtcyTcTBHE CTATHYECKOI0 MPABUWJIA B KapTe a00HEHTa

Eciu B 071HO# U3 TOCIIEIOBATEILHOCTEH MPaBUJI KapThl A0OHEHTA OTCYTCTBYET TpaBmio match, to
IO TY TOCIIeIOBAaTENLHOCTD TIonanaroT Bee [P-agpeca aboHEHTOB. ITO COOTBETCTBYET CUTYAIIHH,
eci Obl B ITOCIIEI0BATEIBHOCTH MPABUII KapThl aD0HEHTa ObLI0 TpaBmwiio match dynamic prefix-
list ALL, rxe B prefix-list ALL 6sut0 661 mpaBusio permit 0.0.0.0/0 le 32,

24.1.1.2 JImHamMu4vecKkue a0OHEHTbI

I[I/IHaMI/I‘IGCKI/Ie a6OHeHTI)I — 39TO a6OHCHTBI, KOTOpI)Ie IIommagaroT IMog npaBI/ma JOINHAMHUYCCKUX
CeCcCcHil.

I[I/IHaMI/I‘-ICCKOC IpaBUJIO CO30ACTCA KOMaH/I0M:

match dynamic prefix-list <NAME>, rnie <NAME> cooTBeTcTBYET 3apaHee
ckoH(UTyprpoBaHHOMY TpedukcHOMy criucky (prefix-list) ¢ mpaBuiom permit.

KnroueBoe coBo dynamic co3maer AnHAMUYECKOE TPABHIIO, KOTOPOE OYJET COMOCTABIATHCS C
OJIHUM WJIM MHOXecTBOM [P-anpecoB ¢ momorpto npedukcHbIx cnuckoB (prefix-list). Ilpu
yKa3aHUM JUHAMUYECKOTO MpaBHiia MPEANoaraeTcs, YTo abOHEHT UM YCTPOHCTBO MOTyYaeT
Hactpoiiku [P yepe3s DHCP winu o npuxosy nepsoro [P-makera (mapameTp KoMaH 61 SESSION-
trigger). Bo Bpems npoxoxaenus DHCP-naketoB Dicscover, Offer, Request nmm Ack,
MapIIpyTU3aTOp aBTOMAaTUYECKU IPUMEHSET IIpaBuiia TErupoBaHus /it aboneHToB. [logo6Hoe
noBeJieHne HaOMro1aeTcs mpu npueme nepsoro [P-nakera ot abonenTta. IloaToMy KoMaH bl 15t
ykazanus VLAN (svlan, cvlan, untagged) B tuHaMuyeckux mpaBuiax He TPEOYIOTCs.
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AobonenTsl, IP-afipeca KOTOPBIX YJOBIETBOPSIIOT AMHAMUYIECKOMY MpaBuiry match, cunrarores
JIOKaJIbHO ayTeHTU(UIIMpoBaHHBIMHA. OTHAKO ayTeHTUHUKAIMS Yyepe3 yaaneHHbIi AAA-cepBep
UMeeT HauOOJIbLINI MPUOPUTET, TOITOMY €CJIM B KapTe aDOHEHTa MPUCYTCTBYET MpaBmiio Set ¢
CCBUIKOM Ha ynaneHHbie AAA-cepBepa, To mpaBwio match He ayreHTUQHIUPYET a0OHEHTOB
JIOKAJIbHO, a YKa3bIBAET C KAaKMX YCTPOUCTB (1y1st Kakux IP-aapecoB) nomxHbl uaru AAA 3ampochl
Ha yaanennsie RADIUS-cepBepbl.

[Tosb30BaTeNh MOXKET MONTYYHUTH JOCTYI B IHTEpHET TONBKO MPH YCIENIHOHN ayTeHTHUKauu. B
cllydae oTKa3a B ayTeHTuuKauu or AAA-cepBepa, Bpemst pab0Thl CECCHH COCTaBIISIET 5 MUH. DTO
O3HAYaeT, YTO Cecchs OyAeT aBTOMATHUYECKH yAaJeHa U3 TI100aIbHOW TaOIHIIbl a0OHEHTOB Yepes3 5
MUH (TopoOHee 0 A0OHEHTCKHUX TaliMepax YUTANTE HUKE).

Nuanumanusanusa nuHamuyeckoit IPOE-ceccun B 3aBUCMMOCTH OT YCTaHOBJIIEHHOTO 3HAYEHUS
nmapameTpa Session-trigger B nacrpoiikax BMI untepdeiica mporcxoaut ub0 M0 IEPBOMY ITaKEeTy
DHCP Discovery ot aboHeHTa (HacTpoiKa 1o yMOJYaHHI0), 1100 1Mo iepBomy [P-nakery ot
aOOHEHTA.

B akryanbnoit Bepcuu ECOBNGOS npu kondurypanuu npepukcHbix cnuckoB B BRAS mapametpsr
ge, le, eq He yunThIBarOTCSI.

OTcyTCTBI/Ie AUHAMHUYECCKOTO IIPpaBUJjIa B KapTe a0oHeHTa

Ecnu B 01HO# U3 mOCieI0BaTEIbHOCTEH IPaBUII KapThl a0OHEHTA OTCYTCTBYET IpaBuiio match, o
MOJT 3TY MOCIIEI0BATEILHOCT MMOManatoT Bee [P-anpeca aboHEHTOB. DTO COOTBETCTBYET CUTYAIIUH,
eciu ObI B IIOCIIEA0BATEIBHOCTH MTPABUII KapThl aboHeHTa ObLI0 mpauio match dynamic prefix-
list ALL, rxe B prefix-list ALL 6su10 651 mpaBusio permit 0.0.0.0/0 le 32.

24.1.2 TIpumep HACTPOHKHU KAPTHI A00HEHTA C HCIOJIb30BAHHEM
CTATHY€CKOr0 NPeUuKCHOr0 CIIHCKA

B cnenyromiem nmpuMepe onuchIBaeTCs MPOLECC HACTPOMKU CTaTHUECKOW KapThl a0OHEHTa IS
abonenTa c aapecom 192.168.0.1 uz VLAN 100 ¢ cepBucHol noautukoii B 10 M6 u 6iokupyromeit
MOJIUTUKOM JUIsl IPYTUX aOOHEHTOB.

Ta6numa 104
Koncoan KomMenTapwmii

ecorouter (config) #ip prefix-list Co3znanue NpeQpUKCHOr0 CIUCKA ¢ UMEHEM

client A permit 192.168.0.1/32 client_A. Ciicok coIepKUT OAHMH pa3pereHHbII
IP-ampec - 192.168.0.1/32

ecorouter (config) #service-policy Co3iaHne CepBUCHOM TTOJUTUKH C MMEHEM

BANDWIDTH BANDWIDTH u nepexoj B € KOHTEKCTHBIN

ecorouter (config-policy) #bandwidth KOH(QUT'YPaIMOHHBIH PEXKUM.

mbps 10

ecorouter (config-policy) #exit 3aiaHKe MOJIOCKI MTPOIYCKAHUS IS TAHHOH
nmoautuku B 10 Mowurt/c.
BbIXos U3 KOHTEKCTHOTO KOH(PHUTYpaIMOHHOTO
pexuma

ecorouter (config) #subscriber- Cosnanue cepBuca aboHeHTa ¢ umeHeM TEST u

service TEST MEePexo/1 B €ro KOHTEKCTHBIH KOHPUTIYpaLlMOHHBIN

ecorouter (config-service) #service- pEXKUM.

policy BANDWIDTH upstream
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Koncoan KomMenTapuid
ecorouter (config-service) fservice- [IprMeHeHne CEPBUCHOM MOIMTHKA C HMEHEM
policy BANDWIDTH downstream BANDWIDTH mis orpannueHus tTpaduka B
ecorouter (config-service) #exit HaIpaBJeHUIX upstream u downstream s

JAaHHOT'O CEpBUCA aboHEeHTA.

BrIxon 13 KOHTEKCTHOTO KOH(PHUTYPAITTIOHHOTO

pexxuma
ecorouter (config) #subscriber-map Cosnanue kapthl aboHenta ¢ uMeneM |POE u
IPoE 5 BHYTpPH HEC MOCJIEA0BATCIPHOCTH C MOPSAKOBBIM
ecorouter (config-subscriber- HOMEPOM 5 U Imepexoy1 B €€ KOHTEKCTHBIM

map) #match static prefix-list KOH(UTYPAIIMOHHBIN PEXHM.

client A cvlan 100

ecorouter (config-subscriber- Co3aanne cTaTHYECKOTo MPaBUia, KOTOPOe
map) #set subscriber-service TEST npoBepsieT TpaduK Ha COOTBETCTBHE
ecorouter (config-subscriber- npedpukcHOMY criucky ¢ umerewm client_A. Tlpu
map) fexit 3TOM JOTNOJHUTENIBHO MPOBEPSAETCS HATUUUE

metku cvlan 100.

Haznauenwue cepBuca c umenem TEST st
a0OHEHTOB, TTOIIAIAI0IIUX I10]] YCIOBUE MPABHIIA
match.

BrIxon U3 KOHTEKCTHOTO KOHPHUTYPAITIOHHOTO
pexxuMa

ecorouter (config) #interface bmi.100 | Cosganue unrepdeiica ¢ umenem bmi.100 u
ecorouter (config-if) #subscriber-map | mepexox B €ro KOHTEKCTHBIH KOH()UTYPAITHOHHBIH
IPoE peXKUM.

ecorouter (config-if) fexit

HazHnauyenne Ha naHHBIA UHTEPQEC KapThI
aboHeHTa ¢ umeneM |POE.

BbIXoj U3 KOHTEKCTHOTO KOH(PHUTYpaIMOHHOTO

pexuma
ecorouter (config) #show run | begin OtoOpaxkeHne TeKyneld KOHPHUTYpallui HaunHast
subscriber ¢ (pparMeHTa, HAYMHAOIIETOCS TEKCTOM
subscriber-service TEST "subscriber".

service-policy BANDWIDTH upstream
service-policy BANDWIDTH downstream | IIpu mpocMOTpe OTOOPAKAIOTCS YCIEIITHO
! c/IeTlaHHbIC U3MEHEHHsI B KOHQUTYpAIHH.
subscriber-map IPoE 5

match static prefix-list client A [Tpu noydeHn NepBoro MakeTa OT KIMEHTA C
session-timeout 1440 aapecom 192.168.0.1 u3 VLAN 100 ceccus Oyzaer
idle-timeout 5 CTaTUYeCKU ayTCHTU(QHIIMPOBaHa,  eif Oyer
set service TEST noctynHa 10 MOuT/c nonoca npormyckaHus

! KaHaja CBI3U B 000UX HalpaBJICHUAX

[...]

24.1.3 Tlpumep HACTPOMKH KapThl A00HEHTA ¢ UCIO0JIb30BaHHEM
AUHAMMYECKOT0 NMPe(PUKCHOr0 CIUCKA

B crnenyromem npuMepe onuchIBaeTCs MPOLECC HACTPOMKHU KapThl aDOHEHTA C UCTOIb30BAHUEM
CTATHYECKUX U JUHAMHYECKUX MPe(PUKCHBIX CIUCKOB, yaaieHHoro RADIUS-cepBepa, ¢ mpumepom
KoHpurypupoBanus L2-noproB u L3-unrepdeiicos.
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Koncoan

KomMmenTapuii

ecorouter (config) #ip prefix-list
client A permit 192.168.0.1/32
ecorouter (config) #ip prefix-list
clients network B permit
192.168.0.0/25

ecorouter (config) #ip prefix-list
clients network C permit
192.168.0.128/25

Cosznanue NpeQpUKCHBIX CIIUCKOB:

crrcok ¢ umenem client_A comepxut oqun
pasperennsii IP-agpec — 192.168.0.1/32;

crrcok ¢ umenem client_network_B comepxut

rpyliy paspeuieHHsIx IP-anpecos —
192.168.0.0/25;

crrcok ¢ umenem client_network_C comepxwur

rpyly paspeuieHHsx IP-anpecos —
192.168.0.128/25

ecorouter (confiqg) #dhcp-profile 1
ecorouter (config-dhcp) #mode relay
ecorouter (config-dhcp) #server
192.168.1.2

ecorouter (config-dhcp) #exit

Cozmanne DHCP-tipodwmist ¢ umenem 1 u
Mepexo] B €ro KOHTEKCTHBIN
KOH(UTI'YpaLMOHHBIN PEXUM.

3amanue pexxuma pabotsl — relay.
3ananue angpeca DHCP-cepepa — 192.168.1.2.

BbIXoa 3 KOHTEKCTHOTO KOH(UTypallMOHHOTO
pexxuma

ecorouter (config) #radius—-group

NEW RADIUS

ecorouter (config-radius-group) #mode
active-standby

ecorouter (config-radius-

group) #server 192.168.1.3 priority
10 secret passl234

ecorouter (config-radius-group) fexit

Coznanne rpynnsl RADIUS-cepBepos ¢
umeneM NEW_RADIUS u niepexon B ee

KOHTEKCTHBIH KOH(PUTYPAIMOHHBIA PEXXKHUM.
3aianue pexxuma paboTsl — active-standby.
Hob6asnenue B rpynmy RADIUS-cepsepa ¢
aapecom 192.168.1.3, npuopurerom 10 n

CEKPETHBIM cIIOBOM Passl234.

BbIX0/1 13 KOHTEKCTHOTO KOH(UTYPAIIHOHHOTO
pexuma

ecorouter (confiqg) #subscriber-aaa
GROUP _C

ecorouter (config-sub-

aaa) fauthentication radius

NEW RADIUS

ecorouter (config-sub-aaa) faccounting
radius NEW_ RADIUS

ecorouter (config-sub-aaa) fexit

Co3pnanue aboHeHTCKOr0 AAA-TIpodhnitst ¢
nmeneM GROUP_C u nepexoj B ero
KOHTEKCTHBIN KOH(PUTYPAIIMOHHBIA PEXKHUM.

Haznauenue ayTeHTH(UKAINN IPH TOMOILU
rpynnsl RADIUS-cepBepoB ¢ nMeHEM
NEW_RADIUS.

Ha3naueHne akkayHTUHIa IPYU IIOMOILM TPYIIIIBI

RADIUS-cepsepos c umenem NEW_RADIUS.

BbIXos U3 KOHTEKCTHOTO KOH(PHUTYpaIMOHHOTO
pexuma

ecorouter (confiqg) #service-policy
BANDWIDTH A

ecorouter (config-policy) #bandwidth
mbps 10

ecorouter (config-policy) #exit

Co3nanue CepBUCHOM NOTUTUKU C UMEHEM
BANDWIDTH_A u nepexon B ee
KOHTEKCTHBIN KOH(PHUTYPAIIMOHHBINA PEXKUM.
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Koncoanb

KommenTapuii

3aiaHue TOIOCH MPOMYCKAHUS ISl TaHHOMH
nonutuku B 10 Mowut/c.

BpIxon 13 KOHTEKCTHOTO KOH(UTYPAIIHOHHOTO
pexuMa

ecorouter (confiqg) #fservice-policy
BANDWIDTH B

ecorouter (config-policy) #bandwidth
kbps 512

ecorouter (config-policy) #fexit

Co3manue cepBUCHOM MONUTHKHA C HIMEHEM
BANDWIDTH_B u nepexoa B €€ KOHTEKCTHBIN
KOH(UTYPAIMOHHBIA PEXKUM.

3aaHue MOJIOCHI MPOIYCKAHUS ISl TAHHOM
MHOJIMTUKU B 512 xOur/c.

Brrxos u3 KOHTEKCTHOTO KOHPHUTYPAITHOHHOTO
pexnMa

ecorouter (config) #service-policy
BANDWIDTH C

ecorouter (config-policy) #bandwidth
mbps 5

ecorouter (config-policy) #exit

Co3znanue CepBUCHON MOTUTHKU C IMEHEM
BANDWIDTH_C u nepexon B ee

KOHTEKCTHBII KOHQHUTYPAMOHHBIH PEXUM.

3agaHue noa0Ckl NPOMYCKAaHUs A1 JaHHOM
HOJUTUKY B 5 Mour/c.

BbIxon 13 KOHTEKCTHOT'O KOH(UTYPalIMOHHOTO
pexuMa

ecorouter (confiqg) #fsubscriber-service
TEST A

ecorouter (config-service) #service-
policy BANDWIDTH A upstream
ecorouter (config-service) #service-
policy BANDWIDTH A downstream
ecorouter (config-service) #fexit

Co3nanue cepBrca a0OHEHTa C UMEHEM
TEST_A u iepexon B ero KOHTEKCTHBIN
KOH(HUT'YPaLMOHHBIN PEKUM.

[IpumeHeHne cepBUCHON TIOJIUTHKY C UMEHEM
BANDWIDTH_A nyis orpannyenus Tpaguka B
HanpaseHusIX upstream u downstream st
JIAHHOTO cepBHCca a0OHEHTA.

BbIxo1 13 KOHTEKCTHOT'O KOH(UTYPallMOHHOTO
pexuMa

ecorouter (confiqg) #fsubscriber-service
TEST B

ecorouter (config-service) #service-
policy BANDWIDTH B upstream
ecorouter (config-service) #service-
policy BANDWIDTH B downstream
ecorouter (config-service) #fexit

CosnaHue cepBrca aOOHEHTa C IMEHEM
TEST_B u nepexox B ero KOHTEKCTHBIH
KOH(HT'YPALMOHHBIN PEKUM.

[IpumeHeHne cepBUCHON MOJIMTHKY C HIMEHEM
BANDWIDTH_B nns orpanudienus tpaduka B
HampaBJIeHUsIX upstream u downstream st
JIAHHOTO CepBHca a0OHEHTA.

BbIxo1 13 KOHTEKCTHOTO KOH(UTYPAIIHOHHOTO
pexuMa

ecorouter (confiqg) #fsubscriber-service
TEST C

ecorouter (config-service) #service-
policy BANDWIDTH C upstream
ecorouter (config-service) #service-
policy BANDWIDTH C downstream
ecorouter (config-service) #fexit

Coznanue cepBrca aboHEHTa C IMEHEM
TEST_C u nepexoj1 B €ro KOHTEKCTHBIN
KOH(UTYPaIIMOHHBIN PEXKHIM.

[IpumeHeHne cepBUCHON MOJIMTHKH ¢ HIMEHEM
BANDWIDTH_C nyis orpannyenus Tpaguka B
HampaBJIeHUsIX upstream u downstream st
JIAHHOTO CepBHca a0OHEHTA.
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BrIxon 13 KOHTEKCTHOTO KOH(PHUTYPAITHOHHOTO
pexuma

ecorouter (confiqg) #subscriber-map
IPoE 5

ecorouter (config-subscriber) #match
static prefix-list client A cvlan
100

ecorouter (config-subscriber) #set
subscriber-service TEST A
ecorouter (config-subscriber) fexit

Cosznanue kapThl aboHeHTa ¢ uMeHeM |POE u
BHYTPH HEE MOCIIETOBATENFHOCTH C
MOPSIKOBBIM HOMEPOM 5 U TIEPEXOJI B €¢
KOHTEKCTHBIN KOH(PHUTYPAIIMOHHBIA PEXKIM.

Co3iaHne CTaTHYECKOro MpaBmia, KOTOpPoe
npoBepsieT TpaGuK Ha COOTBETCTBHE
npedpurcHOMy criucky ¢ umerewm client_A. Tlpu
ATOM JIOTIOJHUTEIBHO MPOBEPSETCS HATHINE
meTku cvlian 100.

Haznauenwue cepBuca ¢ umeHeM TEST_A aus
a0OHEHTOB, TIOMAIAOIINX TOJ] YCIIOBHS NPaBUIIa
match manHo# Mociea0BaTeIbHOCTH.

BbIXoa U3 KOHTEKCTHOTO KOH(UTypallMOHHOTO
pexumMa

ecorouter (config) #subscriber-map
IPoE 10

ecorouter (config-subscriber) #match
dynamic prefix-

list clients network B

ecorouter (config-subscriber) #set
subscriber-service TEST B
ecorouter (config-subscriber) fexit

Cosznanue B kapte aboHeHTa ¢ uMeHeM |POE
MOCJIEIOBATEIBHOCTH C MTOPSIIKOBBIM HOMEPOM
10 u mepexo/ B e KOHTEKCTHBIH
KOH(UTYpaHOHHBINH PEKUM.

CO3ILaHI/Ie AUHAMUYCCKOI'0 ImpaBujia, KOTOPOEC
mpoBepsieT Tpa(uK Ha COOTBETCTBHE
MpeUKCHOMY CITUCKY C UMEHEM
clients_network_B.

Hasnauenwue cepBuca ¢ umenem TEST_B s
a0OHEHTOB, MOMAAIOIINX 101 YCIIOBUE MTPaBHIIa
match maHHOMN MOCIEH0BATEILHOCTH.

BbIXo1 13 KOHTEKCTHOTO KOH(HUTypallMOHHOTO
pexuMa

ecorouter (config) #subscriber-map
IPoE 15

ecorouter (config-subscriber) #fmatch
dynamic prefix-

list clients network C

ecorouter (config-subscriber) #set aaa

GROUP_C

ecorouter (config-subscriber) #set
subscriber-service TEST B
ecorouter (config-subscriber) fexit

Cosznanue B kapte aboHeHTa ¢ uMeHeM |POE
MOCJIEIOBATEILHOCTH C MOPSAAKOBBIM HOMEPOM
15 u nepexo/ B €€ KOHTEKCTHBII
KOH(UTYPAIMOHHBINA PEKUM.

Coznmanne TUHAMHYECKOTO MPaBHIIa, KOTOPOE
mpoBepsieT TpaduK Ha COOTBETCTBHE
Hpeq)I/IKCHOMy CIIMCKY C UMCHEM
clients_network_C.

Haznauyenne aboneHTckoro AAA-mpoduns ¢
nmeHeM GROUP_C s ynajaeHHOR
ayTeHTU(HUKAIH.

Hasznauenwue cepsuca c umenem TEST_C mis
a0OHEHTOB, MONAIAOIINX [O]] YCIOBHE TpaBHiia
match nanHo# mocien0BaTeIbHOCTH.

BBIX0/1 13 KOHTEKCTHOTO KOH(UTYPAIITHOHHOTO
peKuMa
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ecorouter (config) #interface bmi.100
ecorouter (config-if) #ip address
192.168.0.100/24

ecorouter (config-if) #subscriber-map
IPoOE

ecorouter (config-if) #dhcp-profile 1
ecorouter (config-if) ffexit

Cosnmanue uarepdeiica ¢ umenem bmi.100 u
MIEPEX0]T B €r0 KOHTEKCTHBIN
KOH(UTYpanMOHHBIN peskuM. J[aHHBIH
nHTepdeiic oopadaTriBaeT TpadhuK MEXK Iy
MapIIpyTHU3aTOpOM U aOOHEHTOM.

Haznauenue Ha nanneiii uaTepdeiic rpymmst [P-
anpecos 192.168.0.100/24.

Haznauenue Ha nanHbiii nHTEpGEiic KapThl
abonenta ¢ umenem |POE.

Hasnauenne Ha nannasii narepderic DHCP-
npodust ¢ umeHeM 1.

BbIxoz 13 KOHTEKCTHOTO KOH(UTYPallMOHHOTO
pexuMa

ecorouter (config) #interface ethl
ecorouter (config-if) #ip address
77.77.0.1/30

ecorouter (config-if) fexit

Cosnmanue uatepdeiica ¢ umenem ethl u
MIEPEXO] B €r0 KOHTEKCTHBIH
KOH(UTYpaMOHHBIN pesknM. J[aHHBIH
uHtepdetic oopadaTeiBacT TpaPPuK MEKIY
MapHIPyTU3aTOPOM U ceThio MHTepHeT.

Hasnauenwe Ha nanubIid uHTEpdEiic rpynms [P-
anpeco 77.77.0.1/30.

BbIxo1 13 KOHTEKCTHOT'O KOH(UTYPallHOHHOTO
pexuMa

ecorouter (config) #port tel
ecorouter (config-port) #description
LAN1

ecorouter (config-port) fservice-
instance A

ecorouter (config-service-
instance) #encapsulation dotlg 100
exact

ecorouter (config-service-
instance) #connect ip interface
bmi.100

ecorouter (config-service-
instance) fexit

ecorouter (config-port) #fservice-
instance B

ecorouter (config-service-
instance) #encapsulation dotlg 20
exact

ecorouter (config-service-
instance) #connect ip interface
bmi.100

ecorouter (config-service-
instance) fexit

ecorouter (config-port) #exit

Coznanne nopra ¢ umeHeM te0 u nmepexos B ero
KOHTEKCTHBIN KOHQUTYPAIMOHHBINH PEXUM.

3ananue onucanud g ganHoro mopra LANI.

Co3pmanue cepBUCHOTO HHTEpdeiica c umeHneM A
U TIepexoJl B €ro KOHTEKCTHBIH
KOH(UTYpaMOHHBIA PEXUM.

3ananue TpeOOBaHUS TOYHOTO (eXxact)
COBIIAJICHUSI 10 3HAYCHUIO MHKancysin dotlq
100.

YcTaHOBKA COCTUHEHUSI MEX/TY JaHHBIM MIOPTOM
u uHTepdeiicom ¢ umenem bmi.100.

BbIxo1 13 KOHTEKCTHOT'O KOH(UTYPAIIHOHHOTO
pexuma.

Co3nmanue cepBucHoOro uHTepdeiica c umenem B
U TIePEXO0/] B €r0 KOHTEKCTHBIN
KOH(UTYPAIMOHHBIA PEXKUM.

3ananue TpeOoBaHUs TOUHOTO (exact)
COBIAJICHUS 0 3HAYCHUIO MHKancysiun dotlq
20.
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Koncoanb KomMenTapuid
YcTaHOBKa COeTMHEHUS MEXITY TaHHBIM TOPTOM
u unTepdeiicom ¢ umenem bmi.100.

BbIX0/1 M3 KOHTEKCTHOTO KOH(HUTYPAIIMOHHOTO
pexuma.

BBIXO):[ U3 KOHTCKCTHOI'O KOH(bI/IpraLII/IOHHOFO

peKuMa

ecorouter (config) #port tel Cosmanne mopra ¢ uMeHeM tel u mepexon B €ro
ecorouter (config-port) #description KOHTEKCTHBIH KOH(DUTYPAIUOHHBINA PEKUM.
LAN2

ecorouter (config-port) #service- 3amanne omucanus i ganHoro mopra LAN2.
instance C

ecorouter (config-service- Coznanue cepBucHoro untepdeiica ¢ umenem C
instance) #encapsulation dotlg 30-50 U [IEPEXOJ] B €70 KOHTEKCTHBIN
second-dotlg 10 KOH(UTypaLMOHHBIH PEKUM.

ecorouter (config-service-

instance) fconnect ip interface 3aganne TpeGOBAaHMUS COBIAICHHUS 110 3HAYECHUIO
bmi.100 unkancyssn dotlg 30-50 second-dotlq 100.
ecorouter (config-service-

instance) fexit VCTaHOBKA COEIMHEHHUS MEKLY JaHHBIM
ecorouter (config-port) ffexit CepBUCHBIM HHTEp(ENcoM U HHTEPPEHCOM ¢

nmenem bmi.100.

BbIXoa 3 KOHTEKCTHOTO KOH(UTypallMOHHOTO
pexuMma.

BBIXOI[ N3 KOHTCKCTHOI'O KOH(l)HpraLII/IOHHOFO

pexxuma

ecorouter (config) #port te2 Coznanue mopra ¢ uMeHeM te2 u rmepexo| B €ro
ecorouter (config-port) #description KOHTEKCTHBIN KOH(PUTYPAIIMOHHBIA PEXKHUM.
WAN

ecorouter (config-port) #service- 3amanue onucanus s ganHoro mopra WAN.
instance TEST

ecorouter (config-service- Coznanme cepBUCHOTO MHTEpdeEiica ¢ MMEHEM
instance) #encapsulation untagged TEST u nepexoj B €ro KOHTEKCTHBIM
ecorouter (config-service- KOH(UTYPAIMOHHBINA PEXKUM.

instance) #connect ip interface ethl

ecorouter (config-service- 3aanue TpeGOBAHKS COBIAIEHHS 110 3HAYECHHIO
instance) fexit MHKarncysiuy untagged.

YcTaHOBKa COSTUHEHUS] MKy JaHHBIM
CEpBUCHBIM HHTepdeiicoM 1 nHTepdeiicoM ¢
umenem ethl.

BBIXO):[ U3 KOHTCKCTHOI'O KOH(I)I/IpraLII/IOHHOFO

pexMMa
ecorouter (config) #show run | begin OTtobpakeHue TeKyIeid KOHQUTypaIn
subscriber HauyMHas ¢ pparMeHTa, HAUNHAIOIIETOCs

! TekcToM "subscriber”.
subscriber-aaa GROUP_C
authentication radius NEW_ RADIUS [Tpu npocMoTpe 0TOOPaXKarOTCsl YCIELTHO

accounting radius NEW RADIUS CIICTAaHHBIC U3MECHECHHSI B KOHPHUTYpaITHH.
|

subscriber-service TEST A
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service-policy BANDWIDTH A upstream
service-policy
BANDWIDTH A downstream
|

subscriber-service TEST B
service-policy BANDWIDTH B upstream
service-policy
BANDWIDTH B downstream

|

subscriber-service TEST C
service-policy BANDWIDTH C upstream
service-policy
BANDWIDTH C downstream

|

subscriber-map IPoE 5
match static prefix-list client A
cvlan 100

session-timeout 1440
idle-timeout 5

set service TEST A

|

subscriber-map IPoE 10
match dynamic prefix-list
clients network B
session-timeout 1440
idle-timeout 5

set service TEST B

|

subscriber-map IPoE 10
match dynamic prefix-list
clients network C
session-timeout 1440
idle-timeout 5

set service TEST B

set aaa GROUP _C

24.2 Hacrtpoiiku PPPoE

st co3nanust npoduist PPPoE ucnone3yercs komanma pppoe-profile <NAME>
KOH(UTypaMoHHOTo pexxuma, riae <NAME> — nazpanue npoduinst PPPoE, nnuna HazBanus He
6onee 15 cuMBOIIOB.

[Tocne BBoga koMaH bl co3aeTcst ykazanHbli mpoduis PPPoE u nmpousBoauTcs nepexo B
KOHTEKCTHBIN pekuM KoHurypauuu pppoe-profile. [Ipurnamienre B koMaHAHON CTPOKE U3MEHUT
BHJI HA CJICIYIOLIUI:

kcorouter(config—pppoe)#

B JaHHOM PEXKUME JOCTYIIHBI CIICAYIOINE KOMaHIbI:

PPPoE configuration commands:
description Profile description
dns DNS IP address
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gateway

help

no
pado-timeout
pool

ppp

set

show
tag-ac—-name
tag-service-name

Exit from the current mode to the previous mode
Gateway IP address

Description of the interactive help system
Negate a command or set its defaults

PADO timeout

Set the IP address pool

Point-to-Point Protocol

Set policies

Show running system information

Set access concentrator name tag

Set service name tag

LIRDP.RU

YacTh HACTPOEK BBINOIHIETCS ¢ UCIIOJIB30BaHUEM KIIH0UEBOrO cioBa Set (cm. pa3nen "Komanbl set
g koHpurypuposanusi PPPoE").

?corouter (config-pppoe) #set

aaa Set subscriber AAA profile
idle-timeout Set idle timeout
session-timeout Set session timeout
subscriber-service Set subscriber service
update-interval Set update interval
Ta6muna 106
Komanpga Onucanmne
dns 3anate [P-agpec DNS. lonmyckaercst co3anue ofHOM (primary) uim
IBYX (primary u secondary) 3anuceid. [logpoOHee cM. mpuMep HIXKe
gateway 3agats [P-agpec nutro3a
pado-timeout <0- 3amaTe BENMYMHY 3a[€p:KKH Mexkay noirydenrneM PADI u
65535> orseroM PADO B mummucekynax. Jlnamna3zon 3Hauenuii 0-65535
pool 3anate myn [P-aapecos (cm. paszmen "[lyn IP-agpecos gyt PPPoE
KJIMEHTOB")
PpPp Komanpsr ms vactpoiiku Point-t0-Point Protocol (cm. paznen "Point-to-
Point Protocol")
set Komannpr st 3aganus moauTuk (cM. pazaen "Komannas! set ais

koH(purypupoBaaus PPPoE")

tag-ac—-name
<ACNAME>

3anats 3HaueHue Tera PPPoE AC-name, kotopoe OyneT orobpakaTrbes B
orBeTHOM PADO nakere

tag-service-
name <SRVNAME>

3anats 3HaueHue Tera PPPoE service-name, kotopoe Oyzaer
otoOpaxartbcs B orBeTHoM PADO naxete. [Ipu 3amannn komanae! tag-
service-name any, cepsep Oy/IeT MIPUHAMATEL OT a0OHEHTOB JTF000€
3HAUYEHHE TOJIS Service-name, BKIIIOYAsi MyCTOE

IIpumep co3nanusi, koHpurypauuu u npocmorpa PPPoE-npoduns:

ecorouter (confiqg) #pppoe-profile 1

ecorouter (config-pppoe) #dns ipv4 192.168.10.100
config-pppoe
config-pppoe
config-pppoe
config-pppoe

ecorouter
ecorouter
ecorouter
ecorouter

NN

#dns ipv4 192.168.10.200 secondary
#pado-timeout 50

#tag-ac-name ER-1
#tag-service—-name

—_— — — ~—

Srvl

Jlnst mpocmotpa nHpopmarmu o npoduissx PPPoE B pexxime oneparopa ucnosip3yercs KoMaHa
show pppoe-profile [KNAME>], rne <NAME> — na3zanue npoduas PPPoE. IIpu Be13oBe
KOMaH/Ipl 0€3 yKa3aHusi IMEHH OyJleT MmoKa3zaHa WH(OpMAIHS [0 BCEM CYIIECTBYIOLUIUM MPO(UISIM

PPPoE.
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ecorouter#show pppoe-profile 111
pppoe-profile 111
AAA profile: 111111
Service: SUB SERV
AC-Name tag: ER-1
Service-Name tags: Srvl
PADO timeout: 50
PPP options
Authentication: no
Configure-Request limit: 10
Configure-Nak limit: 5
Terminate-Request limit: 1
Echo-Request limit: 5
Retry timeout: 3
Echo timeout: 10
Gateway address: 192.168.10.1
Primary DNS address: 192.168.10.100
Secondary DNS address: 192.168.10.200
IPv4 pool: dead

ecorouter#show pppoe-profile
pppoe-profile 111
AAA profile: 111111
AC-Name tag: ER-1

Service-Name tags: Srvl

PPP options

Authentication: no
Configure-Request limit: 10
Configure-Nak limit: 5
Terminate-Request limit: 1
Echo-Request limit: 5

Retry timeout: 3

Echo timeout: 10
Gateway address: 192.168.10.1
Primary DNS address: 192.168.10.100
Secondary DNS address: 192.168.10.200
IPv4 pool: dead
pppoe-profile 2
AAA profile: 111111
AC-Name tag: ER-2

Service-Name tags: Srv2

PPP options

Authentication: no
Configure-Request limit: 10
Configure-Nak limit: 5
Terminate-Request limit: 1
Echo-Request limit: 5

Retry timeout: 3

Echo timeout: 10
Gateway address: 192.168.10.2
Primary DNS address: 192.168.10.101
Secondary DNS address: 192.168.10.201
IPv4 pool: 111
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[Tpocmotp cuetunkoB miisi PPPoE-aboHeHTOB aHAOTHYEH MPOCMOTPY cueTuynkoB st [PoE-
aboneHTOB (ToIpoOHee cM. pazaen "KoMaHabl MPOCMOTPa KAPT A00HEHTOB U CEPBHCOB
a0oHEeHTOB").

[TpuMep BBIBOJA OJHOTO M3 BapHAHTOB KOMaH bl ShOw subscribers npusenen Hinke.

ecorouter> show subscribers bmi.l1 192.168.10.2
ip: 192.168.10.2

mac: 12:34:56:78:9A:10

port: gel

service: default (L)

session timeout: 1440 min

session time remaining: 1440 min
idle timeout: 30 min

idle time remaining: 30 min

PPPoE session-id: a3af
authentification status: accepted(L)
type: PPPoOE

encapsulation: untagged

wan pkts: 1

lan pkts: 1

wan bytes: 98

lan bytes: 106

24.2.1 Ocobennocth noakaouenuss PPPoE-adonenta

[Tpu nonxmrouennu PPPoE-aboHeHnTa mponcxoauT aBToMaTH4eckoe 100aBIeHUE MapIIpyTa B
tabmuiy FIB ¢ mackoii /32, mpu 3ToMm B Tabnune RIB sToT MapuipyT He otroOpaxkaercs. Tpaduk ot
a0OHEHTa B TAKOM ClIydae MOXET TepeiaBaThCs gaxke 0e3 yka3anus [P-agpeca Ha bmi-unrtepdeiice.

B cnyuae ecu He00X0AMMO aHOHCUPOBATH CEeTh, BbIAaHHYI0 PPPoE-abonenTam, yepes
JMHAMUYECKHEe MPOTOKOJIbI MapIIPyTU3ALUH, TO CYLIECTBYET HECKOJIBKO CIIOCOOOB PEIINTh
JAHHYIO 3a/1a4y:

1. 3apats agpec Ha bmi-untepdeiice u3 PPPoE-nonceru u Brimounts uaTepdeiic bmi B
MIPOTOKOJI AMHAMUYECKOM MapIIpyTU3allK TaK e, Kak U o0bIuHbIN [P-uHTEpdeiic.

2. Coszpatp cratnyeckuii MapuipyT 10 PPPoE-abonentos uepe3 NULL-unTepdetic u
nepepacnpenenuTs (redistribute) 3TOT MapmpyT B mpoliecc MpoToOKoIa TMHAMHYECKOM
Mapuipytusanuu. [lpu Takom BapraHnTe OTBETHBIM TpaduK, MpUIIEIINI Ha
MapuIpyTHU3arop, He Oyaer oroOpolieH, Tak kak B FIB OyayT 6onee cnienngpuunsie /32
MapuIpyThl 10 A0OHEHTOB.

24.2.2 Komanaa npocmotpa cocrosiiust PPPoE ceccuu

Cocrosiare PPPoE ceccun M0oHO mOcMOTpeTh ¢ moMolibio koman sl Show interface bmi.0 pppoe
clients:

ecorouterf#show interface bmi.0 pppoe clients ?
| Output modifiers
> Output redirection
<cr>
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B pe3ynbrarte BRIIOTHEHUST KOMaHIBl 0TOOpaXkaeTcst Ta0JIHIla C OCHOBHBIMHU XapaKTEPHCTUKAMHU
COCTOSIHUSI CECCUH, B TOM YHCJIC U JIJIS €1le HE YCTAaHOBUBIICHCS (TTOSICHEHUS BBIBO/IA CM. B
TabIuIaX HIKE):

ecorouter#show interface bmi.0 pppoe clients

MAC Address C-tag S-tag Port ID Service PPP-State PRPR=
Auth User IP Address
2a62.55af.4c6f 30 30 te2 63651 servl network pap adm
in 192.168.10.2
Tabnuma 107

ITapameTp IlosicHeHue

MAC Address | ®usndeckuii axpec yCTpOHcTBa

C-tag BHyTpenHwuii Ter

S-tag Brenrawmii Ter

Port Du3nvecKuii MOPT MAPHIPYTHU3ATOPA ISl HOAKITIOUEHHUsS] aD0OHEeHTa

ID ID ceccun

Service CepBHC IS CECCHU

PPP-State CocTosiHUE ceccuu

PPP-Auth CocTosiHHEe aBTOPH3AIHH

User Jlorun monp3oBaTens

IP Address Brirannsiil abonenTy IP address

[Tapamerp PPP-State moxeT npuHUMATh CIEAYIOUINE 3HAUCHHUS:

Taomnuua 108
3HaueHnune Iosicnenne
down Physical-layer not ready
establish Link Establishment Phase
authenticate | Authentication Phase
network Network-Layer Protocol Phase
terminate Link Termination Phase

[Tapamerp PPP-Auth moxeT npuHuMaTh cieayromye 3HaYCHHS:

Taomuua 109
3HaueHne IosicHenne
none be3 ayrenTHdUKamun
pap Ayrentudukaiuu 1o nporokoiay PAP
chap Ayrenrudukaiyu o nporokory CHAP
ms-chap-vl | Ayrentudukanuu no nporokory MS-CHAPv1
ms-chap-v2 | Ayrentudukanuu no nporokory MS-CHAPvV2

24.2.3 Tlapametrpsl PPPoE npu ayrentudpuxamuu yepe3 RADIUS-cepBep

24.2.3.1 IIporoxkoa PAP (Password Authentication Protocol)

[Tpu ayrentuduxanuu PPPOE-abonenTa yepe3 RADIUS-cepBep ¢ ucnonbp3oBaHueM MpoTOKOIa
PAP mapmipytuzarop ornpasisier RADIUS access request co cieayronieit nHpopMaImei:
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e Service-Type — Tun cepBrca, KOTOPBIH 3arpoCciT KiaueHT, it PPPoE 3o Bcerma
"Framed";

e User-Name — norus aboHeHra;

e User-Password — maposb aboHeHTa B 3a1u(poBaHHOM BHUJIC;

o Calling-Station-1d — MAC-aapec abonenTa;

o NAS-Identifier — ums mapipyTu3zaropa, ykasanHoe B hostname;

e NAS-Port-1d — <ums nmopra mapiupytusaropa™>:<ums uHTEpdeiica>:<c-vlan>:<s-vlan> —
MOPT U UHTEpdeEc yKa3pIBAIOTCS T€, HA KOTOPHIE MPHUILEN MAKEeT, CTABIIUI TPUTTEPOM IS
ornpaBku 3anpoca Ha RADIUS-cepep (nmaker-tpurrep). Merku VLAN yka3biBaroTcs Te,
KOTOpBIE MMPUCYTCTBOBAJIN B 3aT0JIOBKE ITaKEeTa-TPUITEPA;

o NAS-Port-Type — tum noprta, Ha KOTOPBIH MPHUIIET TAKET-TPUTTEP;

e Acct-Session-1d — uapenTrdukaTOop aDOHEHTCKOI CECCUH — FEHEPUPYETCS
MapuIpyTU3aTOPOM Ha OCHOBE CIICAYIONIHNX Kitoueit — IP-aapec aboHeHTa U Bpems
MOJTHSITHSI CECCHU;

e NAS-IP-Address — IP-anapec, naeHTHOUIUPYIOIIKI MapIIPYTH3aTOP — €CIIA Ha YCTPOWCTBE
coznan unrepgeiic loopback.0 u Ha Hero Ha3znaven IP-anpec, To B 3TOT aTpulyT OyIeT
3amucan ajapec ¢ uatepdeiica loopback.0. Ecnu untepdeiic loopback.0 orcyrcrByer B
KOH(HUTypaIyy MapuIpyTU3aTopa, To B 3TOT arpulyT Oyzaet 3anucan [P-agpec ¢
untepdeiica, c koroporo 661 oTrpaBieH RADIUS access request;

e Framed-Protocol — tun uHKancyaupyroiero nporokoia. B texymieit peanusarmu — PPP;

e NAS-Port — c-vlan — Buytpennss metka VLAN 13 3aroioBka rnakeTa-Tpurrepa.

24.2.3.2 Tlporoxoa CHAP (Challenge Handshake Authentication Protocol)

[Tpu ayrentuduxannu PPPoE abonenTa uepe3s RADIUS-cepBep ¢ ncnonp3oBaHneM MPOTOKOIA
CHAP mapuipytuzaTtop otnpasiser BMecto aTpudyta User-Password cienyroniue aTpuOyThl:

e CHAP-Password — MD5-xam1 Ha ocHOBe maposisi aboHeHTa u challenge;
e CHAP-Challenge — reaepupyemMoe MapuipyTH3aTOpOM CIy4aiiHOE 3HaYCHHE,
HeoOxoauMoe 1yst reneparu chap-password.

OcranbHble aTpuOYThI COBMAAIOT C aTpHOyTaMu MPHU MCIIOJIB30BaHUU NpoToKoa PAP.
24.2.4 Tlapametpsl IPoE npu ayrentudurkamuu yepe3 RADIUS-cepBep

ITpu ayrentuduranuu abonenta yepe3 RADIUS-cepBep mapuipyTtuszarop otnpasiser RADIUS
access request co ciuenyromei HHGopMaue:

e User-Name — MAC-anpec aboHeHTa;

e Framed-IP-Address - IP-anpec aboHeHTa;

o Calling-Station-1d — MAC-anpec aboHeHTa;

e NAS-Identifier — umst mapiipyTu3aropa, ykasansoe B hostname;

e NAS-Port-l1d — <ums nmopra mMaprpyTtuzaropa>:<ums uHTepderica>:<c-vlan>:<s-vlan>—
MOPT U UHTEPQEIC yKa3bIBAIOTCS T€, HA KOTOPBIE MPHUIIEN TTAKET, CTABIIUN TPUTTEPOM JIJIS
otmpask# 3anpoca Ha RADIUS-cepsep (maker-tpurrep). Metku VLAN yka3biBatoTcs Te,
KOTOPBIE MMPUCYTCTBOBAJIM B 3aT0JIOBKE ITaKeTa-TPUTTEPA;

o NAS-Port-Type — tun nopra, Ha KOTOPbII MPUIIEN TAKET-TPUTTED;

e CIRCUIT_ID: <DHCP option 82 circuit-id> - cybatpubyt arpudyra Vendor-
Specific(26). st orodpakenus >tux napamerpoB Ha RADIUS-cepBepe crnemyet

MIPOU3BECTH COOTBETCTBYIOIINE HACTPOIKH B CJIOBape CEpBEpa;
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e REMOTE_ID: <DHCP option 82 remote-id> - cybarpubyt atpudyra Vendor-
Specific(26). st oTrobpaxkenus 3tux napamerpoB Ha RADIUS-cepBepe cnenyer
MPOM3BECTH COOTBETCTBYIOIINE HACTPOMKH B CIIOBApEe CEPBEPA;

e NAS-IP-Address — IP-agpec, uaeHTUDUITUPYIOMINI MapIIPYTU3ATOP — €CJIM HA YCTPOMCTBE
cosnan uarepdetic loopback.0 u na nero nasnauen IP-aapec, To B 3TOT aTprbyT OyAET
3anucan aapec ¢ uarepdeiica loopback.0. Eciu unrepdeiic loopback.0 orcyrcryer B
KOH(HTypaIyyu MapuipyTu3aTopa, To B 3TOT arpulyT Oyzaer 3anucan [P-angpec ¢
unTepdeiica, c koroporo 661 oTrpaBieH RADIUS access request;

e NAS-Port - c-vlan — Baytpennsist Metka VLAN u3 3aroyioBka rmakera-Tpurrepa.

[Ipu ayrentudukanuu abonenra yepe3 RADIUS-cepBep MapiipyTuzarop oopadaTeiBacT
cnenyromue arpuOyThl B RADIUS access reply:

e ldle-Timeout - idle-timeout ceccuu;

e Session-Timeout - session-timeout ceccuu;

o Acct-Interim-Interval - update-interval ceccuu;

o Class - crangaptHbiii aTpulyT, THII 25;

e SERVICE_NAME - ums cepBuca, KOTOpBIi OyaeT mpuMeHeH Ha ceccuro. CepBHC OyIeT
IMPUMCHCH Ha CECCUIO ITPHU YCIOBHH, YTO OH CO3JdH HA MApIIPyTU3aTOPEC IIPHU IMMOMOLIIN
KoMmaH 161 SUbScriber-service <service_name>.

24.2.5 Tlapametpsl accounting request

ITocne ayrenTudukaryu aboHEHTa, eciu A1 Hero ObUIa 3aBeICHa CECCHSI, MApIIPYTU3aTOP
OTIIpaBIsieT accounting request COOOIIEHHUs CO cleayrollel nHpopmanueit:

Acct-Status-Type — tun accounting request cooOIIeHUSI — B TEKYIIEH pealn3aiui MOKET
npuHUMaTh 3HadYeHus — start, stop u interim-update;

Acct-Session-1d — uaentrdukaTop aOOHEHTCKON CECCHU — HICHTU(PHUKATOP TeHEPUPYETCS
MapHIpyTU3aTOPOM Ha OCHOBE CJIEYIONMUX Kitouel — IP-agpec aboHeHTa U BpeMs TOAHATHUS
Ceccuu;

Event-Timestamp — BpemMs OTIIpaBKU cOOOIICHNUS;

Framed-1P-Address — IP-axpec aboneHTa;

User-Name — jtorun a0oHeHTa;

NAS-Port — c-vlan — BHyTpeHHsIs MeTKa vlan 13 3arojioBKa nakeTa-Tpurrepa.

NAS-Identifier — ums mapmpyTusatopa, ykazaHaoe B hostname;

NAS-Port-1d — <ums nopra mapmpytuzatopa>:<ums uHTepderica>:<c-vlan>:<s-vlan> — nmopt n
UHTEpQEic yKa3pIBAIOTCS T€, HA KOTOPBIE MPHUIIEN MaKeT-TpUrTep (MaKeT, CTABIINI TPUTTEPOM JIJIsS
otmpaskH 3anpoca Ha RADIUS-cepBep). MeTku vlan yka3bIBatoTcs T€, KOTOpbIE IPUCYTCTBOBAIH B

3aroJIOBKC IMaKETa-TPUITEPA,

NAS-Port-Type — tun nopta, Ha KOTOPBIM MPUIIENT MAKET-TPUTTED;
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NAS-IP-Address -IP-aapec, naeHTHOUIUPYIOMINHI MapIIPyTH3aTOP — €CJIM Ha YCTPOWCTBE CO3/IaH
untepodeiic loopback.0 u na Hero HaszHaueH [P-azmpec, To B 3T0T aTpuOyT OyIET 3amucaH ajapec ¢
untepdeiica loopback.0. Eciu unrepdeiic loopback.0 orcyrerByer B koHpurypamnun
MapIIpyTU3aTropa, To B 3TOT aTpudyT OyneT 3anucan [P-aapec ¢ unrepdeiica, ¢ KOTOporo ObLI
otnpasieH RADIUS access request;

Service-Type — Tum cepBrca, KOTOPHBIi 3anpocui KiueHT, a1 PPPoE ato Becerma "Framed™,

Framed-Protocol — tun unKancyaupyroiero nporokoia. B texymieit peanusammu — PPP;

Acct-Authentic — crioco6 ayTenTrduKau aDOHEHTa — B TEKYILEH pealn3alii MOXeT IPHHAMATh
sHaueHud — radius u local;

Event-Timestamp — nata u Bpemsi OTIIpaBKU COOOIICHHUS;

Acct-Status-Type — start/stop/Interim-Update;

Calling-Station-1d — MAC-aapec aboHeHTa;

Acct-Session-Time — Tekyiiee Bpemst )KHU3HU CECCHH;

Acct-Input-Packets — koiruecTBO aKeTOB, OTIPABICHHBIX a00HCHTOM B TEUEHHE CECCHUH;
Acct-Input-Octets — koaudyecTBO O0alT, OTIPABICHHBIX A00HEHTOM B TEYCHHE CECCHH;
Acct-Input-Gigawords — koiu4ecTBO TiepenoiiHenuil cuerunka Acct-Input-Octets;
Acct-Output-Packets — kosruecTBO MakeToB, OTIPABICHHBIX A00HEHTY B TEYCHHUE CECCHUHU;
Acct-Output-Octets — komudecTBO O0alT, OTIIPABIICHHBIX A00OHEHTY B TEYCHHUE CECCHH,
Acct-Output-Gigawords — konuvecTBo mepemnoaHenuii cueTanka Acct-Output-Octets;
Acct-Delay-Time — Bpemsi, koTopoe ObLIO 3aTpavyeHO Ha OTIIPABKy accounting request COOOIICHHS;

Acct-Terminate-Cause — npu4unHa, 0 KOTOPOi ceccust Oblia cOPOIICHa MAPLIPYTH3aTOPOM, B
TEKyIIEeH pean3aiui MOKET MPUHIMATh CIIEAYIOIINE 3HAYCHUS:

e Idle Timeout (ucteuenwue idle-timeout),

e Session Timeout (ucreueHue session-timeout),

e Admin Reset (BeimonHeHHe KOMaH b1 Clear subscribers),

e Port Error (ymaneHnue uiam BBIKIIOUEHHE COOTBETCTBYIOIIETO bmi-uHTEpdeiica),

e Service Unavailable (3annpoc RADIUS-cepBepoM He HACTPOEHHOTO Ha MapIIPyTU3aTOpe
CepBucCa).

24.2.6 Ayrentudpuxanusi PPPoE

B EcoBNGOS nognepxuBaercs PPPoE-ayrenTuduxanus aboHeHTOB.
Jlnist BBIOOpa MPOTOKOJIOB ayTeHTU(UKAIIUK HEOOXOAMMO BBITIOIHUTH CIIEAYIOIINE Iaru:

1. TlepeiiTi B KOHTEKCTHBIN pekuM KoHpurypuposanusi PPPoE-nipodus.
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2. Bxmrounts ayrentudukanuio yepe3 PPPoE.
3. VYkazats rpynmy RADIUS-cepBepoB, KOTOpbIE OYIyT HCTIOIB30BAHbBI ISl YIATICHHOM
ayTeHTU(UKAIUH.

[ToxpoOHee maru onucaHbl HUXKE.

Jiis mepexosia B KOHTECTHBIN peskuM KoHpurypuposanusi PPPoE-npoduns cnenyer B
KOH(HUTypaIrMOHHOM pEKHME BBITOJHUTH KoMaHy pppoe-profile <NAME>, rnie NAME — ums
npodwmis. Eciau npoduiib 10 3TOro HE CyIIEeCTBOBAJ, OH OyJEeT CO3/1aH.

ecorouter (config) #pppoe-profile 1
ecorouter (config-pppoe) #

Jis BeIOOpa MpOTOKOIIA ayTeHTU(DUKAIINK CIeyeT BOCIOIb30BaThCs KOMaHI0MW PPP
authentication, Bo3mMoHbBIE BAPHAHTBI KOTOPOI IMOKa3aHbl HIKE.

?corouter (config-pppoe) #ppp authentication
chap Challenge Handshake Authentication Protocol
ms—-chap Microsoft PPP CHAP Extensions
ms-chap-v2 Microsoft PPP CHAP Extensions v2
pap Password Authentication Protocol

[Tocne Toro, Kak MPOTOKOJI ayTeHTH(PUKANU BBIOpaH, cieayeT nodasuth rpynmy RADIUS-
cepsepoB a1 ipodust PPPoE npu moMoru komanap! Set aaa (1aHHas KOMaH/a BBITIOJHSIETCS B
KOHTEKCTHOM KOH(purypamnnonHoM pexxume (config-pppoe)). [oapobuee o rpynmnax RADIUS-
CEpBEPOB YMTAWTE B COOTBETCTBYOMIEM paszeie ("' ABropusanus B cucreme').

BHUMAHME: ayteHTudUKaIMs MpoU3BOAUTCS ToJbKO npu nomoinu RADIUS-cepsepos,
JIOKaJIbHasl ayTeHTU(UKALMS HE TIOJIIePKUBAETCS.

24.2.7 TIporokoa Point-to-Point (PPP)

Hacrpoiika nmapamerpoB Point-t0-Point Protocol mpou3BoAUTCS B KOHTEKCTHOM PEXUME
koHpurypuposauus npoduiss PPPoE (config-pppoe). i konpurypauuu PPP noctynel
CJIEAYIONINE KOMaH/IbI:

?corouter (config-pppoe) #ppp
authentication Authentication
auth-reg-limit Auth request limit
max-configure Configure-Request limit
max-echo Echo-Request limit
max-failure Configure-Nak limit
max-terminate Terminate-Request limit
timeout-echo Echo timeout
timeout-retry Client response timeout

[Tonpobuee cM. TabnMIly HUXKE.

Tabmuma 110
IMapameTp ¢ Anana3oHoM Onucanue
3HAYCHUI
authentication Hacrpotika ayrentudukanun (mogapobdHee cM. B pasziene
"Ayrenrudukamus PPPoE")
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IMapameTp ¢ 1Mana30HOM
3HAYCHHH

Onucanue

auth-reg-limit <1-
100>

MaxkcumManbHoe KonmuaecTBo 3anpocoB Auth Request ot aboneHTa npu
BBITIOJTHEHHUH TIPOLEAYPHI ayTeHTH(UKAIUK Ha yJaJICeHHOM cepBepe (TIo-
ymorganuto 10)

max-configure <1-
20>

MaxkcumanbHoe konnuecTBo 3anpocos Configure-Request nepen
MOJTyYeHUEM OTBeTa (3HaueHHe 1o yMmonvanuro 10)

max-failure <1-10>

MaxkcumanbHOe KomaecTBo 3arpocoB Configure-Nak (3Hauenue mo
YMOJYaHHUIO 5)

max—-echo <1-10>

MaxkcumanbHoe KonuuecTBo 3anpocos Echo-Request nepen monyuennem
oTBeTa (3HAYEHUE 10 YMOIYAHHUIO 5)

max-terminate <1-
10>

MakcumanbHOE KOTHYeCTBO 3ampocoB Terminate-Request (3HaueHue 1o
yMom4yanuio 1)

timeout-echo <1-
10>

KonmaecTBo cexyHnx nepes moBTOpHOU OTChUTKO# 3ampoca Echo-Request
(3Hauenue no ymomrgaauro 10)

timeout-retry <1-
10>

KonuuecTBo cexyH nepe] MoBTOPHOU 0TChUIKO# 3anpoca Configure-
Request/Configure-Terminate (3Ha4eHHE O YMOIIaHHIO 3)

24.2.8 Ilya IP-aapecoB

B EcoBNGOS neo0xoaumo co3aats iy [P-anpecos st Bergaun ux PPPoE-abonenTam.

Coznanue myina [P-agpecoB MpoU3BOAUTCS C MOMOIIBIO KOMAH bl KOH(PHUTYPAIIMOHHOTO PEKUMA i
pool <IP_POOL> <RANGE>, rue IP_POOL — ums nmyna, RANGE — nuanason IP-aapecos.
JlnanazoH MOKET COCTOSITh U3 OJHOTO MIIM HecKoJibkuX [P-anpecoB u uatepBanoB IP-aapecos,
pasneneHHbIX 3ansaTeiMu ",". IHTEpBal 3a/1aeTcsa HaYaIbHBIM U KOHEUHBIM [P-aapecom,

pasacJICHHbBIMU CUMBOJIOM MUHYC

IIpumep:

lecorouter (config) #ip pool 111 1.1.1.1,2.2.2.2-3.3.3.3 |

Jlnst ynanenus myna [P-aapecoB ucnonb3yercs KoMaHaa KOH(PHUTYpaIllMOHHOTo peskuma No ip pool
<IP_POOL>.

Jlns mpocMoTpa uHbopMmarliuu o myy IP-aapecos ucnonb3yercs komanaa Show ip pool. B
pe3ysbTaTe BBIOJIHEHHS ATOM KOMaH bl OyeT MmoKa3zaHa HH(OPMAIIKS 110 BCEM CYIIECTBYIOIINM
TyJIaM.

ecorouter#show ip pool

Pool Begin End Free In use
0 192.168.10.2 192.168.10.254 1 252

0 192.168.12.2 192.168.12.2 10 243

JIns mpocMoTpa MHGpOpMAIMHU 110 BHIOPAHHOMY TYJTy HCHONIB3yeTcst komanaa Show ip pool
<IP_POOL>.

ecorouter#show ip pool 111

Pool Begin End Free In use

111 1.1.1.1 1.1.1.1 1 0
2.2.2.2 3.3.3.3 16843010 O
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JUist Ha3HAUeHMS ITyJia BBIICISIEMBIX 10 yMordaHuio [P-anpecoB ncmons3yercst komanaa pool ipva
<IP_POOL> konrekcTHOTrO pexxumMa koHpurypauuu (config-pppoe), rae IP_POOL — ums nyna.

JInst OoTMEHBI Ha3HAYEHHUS 1TyJIa BBIIEIAEMBIX 110 YMOI4aHuIo [P-aapecoB ucnonap3yeTcs KomaHaa
no pool ipv4 <IP_POOL>.

24.2.9 Komanasi set 1j1s1 kongurypupoBanus PPPoE

Jnst Hactpoliku HekoTopbix napameTpoB PPPoE ucnonb3yercs komanja Set B KOHTEKCTHOM
pexume kKoHpurypupoBanus (config-pppoe). [lapameTpsl, JOCTYIHBIE 11 HACTPOUKH,
MepEeYHUCIICHbI B Ta0JIHULIE.

Tabmuna 111
ITapamerp Onucanue
aaa SUBSCRIBER AAA Haznaunts 3apanee co3gannbiii AAA-ipodus aboHeHTa
idle-timeout <0-1440> | 3anmats idle-timeout B MuHyTax. 3HAUEHHE IO YMOTUAHHIO - 30 MUHYT.
3nauenmne 0 MHHYT 03Ha4aeT OECKOHEYHO OOIBIIIOe 3HAYCHUE
napaMeTpa
subscriber-service Ha3Hauuth 3apaHee CO3AaHHBIN CEPBUC a0OOHEHTA
SERVICE NAME
session-timeout <0- 3anath session-timeout B MUHYTax. 3HaYCHHUE 10 yMOTdaHuto - 1440
527040> MHHYT. 3HaueHHe ) MUHYT 03Ha4aeT 6ECKOHEUHO OOJIbIIOE 3HAUCHNE
napaMeTpa
update-interval <5- 3a1aTh UHTEPBAJ aKKAYHTUHTa B MUHYTaX
1440>
[Ipumep:

ecorouter (confiqg) #subscriber-aaa SUB AAA
ecorouter (config-sub-aaa) ffex
ecorouter (confiqg) #pppoe-profile 111
ecorouter (config-pppoe) #set subscriber-service SUB SERV
ecorouter (confiqg) #pppoe-profile PPPOE PROFILE
?corouter (config-pppoe) #set aaa
SUBSCRIBER AAA Subscriber AAA profile name
ecorouter (config-pppoe) #set aaa SUB AAA
ecorouter (config-pppoe) #ex
ecorouter (config) #ex
ecorouter#show pppoe-profile PPPOE PROFILE
pppoe-profile PPPOE PROFILE

AAA profile: SUB AAA

Service: SUB_ SERV

PPP options

Authentication: no

Configure-Request limit: 10

Configure-Nak limit: 5

Terminate-Request limit: 1

Echo-Request limit: 5

Auth request limit: 10

Retry timeout: 3

Echo timeout: 10

Gateway address:

Primary DNS address:
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243 AyTeHTH(PUKAIUSA, ABTOPU3ANUA U AKKAYHTHHT
24.3.1 JlokaabHasi ayTeHTHUKAIMsI

IPOE-aboneHT cunTaeTcs ToOKanbHO ayTeHTU(UIIMpoBaHHbIM, eciu [P-aapec aboHeHTa
COOTBETCTBYET CTATUYECKOMY WJIHM JAUHAMUYECKOMY MPABUITY B MOCieAoBaTeapHoCTH Subscriber-
map, B KOTOPOil OTCYTCTBYET KOMaH/a Set aaa ¢ yka3aHUEM UMEHU IpyNIbl yJaleHHbIX AAA
RADIUS-cepBepos.

st PPPOE aGoHEHTOB BO3MOKHOCTD JIOKAIBHOM ayTEHTU(HUKAIIUH OTCYTCTBYET, OJTHAKO MOXKHO
MOJTHOCTBIO OTKJIFOUUTH ayTeHTUUKaIuio aboneHToB B PPPoE npodaiine ¢ moMomnisio KoMaH b1
no authentication. B atom ciryuae mobas nmomnsitka abonentckoro PPP moakiroueHus Oymer
CUMTATHCS YCIICIIHOM.

24.3.2 JlokajJbHasi aBTOpU3aLMs

[Tox aBTOpUM3anmeil moapazyMmeBaeTcst KOH(GHUTYpalus A7k a00OHEHTOB OIPE/ICIICHHBIX CEPBHUCOB (C
KaKOM CKOPOCTBIO OCYIIECTBIISIETCS Tepeada JaHHbBIX JIJIsl aDOHEHTa B Pa3HbIX HAMPABJICHHSIX).
Cy1iecTByeT BO3MOKHOCTh HUCIIOJIB30BaHUS JIOKAIBHO CKOH(DUTYPUPOBAHHOTO CEPBUCA, a TAKKE
noyrydeHHoro uepe3 yaanennsiii RADIUS-cepsep. [IpuBeaeHHbIe HIKE CBEACHUSI OTHOCATCS KaK K
aoonentam IPoE, Tak u PPPoE.

Jlns HacTpoiiku ckopoctH poctyna st npoduis (IPOE/PPPoE) neodxoaumo cosnats subscriber-
service. Co3nmannslii SUbscriber-service moxer 0biTh nipuBsizan K PPPoE-nipoduiro nim k kapram
abonentoB IPoE Bpyunyto wmu nmomyden ¢ RADIUS-cepsepa:

ecorouter (config) #subscriber-service ?
SUBSCRIBER SERVICE Subscriber service name

Jlnst subscriber-service cieayer HazHaunth Subscriber-policy.

ecorouter (config-sub-service) #set ?

policy Set policy
ecorouter (config-sub-service) #set policy ?
SUBSCRIBER POLICY NAME Subscriber policy name
<cr>

B subscriber-policy yka3biBaercst ckopocTs aboHeHTa Juist upstream- u downstream-makeToB B
kbps u mpumensiercs filter-map policy (taxke mist upstream u downstream):

ecorouter (config) #subscriber-policy <NAME>
ecorouter (config-sub-policy) #bandwidth ?
in Upstream packets
out Downstream packets
ecorouter (config-sub-policy) #bandwidth in
kbps Bandwidth value in kbps
ecorouter (config-sub-policy) #bandwidth in kbps ?
<64-10000000> Kbits per second
ecorouter (config-sub-policy) #set filter-map ?
in Upstream packets
out Downstream packets
ecorouter (config-sub-policy) #set filter-map in ?
FILTER MAP POLICY IPV4 Filter map name
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‘ecorouter(config—sub—policy)#set filter-map in

B filter-map policy ykassiBaercs mapamerp, 1o KOTopoMy K abOHEHTaM OyIyT MPUMEHSITHCS
HaCTPOMKH.

ecorouter (config) #filter-map policy ipvé4 ?
FILTER MAP POLICY IPV4 Filter map name
ecorouter (config) #filter-map policy ipv4 <NAME> °?
<0-65535> Sequence number

<cr>

ecorouter (config) #filter-map policy ipv4 <NAME> 10

Hanpuwmep:

filter-map policy ipv4 <NAME> 10
match any any any
set accept

[Mocne HacTpoliku subscriber-service MOKHO Bpy4YHYIO 3a/1aTh ero npumenenue B PPPoE-npoduie
u kapte aboneHToB [PoE:

ecorouter (config-pppoe) #set subscriber-service ?
SUBSCRIBER SERVICE Specify subscriber service name

Hwxe npusenen npumep nosiHo HacTpoiiku 11t PPPoE.

1. Hacrpoiika filter-map policy.

ecorouter (config) #filter-map policy ipv4 50kk 10
ecorouter (config-filter-map-policy-ipv4) #match any any any
ecorouter (config-filter-map-policy-ipv4) #set accept

2. Hacrpoiika subscriber-policy.

ecorouter (config) #subscriber-policy 50kk

ecorouter (config-sub-policy) #bandwidth in kbps 500032
ecorouter (config-sub-policy) #fbandwidth out kbps 500032
ecorouter (config-sub-policy) #set filter-map in 50kk
ecorouter (config-sub-policy) #fset filter-map out 50kk

3. Hacrpoiika subscriber-service.

ecorouter (config) #subscriber-service 50kk
ecorouter (config-sub-service) #set policy 50kk

4.1 3aganue subscriber-service.

IMpumenenwne subscriber-service Bpyunyro k ppppoe-profile:

ecorouter (config) #pppoe-profile 0
ecorouter (config-pppoe) #set subscriber-service 50kk

4.2 B cnyyae npumenenus cepsuca ¢ RADIUS-cepBepa Ha Hem He00X0AMMO 3a/1aTh aTpHOyYT.
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5. Tlocie ycTaHOBKH COEMHEHHUS COCTOSHUE CEPBHCA MOXHO TIOCMOTPETh KOMaHI0i ShOwW
subscribers <interface bmi> <ip addr>.

5.1 B ciyuae 3amganus subscriber-service BpyuHyo mocjie Ha3BaHus cepBuca OyeT 100aBJICHO
"(L)", uro o3uauaet "local".

ecorouter#show subscribers bmi.0 192.168.10.2

service: 50kk (L)

5.2 B ciyuae nonyuenus subscriber-service or RADIUS-cepBepa mmocie Ha3BaHus cepBuca Oyaer
nob6asieHo "(R)", uTo o3Hayaer "remote aaa".

ecorouter#show subscribers bmi.0 192.168.10.2

service: 50kk (R)

JlokanbHas aBropusanus it [POE-a00HEHTOB KOHPUTYPHPYETCS aHAIOTHYHBIM 00pa3oMm,
yCTaHOBKOW Hy)kHOTO Subscriber-service B mocienoBatenbroctu subscriber-map. IMo
ymourdanuto apropusanus yepe3 RADIUS umeer HauOobIIuil IpUOPHUTET, KITFOYEBOE CIIOBO Strict
B KoMamnie Set subscriber-service <NAME> no3BosisieT caenarh JIOKaJbHY0 aBTOPH3AIIUI0
IIPUOPUTETHOM.

24.3.2.1 OrcyTcTBHe cepBHCa B KapTe a00HEHTa

Ecnu B oHO# U3 mocnenoBaTenbHOCTENH KapThl a0OHEHTa OTCYTCTBYET MpaBuiIo Set, To B 3TOil
HIOCIIeIOBATEIFHOCTH Bce aDOHEHTHI, ITOTaBIIKe 1o/ paBmiio match (orcyrcreue npasmia match
cooTBeTCTBYET BceM IP-anpecam), nonanarot noj HessBHOe npaBuiio DROP. Beck Tpaduk ot aTHx
aOOHEHTOB OJIOKMPYETCs, a CEPBUC CUUTAETCS HEJIEHCTBUTENbHBIM. BpeMst )KU3HU U1 TaKUX
ceccuil yCTaHaBIMBAETCS 5 MUH, TO €CTh, ceccusi OyeT yAajleHa aBTOMaTHUeCKU U3 TI100aIbHON
TabynLbl A0OHEHTOB Yepe3 5 MUH.

24.3.3 I'pynnbl RADIUS-cepBepoB

Jlns ynaneHHOM aBTopu3aluu/ayTeHTH(GUKaluy 1 akkayHTuHra Ha EcoRouter mognepxuBaercs
ucnons3zoBanue rpymnn RADIUS-cepepoB. /lanHas QyHKIIMOHATBHOCTD UCTIONB3YETCS TS
HacTpoiiku RADIUS niis BRAS (aBTOpu3anus u akkayHTHHT AOJDKHBI IPOU3BOJAUTHCS Ha
paznnunbix RADIUS-cepBepax).

B texymei peanuzannun qomycKaeTcs co3gaHue 10 16 pa3nuyHbIX Tpynn, Kaxaas U3 KOTOPbIX
MoskeT conepxkath 10 16 RADIUS-cepsepos. [Ipu 3ToM 01H U TOT e cEpBEp MOXKET
MIPUHAJUIEKATh K HECKOJIBKUM I'PYIIIIaM OJHOBPEMEHHO.

s cozpanus rpynsl RADIUS-cepBepoB ncnomnb3yercss KoMaHa KOH(GUTYPaHOHHOTO PeXUMa
radius-group <RADIUS_GROUP>, rie <RADIUS GROUP> — uMs co3naBaeMoi rpymibl
RADIUS-cepBepos. Eciiu rpyrmima ¢ yka3aHHBIM UIMEHEM YK€ CYLIECTBYET, a TAaKXKe MocCIIe ee
CO3JIaHMsI B Pe3yJIbTaTe BBHITIOJHEHUSI KOMAHIbI OyIET aBTOMAaTHYECKH ITPOU3BE/ICH MEPEXO/] B
KOHTEKCTHBINA PEXUM KOH(PUTYpALIH 3TOM TPyIIbI, MpeUKC MpUrIalleHns n3MeHuTcs Ha (config-
radius-group).

EcoRouter User Guide 293



LIRDP.RU

Hns ynanenus rpynmnbsl RADIUS-cepBepoB nconb3yeTcs KOMaH1a KOHPHUTypalMOHHOTO PeXruMa
no radius-group <RADIUS_GROUP>, rie <RADIUS GROUP> — ums ynasnsieMoii Tpymibt
RADIUS-cepBepos.

B xonTekcTHOM pexxume KoHburyparuu rpyminsl RADIUS-cepsepos (config-radius-group)
MO>KHO OTPEIaKTUPOBATh WM YIAIUTh ONMUCAHUE TPYIIIEI, HACTPOUTH PEIKUM €€ pabOThl, U3BMEHUTH
napameTpbl BeiOpanHoro RADIUS-cepBepa win ynanuts Beiopanubiii RADIUS-cepBep 13 rpymnmsi.
JlanHbIe KOMaH/bI U TApaMETPhl OMUCAHBI B TAOJIUIE HUXKE.

Tabmuua 112
Komanpna/mapamerp Onucanne
description <TEXT> 3aganue onucanus rpynnsl RADIUS-cepsepos. <TEXT> - ctpoka
OIUCAaHHUs
no description Y nanenune onucanus rpymisl RADIUS-cepsepoB
mode <MODE> Hactpoiika pesxxuma padotst rpynmnsl RADIUS-cepBepos. [JomyctumMbie
3Ha4eHUs pexxuma padotsl rpynnsl RADIUS-cepsepo — <MODE>:

e active-standby - m1st Bcex 3ampocoB ucnonb3yercss RADIUS-
cepBep ¢ HauOOJNBIIMM TPUOPHUTETOM B TpyTiiie (MUHUMAILHOE
3HAYCHHE Mapamerpa Priority). DTot cepBep sABISIETCS aKTUBHBIM
(active), ocTaibHBIE IPU STOM HAXOSTCS B PEIKUME OXKHTAHUS
(standby). Eciiu RADIUS-cepBep ¢ HAaHOOJBIIMM TPHOPUTETOM
MepecTaeT OTBEYaTh Ha 3aIllPOChl, TO 3aMPOChl HAUNHAIOT
MOCTyNaTh Ha CIEAYIOUIHA Mo mpropureTy cepsep. 1o
HCTEUEHUH ONpPEeIEHHOr0 EPH0/ia BpEMEHU IIPOU3BOIUTCS
MOIIBITKA IOBTOPHUTH OTIPABKY 3alIPOCOB Ha HanboJee
IIPUOPUTETHBIN cepBep. Ecnu Takas nonsITka yaadyHa, TO OH
CHOBA CTAHOBUTCSI aKTUBHBIM;

e round-robin - 3anpockl pacnpeieNsoTcs MEXILY BCEeMH
RADIUS-cepBepamu rpynmsl. Hanpumep, eciiu rpyma coCTOUT
n3 3 RADIUS-cepBepoB, MpHIIUIO 5 3alIPpOCOB OT KJIMEHTOB. |-bIi
3aIpoc OTIpaBJseTcs Ha 1-bIit cepBep, 2-0M - Ha 2-0i cepBep, 3-
uii - Ha 3-uil cepBep, 4-blif 3anpoc - cHOBa Ha 1-bIil cepBep, S-blif
Ha 2-0U U T..1.

3HayeHue no ymondanuio — active-standby
transmission-rate Konm4ecTBO 0OJHOBPEMEHHO OTIIPABIAEMBIX 3a1pocoB Ha RADIUS-
threads <NUMBER> cepep. 3amaércs AByMs TapaMeTpaMu:
packets <NUMBER>

o threads - makcumanbpHOE KOIMYECTBO OTHOBPEMEHHBIX IOTOKOB.
Jwnamnazon 3aadenuii: ot 1 no 12. 3HaueHune no yMomdanuio: 4.

e packets - MakcUMaIbHOE KOJIMYECTBO MAKETOB HA MOTOK.
Junanason 3HaueHuit: ot 64 10 256. 3HaueHUE O YMOITYaHUIO:
256.

OO0mee kosmuecTBo 3anpocoB — npousseaenue threads x packets
HacTtpoiika TaiiMmepoB
request-max-tries KonunuecTBo 3anpocoB, 1ocie 0TCyTCTBUS OTBETAa HA KOTOPBIE CEPBEP
<NUMBER> Oyzer cuurarscs HepocTynHbIM (DEAD). 3nauenue no ymonyanuio - 3
request-timeout BpeMeHHol UHTEpBa MEXIy OTIPABKOM 3alIpOCOB B CEKYHAAX.
<INTERVAL> 3HauYeHHE [0 YMOIYAHUIO - 3 CEKYH/IbI
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Komanna/mapameTtp Onucanne
dead-time-interval BpemeHHoOl MHTEpBaN B CEKyH/IaX, B TEUYCHUE KOTOPOTO cepBep OyaeT
<MIN> <MAX> HaxoauThes B coctosaun DEAD. 3agarorcs muanmanbHoe <MIN> u

MakcumanbHOoe <MAX> 3Hauenus. [lo ymomganmto <MIN> — 15 cexyHn,
<MAX> — 300 cexyna. Homyctumsie 3HaueHus <MIN> u <MAX> — ot 0
1o 65535.

IMpunrwn ucons3oBanus dead-time-interval

[Tocne orcyrcrBus otBeta RADIUS-cepBepa Ha <NUMBER> 3anpocos
(mapametp request-max-tries), panee ormedennoro kak ACTIVE, takoi
cepsep nomevaercs kak DEAD na nepuon <MIN>, u poyTtep,
[IOCBUTAIONINH 3aIPOCHI, IEpEHAIIpaBIIsIeT uX Ha pezepBHbI RADIUS-
cepBep BHYTpHU Ipyninsl. [1o okoHYaHMM 3TOTO HHTEpBaja 3apocsl Oy1yT
BHOBB TIOCJTaHbBI Ha cTaBImi HeakTHBHBIM RADIUS-cepBep. Ecnu on
oTBeTHT, TO BHOBEL cTaHeT ACTIVE.

Ecan RADIUS-cepBep HE OTBETHT, TO OCTAHETCSI IOMEUCHHBIM KakK
DEAD. UnTepBan ajs TaKOTO €ro COCTOSIHUSA OyAeT yBeaudeH Ha <MIN>
(TO ecTh mocTe IePBOM HEYJAYHOM MOTBITKA HHTEPBAI COCTaBUT <MIN>,
nocye Bropoi — 2*<MIN>, nocne Tperbeit — 3*<MIN> u 1.71.). Tak
OyIeT MPOoJ0KATHCS 10 TOTO MOMEHTA, TTOKa HHTEPBaJl Ha3HAYCHUS
otMeTkd DEAD He nocturner 3HaueHus <MAX>. Ilocne 3Toro nonsITKu
oOpamenus k TakoMmy RADIUS-cepBepy OyayT aenaTbcs pa3 B HHTEPBAI
<MAX> no nepBoro ycrnemnrHoro nepexona RADIUS-cepsepa B
coctosinue ACTIVE.

Ecan <MAX> ne kpateH <MIN>, To uHTE€pBai cTaHeT paBHbIM <MAX>
MocJie MEPBOTO €ro MPEBHIICHAS B pe3yJibTaTe YBEINYCHUs Ha
ouepenHo <MIN>

Hacrpoiika ¢popmara atpuéyra Calling-Station-1d

attribute mac Hcnonb3oBath hopmar no ymonuanuro. Mimeer Bux -
default XXAXXXXXXXXXX
attribute mac ietf Hcnons3oBats popmar IETF. Mmeer Bug - XX-XX-XX-XX-XX-XX
attribute mac Ucnonb3oBath hopmar 6e3 paznenureneii. imeer Bu -
unformatted HXXXXXXXXXXXX

Hactpoiika ¢opmara atpudyta Nas-Port
attribute nas-port UcnonszoBath koMOuHamio VLAN: cepBUCHOTO U KIIHEHTCKOTO
default
attribute nas-port Hcnonb30BaTh HACHTUPHUKATOP CECCHH

session-id

Hacrpoiika ¢opmarta atpudyTa username

attribute username ®dopmart atpubyTa Username. Bo3mokHble 3HaYEHUS:
format <>

e default - mo ymomyanmuio ucrnons3yercs Username = mac
address,
e nrobast komOuHanms u3 noseit: cvlan, interface, ip, mac, svlan.

Pasgenurens qiis 3THUX MOJIEH — CUMBOI '-'.

ATpubyT Mommduuupyercs Tonbko st [IPOE abonenTos
Hacrpoiika noacuera Tpadguka no ceccum

attribute Hampapnenue Tpaduka OTHOCUTEIIBHO IIOPTa MapIIpyTH3aTopa
accounting
direction port
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Komanna/mapameTtp Onucanue
attribute Harmpasienue Tpaduka OTHOCUTEIIBHO TOIB30BATEIS
accounting
direction
subscriber

HaCTPOﬁRa mapaMeTpoB OTACJILHOI'0O CepBepa B rpymie

s nactpoiiku mapamerpoB RADIUS-cepBepa B rpyrine UCOIb3yeTcs CAeAyIoasi KoMaHaa
KOHTEKCTHOrO KOH(purypamroHaoro pesxkuma (config-radius-group):

server A.B.C.D secret <WORD> [priority <0-65535> | vrf <VRF> | source
A.B.C.D | auth-port <1-65535> | acct-port <1-65535> | coa-listen-port

<1-65535>]

IP-anpec u cekpeTHbIH KITt0U — 00s13aTeNbHbIE TapamMeTpbl. OCTalbHBIE TApaMETPhI HE SBIISIOTCS
00s13aTeNbHBIMU U MOTYT OBITh 33JJaHbI B TF0O0M Topsifike. Eciu npu BbI3oBe KOMaHbl yKa3zaH [P-
aapec cymectByromiero RADIUS-cepBepa, To Oy1yT n3MeHeHbI ero napamerpsl. Muaye Oyaer
co3nan RADIUS-cepsep ¢ ykazanubim [P-anpecom.

[TapameTpsl KOMaH/IbI OMTUCAHBI B TAOJIUIE HUXKE.

Tabmuma 113

ITapameTp

Onucanne

server A.B.C.D

IP-ampec RADIUS-cepBepa

secret <WORD>

3HaueHune atpudyTa Secret (mo yMoxuaHuio He 3aJ1aH)

priority <0-
65535>

[Tpuopurer RADIUS-cepBepa (aktyanbHO [t pexxnMa active/standby). Uem
MEHBIIIE 3HaYE€HHE, TEM BBIIIE IIPHOPUTET

vrf <VREF>

Nwms VRF, B kotopom 3anan IP-anpec RADIUS-cepBepa (3Hauenue mo
ymomyannio - VRF Tekylero BUpTyaJIbHOTO MapIIpyTH3aTOpa)

source A.B.C.D

IP-agpec, koTOpBI OyAET yKa3aH B KaUeCTBE apeca HCTOUHUKA B MTAKETe
3ampoca (0 YMOJTUYaHHIO - aipec HHTepderica, C KOTOPOTrO YXOJAHUT 3arpoc)

auth-port <1-

[MopT nyst 3anpOCOB ayTEHTU(PHUKAIIUMH (3HAYCHHE 110 yMOTUaHuio 1812)

65535>

acct-port <1- IopT 115t 3apOCOB aKKayHTUHIa (3HaYeHUe 110 yMondaHuto 1813)

65535>

coa-listen-port I[Topr, Ha ocHOBe KOTOpOro Ha BRAS Oynet oTKphIT cokeT 1 00paboTKH coa
<1-65535> u disconnect 3arpocoB.

Jna ynanenus RADIUS-cepBepa U3 rpynmnsl HCIIOIb3YETC KOMaH/1a KOHTEKCTHOTO
KoH(puryparroHHoro pesxkuma (config-radius-group) no server A.B.C.D [vrf <VRF>].

ITpumep:

ecorouter (config) #radius-group test
ecorouter (config-radius-group) #server 3.3.3.2 secret 12121212
ecorouter (config-radius-group) #server 3.3.3.4 secret dsfsfsf
ecorouter (config-radius—-group
ecorouter (config-radius—-group
?corouter (config-radius-group) #
RADIUS group commands:
dead-time-interval Specify a RADIUS servers dead time interval

description

#mode active-standby

)
)
) #description ABRACADABRA
)

Redirect URL description
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exit Exit from the current mode to the previous
mode

help Description of the interactive help system

mode Specify a RADIUS group mode

no Negate a command or set its defaults

request-max-tries Specify a RADIUS servers max number of tries
to

retransmit a request

request-timeout Specify a RADIUS servers response waiting time

server Specify a RADIUS server

show Show running system information

ecorouter (config-radius-group) #server 3.3.3.3 vrf test source 12121212

CootBercTBytOmUi (pparMeHT KoH(pUrypauuu OyneT UMeTh CIeTyOIUi BUI:

|
radius—-group test

description ABRACADARBRA

mode active-standby

dead-time-interval 15 300

request-max-tries 3

request-timeout 3

server 3.3.3.2 secret 12121212 priority 10

server 3.3.3.4 secret dsfsfsf priority 20

server 3.3.3.3 secret fsfd priority 30 vrf test source 12121212

244 duabtpanusa 1 HTTP nepenanpasienue

st punbTpanmu Tpaduka B pamkax aboHEHTCKOM ceccu (subscriber-service) MpUMEHSIOTCS
nonuTuky subscriber-policy. J{ms oHOIM ceccuu MOXeT ObITh Ha3HaYeHO A0 10 TakuX MONUTHUK.
Tpaduk mocnegoBarenbHO OyeT 00padaTHIBaTHCS B COOTBETCTBUU C KAXKIOU MOJTUTHUKOMN B
COOTBETCTBHH C €€ TOPSAKOBBIM HOMEPOM.

Cosnanue subscriber-policy mpon3BoauTCs B KOHGHUTYPAITHOHHOM PEKUME TIPH MTOMOIIH KOMaHIbI
subscriber-policy <NAME>, rie <NAME> — uMs co3/1aBaeMO#i CYIIIHOCTH.

ecorouter (confiqg) #fsubscriber-policy *?
SUBSCRIBER POLICY Subscriber policy name

[Tocne co3nanus subscriber-policy aBTOMaTHUECKU MPOU3BOIUTCS NMEPEX0 B KOHTEKCTHBIA PEXUM
pPEeIaKTHPOBAHUS €€ [TapaMeTPOB.

ecorouter (config) #subscriber-policy subspolname
ecorouter (config-sub-policy) #

[TapameTpsl subscriber-policy npuBeieHs! B TaOIMIIEe HIKE.

Tabmuna 114
IMapametp Onucanue
<BANDWIDTH> [IInpuna nojockl nponyckanus B Mout/cek ot 1 1o 200
<DESCRIPTION> TekcToBOE ONMCaHUE MOTUTHKH
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Kaxxmoit monmutuke subscriber-policy mosib30BaTenh MOKET Ha3HAYUTH 2 Pa3HBIX MpaBUiia
o0pabotku (filter-map policy): ogHo 17151 BXOAIIErO (in) U OJHO AJIS HCXOsIIero (out) Tpaduka.
Ecnu filter-map policy He Ha3Ha4YeH HaA HAIIPABJICHUE, TO TPAPHUK COOTBETCTBYIOIIETO BHUIA
HOJIUTHUKON HEe 00pabaTbIBaeTCs M HE MpeTepreBacT HUKAaKuX n3MeHeHnid. BHumManue: 6e3 3aganus
filter-map policy ¢ orpaHn4eHHAMHU ¥ IPHUBSI3KH €0 K TOMY K€ HallpaBlIcHHIO [yt subscriber-policy
TpaduK 10 3aJaHHOM MOJIOCKH TPOMYCKAHUS OTpaHUYUBATHCS HEe OyeT!

Haznauenue s nonutuku subscriber-policy Ha BeIOpaHHOe HanpaBieHue Tpaduka (in uim out)
HyXHO filter-map policy mpon3BoaANTCS B KOHTEKCTHOM PEKUME PEAAKTUPOBAHUS ITapaMeTPOB
subscriber-policy npu momoru komans Set filter-map {in | out} <NAME>, rne <NAME> — ums
filter-map policy.

IIpumep nacrpoiiku subscriber-policy (B nanHoM npumepe npeamnonaraercs, uro filter-map
policy ¢ umenem FMPname yxe co3mana u HacTpoeHa; co3aanue u HacTpoiika filter-map policy
OTIMCAHBI HIXKE).

config) #subscriber-policy subspolname
config-sub-policy) #description Testsubscrpolicy
config-sub-policy) #bandwidth in 200
config-sub-policy) #set filter-map in FMPname

ecorouter
ecorouter
ecorouter
ecorouter

e e

24.4.1.1 Co3nanue u HacTpoiika filter-map policy

Coznanue filter-map policy mpon3BoanTCs IPH MOMOIIH KOMaHAbl KOH(PHUTYPAMOHHOTO PEXKHMa
filter-map policy ipv4d <NAME>, rne <NAME> — uMs co3aaBaeMoii CyIHOCTH.

ecorouter (config)#filter-map policy ipv4 2
FILTER MAP POLICY IPV4 Filter map name

[Tocne co3nanus filter-map policy aBromaTnyecku NpoOU3BOJUTCS MEPEXO B KOHTEKCTHBIM PEXXUM
pEeaKTUPOBAHMS €€ TapaMeTpoB.

ecorouter (config) #filter-map policy ipv4 FMPname
ecorouter (config-filter-map-policy-ipvé) #

Jlns nHactpoiiku filter-map policy TpeGyercs BHIIOTHUTH CIEAYIOLIUE NeUCTBUS (B pe3ybTare
BHYTpH filter-map policy OyneT co3gaHo oaHO MPaBUIIO):

1. Tlepsas crpoka. Beectu komanny filter-map policy ipv4 <FILTER_MAP_NAME>
[<SEQUENCE_NUMBER>], rne <FILTER_ MAP NAME> - ums cnucka gocryma,
<SEQUENCE_NUMBER?> - nopsaxoBblii HOMep npaBuiia B criucke gocryna. [Tonpobnee
napaMeTphl ONMCaHBI B TAOJINIE HIXKE.

2. Bropas ctpoka. Yka3aTh MpaBHiIO, HA COOTBETCTBUE KOTOPOMY OYyIIyT MPOBEPSATHCS IMAKETHI,
creayromiero Bugaa: match <PROTOCOL> <SRC_ADDRESS>
[<PORT_CONDITION>] <DST_ADDRESS>[<PORT_CONDITION>] [dscp
<DSCPVALUE>] [<FLAG>]. [TongpoOHee mapaMeTpbl OITUCAHBI B TAOJIHIIAX HIKE.

3. Tpertbs cTpoka. YkazaTh JeHCTBHE, KOTOPOE OYAET MPUMEHSATHCS K ITaKeTaM,
YOBJIETBOPSIONIUM YCIOBHSIM TMpaBuia, cienyromiero Buaa Set <ACTION>. [Togpobuee
napaMeTpbl OMTUCAHBI B TAOJHIIE HIXKE.
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Crrcok A0CTyTa MOKET CoJepKaTh HECKOJIbKO MpaBuil. [{is nobaBneHus mpaBuia B
CYILIECTBYIOIIMM CIIMCOK JIOCTyMa CJIEAyeT MOBTOPUTH IIary, OnMMcaHHbIe BbilIe. B kauecTse
<FILTER MAP NAME> cnenyer yka3bIBaTh UMs CIIUCKA JIOCTYIIA, Ky 1a TPABUJIO JIOJDKHO OBITH
no6asieno. [IpaBuno nomxkao umeTh yHukanbHbi HoMep <SEQUENCE> B pamkax onHoii filter-
map policy.

Oomme napamerpsi filter-map policy omucansl B TabuIe HUKE.

Tabmuma 115
ITapameTp Onucanue
DIRECTION Hampasienue tpaduka, in - BXOASIIHHA TpadUK, out - HCXOIATHH Tpaduk
FILTER_MAP_NAME Wwms crincka QuibTpalni, MOXeT NPUHUMATh JII000e 3HaUeHHE

SEQUENCE_NUMBER Howmep npuoputeTa BbINONIHEHUS, 10MycTUMBIE 3HaueHus 0-65535. Ecnu
3HaYeHHE HE 3a1aH0, TO MapaMeTp Ui co3manHoro filter-map ethernet
ABTOMATHYECKU IOJIYYHUT MOCIIeAyoniee cBO0OOJHOE 3HaYeHue ¢ mrarom 10
PROTOCOL 3navenue nois protocol. MoxkeT ObITh YKa3aHO 3HAUEHHE TOJIS B
nuanaszone (0-255) uin oHO U3 CIIEAYIONMX 0003HAUYCHHUI:

e ipinip;

e icmp;

e gre;

e igmp;

e pim;

e ISVp;

o ospf;

e VITp;

e ipcomp;

e any (1r000¥ MPOTOKOI);

e udp (BHUMaHUE, AJIS1 JAHHOTO MIPOTOKOJIA JOCTYITHBI
nononauTenbHble mapameTpsl <PORT CONDITION>);

e tcp (BHUMaHUE, AJIs1 JAHHOTO MIPOTOKOJIA TOCTYITHBI
nornonautenbHele napameTpbl <PORT CONDITION> u <FLAG>)

SRC_ADDRESS IP-aapec ucToUYHMKAE, 33/1a€TCS B OJTHOM U3 CIETYIONNX (OPMATOB:

e A.B.C.D/M (IP-ampec ¢ Mackoii),

e A.B.C.D K.L.M.N (IP-agpec ¢ uaBepcHOit Mackoii),

e host A.B.C.D (ecnu oz mpaBHiIO JODKEH MOJNaIaTh
SIMHCTBEHHBIH anpec),

e any (eciM MoJI IPaBUJIO JOJDKHBI ITOTAIaTh BCE ajpeca)

DST_ADDRESS IP-ampec Ha3HaYeHMS, 337a€TCS B OJJHOM U3 CIIEAYIOIUX (HOpMAaTOoR:

e A.B.C.D/M (IP-ampec ¢ mackoii),

e A.B.C.D K.L.M.N (IP-axpec c nHBepcHOIt Mackoii),

e host A.B.C.D (eciu o mpaBHjIO JO/DKEH HOIa1aTh
€/IMHCTBEHHBIN ajipec),

e any (eciu 1moJ MpaBUIIO JOJDKHBI MTOINAaTh BCE apeca)

DSCPVALUE 3nauenne DSCP (Differentiated Services Code Point) mist mpoBepku
makera, 1eaoe yucio ot 0 1o 63
set <ACTION>
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ITapameTp Onucanne
set accept Paszpemmts. Ecnu B subsriber-policy, rae ncnons3yercs gannas filter-map
policy, 3agana nmonoca nponyckanus (nmapamerp bandidwth), To ns atoro
THna Tpaduka OyeT MPUMEHEHO OTpaHWYEHHE CKOPOCTH 10 YKa3aHHBIX B
bandwidth 3nauenunit
set discard 3anpetuts 6e3 ornpaBku ICMP-yBenomeHus

set nexthop <A.B.C.D>

VYxazatb [P-agpec next hop. [lakeTsl, momasmme nox AelcTBIE MpaBUia,
OTCBUIAIOTCS Ha ajpec next-hop ¢ y4éToM CyIecTBYIOMNX MapIIpyTOB B
RIB

set redirect
<REDIRECTNAME>

[epenanpasure HTTP GET na ykazanusiii <SREDIRECTNAME>, rie
<REDIRECTNAME> - ums 3apanee 3agannoro URL (axpec ams
IepeHanpasieHus 0JDKeH HauuHatees ¢ http://). TIpuMep HacTpoiiku
[IepEeHAIIPABJICHHUS IPUBEICH HIKE.

set reject 3anpetuts ¢ ornpaskoil ICMP-yBenomnenus
set vif <VRF_NAME> J)1s makeToB, MOMABIINX IO ACUCTBUE TIPpaBUiIa, OYJET UCTIOIb30BaThCS
[<A.B.C.D>] tabmuna mapmpytusanuu vrf, tme VRF NAME — ums aeobxomumoro vrf.

st marHOTrO Vf MOYKHO IIpH HE0OXOIMMOCTH yKa3ath IP-anpec next hop

Ipu ykazanuu npoTokosa udp BTopast cTpoka KoMaH sl co3nanus filter-map policy Gymer umeTsh
cieayronmii Bua: match udp <SRC_ADDRESS> [<PORT_CONDITION>]
<DST_ADDRESS> [<PORT_CONDITION>] [dscp <DSCPVALUE>].

JIoTOTHUTE IbHBIC TTApaMETPBI MPH yKa3zaHuU UdP ONMcaHbl B TAOIUIIEC HIKE.

Tabmuua 116
IMapameTp Onucanue
PORT_CONDITION YcnoBue ans 3Ha4eHUs TopTa. MOXKeT OBITh YKa3aHO OJJHO U3 CIIETYFOIINX

3HAUEHUH:

{{eq | gt | It} {tftp | bootp | <0-65535>} | range <0-65535> <0-65535>}

3nauenus PORT CONDITION

eq Howmep nopta paBeH

gt Howmep nopta 0oJbiie, yem

It Homep mopTa MeHblIe, 4em

tftp UDP(69)

bootp UDP(67)

<0-65535> Tounslll HOMEp MOpTa, MH000E 3HAUYCHUE M3 YKa3aHHOTO IMana3oHa

range <0-65535> <0-
65535>

HOMep mopTa BXOAUT B IHUAIIa30H

[Ipu ykazanuu nporokosa tCP BTOpas crpoka komaH bl cozaanus filter-map policy Oyner umeTsb
cnexyromuii Bua: match tcp <SRC_ADDRESS> [<PORT_CONDITION>] <DST_ADDRESS>
[<PORT_CONDITION>] [dscp <DSCPVALUE>] [<FLAG>].

JlononHuTeNbHBIE TAPaMETPhI MpU yKazaHuu tCP onucaHbl B TaOIUIE HHUKE.

Tabmuna 117

IMapametp

Onucanne

PORT_CONDITION

YcnoBue aiis 3HaUCHUS TTOpTa. MOXKET OBITh YKa3aHO OJTHO W3 CJICTYFOIIIHX
snauenuit: {{eq | gt | It} {ftp | ssh | telnet | www | <0-65535>} | range <0-
65535> <0-65535>}

FLAG

3naueHus uara, 1o KOTOPHIM MOXET MTPOU3BOAUTHCS 00pabOTKa MaKeTOB.
MokeT OBITh YKa3aHO OJIHO W3 CIEAYIOIINX 3HAUeHHH (peduKe not- o3Havaer,
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ITapamerp

Onucanmne

YTO yKa3aHHbIH ¢uiar He ycraHosieH): ack | not-ack | fin | not-fin | psh | not-
psh | rst | not-rst | syn | not-syn | urg | not-urg

ack - ycranosiier ¢iar ACK (HoMep moaTBepsKaeHNs),

fin - ycranosnen ¢aar FIN (3aBepiienue coequHeHMs),

psh - ycranoBnen ¢uar PSH (MHCTpyKTHpPYET MOJTyYaTess IPOTOIKHYTh
JJaHHBIC, HAKOTIMBIINECS B IPUEMHOM Oydepe, B IPHIIOKEHNE
MOJIH30BATEIs),

rst - ycranosnen ¢uar RST (o6opBath coennHeHue, 0uucTUTh 0ydep),
Syn - ycranosieH ¢uar SYN (CHHXpOHHU3aIMI HOMEPOB
MOCJIeJ0BATEILHOCTH),

urg - ycranosinet ¢uar URG (ykazaTens BaXKHOCTH),

not-ack - ue ycranosinen ¢uar ACK,

not-fin - ue ycranosnen ¢uiar FIN,

not-psh - ue ycranosnen ¢uar PSH,

not-rst - e ycranosiueH ¢uar RST,

not-syn - ve ycranosieH mar SYN,

not-urg - e ycranosieH ¢aar URG.

MO>KHO epedYHCIUTh HECKOIbKO (haroB uepes mpoben. [Ipu sTom mpasmio
cpaboTaer, eciu B nakere OyAyT YCTAaHOBJICHBI BCE MEPEUNCIIEHHBIE (Iary.
Hampumep, mpasuio not-rst syn ack cpaboraeT, eciti makeT COAEpKUT (Iiaru
SYN u ACK, Ho He cogepxut RST

3navenusi PORT CONDITION

eq

Howmep nopra paseH

gt

Howmep nopra 6osbliie, yeM

It

Howmep nopra MeHbliIe, yeM

ftp

TCP(21)

ssh

TCP(22)

telnet

TCP(23)

WWWwW

TCP(HTTP-80)

<0-65535>

TouHbBII HOMCp opTa, mo00e 3HAUCHUE U3 YKa3aHHOI'O Jrala30oHa

range <0-65535> <0-
65535>

HOMep mopTa BXOJAUT B AHUAIIA30H

24.4.1.2 3ananue agpeca AJisl NepeHANPABJIeHHUS

ecorouter (config) #redirect-url SITEREDIRECT
ecorouter (config-redirect-url) #url http://forredirect.org

24.4.1.3 Tlpumep HacTpoek Ajsi 00padoTKH Tpauka B aDOHEHTCKOM ceccum

B nannoM npumepe HactpoeH cratudeckuii [IPoE.

B pesynbTare BBINONHEHUS TPUBECHHBIX HIKE HACTPOEK Ha BXo. (mpumensercs filter-map
policy NAMEL) 6yzaet otOpacsiBaThest Bech icmp-Tpaduk, udp-tpaduk Oyaet orpanudeH 10 20
Mowurt/cek, tcp-Tpaduk OyaeT mpomyckarbcsi 0e3 H3MEHEHUH.

Tpaduk na Beixo (mpumensiercs filter-map policy NAME?2) 6yzaer orpannuen no 5 Mout/cex,
tcp-tpaduk mopra 80 Oymer mepenanpasiieH Ha aapec http://forredirect.org.
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filter-map policy ipv4 NAME1l 10
match icmp any any

set discard

filter-map policy ipv4 NAME1l 20
match udp any any

set accept

filter-map policy ipv4 NAMEZ2 10
match tcp any any eq 80

set redirect SITEREDIRECT
filter-map policy ipv4 NAMEZ2 20
match any any any

set accept

|
subscriber-policy NAME
bandwith in 20

set filter-map in NAME1l 10
bandwith out 5

set filter-map out NAMEZ 10
|
subscriber-service NAME
set policy NAME

|

ip prefix-list NAME seq 5 permit 10.10.10.100/32 eqg 32
|
subscriber-map NAME 10

match static prefix-list NAME
set service NAME

|
interface ipoe.l

ip mtu 1500

ip address 10.10.10.1/24

24.5 YaajneHHas ayreHTH(PUKALMSA, aBTOPU3ALUA U AKKAYHTHHT

24.5.1 YpaneHHasi ayTeHTH(PUKAIUS, ABTOPU3ALNS U AKKAYHTHUHI MIPH
nomomm RADIUS

Jlnsg ayteHTHUKAIINY, aBTOpU3ALMK W/WIM akKkayHTUHTa pu nomoiiu RADIUS neoOxonumo
yKa3aTh, Kakoi a00HEeHTCKU AAA-ipoduib T0KEH AJIS 3TOT0 UCIOIb30BATHCS.
[TpenBapuTenbHO HEOOXOAUMO CO3/1aTh U HACTPOUTH aOOHEHTCKUN AAA-poduiib.

st coznanust aboHeHTckoro AAA-TIpouiIs UCTIONB3yeTCs KOMaH 1a B KOH(UTYPAaMOHHOM
pexxume subscriber-aaa <SUBSCRIBER_AAA>, rie <SUBSCRIBER AAA> — ums
abonentckoro AAA-npoduis. Eciu npoduiis ¢ ykazaHHBIM HMEHEM YK€ CYLIECTBYET, a TaKXKe
II0CJIE €r0 CO3JIaHMS B PE3YJIbTATE BBITIOJTHEHUSI KOMaHIbI Oy/IeT aBTOMAaTHYECKH MTPOU3BEIICH
nepexo/ B KOHTEKCTHBIA PeXUM KOH(PUTYpaAILH 3TOr0 MpoQuIIs, npedukc mpurianeHus
u3mMeHuTcs Ha (config-sub-aaa).

s ynanenus aboneHTckoro AAA-npoduiist HCHOIb3yeTCsl KOMaHa KOHPUTYpalOHHOTO
pexuma NO subscriber-aaa <SUBSCRIBER_AAA>, rie <SUBSCRIBER AAA> — ums
yaansieMoro aboHeHTCKoro AAA-nipoduis.
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B xoHTEeKCTHOM peknMe KOHGUTYparuu a0OHEHTCKOTO A A A-poduJist omepaTop MOKET
OTpENaKTUPOBATh WIN yJAINTh ONUcaHue npoduist, yka3zaTs rpymnmnsl RADIUS-cepBepoB ams
ayTeHTU(DUKALMU W/UIIM aKKayHTHHTa.

Jli1st 3a1aHMs onMcaHusi aOOHEHTCKOTo A AA-IpoGHIIs UCTIOB3YeTCsl KOMaHla KOHTEKCTHOTO
koH(puryparmonHoro pexuma (config-sub-aaa) description <TEXT>, rne <TEXT> — cTpoka
OIHCAHHSI.

Jnst ynaneHust onucanusi aboHeHTCKOro AAA-pouiis UCHOIb3yeTCsl KOMaH/1a KOHTEKCTHOTO
KoHHTryparroHHoro pexxuma (config-sub-aaa) no description.

Jlst ycraHOBKH peknMa ayTeHTudukaiuu yepe3 RADIUS ucnonb3yercs KoMaH1a KOHTEKCTHOTO
koH(puryparronHoro pexuma (config-sub-aaa) authentication radius <RADIUS_GROUP>, rue
<RADIUS_GROUP> — ums rpynnsl RADIUS-cepsepos.

Jliig ycraHoBKM pexxuMa akkayHTuHra yepe3 RADIUS ucnonb3yercs KoMaHAa KOHTEKCTHOTO
koH(puryparronnoro pexuma (config-sub-aaa) accounting radius <RADIUS_GROUP>, rue
<RADIUS_GROUP> — ums rpynmnst RADIUS-cepBepos.

[Ipumep:

ecorouter (confiqg) #subscriber-aaa NEW AAA
ecorouter (config-sub-aaa) #authentication

radius RADIUS authentication
ecorouter (config-sub-aaa) #authentication radius
RADIUS GROUP RADIUS server group
ecorouter (config-sub-aaa) #fauthentication radius test
ecorouter (config-sub-aaa) #accounting radius test2
ecorouter (config-sub-aaa) #

Subscriber AAA commands:

accounting Subscriber AAA profile accounting method
authentication Subscriber AAA profile authentication method
description Subscriber AAA profile description

exit Exit from the current mode to the previous mode
help Description of the interactive help system

no Negate a command or set its defaults

show Show running system information
ecorouter (config-sub-aaa) #

JI7nst ICTIONTb30BaHUsl HACTPOSHHOTO MPOQHIIS HEOOXOJMMO MEPEHTH B KOHTEKCTHBIH
KoH(pUTyparroHHbIi pexum (config-subscriber-map) u BrINOIHUTH KOMaH1y Set aaa
<SUBSCRIBER_AAA>, rne <SUBSCRIBER AAA> — ums abonentckoro AAA-npoduist 1is
MCTIOJIB30BAHUSL.

B nanHbI MOMEHT U1 yCTaHOBKH cepBuca 0T AAA-cepBepa TpeOyeTcs BHIIOTHEHNE CIIETYOIINX
YCIIOBU:

1) Hannuue ckoHurypupoBaHHOTro abOHEHTCKOTo cepBuca (subscriber-service) na
MapIIpyTH3aTope.

2) Kongurypanus rpymmst AAA-cepBepoB /st a0OHEHTOB ¢ rmoMoIIbio subscriber-aaa.

3) IlonHOE cOOTBETCTBHE MMEHU a0OHEHTCKOTO CEpBHCA U UMEHHU CepBHCa B cOOOIEeHNH OT AAA-
cepBepa.
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[Tpu coOmroieHny BRITIIEYKa3aHHBIX TPeOOBaHUM, yCTaHOBHUTH cepBHC 0T RADIUS-cepBepa MokHO
¢ nomoibo komauasl Set aaa <NAME>, rnie <NAME> cooTtsercTByeT 3apanee
ckoH(purypupoBanHoi rpyrmie AAA-cepBepoB st ab0HEHTOB. HamoMHUM, 94TO IpY HATMYUHU ATOU
KOMaH/Ibl B KapTe a0OHEHTa ayTeHTU(UKALINS U aBTOPU3ALIMS MEHSIOTCS C JIOKATHHON Ha
yIaJeHHYIO IS 3TOH mociieaoBaTeasHocTH B Subscriber-map.

Ecnu ot AAA-cepBepa IpUXOIUT CEPBUC, UM KOTOPOTO HE HAACHO B KOHPUTYpaIUU
MapILpyTH3aTOPa, ¥ JOKAILHBIX CEPBUCOB JUIs 3TUX aDOHEHTOB HE MpexycMoTpeHo B subscriber-
map, To cepBUC AJIsl KJIMEHTOB CUUTACTCS HeJIEHCTBUTENbHBIM U TpaduK OT a0OHEHTOB
OJIOKHpYETCH.

Jnst ucnonb3oBanust HacTpoeHHOTo npoduist B PPPoE Heo6xoauMo nepelT B KOHTEKCTHBIN
KoH(puryparonusliii pexxum PPPoE npoduns (config-pppoe) 1 BBIIOIHUTE aHATIOTHYHYIO KOMaHTy
set aaa <SUBSCRIBER_AAA>.

24.5.2 Tlapamerpnbl PPPoE npu ayrentudpukanuu yepe3 RADIUS-cepBep

245.2.1 TIIporoxoa PAP (Password Authentication Protocol)

[Tpu aytentuduxaimu PPPoE-a6onenta uepes RADIUS-cepBep ¢ ncnonbp3oBaHreM MpOTOKOIIA
PAP mapmpytuzarop ornpasisier RADIUS access request co ciemyronieid nHopMammei:

e Service-Type — Tun cepBuca, KOTOPBI 3arpocuit KiIueHT, st PPPoE 3t1o Bceraa
"Framed";

e User-Name — siorun abouenra;

o User-Password — naposib aboHeHTa B 3alIn(pPOBAaHHOM BH/IC;

e Calling-Station-1d — MAC-aapec abonenTa;

o NAS-Identifier — umst mapmpytusaropa, ykaszansoe B hostname;

e NAS-Port-1d — <ums nopra MmapuipyTtu3aropa>:<ums uaTepdeiica>:<c-vlan>:<s-vlan> —
HOPT U UHTEpdeic yKa3bIBAIOTCS T€, Ha KOTOPbIE MPUILEN MaKeT, CTABIIUI TPUTTEPOM IS
otnpaBku 3anpoca Ha RADIUS-cepsep (nmaket-tpurrep). Metku VLAN yka3bIBatoTcs Te,
KOTOpbIE MPUCYTCTBOBAJIN B 3ar0JIOBKE IMaKeTa-TPUITEPA;

o NAS-Port-Type — tun nmopra, Ha KOTOPBI MPUIIET TAKET-TPUTTED;

e Acct-Session-ld — unenTuukaTop aOOHEHTCKOM CECCHH — TeHEPUPYETCS
MapHIpyTU3aTOPOM Ha OCHOBE CJIEYIONMUX Kitouen — IP-agpec aboHneHTa u Bpems
HOJHATHS CECCUU;

e NAS-IP-Address — IP-agpec, naeHTHOUITUPYIOMINI MapIIPYTU3ATOP — €CJIM HA YCTPOMCTBE
cosnan unrepgeiic loopback.0 u Ha Hero Hasnaven IP-anpec, To B 3TOT aTpudyT OyAeT
3anucan aapec ¢ uarepgeiica loopback.0. Eciu unrepdeiic loopback.0 orcyrctyer B
KOH(HUTYparyy MapupyTu3aTopa, To B 3TOT aTpulyT OyzaeT 3anucan [P-aapec ¢
uHTepdeiica, c kotoporo Obu1 oTipasieH RADIUS access request;

e Framed-Protocol — tun nukancyampyromero npotokosia. B Tekyieit peanuszamnuu — PPP;

o NAS-Port — c-vlan — Buytpennss metka VLAN u3 3arojioBka nakera-Tpurrepa.

245.2.2 Tporokoa CHAP (Challenge Handshake Authentication Protocol)

[Tpu ayrentuduxanuu PPPoE abonenta uepe3 RADIUS-cepBep ¢ nCHoIb30BaHUEM IPOTOKOIIA
CHAP mapmipytusatop otnpasisieT BMecto atpudyta User-Password cienyromiye aTpuOyThi:

e CHAP-Password — MD5-xa11 Ha ocHOBe mapoJist aboHeHTa u challenge;
o CHAP-Challenge — renepupyemoe MapIipyTH3aTopoM Ciiy4aiiHoe 3HaYCHUE,
HeoOXxoauMoe U1 TeHeparu chap-password.
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OcranpHbIe aTpUOYTH COBNAAAIOT C aTpUOyTaMU IIPH MCIOIB30BaHUHU TIpoToKoma PAP.
24.5.3 Iapamerpsl IPoE npu ayrentuduxanun yepe3 RADIUS-cepBep

[Tpu ayrenTudukamuu adonenra yepe3 RADIUS-cepBep mapuipytusarop ormpasiser RADIUS
access request co cienytomieit uupopmanmei:

e User-Name — MAC-anpec abonenTa;

o Framed-IP-Address - IP-agpec aboneHTa;

o Calling-Station-1d — MAC-aapec abonenTa;

o NAS-Identifier — umst maprpyTu3saropa, ykasansoe B hostname;

e NAS-Port-1d — <ums nmopra mapriupytusaropa™>:<ums uHTepdeiica>:<c-vlan>:<s-vlan> —
MOPT U UHTEpdeEc yKa3pIBAIOTCS T€, HA KOTOPbIE MPHUILIEN NAKET, CTABIIUN TPUTTEPOM ISt
otnpasku 3anpoca Ha RADIUS-cepep (maket-tpurrep). Metku VLAN yka3bIBatoTcs Te,
KOTOpBIE MMPUCYTCTBOBAJIM B 3aT0JIOBKE ITaKeTa-TPUITEPA;

e NAS-Port-Type — tum nmoprta, Ha KOTOPbIH MPHUIIIET TaKeT-TPUTTEP;

e CIRCUIT_ID: <DHCP option 82 circuit-id> - cybaTpubyt arpudyra Vendor-
Specific(26). Ansa orobpaxenus >tux mapametpoB Ha RADIUS-cepBepe cnemyer
MIPOU3BECTH COOTBETCTBYIOIINE HACTPOMKH B CJIOBape CEpBepa;

« REMOTE_ID: <DHCP option 82 remote-id> - cybatpudyt arpubyta Vendor-
Specific(26). Ans orobpaxenus >tux mapametpoB Ha RADIUS-cepBepe cnemyer
MIPOU3BECTH COOTBETCTBYIOIINE HACTPOMKH B CJIOBape CEPBEPa;

e NAS-IP-Address — IP-ampec, naeHTHGHUIUPYIOINI MapIIPYTU3ATOP — €CJIM HA YCTPOMCTBE
cosnan unrepdeiic loopback.0 u Ha Hero Hasnaven IP-ampec, To B 3TOT aTprbyT Oy AT
3ammcan ajpec ¢ uatepdeiica loopback.0. Ecnu untepdeiic loopback.0 orcyrcryer B
KOH(UTYpaIy MapuIpyTu3aTopa, To B 3TOT aTpulyT Oynet 3anucan [P-agpec ¢
uHTtepdeiica, c koroporo 661 oTrpasiaeH RADIUS access request;

e NAS-Port — c-vlan — BuytpenHsist Metka VLAN 13 3aronoBka nakera-Tpurrepa.

[Tpu ayrentudukanmu abonenta yepe3 RADIUS-cepBep mapmipyTuzarop oOpadbarsiBaet
cnenyromue atpudyTsl B RADIUS access reply:

o ldle-Timeout - idle-timeout ceccuu;

e Session-Timeout - session-timeout ceccuu;

e Acct-Interim-Interval - update-interval ceccuu;

o Class - crangapTHsIii aTpuOyT, THIT 25;

e SERVICE_NAME - ums cepBuca, KOTOpBIi OyieT mpruMeHeH Ha ceccrto. CepBuc OyIeT
IMPHUMEHCH Ha CCCCHUIO ITPU YCIIOBHUH, YTO OH CO3JIaH Ha MAapIIpyTU3aTOPEC IIPU IMOMOIIN
komaH 161 SUbscriber-service <service_name>.

24.5.4 Tlapametpsl accounting request

[Tocne ayrenTudukanuyu aboHeHTa, €Ciu JUIsl Hero Obliia 3aBefieHa Ceccusi, MapuIpyTH3aTop
OTIpaBISET accounting request COOOIIEHUs CO cleyollel nHpopmanuei:

Acct-Status-Type — tun accounting request COOOIIEHUS — B TEKYIIEH peann3aiii MOXKET
MpUHUMATH 3HaYeHus — start, stop u interim-update;
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Acct-Session-1d — uaentrdukaTop aOOHESHTCKOM cecCHM — HACHTU()UKATOP TeHEPUPYETCS
MapIIpyTU3aTOPOM Ha OCHOBE CIeIyIONuX Kitodei — IP-agpec aboHeHTa 1 BpeMs IO THSATHUS
Ceccuu;

Event-Timestamp — BpeMst OTIIPaBKH COOOIIECHHUS,

Framed-I1P-Address — IP-aapec aboHeHTa;

User-Name — jiorun aboHeHTa;

NAS-Port — c-vlan — BHyTpeHHsIs1 MeTKa vlan 13 3arojioBKa rnakeTra-Tpurrepa.

NAS-Identifier — umst mapmpyTH3zaropa, ykasanHoe B hostname;

NAS-Port-1d — <ums nopta mapuipytusatopa>:<ums uaTepderica>:<c-vlan>:<s-vlan> — nmopt u
uHTep(deiic yKa3pIBAIOTCS T€, HA KOTOPBIC MPHIIEN AKeT-TPUTTEp (IMTAKET, CTABIIHA TPUTTEPOM IS
ortmnpaBku 3anpoca Ha RADIUS-cepBep). MeTku vlan yka3pIiBaroTcs T€, KOTOPBIC IIPUCYTCTBOBAIH B
3aroJIoBKe MakeTa-TpUrrepa,

NAS-Port-Type — tun nmopta, Ha KOTOPBIM MPUIIEN ITAKET-TPUTTED;

NAS-IP-Address -IP-aapec, naeHTHOUIHUPYIOIINI MapIIPYTH3ATOP — €CIIM HAa YCTPOMCTBE CO3/IaH
unrepdeiic loopback.0 u na Hero HazHauen IP-agpec, To B 3TOT aTpuOyT OYICT 3amucaH aapec ¢
unrepdeiica loopback.0. Eciau unrepdeiic loopback.0 orcyrerByet B koHpUTYparwu
MapIIpyTU3aTopa, TO B 3TOT aTpuOyT OyaeT 3anucan [P-aapec ¢ uaTepdeiica, ¢ KOTOPOro OBLI
otnpasieH RADIUS access request;

Service-Type — Tun cepBrca, KOTOPHBIi 3ampocui KiueHt, it PPPoE sto Beerna "Framed™;

Framed-Protocol — tun uHKancyaupyroiero nporokoia. B texymieit peanuzammu — PPP;

Acct-Authentic — crioco6 ayrenTuduKanu abOHEHTa — B TEKYIICH pean3aiiii MOXXeT IPHHUMATh
3gauenus — radius u local;

Event-Timestamp — nata u BpeMsi OTIIPaBKH COOOIIEHHS;

Acct-Status-Type — start/stop/Interim-Update;

Calling-Station-1d — MAC-anpec aboHeHTa;

Acct-Session-Time — TekyIiee BpeMs )KU3HU CECCHU;

Acct-Input-Packets — koiruecTBO MakeToB, OTIIPABICHHBIX A00HEHTOM B TEUCHUE CECCHH,
Acct-Input-Octets — konruecTBO 0aliT, OTIPaBIEHHBIX A00HEHTOM B T€UEHUE CECCUU;
Acct-Input-Gigawords — konmudecTBo niepenoiHenui cuerunka Acct-Input-Octets;
Acct-Output-Packets — konruecTBO makeToB, OTIPABICHHBIX A00HEHTY B TEYEHUE CECCHH,

Acct-Output-Octets — komnyecTBO 0alT, OTIPABJICHHBIX AOOHEHTY B TEYCHHUE CECCHH;
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Acct-Output-Gigawords — koiaruecTBo mepenonnenui cueryrka Acct-Output-Octets;
Acct-Delay-Time — Bpemsi, KoTopoe ObLIO 3aTpaucHO Ha OTIIPABKy accounting request COOOIIEHHUS;

Acct-Terminate-Cause — npuunHa, 10 KOTOPOH ceccusi OblIa cOpOIIeHa MapIIPyTH3aTOPOM, B
TEKYILEH pea3aliy MOXKeT IIPHHUMATD CIIETYIOIINe 3HAUCHUS

e Idle Timeout (ucteucuwue idle-timeout),

e Session Timeout (McTeueHue session-timeout),

e Admin Reset (BeimonHeHre KoMaH b1 Clear subscribers),

e Port Error (ynaneHue wim BEIKIIOYSHHE COOTBETCTBYIOIIET0 bmi-uHTEpdeiica),

e Service Unavailable (3anpoc RADIUS-cepBepoM He HACTPOCHHOTO Ha MapUIPyTHU3aTOPe
cepBuca).

24.5.5 dynknusa Authentication Failover

Ecnu no xakoil-nu6o npuuuHe ynanéuueiii AAA-cepsep HepoctyneH, BRAS moxer
aBTOMATUYECKU MPUMEHSTH JIOKAIbHBIEC MOJUTUKY ayTeHTU(UKALIMY U aBTOpU3auuu. [ aToro
npexycmorperna pyukmnus Authentication Failover. Biraronapst 3Toit pyHKImu aOOHEHTBI CMOTYT
MOJIy4UTh AOCTYM B IHTEpHET U Aa)ke He 3aMeTAT c0os B ceTH oreparopa. [lo ymonmyanuio nanxas
¢byHKuMA BeIKIIOYeHA. J{i1st €€ MCIoIb30BaHusl TOJDKHBI OBITH BHITIOJIHEHBI 1BA YCIOBUS:

1. dyskuums nomkHa OBITH BKIIIOUEHA KoMaH10# authentication-failover B pexxume
KoHHryparuu uatepdeiica bmi.

2. B subscriber-map uau B pppoe-profile, B 3aBrucuMoct 0T THIIa aOOHEHTOB CETH, TOJDKCH
OBITh CKOH(HUTYPHPOBAH JIOKAIBHBINA CEPBHUC.

Hwke mpezcraBiieH mpuMep HacTpoiiku GpyHKIu authentication-failover mis nokansHoro

cepBrca ¢ umeneMm 2mbps u HemocTynHOro RADIUS-cepBepa u3 TpyIibl ¢ KMEHEM
NEW_RADIUS.

interface bmi.l

connect port tel service-instance clients
dhcp-profile 1

subscriber-map clients
session-trigger dhcp
authentication-failover

ip address 10.1.1.1/24
subscriber-map clients 1

set idle-timeout 30

set session-timeout 1440

match dynamic prefix-list PERMITANY
set subscriber-service 2mbps

set aaa radius

subscriber-aaa radius

authentication radius NEW RADIUS
accounting radius NEW RADIUS
radius-group NEW RADIUS
radius-server 192.168.255.2 secret passl234 vrf management priority 10
subscriber-policy 2mbps

bandwidth in mbps 2

bandwidth out mbps 2
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set filter-map in default
set filter-map out default
subscriber-service 2mbps
set policy 2mbps

[Tocne ayTeHTH(HUKAIIMK U aBTOpU3allMU a0OHEHTa ¢ oMoIIbio GpyHKuu authentication-failover
ero ceccus B Tabiauie IPoE o0o3naudaetcsa metkoii "F", a Taxke 3anuchio "auth. failed" B cTonOie
Status, koTOpast TOBOPUT O HEBO3MOMXHOCTH CBSI3aThCs C YIaNEHHBIM AAA-cepBEepOM.

ecorouter#show subscribers bmi.l
VRF: default
Total subscribers: 2
Accepted: 2, Rejected: 0, Authenticating: 0, DHCP conversation: O
Codes:

1 - local authentication (prefix-list), r - remote authentication
(subscriber—-aaa)
L - local authorization (subscriber-service), R - remote

authorization (radius attribute SERVICE NAME)
B - blocked by IP Source Guard, F - local auth during Radius
unavailable (authentication-failover)

U - unknown (internal error), N - not specified
IP Address MAC Address Port S-tag C-tag Status Type
F> 10.1.1.3 0050.7966.6801 teO @ ————- 10 auth. failed IPoE

L2

Ipu BBOZEC KOMaH Bl authentication-failover moxxHo 3a1aTh TaiiM-ayT JUIsi aBTOMaTHYECKOTO
cOpoca aDOHEHTCKUX ceccuid ¢ MeTkoi F:

authentication-failover <0-65535>, rie unciio — 310 BpeMsi B MHHYTaX, 110 HCTCYCHUH KOTOPOTO
npou3oiAET cOpoc Bcex aboHeHTCKUX ceccuit ¢ meTkoi F (0 o3HauaeT 6€CKOHEYHOCTH ).

3aianue TaiiM-ayrta s authentication-failover mo3Bomut abOHEHTCKUM yCTpOHCTBaM
aBTOMATHUYECKH Nepeco3aBaTh ceccur B BRAS, u cereBoMy aaMuHMCTpaTOpy HE NPUIETCS
BPYYHYIO 3aKpbIBaTh BCe HEOOXOJMMBIC CECCUH KOMaH/Ioit clear.

[Ipumenenue Taiim-ayta authentication-failover npoucxoaut cinenyronmm odpaszom. I[pu
ayTeHTU(HKAUK a0OHEHTa mapaMeTpy Session-timeout B HacTpoiikax COOTBETCTBYIOIIEH
subscriber-map npucBauBaercs 3HaueHue, ykazaHHoe B komanae authentication-failover. Ipu
BOCCTAHOBJICHUH CBsI3M C ynan€éHHbIM AAA-cepBepoM Taiim-ayT authentication-failover
IpOJI0JIKaeT AeiicTBoBaTh. BRAS cMOkeT HHHUIIMUPOBATH HOBYIO CECCHIO ISl a0OHEHTCKOTO
yCTpOMCTBA Yepes 3ampoc K yaaaéHHoMy AAA-cepBepy TOJIBKO MO HCTEYEHHH TaiiM-ayTa
authentication-failover uiam nocne npuHYIUTEIBHOTO 3aKPHITHS TEKYILEH cecCul KoMaHoit clear.

Crenyet Taxke MIOMHHUTb, YTO TIPU MCIONb30BaHuu GyHkimu authentication-failover snauenue
napameTtpa idle-timeout s aboHeHTCKHX ceccuil He M3MEHSETCS M OCTaETCs PaBHBIM 3HAYCHUIO
u3 cooTBeTcTBYMOMIEH Subscriber-map. [Mosromy cO6poc aGOHEHTCKOM CECCHU MOYKET TPOM30NTH
JI0 UCTEUCHHUS TaliM-ayTa Session-timeout.
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24.6 Tajimepbl a00HEHTCKHUX cecCHil

Jlj11 aOOHEHTCKUN CECCUM IEHCTBYIOT CIEAYIOLUE TalilMEpBbI:

e session-timeout <5-45000> Bpems *xu3HHM akTHBHOU ceccuu (1440 MHH. IO YMOJYAHUIO);
e idle-timeout <1-10> Bpems )KU3HU HEAKTUBHOW CECCUU (5 MUH. T10 YMOJIYAHUIO).

Taiimepsl co30ar0TCS aBTOMAaTUYECKH IIPU CO3/1aHUU HOBOM IIOCIIEN0BATEIBHOCTH KapThl HIIN
PPPoE npodaiina. [Ipu xenaHuu moab30BaTeIb MOKET U3MEHUTH IMOBEICHUE 110 YMOJIYaHUIO,
HACTPOUB CHEUU(PUIHBIC OILIUH JJIsi KOHKPETHBIX CECCHIA C IOMOIIBIO KoMaH 1 Set session-timeout
u set idle-timeout coorBeTcTBEHHO.

24.7 Komanas! rpynnsi show st BRAS
24.7.1 Komannaa npocmotpa coctosihust PPPoE ceccuu

Cocrosinne PPPoE ceccun M0OXHO TIOCMOTPETH € MOMOIIbIO KoMaH 161 Show interface bmi.0 pppoe
clients:

ecorouterf#show interface bmi.0 pppoe clients ?
| Output modifiers
> Output redirection
<cr>

B pe3ynbrare BeIMOTHEHNUS KOMaHIbl 0TOOpaxaeTcs Tabluila C OCHOBHBIMU XapaKTePUCTHKAMU
COCTOSIHHS CECCHH, B TOM YHCIIE H JUIS €1l He YCTAaHOBUBILIEHCS (TIOSICHEHUS BBIBOJA CM. B
Ta0IUIAX HIKE):

ecorouter#show interface bmi.0 pppoe clients

MAC Address C-tag S-tag Port ID Service PPP-State PRPR=
Auth User IP Address
2a62.5baf.4c6f 30 30 te2 63651 servl network pap adm
in 192.168.10.2
Tabmuma 118

IlapameTp IosicHenne

MAC Address | ®usndeckuii aipec yCTpOWCTBA

C-tag BayTpeHHwuii Ter

S-tag Bremnwmii ter

Port du3nveckuii MOPT MAPIIPYTU3ATOPA JIJIS MOAKIIOYEHUS a00OHEHTa

ID ID ceccumn

Service CepBuc st ceccuu

PPP-State CocrosiHue ceccuu

PPP-Auth CocTosiHuE aBTOpU3ALHU

User JloruH monb30BaTens

IP Address Briannbiii abonenty IP address

[Tapametp PPP-State Mmoxet npruHUMATD CIEAYIOUINE 3HAYCHUS:
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Tabmuna 119
3HaueHne Ilosicnenne
down Physical-layer not ready
establish Link Establishment Phase
authenticate | Authentication Phase
network Network-Layer Protocol Phase
terminate Link Termination Phase

[Mapamerp PPP-Auth Moxer npuHUMAaTh ClieIyIOIIUE 3HAYCHHS:

Tabmuma 120
3HaueHue IlosicHeHue
none be3 ayTenTHOMKaIUH
pap AyreHtudukanuu no nporokoay PAP
chap Aytertudukanuu no nporokory CHAP
ms-chap-vl | Ayrerrudukammm no nporokonxy MS-CHAPv1
ms-chap-v2 | Ayrentudukanuu no nporokony MS-CHAPvV2
24.7.2 KoMaHabl IPOCMOTpPa KapT A00HEHTOB U CEPBHCOB A00HEHTOB

[ToapoOHY 0 HH(OPMAIIUIO MO OMPEICICHHOM KapTe aOOHEHTa MOXHO Y3HATh, BBITIOJHUB KOMAH/Ty
show subscriber-map <SMNAME>, rnie <SMNAME> — umst kKapTbl a0OHCHTA.

[Ipumep:

ecorouter#sh subscriber-map clients
Subscriber-map "clients" is applied for:

Interface IP-Address
bmi.1l 10.1.1.1/24
bmi.2 unassigned

Sequence 10

match static prefix-list pc2
match static prefix-list pc2222
set service 2mbps
Sequence 20

description: "test"

match dynamic prefix-list pc2
set service Smbps

Implicit default rule: "DROP"

Ecnu xapta npumenena na BMI-untepdeiice, To nndopmarus mo uatepdeiicy Oymer
MPHUCYTCTBOBATH B BHIBOJIE KOMaH/IbI C YKa3aHHeM ckoH(purypupoBanHoro [P-agpeca.

Hwke npuBezieH BBIBOJ MPH OTCYTCTBUHU MPUMEHEHHOMN KapThl a0OHEHTa Ha HHTEepderiice
(subscriber-map ue 6s11a MpuMenena va BMI-untepoeiice).

Subscriber-map "clients" is applied for:
Interface IP-Address
<empty> <empty>

Ecnu npu BeI30Be kKoMaH 161 ShOW Subscriber-map umst kKapTbl OTCYTCTBYET, TO OTOOpaXkaeTCs
KpaTtkas uH(pOpMaIs 1o BCeM KapTaM aOOHEHTOB.
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[Tpumep:

ecorouter#sh subscriber-map
Subscriber-map Interface IP-Address
clients bmi.1l 10.1.1.1/24
bmi.2 2.2.2.2/28
bmi. 3 unassigned
test <empty> <empty>

ITIpocmoTp cueTunkoB o Bcem aboneHTaMm Ha BMI-untepdeiice mpon3BoauTes Mpu NOMOIITH
komaniel: Show counters subscribers <INAME> all, rne <INAME> — ums untepoeiica.

[Tpumep:
ecorouter#sh counters subscribers bmi.l all

IP Address | Wan Bytes | Lan Bytes | Wan Packets
Lan Packets |

—————————————————— e et ettt
——————————————— o

20.20.20.2 | 96614 | 3164 | 67

| 4 |

20.20.20.3 | 1551788 | 3122 | 1078

| 3 |

Z[J'ISI MpocMOTpa CYCTYNKOB 11O KOHKPETHOMY a6OHeHTy IIpU BBI3OBC KOMAH/JBI CJIICAYCT YKA3aTh
anpec abonenra: sShow counters subscribers <INAME> <IP>, rne <INAME> — ums unrepdeiica,
<IP> —anpec aboHeHTa.

IIpumep:

ecorouter#sh counters subscribers bmi.l1 20.20.20.2
Policy | Wan Bytes | Lan Bytes | Wan Packets |
Lan Packets |

——————————————————— e e e
———————————————— e

test | 196 | 0 | 2 | 0 |
(default) | 96614 | 3164 | 67
| 4 |
TOTAL: | 96614 | 3164 | 67 | 4

[TpocmoTp nHpOpMaIHHK IO BceM a0OHEHTaM MPOM3BOAUTCS MPH TIOMOIIH KOMaHIbI: ShOW
subscribers <INAME>, rne <INAME> — ums unTepdeiica.

[Tpumep:

ecorouter#sh subscribers bmi.l
Total subscribers: 4
accepted: 4, rejected: 0, auth. in progress: 0, getting IP by DHCP: 0

Codes: L - local, R - remote AAA, U - unknown, N - not specified
IP Address MAC Address Port S-tag C-tag Status Type
20.20.20.2 3e3a.0af3.6edd tel = 0————— ————- accepted (L) IPoE
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20.20.20.3 Tebe.5221.bf2a tel @ 0————= ————- accepted (L) IPoE
20.20.20.5 0000.0000.0000 tel  ————- Som=
- accepted (L) static
20.20.20.6 8ebe.5223.e212 tel = @ -————- Soo=
- accepted (L) PPPoOE
Tabnuna 121
ITapameTp Onucanue
IP Address IP-anpec aboHeHTa
MAC Address | MAC-anpec aboHeHTa
Port IlopT, yepe3 KOTOPHIHA MOAKITIOYCH A00HEHT
S-tag, C-tag VLAN-Teru aboOHEHTCKOro Tpaduka
Status Craryc naHHOro aboHeHTa
Type Tun moaKIIOYCHUS:
e static - abonenr 3aman yepe3 CLI ECoBNG B subscriber-map;
e |POE - IPoE ceccus;
e PPPOE - PPPoE ceccus;
e dhcp - abonent HaxoauTCs Ha ctaauu noiyuenus [P-aapeca ¢ DHCP-cepsepa
Cratycsl
accepted AoGoHeHT ycnenHo ayreHtudunuposaics Ha RADIUS-cepsepe
rejected AGOHEHT 3a0JI0KHPOBaH
in progress Otmpasied 3anpoc Ha RADIUS-cepsep
Crarycsl npu Tune noakiawyenus DHCP
discovery IMTonyduen discovery-makeT oT aboOHEeHTa
offer Offer-naker otnpasieH abOHEHTY
reguest AOGOHEHT OTIPaBWII request-maker

ITocne MOJIYyUCHUA COO6H.I€HI/I$I ack ceccust MOMEHTaAIBHO MEepexXoaUT B COCTOSHHUC |POE, MMo3TOMY
OTOT CTATyC HC OT06pa)Ka€TC$I.

B EcoBNG ecTh BO3MOXHOCTBH BPYUHYIO COPOCUTH a00OHEHTCKYIO CECCUIO HIIM CUYETYHKHU TTAKETOB U
OaiftoB o ceccuu. /st cOpoca ceccur B aAMUHUCTPATUBHOM PEXKUME HEOOXOTUMO BBITIOITHUTH
komanny: clear subscribers IFNAME ip|mac|all.

Jis cOpoca cueTUYHKOB 10 CECCUU B aIMUHUCTPATUBHOM PEKUME HEOOXOANMO BBINOJIHUTD
xkomany: clear counters subscribers IFNAME ip|maclall.

AOOHEHTCKYIO CECCHIO WJIM CUETYHKHU T10 HEM MOKHO copocuTh 1o [P-anpecy i mo MAC-anpecy
— B clIydae, Korja y aboHeHTa eie Het [P-agpeca. Taxxe MOXHO cOpOCUTH Bce ceccuu (WiH
CYETUHKH TI0 BCEM ceccusiM) Ha omnpeneneaHoM BMI-untepdeiice. COpoc cHETUNKOB 1O ceccuu
MHHUIMHPYET oTrpaBky Interim-Update accounting cooOteHus ¢ 0OHOBICHHBIMH aTPUOyTaMH
Acct-Input-Octets, Acct-Output-Octets, Acct-Input-Packets, Acct-Output-Packets, Acct-
Input-Gigawords u Acct-Output-Gigawords.

[TpocMmoTp KpaTKoi HHPOPMALIUH [0 BCEM aDOHEHTaM MPOU3BOIUTCS MPH MOMOIIU KOMaH/Ibl: Show
subscribers <INAME> brief, rne <INAME> — ums untepdeiica.

ITpumep:

ecorouter#sh subscribers bmi.l brief
Total subscribers: 2

accepted:

2, rejected: 0,

auth. in progress:
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Codes: L - local, R - remote AAA, U - unknown, N - not specified

IP Address MAC Address Status Type
20.20.20.2 3e3a.6af3.6edd accepted(L) IPoE
PO.20.20.3 Tebe.5221.bf2a accepted (L) IPoE

ITpocMoTp HH(OPMAIIMH TOJIBKO IO CTATHYCCKMM abOHEHTaM IIPOU3BOIUTCS IIPH TOMOIIH
koman sl Show subscribers <INAME> static, rne <INAME> — ums unrepdetica.

[Tpumep:
ecorouter#sh subscribers bmi.l static
Total subscribers: 1
accepted: 1, rejected: 0, auth. in progress: 0, getting IP by DHCP: O
Codes: L - local, R - remote AAA, U - unknown, N - not specified
IP Address MAC Address Port S-tag C-tag Status Type
20.20.20.5 0000.0000.0000 tel1 ————- ===
- accepted (L) static

[Tpocmotp unbopmaruu Tosbko 1o PPPoE aboneHTam nmpou3BoauTCs Mpy MOMOIIHA KOMaH/IbI:
show subscribers <INAME> pppoe, rae <INAME> — ums untepdeiica.

IIpumep:

ecorouter#sh subscribers bmi.l pppoe
Total subscribers: 1
accepted: 1, rejected: 0, auth. in progress: 0, getting IP by DHCP: O

Codes: L - local, R - remote AAA, U - unknown, N - not specified
IP Address MAC Address Port S-tag C-tag Status Type
20.20.20.6 8eb5e.5223.e212 tel @ ————- e

- accepted (L) PPPoOE

ITpocmoTtp uHbpopmaruu Tobko 1o IPOE aboHeHTaM pOU3BOIUTCS MPH MOMOIIN KOMaHbI: ShOW
subscribers <INAME> ipoe, rne <INAME> — ums untepdeiica.

[Tpumep:
ecorouter#sh subscribers bmi.l ipoe
Total subscribers: 2

accepted: 2, rejected: 0, auth. in progress: 0, getting IP by DHCP: O
Codes: L - local, R - remote AAA, U - unknown, N - not specified
IP Address MAC Address Port S-tag C-tag Status Type
20.20.20.2 3e3a.0af3.6edd tel = @0————— ————- accepted (L) IPOE
20.20.20.3 Tebe.5221.bf2a tel 0————= ————- accepted (L) IPoE

Jlst mpocMoTpa nmoApoOHOM HHPOPMAIIMH 110 KOHKPETHOMY a0OHEHTY MPU BBI30BE KOMaH Ibl
clieyeT ykasath aapec abonenta: show subscribers <INAME> <IP>, rne <INAME> — ums
untepdeiica, <IP> — agpec abonenra.
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[Tpumep:

ecorouter#sh subscribers bmi.l1 20.20.20.2
ip: 20.20.20.2

mac: 3E:3A:6A:F3:6E:DD

port: tel

service: ddff

session timeout: 3 min

session time remaining: 0 min
idle timeout: 3 min

idle time remaining: 0 min
authentification status: accepted
type: IPoE

encapsulation: untagged

wan pkts: 67

lan pkts: 4

wan bytes: 96.614 K (96614)

lan bytes: 3.164 K (3164)

JI71st IpOBEpKU CKOH(HUTYPUPOBAHHBIX a00HEHTCKUX CEPBHCOB CIIYKUT KomMaHaa Show subscriber-
service <SNAME>, rie <SNAME> — ums cepBuca.

[Tpumep:

ecorouter#sh subscriber-service test
Subscriber-service "test" is applied for:
SUB-MAP

ipoe test

ipoe test2

Subscriber-policy:

CcCcC

BBB

AAA

B pe3ynbTare BBIMONHEHNUS KOMaH IbI OyIET MoKa3aHa uHpopmaluio mo subscriber-policy, service-
policy, a Takxe BBIBEICH CITUCOK KapT a0OHEHTOB, HA KOTOPBIX IPUMEHEH YKa3aHHBIH CEPBHUC.

Jlst npocmotpa cuetynkoB Mo CoA u Disconnect 3ampocam ciyxuT komanaa Show counters
subscribers coa-messages.

ITpumep:

ecorouterf#show counters subscribers coa-messages

CoA-Messages

Remote CoA-Req CoA-ACK CoA-NAK Drops
1. 1. 1. 2 3 2 1 3

192.168.255. 2 0 0 0 0

Total 3 2 1 3

Disconnect-Messages

Remote Disc-Reqg Disc-ACK Disc-NAK Drops
1 1 1 2 1 1 0 3
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192.168.255. 2 0 0 0 0
Total 1 1 0 3

B PE3YIbTATC BBIIIOJHCHNA KOMAaHAbI 6y,Z[YT ITOKa3aHbI ABC Ta6J'II/ILIBI C KOJIMYECTBOM IMPUIICAIITNX

3aIpocoB, a Takxke koiamuecTBoM 0TBeToB ACK, NAK 1 KoaruecTBOM OTOPOIICHHBIX 3aIIPOCOB.

24.8 ®yukuuonaia ARP Proxy

ITpu HacTpotike ¢pyHkuuoHana IPOE y aboHEHTOB, HAXOAAIIMXCS B OJTHOM TOJICETH, HO B pa3HBIX
VLAN, oTCyTCTBYET CBSI3HOCTh. B HEKOTOPBIX citydasix TpeOyeTcs 00eceUnTh CBI3HOCTh MEKIY
abonentamu. /[ aToro Ha BMI-unrepdeiice ncnonszyercs pynkimonan ARP Proxy. ARP Proxy
no3BoJisieT B ciayuae ARP-3anpoca co croponsl abonenta orBetuth MAC-anpecom camoro BMI-
unrepdetica (ecmu MAC-aapec npucyrctByeT B ARP-Tabnuie mapmpyrtuzaropa). Takum oOpazom
aOOHEHTHI (MM YCTPOWCTBA) B OJTHOW MOJCETH MOTYT CBSI3BIBATHCSI MEXKILy COOOIA.

®ynkunonan ARP Proxy no ymonuanuto BeikitoueH. [l Batouenuss ARP Proxy ucnonb3yercs
KOMaHJ1a Proxy-arp B pexxume konpurypauuu BMI-unrepdeiica.

Komanzga show intrface bmi.<Homep> ucnomns3yercs uist mpoBepku Tekyiero cratyca ARP
Proxy.

[Ipumep:

ecorouter# show interface bmi.l
Interface bmi.l is up

Snmp index: 7

Ethernet address: 1c87.7640.8002
MTU: 1500

NAT: no

session-trigger ip

ARP proxy is disabled

CMP redirection is on

Label switching is disabled

<UP, BROADCAST, RUNNING, MULTICAST>

Connect port tel service instance static symmetric
Connect port tel service instance dynamic symmetric
net 1.1.1.1/24 broadcast 1.1.1.255/24

total input packets 23870, bytes 35354935

total output packets 49700, bytes 49917061

249 PexoMeH1aliMu ¥ TOHKOCTH HACTPOMKU
24.9.1 IPoE

[TocnenoBarenbHOCTH TIPABHI B KapTe aOOHEHTA MPOBEPSIFOTCS B MOPSAKE BO3PACTAHUS X HOMEpa.
B EcoBNGOS npucyTcTByeT HesiBHas KapTa ¢ MaKCHUMaJIbHbIM HOMEpPOM (00JIbIIIe, YeM y JIF000i
KapThl a0OHEHTA, CO3JJaHHON MOJF30BATEIEM ), KOTOPAsi COMOCTABIISETCSI CO BCEMH YCTPOHCTBAMU
Ha untepderice BMI (Bce IP-anpeca aboHEHTOB) ¥ CEpBHCOM, KOTOPBIN OJIOKHPYET BeCh TpaduK OT
kiueHToB (mpasuiio implicit drop). AGoneHTsI, onaBiue Mo AekicTBue npasuia implicit drop,
He OyJIyT OTOOpaKEHBI B TTIO0AIBHON TabyHile aDOHEHTOB. ITO SKOHOMHUT MECTO B caMOil TabiuIie,
a TaKKe 3allUIIaeT OT aTak Ha nepenoiHenue Tadnumbl. [loaTomy kommanus RDP HacTosTensHO
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HE pekoMenayeT co3maBath MyCTYIO MOCIEI0BATEIBHOCTD (0e3 koman sl Mmatch) B subscriber-
map Bsuza:

subscriber-map TEST 30
set idle-timeout 30

set session-timeout 1440
set service 2Mb

B TakoM cirydae MomnbITKH ayTeHTH()UKAIMK BCEX a0OHEHTOB OYAyT YCIEMIHBIME U HHPOPMAIIUS O
KaXKIOM KJIMEHTE IMOIBUTCA B IN100aibHOM Tadimue!!!

Tax Ha3bpIBa€MBbIil CEPBHC MO YMOIYAHHIO, KOTJJa CYIIECTBYET 0011ee IpaBuiIo sl OOJIBIIMHCTBA
CEeCcCHii, OT MpoBaiiiepa K npoBaiiiepy CuIbHO OTan4aeTcs. [ MOKOCTh KapThl a0OHEHTA MO3BOJISET
CETEBBbIM aJIMHUHUCTPATOPAM MCIOIb30BAThH IUPOKUN CIIEKTP CLIEHAPUEB sl 00CTY KUBAHUS
a0OHEHTCKUX CECCU U HACTPOUKH MOBECHUS 110 YMOIYAHUIO.

[Mpu Hanuumnu npaBuia Match B mocienoBaTebHOCTH KapThl A00HEHTOB C MPEYUKCHBIM CITHCKOM,
HE CYILECTBYIOIIKUM B MapLIPyTU3aTOPE, ITOCIEI0BATEIbHOCT UTHOPUPYETCH.

B HECKOJIBKUX MOCIEI0BATEIFHOCTAX KapT AaDOHEHTOB MOXKET OBITh HECKOJIBKO TpaBmit match, B
TaKOM CJIy4ae B MOCJIE0BATEIILHOCTH paboTaet orndeckoe npasmiio «JIN». Obparute
BHUMaHHUE, YTO NPe(UKCHBIE CIIMCKU MOTYT MEHSTHCS U IOTIOJIHATHCS OTJIEJIBHO OT KapT
aboneHToB. VI3MeHeHMsI B Pe(PUKCHBIX CIIUCKAX, IPUMEHEHHBIX B KapTe a0OHEHTOB, MOTYT
BBI3bIBATh U3MEHEHUS JIOTUKU JIEHCTBUS KapThl, OyJbTE€ aKKYPaTHBI.

HpI/IBeI[eM IIpUMEP HeaKKypaTHOFO! HU3MCHCHU IIpaBuJia B IIOCJIICIOBATCIIbHOCTH.

ecorouter (config) #subscriber-map TEST 10
ecorouter (config-subscriber-map) #no match dynamic prefix-list A
ecorouter (config-subscriber-map) #match dynamic prefix-list B

DTO BBI3OBET TepecueT Beel JIoTuku B Kapte TEST, T.x npu BBeieHNHN cpabaThIBAacT HESIBHOE
npasmio match.

[IpaBuUIBHBIN BapUaHT:

ecorouter (config) #subscriber-map TEST 10
ecorouter (config-subscriber-map) fmatch dynamic prefix-list B
ecorouter (config-subscriber-map) #no match dynamic prefix-list A

24.9.2 PPPoE

[Tpu nonxmouernn PPPoE-aboHeHTa MporcxoauT aBTOMaTHIECKOE T00aBICHUE MapIIpyTa B
tabmuiy FIB ¢ mackoii /32, mpu 3Tom B Tabauie RIB atoT mapuipyT He oToOpaxaercs. Tpaduk ot
abOHEHTa B TAKOM CJIy4yae MOKET repeaaBaThes Aaxke 0e3 ykazanus [P-ampeca Ha bmi-untepdeiice.

B citydae ecni He0OXOMMO aHOHCHPOBATh CETh, BbIaHHY10 PPPOE-abonenTam, uepes
JUHAMHYECKHE ITPOTOKOJIbI MAPIIPYTHU3AINH, TO CYIIECTBYET HECKOJIBKO CIIOCOO0OB PEIIUTh
JIAaHHYIO 3a/1a4y.

1) 3agats anpec Ha bmi-unrtepdetice u3s PPPoE-noacetu u Brimrounts naTepdeiic bmi B mpoTokosn
JTUHAMHUYECKOW MapIIpyTU3aIMH TaK ke, Kak U 00bIuHbIN [P-unTepdeiic.
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2) Co3nath ctatudeckuid MapmpyT 10 PPPoE-a6onenTor uepes NULL-untepdeiic u
nepepacnpenenuth (redistribute) sror mapuipyt B mporiecc mpoTokosia TMHAMUYECKON
Mapuipytu3zanuu. [Ipy Takom BapraHTe OTBETHBIN TpaduK, IPUIISIINNA Ha MapIIpyTH3aTOp, HE
Oynet otOpoieH, Tak kak B FIB Oynyt Oonee cneunduunbie /32 MapipyTsl 10 aOOHEHTOB.

24.10

JlorupoBanue a0OHEHTCKHMX CeCCHil

Jlig oTCcneXuBaHUs yCTaHOBJIEHUS! aDOHEHTCKOW CECCUM CITY’KUT KOMaH/1a peKuMa

anmuauctpupoBanus debug subscriber.

[TapameTpbl KOMaH bl OTIUCAHBI B TAOJINLIE HIXKE.

Tabnuna 122
IMapamerp Onucanue
ip <IP ADDRESS> | IP-agpec abonenra
mac <MAC MAC-aapec aboHera
ADDRESS>

svlan <NUM>

cepsucHbiii VLAN, B ciydae mozenu Q-in-Q

cvlan <NUM> ximenTckuiit VLAN

as <NAME>

npeuKC s COOOIICHUH OTIaIKi JAHHOTO MMOJIb30BaTes. JJaHHbIH peduKc
J00aBIIsIETCs B KAXKI0€ COOOIIEHUE

Ecmu Brimrouena otinanka mo MAC-aapecy, svlan uiu cvlan, To B jorax Mmoxkuo Habmrogate DHCP
u RADIUS-noru. Ecnu Britouena otinajaka no IP-agpecy — B norax 6yayt Toiasko RADIUS-

COOOIIIEHUS.

[Tpumep otnaaxu no MAC-aapecy:

|ecorouter#debug subscriber mac 0050.7966.6801 as PETROV

Jloru:

[data-plane] [PETROV] DHCP-DISCOVER message recieved from client
00:50:79:66:68:01

[data-plane] [PETROV] dhcp, delete client: 00:50:79:66:68:01
[data-plane] [PETROV] DHCP-DISCOVER message recieved from client
00:50:79:66:68:01

[data-plane] [PETROV] dhcp, delete client: 00:50:79:66:68:01
[data-plane] [PETROV] DHCP-OFFER message recieved for client
00:50:79:66:68:01

[data-plane] [PETROV] DHCP-REQUEST message recieved from client
00:50:79:66:68:01

[data-plane] [PETROV] DHCP-ACKNOWLEDGE message recieved for client
00:50:79:66:68:01

[data-plane] [PETROV] Client IP: 10.1.1.3 sent request to radius client
[radius-client] [PETROV] radius module.cpp:27 (AuthRequest) Request
created. State: NEW. Client ip: 10.1.1.3

[radius-client] [PETROV] radius module.cpp:125 (sendRequests)
authenticating: client ip 10.1.1.3

[radius-client] [PETROV] radius module.cpp:35(setState) State change:
NEW -> PENDING. Client ip: 10.1.1.3

[radius-client] [PETROV] radius module.cpp:35(setState) State change:
PENDING -> READY. Client ip: 10.1.1.3
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[radius-client] [PETROV] radius module.cpp:35 (setState) State change:
READY -> RECEIVED OK. Client ip: 10.1.1.3

[radius-client] [PETROV] radius module.cpp:653 (parsePair) rc auth
10.1.1.3 success

[radius-client] [PETROV] radius module.cpp:342 (finishAuth)
Authentication succeeded, client ip: 10.1.1.3

[data-plane] [PETROV] Update ipoe client session "SUBSCRIBER DYNAMIC
AUTH COMPLETED ACTIVE " on ip : 10.1.1.3 on iface 1, (socket 0)

[Tpumep otnanaku no [P-aapecy:

kcorouter#debug subscriber ip 10.1.1.4 as IVANOV

Jloru:

[note] [data-plane] [IVANOV] Client IP: 10.1.1.4 sent request to radius
client in first time

[debug] [radius-client] [IVANOV] radius module.cpp:27 (AuthRequest)
Request created. State: NEW. Client ip: 10.1.1.4

[info] [radius-client] [IVANOV] radius module.cpp:125 (sendRequests)
authenticating: client ip 10.1.1.4

[debug] [radius-client] [IVANOV] radius module.cpp:35 (setState) State
change: NEW -> PENDING. Client ip: 10.1.1.4

[debug] [radius-client] [IVANOV] radius module.cpp:35(setState) State
change: PENDING -> READY. Client ip: 10.1.1.4

[debug] [radius-client] [IVANOV] radius module.cpp:35(setState) State
change: READY -> RECEIVED_REJECT. Client ip: 10.1.1.4

[info] [radius-client] [IVANOV] radius module.cpp:684 (parsePair) rc_ auth
10.1.1.4 reject

[info] [radius-client] [IVANOV] radius module.cpp:342 (finishAuth)
Authentication succeeded, client ip: 10.1.1.4

[debug] [data-plane] [IVANOV] Update ipoe client session "SUBSCRIBER
DYNAMIC AUTH COMPLETED NOT ACTIVE " on ip : 10.1.1.4 on iface 1, (socket
0)

[Ipumep otnaaxu no kaueHTrckomy VLAN:

bcorouter#debug subscriber cvlan 10 as VLAN1O0

Jlorm:

[data-plane] [VLAN1O] DHCP-DISCOVER message recieved from client
00:50:79:66:68:01

[data-plane] [VLAN10] dhcp, delete client: 00:50:79:66:68:01
[data-plane] [VLAN1O] DHCP-OFFER message recieved for client
00:50:79:66:68:01

[data-plane] [VLAN10] DHCP-REQUEST message recieved from client
00:50:79:66:68:01

[data-plane] [VLAN10] DHCP-ACKNOWLEDGE message recieved for client
00:50:79:66:68:01

[data-plane] [VLAN10] DHCP-DISCOVER message recieved from client
00:50:79:66:68:02

[data-plane] [VLAN10O] DHCP-OFFER message recieved for client
00:50:79:66:68:02
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[data-plane] [VLAN10] DHCP-REQUEST message recieved from client
00:50:79:66:68:02

[data-plane] [VLAN10O] DHCP-ACKNOWLEDGE message recieved for client
00:50:79:66:68:02

[data-plane] [VLAN10] Client IP: 10.1.1.4 sent request to radius client

in first time

[radius-client] [VLAN10O] radius module.cpp:27 (AuthRequest) Request
created. State: NEW. Client ip: 10.1.1.4

[radius-client] [VLAN1O] radius module.cpp:125 (sendRequests)
authenticating: client ip 10.1.1.4

[radius-client] [VLAN10] radius module.cpp:35(setState) State change:
NEW -> PENDING. Client ip: 10.1.1.4

[radius-client] [VLAN10] radius module.cpp:35(setState) State change:
PENDING -> RETRY. Client ip: 10.1.1.4

[radius-client] [VLAN10] radius module.cpp:166 (sendRequests) No servers
left to try. rc auth async returned code -1, client ip: 10.1.1.4
[radius-client] [VLAN1O] radius module.cpp:35 (setState) State change:
RETRY -> SEND FAILED. Client ip: 10.1.1.4

[radius-client] [VLAN1O0] radius module.cpp:338 (finishAuth)
Authentication failed, client ip: 10.1.1.4

Kpome Toro, y1o0HO OTCIIC:KUBATh YCTAHOBICHUE CECCHHU TP MTOMOIIY KOMaH/Ibl PEKUMa
anmuuuctpupoBanus terminal monitor <LINE>. I'me LINE — cioBo, 1o kotopomy 0yet
pOM3BEICHA BHIOOPKA 13 JIOTOB. JlaHHass KOMaH/1a 0TOOpaKaeT TOJILKO HHTEPECYIOIIHE
MOJIb30BATENST COOOIICHHUS.

24.11 OO01uue cepBuCHI

Hactpoiika oOuiero cepBuca (Shared Contract) a1 HecKonbKUX aOOHEHTOB, /1€ 00111as mojoca
MIPOITYCKaHUS AETUTCS MeXKIY aOOHEHTaMH, TOCTyHa [ TunoB nojakimodenus [PoE L2/1.3 u
PPPoE. [Ins Bximouenust obmiero cepsuca B [PoE ncnons3yercs koManaa B pexxume
KoH(urypuposanus subscriber-map:

eco (config-sub-map) #shared-service key ?

agent-option DHCP opt.82 or PPPoE IA as key for shared subscriber-
service

framed-ip Creating sessions from list of Framed-IP and key for
shared

subscriber-service
radius-attribute Radius vendor-specific attribute 251 as key for
shared

subscriber-service
vlan VLAN as key for shared subscriber-service

Kirouom ju1st co3aanus o01Iero KOHTpakTa MoXeT ObITh 0AuHaKoBbIE VLAN, B KOTOpOM
pacnionaratorcst abonenTsl, DHCP-onmus 82 npu nepenaue coobmenuit DHCP discover ot
a0oHEHTOB, criicok aTpudyToB Framed-IP-Address ¢ IP-anpecamu abOHEHTCKHX YCTPOICTB B
coobmenuu RADIUS Access-Accept, a Taxxe qonoiaHutensHelii 251 RADIUS-atpubyr
RDP_SHARED_ SERVICES. Huxe npuBeaén npumep cooduienus Access-accept or RADIUS-
cepsepa co crrckoM Framed-IP-Address.
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p Frame 58: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)

p Ethernet II, Src: da:ad:26:71:el:a9 (da:ad:26:71:el:a9), Dst: RApRU_B85:802 (1c:87:76:40:85:02)
p Internet Protocol version 4, Src: 38.0.0.201, Dst: 38.0.0.200
} User Datagram Protocol, Src Port: 1812, Dst Port: 44494
w RADIUS Protocol

code: Access-Accept (2)

Packet identifier: axe (o)

Length: 56

Authenticator: 8bécofed417686Te88caBlesaddcsanrs

[This is a response to a request in frame 57]

[Time from request: ©.000384888 seconds]

w Attribute value Pairs

p AVP: 1-12 t=Vendor-Specific(26) v=RDP{45555)

p AVP: 1=6 t=Framed-IP-Address{g8): 50.0.8.1

p AVP: 1=6 t=Framed-IP-Address{8): 50.0.8.2

b AvP: 1=6 t=Session-Timeout(27): 1208

p AVP: 1-6 t=Idle-Timeout(28): 1206

Pucynok 43

OO6muii cepBrC BO3MOKEH TOJIBKO 11 a0OHEHTOB, aBTOPU30BAHHBIX UCKIIFOUUTEIIBHO Yepe3
ynaneHusii RADIUS-cepsep. [Ipu ucnonszoBanuu nokaibHbIX QyHkimnu AAA Ha BRAS 06muit
cepBHC He mpuMeHuTcs. [Ipu ncrnonp3oBanuu kitoda framed-ip mis koppekTHO# paboThI
npoueaypsl RADIUS Change of Autorization, coobuienust RADIUS CoA ot RADIUS-knuenta
JIOJKHBI COJIEPKATh TOT ke crucok arpudyToB Framed-1P-Address, urto u Access-Accept
CcooO0IIeHHE.

Jns PPPoE xomanaa HacTpoiiku oOLIero cepBuca BhIMISIIUT aHAJIOTUYHO, TOJIBKO B PEXKUME
koH¢urypauuu PPPoE npodaiina.

AOOHEHTCKHE CECCHH C OOIIMM CEPBHCOM B IJ100aIbHON aOOHEHTCKON TaOJIHMIIE OTOOPAKAIOTCSI C
daxxkamu «SR>» (R — remote authorization (radius attribute SERVICE_NAME), S — shared
subscriber-service between subscribers), > — active and valid session).

Bornee neranpHyro nHMGOpPMAIIHIO IO CEPBHCaM Y aOOHEHTOB MOYKHO MOJIYYUTh C TTIOMOIIBIO
komaH 161 Show subscribers bmi.X service, rae bmi.X — ums u Homep BRAS-unTepdeiica bmi. V
a0OHEHTOB ¢ 00IMM cepBrucoM Service-ID B BbIBOJIE KOMaH/IbI JIOJKEH OBITh OJIMHAKOBBIM.

[punimn padboTe! mpuoputeToB B SUbscriber-map (Homepa seq) mo3BosseT THOKO BbIIEATH IP-
MOJICETh — A0OHEHTOB, JUISI KOTOPBIX Pa3peIleH WU 3arpelieH OOIuil cepBuC.

Creruduunsiit 251 RADIUS-atpubyr RDP_SHARED_SERVICES naér nexoropsie
pacumpeHHbIe BO3MOKHOCTH U YA00CTBa IPH paboTe ¢ OJJHUM CEPBHCOM IS HECKOIBKUX
aboneHToB. [Tomrmo Toro, uro 3ToT 251 aTpuOyYT (THI CTPOKA) MOKET OBITH KIIFOUOM JIsl CO3/IaHHS
obrrero cepsuca, kak u ynomsinyTeie panee VLAN, Framed-IP-Address ¥ DHCP-onmus 82, on xe
MOYET HUCIOJIb30BATHCS B KAUECTBE JOMOJHUTEIBHOIO ONUCaHUS JJIs OOILEro cepBHca.

Hanpumep, ecnu BeIOpaTh B KauecTBe Kiroua st oomero cepsuca Framed-IP-Address 1 BkitouuTh
B coobmenus o RADIUS-cepBepa cnientuduuanstit 251 atpulyT (HanmpumMep, HOMEp JO0TOBOPa), TO
Ha BRAS ni1st ob1iero cepBuca, momMmuMo ero uMeHu u ID, mosBUTCS TOTIOJIHUTENFHOE OITMCaHKE B
KoMaH 1ax rpymibsl Show (3nauenue nons Sharing Description).

ecorouter#sh subscribers bmi.2 service
VRF: default
Total subscribers: 2
Accepted: 2, Rejected: 0, Authenticating: 0, DHCP conversation: O
Codes:
> - active and valid session
B - blocked by IP Source Guard
F - authentication during Radius unavailable
L

- local authorization (subscriber-service)
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- not specified
- remote authorization (radius attribute SERVICE NAME)
shared subscriber-service between subscribers
- unknown (internal error)
- local authentication (prefix-list)
- remote authentication (subscriber-aaa)
single subscriber for shared subscriber-service
Keys for sharing service:
RA - Radius Attribute 251
FIP - List of Framed IP Address attributes
VLAN - C-VLAN and S-VLAN number
OPT82 - DHCP option 82
IP Address MAC Address Service Shared Key Sharing
Description Service ID

B =G wnXd=z
I

0]
|

SR> 50.0.0.1 0050.7966.6805 coa test FIP dogovor
#1703 0x00000037
SR> 50.0.0.2 0050.7966.6800 coa test FIP dogovor
#1703 0x00000037

Jlist TOoro, 4T0OBI OTCOPTHPOBATH AOOHEHTOB ¢ OJMHAKOBLIM onucanueM (Sharing Description)
BBEJINTE KOMaH/Iy:

show subscribers bmi.2 service description LINE

riae LINE — tounoe coBnanenue crpoku B 251 atpudyte (Hanpumep, dogovor #1703) wiu
BOCIOJIb3YHTECh PYHKIMSIMU Jrep.

Hanpuwmep:
show subscribers bmi.2 service | grep PATTERN

rae PATTERN — m1a0ioH 171 morcka B BEIBOJE.

24.12 Ynanénnolie aboHeHTCKHUE ceTH B cpeae MPLS

B EcoRouterOS ecTh BO3MOXXHOCTb NOAKIIOUNTH yepe3 BRAS ynanenHbIx aOOHEHTOB.
PaccmaTpuBaercs cueHapuii, Korja yJaaneHHas aboHeHTCKas ceTh JoctynHa uepe3 MPLS o6inako.

B ponu tpancniopra Oyaert BeicTynaTh pseudowire coenmuaenne. Takum o0pa3oM OT YIJICHHOU CeTH
Oyzaer npuxoauTs opuruHanbHblil L2 Tpaduk. T. e. Hapsny ¢ IP tpaduxom ans IPoE ceccuit 6yayT
Bo3MoxkHEI nToakmoueanss DHCP, PPPoE.
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IP/MPLS Internet
PE2 PE1-BRAS

efuecstes

Pucynok 44
[Ipumep Takoi TOMOJIOTUH MPEICTABIEH HA PUCYHKE.
VY nanennsie aboHeHTHI noakiodeHbl K PE2. Co3nanue ceccuii Oyner nmpoucxonutsh Ha PE1-BRAS.
Y PE1-BRAS Tak e ecTh JIOKaJIbHas CETh C A00HEHTaMHU.
Tpumeuanue: noooepacka makou mononoeuu Ha EcoRouterOS 6o3mooicna b6arazooaps naauduro
CHeyuanbHuIX BUPMYalbHLIX NOpmos. [lopmul cozoaromes napamu u HenocpeoCcmeeHHo

COCOUHAIOMCSL OpYe C OPY2OM.

Ha PE2 nactpauBaercs kinaccudyeckuii pseudowire Ha MopTy, KOTOPbIH MOAKIIOYEH K aDOHEHTCKOM
ceru. (cMm. Hactpoiika L2-circuit)

Ha PE1-BRAS nacrpauBaetcs [IPOE/PPPoE cepBep miupokomnosiocHoro 10ctyra (cM.)
Jl1g nmoAKIIIOUeHus ylaleHHbIX a0OHEHTOB HE00X0AUMO ycTaHOBUTH pseudowire k PE2 1o

yJaJeHHO! ceTH. B kauecTBe T0KaIbHOrO OPTa OYAET CIIY>KUTh OAMH HNOPT U3 BUPTYaJIbHON Maphbl
MOPTOB.

mpls 12-circuit vcl 1 2.2.2.2

|

router ldp

pw-status-tlv

targeted-peer ipvd 2.2.2.2
exit-targeted-peer-mode
transport-address ipv4 1.1.1.1

|

port virt.0

virtual-network pair virt.1l
service-instance vcl
encapsulation untagged
mpls—-12-circuit vcl primary

Bropoii mopT U3 BUpPTyasIbHOI Napkl pUCOeTUHsETCs K HHTEepdeiicy bmi

port virt.1l
virtual-network pair virt.O
service-instance bmi
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encapsulation untagged
|

interface bmi.1l
connect port virt.l service-instance bmi

B urore Ha bmi unrepdeiice 3aBeayTcs yaneHHble a00OHEHTCKHE CECCUU UYepe3 BUPTYabHbIN MOPT

IP Address MAC Address Port S-tag C-tag Status Type

L> 192.168.1.2 0050.7966.6800 virt.l - —-——— ————-— accepted(l) IPoE L2
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25 SNMP

SNMP (anrn. Simple Network Management Protocol — pocToii mpoTOKOIJI CETEBOTO YIIPABICHHUS)
— CTaHJIapPTHBIN UHTEPHET-IIPOTOKOII Ui yIpaBleHus ycrpoiictBamu B IP-ceTsix Ha ocHOBe
apxurektyp TCP/UDP. C nomompto mpotokona SNMP, mporpammuoe obecrieueHue 1ist
yIpaBJIEHUS CETEBBIMU YCTPOUCTBAMHU MOKET MOJIYy4YaTh HOCTYI K HH(OPMALIUU, KOTOPasi XpaHUTCS
Ha YIIpaBJISIEMbIX YCTPOMCTBaxX (Hampumep, Ha kommyTtaTope). Ha ynpasisiembIx ycTpoicTBax
SNMP xpanut uapopManuio o0 yCTpOHCTBE, Ha KOTOPOM OH paboTaeT, B 0a3e TaHHBIX, KOTOpas
HasbiBaeTcs MIB.

SNMP siBiisieTcss OJHUM U3 MTPOTOKOJIOB, PEATU3YIOIIMX KOHIEIIIMIO TEXHOJIOTHI YIIpaBIeHUS
cetbio Internet Standard Management Framework.

B pamkax 1aHHOM KOHUEIIHHN JUIs YIIPABICHUS CEThIO CTPOUTCS CUCTEMA, COCTOAIIAS U3 TPEX
OCHOBHBIX JJIEMEHTOB:

o SNMP manager ynpaiseT U HaOJIIOAAET 3a CETEBON aKTUBHOCTBIO YCTpoiicTB. Ero vacto
nassiBaroT Network Management System (NMS);

o SNMP agent — nporpammHoe obecrieueHue, 3armycKkaeMoe Ha YIIpaBisieMOM yCTPOUCTBE,
1100 Ha YCTPOWCTBE, MOAKIIOYEHHOM K HHTep(eiiCy YIIpaBIeHHS yIIPaBIIEMOTO
ycTtporictBa. CoOupaeT JaHHbIE C YIPABIIEMOro YCTPOMCTBA U niepenaeT ux Ha SNMP
manager;

e Management Information Base (MIB) — 6a3a nanHbIX, KOTOpast UCTIOIB3YETCS IS
yIpaBleHUs yCTpOHCTBaMU B ceTH. VIMeeT IpeBOBUAHYIO CTPYKTYPY B KOTOPOH XpaHUTCS
uHpopManus o XxocTax. DneMeHTsl MIB nMeroT cuMBOJIbHBIE UMEHA U COOTBETCTBYIOLIHE
uM yucnosle 3HaueHust — OID (popmarta N.N.N....N).

EcoRouter mognepxuBaeT Bepcuu npotokoina SNMPv1, SNMPv2¢c u SNMPv3.

25.1 3anyck u octaHoBka cepBuca SNMP

st 3ammycka SNMP cepBuca ucnosib3yercsi KomaHaa KOH(QUTYpallMOHHOTO pekuMa SNmMp-server
enable snmp (mgmt | vir <VR_NAME | default>).

[Tpu 3amycke SNMP yka3biBaeTcsi, Kakue OPThI OyAET 0OCITYKHUBATh CEPBUC:
mgmt — management-mopr,
VI — IOPTHI BUPTYAIBHOTO MapIIPyTHU3aTOpPa.

Ecnu 3HaueHune qaHHOTO nmapameTpa He ykasbiBaercsi, To SNMP OyneT BKiItoueH s management-
HopTA.

‘ecorouter(config)#snmp—server enable snmp vr virtl

Ecnmn SNMP Bkitogaercst Ha BUPTyajIbHOM MapIIpyTH3aTOpe, AJIsi HET0 HE0OXO0IMMO Pa3pelInTh
Bxostmuid Tpadux Ha UDP-miopt 161 gyepes HacTpoiiky npoduieit 6e3omacHocT (ogpodHee o
npodmIsax 6€30MacCHOCTH MOKHO MTPOYUTATh B COOTBETCTBYIOIIEM pa3felie).
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Jlst Toro utoObI epexrounTh SNMP Ha npyroit BUPTyalbHBINH MapIIpyTH3aTOp, HEOOXOAMMO
cHauaza BbIKI0UUTh SNMP, a MOTOM BKIIIOUMTH CHOBA C YKa3aHUEM HYKHOI'O BUPTYaJIbHOI'O
MapuipyTu3aropa.

[Tpumep HacTpoiiku npoduist 6e30MaCHOCTH U MEPEKII0YESHUS CepBUCa Ha JPYTroi BUPTYalbHbIN
MapIIpyTU3aTop:

ecorouter (config) #security-profile 2

ecorouter (config-security-profile) #rule 0 permit udp any any eqg 161
ecorouter (config-security-profile) #ex
ecorouter (config) #virtual-router virt2

ecorouter (config-vr) #ex

ecorouter (config) #security vr virt2 2

ecorouter (config) #no snmp-server enable
ecorouter (config) #snmp-server enable snmp vr virt2

Jnsa Beikmouenust SNMP cepBuca ucnonb3yercs KoMaHAa KOH(PUTypallmOHHOTO pexxuma N0 Snmp-
server enable snmp.

|ecorouter(config)#no snmp-server enable snmp ]

Jlns nepenoakitoueHus onpeaesneHHoro nporokoia k SNMP B EcoRouter ncnomns3yercs komanaa
KoH(puUryparroHHoro pexuma SNmp restart <bgp | isis | Idp | mrib | ospf | pim | rib | vrrp>.

|ecorouter(config)#snmp restart bgp ]

25.2 Hacrpoiika SNMP community

SNMP community — kirodeBoe ¢i10Bo, UMst 00beMHEH S (COO0IIeCTBA) IS B3aUMOICHCTBHSI 1O
npotokoiry SNMP 1 wu 2 Bepcun. CooOIIECTBO COCTOUT M3 OJAHOTO MJIM HECKOJIBKHUX areHTOB U
MeHeKepoB. OMH XOCT C YCTAaHOBJIEHHBIM Ha HEM areéHTOM MOKET OJTHOBPEMEHHO MPUHAIIeKATh
K HECKOJIBKUM COOOIIECTBAM, IPU 3TOM areHT OyAeT MPUHUMATH 3aIPOCHl TOJIBKO OT YCTPOHCTB
yHpaBIeHUs, IPUHAANEKAIUX K 9TUM TpymnnaM. bezonacHocTh 0OMeHa COOOIIEHUSIMU MEXKTY
areHTaMu ¥ MEHEHKEPOM B 3TOM clTydae 00eCIIeUnBaCTCs TIPH MTOMOIIIH IepeIauu B Telie
COOOIIIEHHST B OTKPBITOM BHJIE MIMEHH COOOIIECTBA HJIIH cOmmunity-string.

JIi1st co3aanust COMMunNity ucrmonb3yeTcs: KOMaH1a KOH(GUTypaMOHHOTO peKiMa SNMp-server
community. CuaTakcuc komanael: Snmp-server community <COMMUNITY-NAME> ( (view
<VIEW-NAME> (ro | rw) ) | (group <GROUP-NAME>) | (ro | rw)).

Tabmuna 123
IMapametp Omnucanue
<COMMUNITY- Community-string. MakcumanbHasi [yinHa 32 cuMBoOJia
NAME>
view <VIEW- YkazaTh UM NpeJICTaBICHUS, onpeieaoniero nojaaepeso MIB, noctynHoe
NAME> JaHHOMY coobmiecTBy. [IpeacraBieHue JOKHO OBITH IPEIBAPUTENFHO CO3JaHO

KOMaHJI0i snmp-Server view

<GROUP-NAME> | Nwms rpynmsl

ro ,ZIOCTYH TOJIBKO Ha YTCHUC — 3HAUYCHHUEC BBICTABIACTCA 110 YMOJTYaHUTIO
'w I[OCTyr[ Ha YTCHUC U 3aIllMCh, €CJIM OHA PA3PCIICHA

ecorouter (config) #snmp-server community MyComm view MyViewl version v2c
W
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Jnst coobmiecTBa HENb3s OJJHOBPEMEHHO YKa3aTh U IPE/CTaBICHUE, U rpymiry. Ecin He yka3aHo HU
IpeCTaBICHNE, HU TPYIINA, a TOJIBKO UMsI COOOILECTBA, TO JAaHHOMY COOOIECTBY OyaeT
MIpeI0CTaBIIeH JOCTYI U3 JIt000H ceTn ko Bcem MIB.

Jlns yaaneHust COmmunity ucmonb3yeTcst KoMaHaa KOH(GUTYPanOHHOTO peskuMa N0 SNMp-server
community <COMMUNITY-NAME>.

25.3 Hacrpoiika npeacraBienuii (SNMP views)

[IpencraBienus CO3AAIOTCS ISl TOTO, YTOOBI OTPAHUYHTH JTOCTYII K 00bekTaM nepea MIB. s
CO3/aHUS U HACTPOMKH MPECTABICHUS UCTIONB3YETCSI KOMaH/1a KOH(PUTYPALMOHHOTO PEKUMA
snmp-server view. Cuarakcuc koMauael: sSnmp-server view <VIEW-NAME> <OID-TREE>
(included | excluded).

Tabnuna 124
ITapameTp Onucanue
<VIEW- Nms npencraBnenus. MakcumanbHas AnuHa 32 CHMBOIIA
NAME>
<OID- Wnentudukarop nonaepesa MIB, koTopoe 10IKHO OBITH BKIIIOYEHO B IPEACTaBICHHIE
TREE> WJIH UCKITIOYEHO M3 HETO. YKA3bIBaeTCs B BUE CTPOKU U3 IIU(P, Pa3IEICHHBIX TOUKAMH,
Hanpumep, .1.3.6.2.4
included Brurounth nomnepeBo 8 SNMP nipencraBienue
excluded Hckimrounts nopaepeBo 3 SNMP npencraienus

‘ecorouter (config) #snmp-server view myView3 .1.3.6.1.6.3.18 excluded ‘

st noGaBieHus moA/iepeBa K CyIIECTBYIONEMY MPEICTABICHUIO (MM UCKITFOUEHUSI U3 HETO)
HCIIOJIB3YETCS 3TA K€ KOMaH/1a.

I[J'I}I y,[[aJ'ICHI/ISI HpeI[CTaBJIeHI/I}I I/ICHOJ'IB3yeTC}I KOMaHJa KOH(I)I/Il"ypaI_[I/IOHHOl"O pe)KI/IMa no snmp -
server view <VIEW- NAME >.

254 HacTtpoiika oTHIpaBKH aCHHXPOHHBIX COO0IIeHU I

[Ipu nepenaue nHPpOpMAIUU MEKTY MEHEIKEPAMH U areHTaMU B O0IIEM BHJIE€ UCIIOJIB3YIOTCS
CIIEYIOIINE CLIEHAPHH:

e MEHEKEp OTIPABIISIET 3aMPOC areHTY U MOIyYaeT OTBET;

e MEHEDKEpY OTHPABISAETCS COOOIEHUE (aTCHTOM WIIH APYTHM MEHEKEPOM), KOTOpOe
TpeOyeT yBeaomieHus o noiaydenuu (inform);

e areHT OTHpamiseT HHPOPMAIHIO 0 ceOe MEeHeKepy 0e3 3ampoca ¢ ero CTOPOHBI U 0e3
yBeIOMJICHHS O mostyueHuu (trap).

Jlnis BKJTFOUEHUs OTHpaBku trap cooOrieHuit uenonbp3yercs kKoManaa Snmp-server enable traps.

‘ecorouter(config) #snmp-server enable traps ‘

Jlnst oTKIIIOYEHUs OTIIpaBKH trap cooOuieHuit ucronp3yercs Komanaa N0 snmp-server enable
traps.
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|ecorouter(config)#no snmp-server enable traps |

J1J1st TOTO 4TOOBI OCYIIECTBIISITH OTIPaBKy trap coobmennii Menemkepy wim NMS, Heo0X0 MO
yKa3aTh aJpec Hy>KHOTO XOCTa U ero HacTpouku. [1jist 3Toro ucnonp3yercs komanaa SNmp-server
host. Cunrakcuc KoMaH/IbI:

snmp-server host <A.B.C.D|[HOSTNAME> (traps (| version (1 | 2c)) | informs)
<COMMUNITY-STRING> (| udp-port <1-1024>)

Ta6muma 125
ITapameTp Onucanue
AB.CD IP cepsepa
HOSTNAME DNS-ums cepBepa
traps OTtnpaBnsThk cooOmienns Tuma trap (6e3 yBegomienus). [lapamerp mo
YMOTYaHHIO
informs OTtnpasisaTh cooOrieHus Tina inform (¢ yBe1oMIICHUEM)
version Bepcust nporokona SNMP. 3nauenus napamerpa: 1 wim 2¢
<COMMUNITY- Community-string, 0T UMEHH KaKOT'O COOOIIIECTBA OTIPABIISIOTCS COOOICHUSI.
STRING> MaxkcumManpHas JuinHa 32 cUMBOJIA
udp-port IopT, KoTOpHIi ciymIaeT cepBep. uanazon 3Hadenuii ot 1 1o 1024, mo
yMoJyaHuio 162
ecorouter (config)#snmp-server host 192.168.0.1 traps version 1
MyCommPass

Ecnu B mapaMeTpax yka3bIBaeTCs OTIIpaBKa cooOieHuii Tuna inform, to mapametp version He
3aJjaeTcsl, Tak Kak OH MOXKET OBITh PaBEH TOJIBKO V2C.

JInst ynaneHust 3armicu o MeHepkepe wim NMS ucnosb3yeTcs koManaa N0 snmp-server host.

|ecorouter(config)#no snmp-server host < A.B.C.D | HOSTNAME > |

25.5 SNMPvV3

[Tpotokon SNMPv3 — ato crienyromias ctaaus pa3Butus npotokosia SNMP. OH moaHOCTHIO
COBMECTUM C MPEIbITyIIUMU BepcusiMu. OTINYUE OT MPEIbIIyIIUX BEPCHIl:

e moHATHUSA "MeHekep" U "areHT" 3aMeHeHbI Ha "cyIHOCTR" (entity), moHsATUs "areHT" u
"MeHeKep" OCTAIUCh B KAUECTBE POJIEH;

e  CTanM JOCTYIHBI CITY>KOBI OTPAaHUYEHUS IOCTYIIA, 3AIIUTHI TAHHBIX U Ay TEHTH(PUKAITUU
nosb3oBatesst (cM. cranmaptel RFC 3411-3415).

B Bepcun SNMPv3 npenycmotpeno Tpu ypoBHsI 0€301MacHOCTH:

e nNOAUthNOPriv — ayTeHTHUUKAIMS HE TIPOU3BOUTCS, KOH(DUICHIIMAIBHOCTD JTaHHBIX
OTCYTCTBYET;

e authNoPriv — aytenTudukamnus 6e3 KOHPUICHINATBHOCTH;

e authPriv — ayteHTH(UKAIUS U ITUPPOBAHUE, MAKCUMAJIBHBIH YPOBEHbD 3aIIIUTHI.
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25.5.1 Onepanumu ¢ mojib30BaTejieM

Co3nanue monbp30BaTelis IPOU3BOIUTCS B PEKUME KOH(PHUTYpAIH ITPYU OMOIIY KOMaHAbI SNMp-
server user <USERNAME> [group <GROUPNAME>] [encrypted] [auth (md5 | sha )
<AUTH-PASSWORD> [priv (des | aes) <PRIV-PASSWORD>]] . Onucanne mapamerpos
BbI30Ba KOMAaHbI IPUBEACHO B Ta6n1/1ue HHIKCE.

Tabnuna 126
IMapamerp Onucanue
USERNAME Wwms mons3oBatens
GROUPNAME | Mwms rpymmsl
encrypted YkazaHue 3TOro mapaMerpa 03HayaeT, uTo Jajnee BBEACH yke 3ainpoOBaHHbIH

napoJis (MapoJin), ¥ K Hemy (K HUM) X3IIMPOBaHKUE IPUMEHSITh yKe He HaJllo

auth (md>5 | sha)

Br16op anroputMma X3murpoBaHus ayTeHTHPUKAIOHHOTO aponst. Eciu Oyaer 3agan
napametp priv (des | aes), To maposb I MH(QPOBAHHS COOOIIEHUI B CECCUM TAKKE
OyJeT X3IIMPOBaH MO BEIOpaHHOMY anroputMy (md5 wimu sha)

AUTH-
PASSWORD

AyTeHTH(UKAITMOHHBIHN Tapoih

priv (des | aes)

Bri6op anroputma mmdpoBanus Ha ocHoBe <PRIV-PASSWORD>. Bri6op
BO3MOJKEH, TOJIBKO €CIIU 3a/IeiicTBOBaH napaMeTp auth

PRIV-
PASSWORD

[apons mis mmmdpoBaHus COOOIIEHUH B cECCUU

ITonp30BaTenb MOXKET BXOJAUTH TOIBKO B OJHY I'pyIIly WIHX HE BXOAUTH HHU B OIHY.

yI[aJ'IeHI/Ie IIOJIB30BATEIII IPOU3BOAUTCS IIPH MOMOIIIY KOMaHABI N0 SNMP-Server user
<USERNAME> [group <GROUPNAME>] [auth (md5 | sha ) <AUTH-PASSWORD> [priv
(des | aes) <PRIV-PASSWORD>]] .

25.5.2 Onepanum ¢ rpynmnoi

CO3,[[aHI/Ie rpYyNIbl IPOU3BOJUTCA B PCIKUME KOH(I)I/Il"ypaI_[I/II/I IIpU NMOMOIIIHU KOMAaH/IbI sSnmp-server
group <GROUPNAME> (v1 | v2c | (v3 (auth | noauth | priv))) (read VIEW-NAME | ) (write
VIEW-NAME |).

Tabnuna 127

ITapamerp

Onucaunmne

GROUPNAME

Wwmst rpynnbl

vl |v2c|v3

Bepcuu nporokona SNMP

auth | noauth |
priv

B 3aBucuMOCTH OT mapaMeTpa B CECCHSIX, COOTBETCTBYIOIINX BEIOPaHHON MOJIEIH
0€30MacHOCTH, TOJIb30BATEISIM Oy 1T PEeIOCTABIIEH ONpeaeeHHbII qocTy. [Ipn
ykazanuu auth goctym k mpeacTaBiIeHUIO 3TOM IPYNIIBI OyIeT NPeIoCTaBICH
ayTeHTH(UIIMPOBAHHOMY IT0JIb30BATEIIO, IPH YKa3zaHuu noauth —
HeayTeHTU(HUIIUPOBAHHOMY, TIPH YKa3aHHU PriV — MOJIb30BATEIIO, UCIIOIb3YIOIIEMY
ayTEeHTU(HUKAIMIO U IIH(PPOBaHUE

VIEW-NAME

Hwms npeacraiienus, onpeaenstonlero noajaepeso MIB, noctynHoe jaHHOHU rpy1ime
JUTSI 9T€HUS WM 3aITUCH COOTBETCTBEHHO. [IpecTarieHue 10KHO ObITh
MPEIBAPUTEIHHO CO3aH0 KOMAHI0H SNMP-Server view

PenakTupoBanue rpynmnsl BEIIOJIHAETCS TOM e KOMaHIOW, YTO U CO3/IaHNE.
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Kaxxnas rpyrmima MoxeT ObITh HACTPOCHA MO-Pa3HOMY ISl pabOThI ¢ Kaxkoi Bepcueit SNMP. [{ns
SNMPv3 B03MOKHBI pa3IU4HbIE HACTPOUKH JUIsl OAHOM M TOM K€ IPYyIIIbI JAJIs pa3HbIX YPOBHEH
0€301MacHOCTH.

ecorouter (config

( #snmp-server group test vl read viewl write view2
ecorouter (config

(

(

#snmp-server group test v2c read view3
#snmp-server group test v3 auth read view4d write viewb
#snmp-server group test v3 priv write viewb6

ecorouter (config
ecorouter (config

—_~ — ~— ~—

IIpucyTcTBYET BO3MOKHOCTD BKIIIOUUTH CTPOruil pexxum padotel SNMP arenra — npu koTopom
00pabaThIBarOTCsI COOOIIEHHUS TOJIBKO TPEThei Bepcun mpoTokosa SNMP.

ecorouter(config)#snmp-server v3-strict
VY nanenue rpynimsl IPpOU3BOAUTCS IIPU IIOMOIIM KOMaHAb6l N0 SNMpP-Server group

<GROUPNAME> ((v1 | v2c | v3 (auth | noauth | priv)) (read VIEW-NAME | ) (write VIEW-
NAME |) ]).

25.5.3 Komanasbl npocMoTpa

ITpocmoTtp unpopmarimu 0 SNMP-1oib30BaTesIsX MPOU3BOIUTCS B PEKUME aIMUHUCTPUPOBAHUS
npu oMoty komauae Show snmp user [KUSERNAME>]. Eciiu yka3zats napamerp
<USERNAME>, To 6yznet BbiBeieHa nH(pOpMaIHs O BBIOPAHHOM OJIb30BaTEIE.

bcorouter#show snmp user MyUsEr
@ser name: MyUsEr

|Group name: Grl

@uthentication: md5

|Privacy: DES

B pesynbTarte BhINONHEHHsT KOMaH 16l SNOW SNMP user OyzeT BbiBeaeHa HHopManus 000 Bcex
nosib3oBarensix SNMP. [Tpumep BbINoNHEHNs TAKOH KOMaH/IbI:

ecorouter#show snmp user
User name: MYSNMPUSER
Authentication: No
Privacy: No

User name: MyUsEr

Group name: Grl
Authentication: mdb
Privacy: DES

[TpocmoTp uHpopmanuu o SNMP-rpynmnax npou3BoAUTCS B peKUME aIMUHUCTPUPOBAHUS TIPU
nomoru komauael Show snmp group [KGROUPNAME>]. Eciu yka3zats mapamerp
<GROUPNAME>, o Gynert BbiBeieHa HH(OpMAIUA O BBIOpaHHOH TpyIIIe.

ecorouter#show snmp group 2
Group name: 2
Authentication: No

B pe3ynbTare BhINONHEHHsT KOMaH 16l SNOW SNMP group OyneT BeiBeZeHa HH(pOpMaIUs 000 BCex
rpynnax SNMP. Ecnu rpynna uMeeT oTAenbHbIE HACTPONKHU I Pa3HbIX BEPCUN IPOTOKOJIA, TO
OHU OyAyT IOKa3aHbl OTAEIbHO. [IprMep BBINOIHEHNS TAKOW KOMaH/IbI:
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ecorouterf#show snmp group

Group name: test

Security level: no Authentication
Snmp version: 1

Read view: viewl

Write view: view?2

Group name: test

Security level: no Authentication
Snmp version: 2c

Read view: view3

Group name: test

Security level: Authentication
Snmp version: 3

Read view: view4d

Write view: view)

Group name: test

Security level: Authentication and Privacy
Snmp version: 3

Write view: view6
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26 Q0S

QoS (anrm. quality of service — kadecTBO 00CTY)KUBaHUsI) — STUM TEPMUHOM HA3BIBAIOT
BEPOSITHOCTh TOTO, YTO CETh CBA3U COOTBETCTBYET 33JaHHOMY coriaieHuto o Tpaduke. Takxke QoS
0003HaYaeT BO3MOXXHOCTh rapaHTHPOBATh JOCTABKY MAKETOB, KOHTPOJIb POIYCKHOW CIIOCOOHOCTH,
Ha3HAYCHUE MPUOPUTETOB JIJIsl PA3HBIX KJIACCOB CETEBOTO TpaduKa.

26.1 Apxurexkrypa QoS

B EcoRouter cxema peanuzanuu QoS pazneneHa JorMi4eckd Ha HECKOJIBKO B3aUMOJIEHCTBYOIIUX
OJI0KOB:

o Knaccuduxarop/Classifier
« RED
e [lnmanuposmuk/Scheduler

— S

— —

— S—
Pucynoxk 45

Tpaduk, npuxoasmumii Ha uHTEpQelic, noctynaer B Knaccudukartop, riae eMy NprucBanBarOTCs
METKH, B COOTBETCTBHUH C YCTAHOBJIEHHBIMHU KiaccaMu. [lanee nmpu nomomuy mexanuzma RED
MIPOMCXOIUT BhIpaBHUBaHUE TpaduKa Mo MPpeayCTAHOBICHHBIM MTapaMeTpam U JaHHBIM,
npuxosamuM ¢ [nanuposiyka, 1 0TOpackiBaeTCs 4acTh makeToB. [locie yero, makeThl CTaBsITCS B
ouepeau [mannpoBIIMKa U TPOMYCKAIOTCS HA BBIXOJ 1O 3aJJaHHbIM IpaBuiaMm. [IpaBuia
[TnanupoBIIMKA HAYMHAIOT BBITIOJHATHCS TOJIBKO B TOM CIIy4ae, €clid 00beM TpadUK MPeBHIIIaeT
3aJlaHHOE 3HA4YEHUE TTOIUCeEpa.

JlaHHast cxema pean3yercs Ui KaXJJ0ro CEpBUCHOTO HHTepdeiica.

Huxe Gonee moapoOHO onKcaH KaKablid U3 OJIOKOB.

26.2 Knaccndpuxkanus rpadpuka

st Hactpoiiku kinaccudukanuu B ECORouterOS HE00X01MMO UCTIONIB30BaTh CHEIUATbHBIC KapThl
KJIACCOB, CO3/71aTh COOTBETCTBYIOMIMI Mpoduiib Tpapuka U MPUBS3ATh €T0 K DK3EMIUIIPY CEpPBUCA
(service-instance). B Takom ciyuyae BXOMIIIKE B service-instance makeThbl MOTYT OBITh
KJIacCU(UIIUPOBAHBI, T.€. 00paboTaHbl U pacCMOTpPeHBI ApyruM QoS- yHKIIMOHATIOM.

KapTsl K11accoB c031al0TCs B KOH(DUTYPAIIMOHHOM PeXUME MTPH TIOMOIIX KoMaH Il class-map
<NAME>, rnie NAME MoxeT ObITb 110001 CTPOKOI1, peKOMeH 1yeMblii (opMaT UMEHH — BCE

OyKBBI 3arJIaBHbIE.

IIpumep:
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ecorouter (config)# class-map VIDEO
ecorouter (config)# class-map IPVOICE
ecorouter (config)# class-map MYCLASS

HpI/I CO3JaHMH KapThl KJIaCcCa IMMOJIb30BATCIIb OKA3bIBACTCA B PEKHUME €€ KOH(l)I/Il"ypI/IpOBaHI/IH.

[Tpumep:

ecorouter (config)# class-map VOICE
ecorouter (config-cmap) #°?
Traffic classifier configuration commands:

exit Exit from the current mode to the previous mode
help Description of the interactive help system
match Classification criteria

no Negate a command or set its defaults

set Set marking values

show Show running system information

B pexuMe KOHGHUTypaluy KapThl KJIaCCOB TOJIb30BATEINIO AOCTYIHA KOMaH1a match, kotopas
MO3BOJIUT BBIJIEIATH OMPEICTICHHBIE MTAKEThl U3 00IIEero MoToKa TpaduKa MyTeM yKa3aHHs 3HaAUCHUs
TI0JIS1 MJIK ero HauMeHoBaHus B 3aroioBkax Ethernet, MPLS wumu IP. ITo 3HaYeHUSAM 3THX MOJICH
Oy/IeT oCyIeCTBIATLCS Kiaccubukanus Tpapuka. BBeneHrne HECKOIbKHUX MpaBui match oyaer
COOTBETCTBOBATH Jornueckou onepanuu «AJTH».

[Ipumep:

ecorouter (config-cmap) #match ?

cos IEEE 802.1Q class of service priority wvalues
dscp Match DSCP in IP packets

exp Match MPLS experimental

ecorouter (config-cmap) #fmatch cos ?

<0-7> Enter class-of-service values

ecorouter (config-cmap) fmatch dscp ?

<0-63> Enter DSCP values

ecorouter (config-cmap) #match exp ?

<0-7> Enter MPLS exp values

Kax Buano u3 npumepa, kinaccudukanus B EcoRouterOS moxeT ocyiiecTBisieTcs 1o noism cos,
dscp u exp. 3HaueHus] MOT'YT 33J1aBaThCsI TOJBKO B IECATUYHOM BHJIE. MOXKHO 3a7aBaTh HAOOP
3HA4YEHM, HCIIOJIb3Ys B KAUECTBE Pa3/IeNINTENS 3aAMATYIO «,» WIHA IUAIla30H, UCIIONb3Yys B KAYECTBE
pazaenutens Aeduc «-».

Jns co3nanus npoduieii Tpaduka ucnonb3yercs komanaa traffic-profile <NAME>, rne
<NAME> MoxeT ObITh J1I0OBIM HAMMEHOBAaHUEM, PEKOMEHAYEMBIN (hopMaT UMEHU — HUDPBI WIH
Bce OYKBHI 3arjIaBHBIC.

HpI/I CO3aaHnun HpO(I)I/IJ'ISI Tpa(bm(a MOJIB30BATCJIb OKA3bIBACTCA B PCIKUMCE €TO KOH(bHprI/IpOBaHI/I}I.

[Tpumep:

‘ecorouter(config)# traffic-profile 1 ‘
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ecorouter (config-traffic-profile)# 2
Traffic profile configuration commands:

class Select a class to configure

exit Exit from the current mode to the previous mode
help Description of the interactive help system

no Negate a command or set its defaults

show Show running system information

JI7ist TPUBSI3KH KJIaCCOB Tpaduka K Mpo(UITIO UCTIOIB3yeTCst KoMaHa Class ¢ yka3aHueM HMEHH
paHee CKOH(UTYpUPOBAHHOI KapThl KJIACCOB.

ITpumep:

ecorouter (confiqg) #ftraffic-profile 1
ecorouter (config-profile) #class VIDEO
ecorouter (config-profile) #fclass IPVOICE

JIJ1st BKITFOUEHUS KJTaCCU(PHUKAIIMU, BO3MOXXHOCTH 00padaThIBaTh MaKeThl OTACIBHO JAPYT OT Ipyra u
MIPUMECHSITh Pa3JIMYHbIC MOJIUTUKH B 3aBUCHMOCTH OT THIIA ITOCTYIAIOMIETO TpaduKa IMoIb30BaTelh
JOJKEeH MIPUMEHHTH Mpoduiis Tpaduka K 3apaHee co3ganHoM nmonutuke. Crenarh 3TO MOXKHO C
MIOMOIIbIO KOMaH/Ibl B KOH(HUTyparmoHHoM pexume Service-policy <NAME>, rnie <NAME>
MOJKET OBITh JIFOOBIM HAMMEHOBAHUEM, PEKOMEH TyeMbIi (popMaT MMEHU — IIU(PBI WK 3arJIaBHbIC
OYKBBL.

[Ipumep:

ecorouter (confiqg) #service-policy ECO
ecorouter (config-policy) #traffic-profile 1

[[a_nee H6‘06XO,[[I/IMO IMPUMCHUTD MOJIUTUKY Ha 3K3EMILIAIPE CEPBUCA (service-instance) BO BXOJAIIEM
HaIlpaBJICHUU. Knaccmbnxaunﬂ Tpa(l)I/IKa B UCXOJAIIICM HAITPpaBJICHUU HECBO3MOXKHA.

[Tpumep:

ecorouter (config) #port gel
ecorouter (config-port) #service-instance test
ecorouter (config-service-instance) #service-policy ECO in

[Tpumep BrITFOUCHMST KIacCU(pUKAIIUN TOJIO0COBOTO U BUIEO-TpauKa BO BXO/ISIIEM HAMPABICHUH
110 OTHONIEHUH K nopty gel:

ecorouter (config) #class-map VIDEO

ecorouter (config-cmap) #fmatch dscp 1

ecorouter (config-cmap) fexit

ecorouter (config)# class-map IPVOICE
ecorouter (config-cmap) fmatch dscp 2

ecorouter (config-cmap) fexit
ecorouter (config) #ftraffic-profile TEST
ecorouter (config-traffic-profile) #class VIDEO
ecorouter (config-traffic-profile) #class IPVOICE
ecorouter (config-cmap) fexit
ecorouter (config) #service-policy ECO
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ecorouter
ecorouter
ecorouter
ecorouter

config-policy) #traffic-profile TEST

config) #port gel

config-port) #service-instance test
config-service-instance) fservice-policy ECO in

N

I[J'ISI IIPOBECPKU CKOH(l)I/IprI/IPOBaHHBIX mapaME€TpOB MOXXHO BOCIIOJIB30BaTbCAd KOMaHAaMu:

ecorouter#sh class-map
Class map default
Class map IPO

Match dscp: 2

Class map IP1

Match dscp: 4

Class map IP2

Match dscp: 8

Class map IP3

Match dscp: 12

show traffic-profile
Traffic profile prof-dscp
Class IPO

Class IP1

Class IP2

Class IP3

26.3 RED

Mexanusm RED neiicTByeT kak 4acThb IJIAHUPOBILMKA, IPeIBApsist €ro paboTy U OCHOBBIBAsICh Ha
MOCTYNAIOUINX C HETO JAHHBIX O 3arpyKEHHOCTH O4Yepeiei.

B o0miem Bue, MIIaHUPOBIITUK MPEACTABISAET COO0N MEXaHU3M, PACIPEIEISIONINUNA TTOI0CY
MPOIyCKaHUS B MOMEHT, KOTJia TepeiaBaeMoro Tpaduka 0oblie, 4eM BBIIEICHHON MOJI0ChI
npomyckanus. Takas cutyarus HazsiBaetcst Congestion. OHa upeBata TeM, YTO B 3TOT MOMEHT
MacCOBO ¥ OJTHOBPEMEHHO MPOUCXOIUT MOTEPS BO BCEX MOTOKAX TpadurKa, 3a UCKIFOUEHUEM MaJbIX
MOTOKOB, Ybsl CKOPOCTh HE MPEBBIIIAET TApaHTUPOBAHHYI0. MaccoBasi O/THOBpEMEHHasI OTePst
MAKEeTOB MPUBOJIUT K TOMY, YTO TCP-CyIIHOCTH OTHOBPEMEHHO 3aIlyCKAIOT MEXAHU3M pe-
nHunuanu3anuu TCP okHa, 1 CKOPOCTh BCEX MOTOKOB OJTHOBPEMEHHO MAJAeT, MOCJE Yero,
OJIHOBPEMEHHO pacTeT. B urore, rpaduk 3arpy3ku uatepdeiica BB IUT THI000pa3Ho, U
peanbHas 3arpy3ka uHTepdeiica HUKOT1a He TPUHUMAET YCTOSBILIETOCs 3HAYCHUS, T.€. UHTepderic
HE UCIOJIb3YETCs OJHOCTHIO B OJJTHU MOMEHTHI BPEMEHH, U UCIIBITHIBAET MEPErpy3Ku B apyrue. Jis
TOTO, YTOOBI U30€KaTh MOJOOHOTO MOBECHNUS, TpuMeHsieTcss Mexanu3M RED.

Pabora mexannsma RED 3axmouaercs B cirydyailHOM 0TOpachIBaHUH MTAKETOB paHee, YeM OHH
MOCTYISAT B 04Yepeib. DTO MO3BOJISET 100UThCs TOro, uTo TCP-ceccum MEHSIOT pa3Mep OKHa
norepeMeHHo. BeposTHOCTh 0TOpachIBaHUS MMAKETOB B 3TOM CIIy4yae SBISETCS adalTUBHBIM
3HaueHueM. [lonb3oBarenemM ycTaHaBIMBAIOTCS 3HAUEHUS 3arpyKeHHOCTH HHTepdelica, mpu
KOTOpPOU BEPOSITHOCTh CTAHOBUTCS OTJIMUHOM 0T 0 1 HaumHaeT pactu. [lomumo storo,
YCTaHABIIMBAETCSl MaKCUMaJIbHAsi BEPOSITHOCTh OTOpOCa MaKeTa U 3HaYeHHe 3arpy3Kku nHrepgerica,
IIPY KOTOPOM BEPOSITHOCTh CTAHOBUTCS PAaBHOM ATOMY 3HaueHuI0. IIpu n3MeHeHnn 3arpy>k€HHOCTH
uHTep(deiica B paMKax 3THX ABYX CKOPOCTEH BEPOSITHOCTh OTOpackiBaHusl pacteT oT 0 10
YKa3aHHOT'O MaKCHUMaJIbHOTO 3HaUEHHs, COTJIACHO MPUHATON MaTeMaTHuyeckor (pyHKIUH,
YUUTBIBAIOLIEH CPEAHIOI0 3arPyKEHHOCTh I0J0CHI IPOITYCKaHUs, KOJIMYECTBO MTAKETOB,
MPOMYIIEHHBIX 0€3 OTOpachIBaHHUS.
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26.3.1 Hacrtpoiika RED

Jlns Bromrouenust mexannsma RED HeoOxoaumo BBecTr Komany random-detect B pexxume
KOH(HUTYpHUPOBaHUs TUNITAHUPOBIIHKA.

[Tapamerpsr Mexanuzma RED 3amaroTcst mpu KOHGUTYpHUPOBAaHUU OYEPEICH B TUIAHUPOBITUKE.

JlJis KaXKIoi ouepeny 3aJar0TCs ABE TPAHUIIBI: MUHIUMAIbHAS M MAKCUMAaJIbHAs TPaHUIIa
JMarnasoHa, U3 KOToporo OyayT oTOpachIBaThCs ClydaiiHbIe MmakeThl (min/max threshold).

I'panuIbl 3a1a10TCSI COOTBETCTBEHHO mapamerpamu red-min <NUM> u red-max <NUM>. Tak
kak B EcoRouterOS nnuna ouepeneit onpenensieTcss AMHAMUYECKH, TO 3HAYSHUSI MOTYT ObITh
ycraHoBeHbI B quanaszone ot 0% no 100% ot makcuManbHOU a5 ouepean ckopoctu (PIR).
3nayenue red-min He 10/HKHO OBITH OOJIBIIIE 3HAYCHUS Fed-max.

Ecnu 3navenust oboux mapametpos red-min u red-max pasusi 0, To mexanusm RED Oyner
OTKJIFOYEH.

0% 100%
Queue [[[LT] [[1T]

min threshold max threshold

Pucynoxk 46

Jlo nocTuKeHus MUHUMaIbHOU I'PaHULbl BEPOSTHOCTb TOT'O, UTO MAaKET OyJeT OTOPOILIEH, paBHA
HyJ110. IToce 3TOro BeposATHOCTh HAYMHACT PACTH J0 MAKCHMAIBHO BO3MOKHOTO YPOBHSI, KOTOPBIi
perymupyertcs napamerpom red-inv-prob. DToT mapaMeTp ycTaHaBIMBAET 3HAYCHUE 3HAMEHATEIISI
B Ipo0OH, ompeenstonieil BeposATHOCTh oTOpackiBanus makera (Probability = 1/ X).

3HaueHUs apaMeTpa MOTyT ObITh YCTAHOBJICHBI B Juana3one [1 — 255]. 3HaueHue Mo yMOT4aHUIO
10.

[Tpu TakoM 3HaYEHHUH BEPOSITHOCTD TOTO, UTO MaKeT Oyaet oropoieH, pasHa 0,1 (Probability =1/
10 = 0,1), unbIMu ci0BaMu, OyJeT OTOpachIBaThCs KX (bl 10-bIil maker.

26.3.2 Hacrpoiika WRED

Mexanusm RED no3Bossier npeoTBpalarh NEpPEnoJHEHUE OUEPEIA, OTHOCAILEHCS K CEpPBUCHOMY
uHTEpPeiicy B 1eI0M.

Mexann3zm WRED no3Bosnisier mpeoTBpamiarh rnepernojiHeHue J000i CKOHGUTYpHUPOBAaHHON B
IUTAHUPOBIIMKE ouepean. Takum oOpa3oM, mo3Bosisis HacTpouTh napamerpbl WRED i kaxoit

oyepeaun B OTACIIBHOCTH.

Jns Brrouenus mexannsmMa WRED neoOxoaumo BBecTr Komanxy Weighted-random-detect B
peKHMe KOH(PUTYPUPOBAHHS TUTAHKMPOBIIHKA.

[Tapametpsl Mexanuzma WRED 3anatorcst npu KoH(GUTYpHUpOBaHUU OUYepe/eil B MITaHUPOBLIUKE.

JIst KaXk1oi ouepe 3aJar0TCs IBE TPAHHIIBl: MUHUMAlIbHAS M MAaKCHMalbHAs TPAaHHIA
JMarna3zoHa, U3 KOTOporo OyayT oTOpachIBaThCs CilydaiHble makeTsl (min/max threshold).
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I'panwuIbl 3a1a10TCSI COOTBETCTBEHHO mapamerpamu Wred-min <NUM> u wred-max <NUM>. Tax
kak B EcoRouterOS mymna ouepeneii onpenenseTcss ATMHAMUYECKH, TO 3HAYCHHSI MOTYT OBITh
ycTaHoBJeHbI B quana3one oT 0% 10 100% ot makcuManbHoM a7t ouepean ckopoctu (PIR).
3nayenue Wred-min He 10KHO OBITH 0OJIbIIE 3HAYEHU Wred-max.

Ecnu 3nauenust oboux napamerpos Wred-min u wred-max paeusi 0, To mexanuzm WRED Oyner
OTKJTIOYEH.

Jlo nocTrxeHnss MUHUMAJIbHON TPaHUIBI BEPOSITHOCTD TOTO, YTO MAKET OyeT OTOpOIIeH, paBHA
HyJ1r0. [Tociie 3TOro BeposSTHOCTh HAYMHAET PACTH 0 MAKCUMAJIbHO BO3MOXHOTO YPOBHS, KOTOPBIH
peryiupyercs nmapamerpoM Wred-inv-prob. 3ToT napamerp ycraHaBIMBaeT 3HAYCHUE
3HaMeHaTe s B PpOOH, OIpeAeiIIoliel BEpoSTHOCTh oTOpackiBanus makera (Probability =1/ X).

3HauyeHUs apaMeTpa MOTYT ObITh YCTaHOBJICHBI B Auana3zone [1 — 255]. 3HaueHne mo yMoI4aHUO
10.

ITpu TakoM 3HAYEHHH BEPOSATHOCTH TOTO, YTO MakeT OyaeT oropomieH, pasHa 0,1 (Probability =1/
10 = 0,1), uabiME c10BaMu, OyJeT 0TOpachIBaThCS Kbl 10-bIii maker.

26.4 InanupoBmmuk/Scheduler

[InanupoBImMK yrpasiseT MexaHu3MoM ouepeneil. [lon ouepenpio (queue) B KOHIENIMU
EcoRouter nonumaeTcst nporpaMMHO peanu3yemasl ouepeb nakeTos. [lakeTsl B Takol ouepenu
YIEPKUBAIOTCS CPEJICTBAMH TUTAHUPOBIIMKA JI0 TEX MOP, TIOKA HE OCBOOOTUTCS MECTO B
anmapatHoi ouepeu (IIOPT HE CTAHET JOCTYIHBIM) JUIS JAIbHEHILCH OTIIPABKU ITAKETOB.

B EcoRouter ects 8 ouepeneii: queue 0 — queue 7. [Ipuoputer ouepenu, o0003HaAUaeMBbIii ee
HOMEPOM, ONPEICIISET MOPSAIO0K, B KOTOPOM OHH 00padaThIBarOTCs (CM. PUCYHOK HUXe). To ecTb,
nocJe nepejayu rapanTupoBaHHoro oovema tpaduka (CIR) nepoii Oynet o6padaThiBaThCs
ouepens 0 ¢ HauBeIcIIUM TipropuTeToM. Jlanmee Oyaer oOpadbaTeBaThCs odepens 1, 2 1 Tak aasee.

Pucynoxk 47
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Pa3mep kaxaoii ouepeau AMHAMUYECKUA U3MEHSAETCSA. DTO HEOOXOAMMO TS IO PIKaHUSI
MPUEMJIEMBIX 3HAUYEHHH MOJIOCHI MTPOMYCKAHUS, 3a/IEPKKU U IpOKaHUuM (Pasbl 171 He
MIPUOPUTETHBIX oYepeield. DTO MpHUIaeT TMOKOCTh IIPH Pa3IMYHBIX BapUAHTAX TIOCTPOCHUS CETH 1
TUMAX nepeaaBaeMoro Tpaduka. CeTeBoMy aIMUHUCTPATOPY HE MPUAETCS 33 TyMBIBATHCS O
COXpaHEHUH MPUEMIIEMBIX 3HAUYCHUN MTapaMeTPOB 3aJEPKKH U APOKaHUH (a3bl, HEOOXOIUMO JIHIIIb
3aJ1aTh TIOJIOCY MPOIMTYCKAHUS JUIsi KOHKPETHOTO TUTa TpaduKa.

Odepenn COOTHOCSTCS ¢ Kilaccamu Tpaduka, IPpU STOM BO3MOXKHBI HACTPOMKH, MPU KOTOPBIX YaCTh
Tpaduka KOHKPETHOIO Kjlacca MMeeT OoJibliie TapaHTHi 110 10CTaBKe. ITO pa3esieHUue MPOUCXOAUT
Ha OCHOBaHHUH KOJMYeCTBA TpaduKa KOHKPETHOTO Kjacca, IepeJaHHOro ¢ Hauajaa UTepaluu 10
onpeneneHHoro momenta. s aroro BBoastcs nousitust CIR u PIR.

CIR (Committed Information Rate) — 3To 00bem nepeaaBaeMoro 3a JAeiIbTy BpeMEHH TpaduKa,
KOTOpBIK Oynet nepeaan rapantupoBanHo. PIR (Peak Information Rate) — makcumanbHOE 1151
ouepean 3HaYeHHUE MoIOoCk! nporyckanus. Tpaduk, npessimatonmii PIR, Oynet 6e3ycioBHO
orOpomeH. Ecnu B Ipyrux ouepensx ecTb Tpaduk, OH MOKET BHITECHUTH Tpa(hUK, IPEBbILAOIINN
3HaueHue CIR, B cOOTBETCTBUM C IPUOPUTETOM.

Jliia kaxxno ouepenu MokHO 3aaath napamerpsl CIR u PIR B mpouenTax nian B aOCOIIOTHOM
snauenun (Kbps). Taxoxke MoxeT ObITh 3a/1aHO 3HaUeHHEe Femainder, oTBeyaroyii 3a BbIACICHHE
OCTABIIEWCS HE3aHATON YaCTH IOJIOCHI ITPOITY CKaHUSI.

Kiacc tpaduka ouepean 7 mo ymonuanuto — default. Do ciyxeOHbIii Ki1acc, B KOTOPBI MoMagaeT
m000# TpaduK, HE YKa3aHHBIN OCTAIBHBIX KilaccaX. JlaHHBIN Ki1acc HEllb3s HACTPOUTh, HO MOXKHO

Ha3HAa4YuTh Ha .]'IIO6y}O oucpelb.

Ha cxeme Hmke MMPpEACTABJICH aJITOPUTM O6CJ'Iy>KI/IBaHI/I}I oqepezleﬁ IIaHUPOBIIUKOM.
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Mepexopn k
cheayowein
o4epean

B ouepegm ectb
naker?

3HayeHwue CIR - Ectb cBOboAHaA nonoca
remainder? NPONYCKaHUA?

Oxnganune
c8060AHOTO MecTa
B annapatHoin

Anroputm ouepeau

CIR ofiecneyeH? obecneuerna CIR
ANA BCEX o4epeaen

Ectb cBOBOAHOE MECTO B
3HaveHwue PIR - annapartHoit ouepean?
remainder?

MNonoca nponyckaHwAa Ectb CBOGDAHEH nonoca
npesbiwaer PIR? NPONyCcKaHnA?

Pucynoxk 48

Kak noka3aHo Ha pUCyHKe, €CII B IPUOPUTETHON OUYEPENN ECTh MTAKET, TO INIAHUPOBLIMK CHaYana
Oyzer nbITathes oOectieunTsh ykazaHHbIi CIR muist Bcex ouepeneid U TUIIb 3aTEM pacrpeensiTh
nakeThl corinacHo npuopuretam. Ilocne npoBepok obecnieuenust CIR u PIR ans ouepenu nmaker
IepelaeTcsl Ha CETEBYIO KapTy U OTIIpaBIIsieTCs IPU HATMYMU CBOOOJHOIO MECTa B annapaTHON
ouepean. Ecinu npuopurteTHas ouepeb 00JbIle HE COJIEPKUT MAKETOB Ha Mepeiady, To
IUTAHUPOBIIHK MEPEXOIUT K 00paboTKe MaKeTOB U3 IPyroi ouepenu. 3aTeM MpOoLecc MOBTOPSIETCS
BHOBbB 4€pe3 IPUOPUTETHYIO OYEPEb.

26.4.1 Hacrpoiika nJaHMPOBIINKA U o4Yepeeil

Jlnst co31anust TUIAHUPOBIIMKA B KOHPHUTYPALMOHHOM PEKMME HCIOJIb3yeTcs komana: traffic-
scheduler pgwrr.<NUM>.

HasBanwue nmnaHupoBIIHKa 0053aTeNbHO JOKHO HAYMHATHCS ¢ pedukca "pawrr.".
[anee B co31aHHOM IJTAHUPOBIIMKE 3aJaI0TCSI OUEPE/IU.
CunTakcuc koman sl queue <0-31> class <NAME> cir <CIR> pir <PIR> (wred-min <0-100>

wred-max <0-100>) (wred-inv-prob <1-255>) (cos <0-7>) (dscp <0-64>), mapameTpbl KOMaHIbI
OIKMCAHbI B TAOMIIE HIKE.

Tabmuna 128
IMapameTp Onucanne
0-31 Howmep ouepenu
NAME Wwmst coznanHoro kinacca tpaduka win default (ato ciyxeOHbIil Ki1ace, B KOTOPbIi
nonagaet 000l Tpaduk, He yKa3aHHBIA OCTaJIbHBIX KiIaccax)
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ITapamerp Onucanne
CIR O6pem niepenaBaemoro 3a dt Tpaduka, KOTOpsIi OyAeT nepeaan rapaHTHPOBAHHO. 3a1aeTCs
OJTHUM M3 CIIEAYIOINX CIIOCOOO0B:

e B mporeHTax (ot 0 mo 100);
e B abOcomoTHbIX BennunHax (B Kbps). i 3ananus 3HaueHust B aDCOMIOTHBIX
BEJIMYMHAX, TTOCJIC 3HAYCHUS ITapameTpa JoinkeH ObiTh noctdukce Kbps, Hanpumep:

500000 kbps;

e  OCTaBIIasCs HepaclpeaeICHHOM mosoca - remainder.

Cymmapnoe 3nauenne CIR B ouepensix 0HOTO ITAHUPOBIINKA HE MOKET IPEBHIIIATh
100%

PIR Tpadux, npepbimaromuii PIR (Peak Information Rate), 6ynet 6e3ycinoBHO oTOpOIIEH.
3amaeTcst OMHUM U3 CIEIYIONINX CIIOCOOO0B:

e B aporenTtax (ot 0 mo 100);

e B abcomoTHbIX BenmunHax (B Kbps). [l 3axanus 3Ha4eHns B a0COIFOTHBIX
BEIIMYUHAX, TTOCJIe 3HAYCHUS ITapaMeTpa noinkeH ObiTh noctduke Kbps, Hampumep:
500000 kbps;

e  OCTAaBIIASCA HEpaCMpeAeIeHHOM osioca - remainder

wred-min MuHnMansHas TpaHKIa JHana3oHa, 3 KOTOPOro Oy ayT OTOPackIBATHCS CAyJYalHbIe
nakeTsl (min/max threshold). Ycranasnupaercs B auanazone ot 0 g0 100%. 3nayeHue
wred-min He 10HKHO ObITH OosbIie 3HaYeHUst Wred-max. 3HaueHue mo yMoadanuio - 0
wred-max MakcuMaibHas TpaHulla AUana3oHa, U3 KOTOporo OyayT 0TOpachIBaThCs ClydYaifHbIe
nakeTsl (min/max threshold). Ycranarnupaercs B nuanazone ot 0 go 100%. 3HayeHue no
yMoiyanuio - 0

wred-inv- MakcumMaibHasi BEpOITHOCTb TOTO, UTO HAaKeT OyaeT oTOpoleH. 3aJaeTcsi 3HaYeHne

prob 3namenarens apoou Probability = 1/ X. 3nauenus ycranasnusarorces B quamnasone (0 -
255). 3nayenue no ymonyanuio - 10

C0s ITepemapkuposka nosnst CoS nakeToB npu 00padoTke ouepenei. Jlonmyctumple 3Ha4CHUS OT
0nmo?7

dscp Iepemapkuposka nosist DSCP nakero npu 00padboTke odepezeii. JlonycTumbie 3HaUeHUS
ot 0 10 64

[Mapametpsr wred-min, wred-max u wred-inv-prob ycraHaBinBarT HACTPOHKH MEXaHH3Ma
WRED.

B pamMkax oHOTO ITaHUPOBIIMKA KaXbIH traffic-class MoXeT Ha3HAYATHCS TOJBKO OJJHOM
o4epeu.

Tpaduxk, KoTopslii He Mmomnal Moj npaBuia Kiaccupukaropa, nomnagaer B 1e(OITHYIO oYepeab — C
HaUMEHBIIUM MPHOPUTETOM. T0 ecTh 00CTYKUBAETCS TOJIBKO B CIIyyae, €CJIU OCTalbHbIE OUepen

MOJIHOCTBIO PCAJIN30BaJIl BECh Tpa(l)I/IK B paMKax ux OFp&HH‘-ICHPIfI.

IIpuMep HACTPONKH OYepenet MIIaHUPOBIIUKOB:

ecorouter (confiqg) #traffic-scheduler pgqwrr.0

ecorouter (config-traffic-scheduler)# queue 2 class IPVOICE cir 60 pir
100 wred-min 45 wred-max 80 wred-inv-prob 100 cos 7 dscp 32

ecorouter (config-traffic-scheduler)# queue 5 class VIDEO cir 80 pir 100
wred-min 40 wred-max 83 wred-inv-prob 250 dscp 40

% Available CIR is 40 percent
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ecorouter (config-traffic-scheduler)# queue 5 class VIDEO cir 40 pir 100
wred-min 40 wred-max 83 wred-inv-prob 250 dscp 40

ecorouter (config-traffic-scheduler)# exit

ecorouter (config) #traffic-scheduler pgwrr.1l

ecorouter (config-traffic-scheduler) # queue 4 class IPVOICE cir 20000
kbps pir 50000 kbps wred-min 50 wred-max 100

ecorouter (config-traffic-scheduler)# queue 10 class VIDEO cir 100000
kbps pir 500000 kbps wred-min 5 wred-max 20 wred-inv-prob 200

ecorouter (config-traffic-scheduler)# exit

26.5 CueTunku

]_IJ'ISI IIpocMOTpa CYCTYUKOB QOS HCIIOJIB3YETCA KOMaHJa aAMUHUCTPATUBHOI'O pEXHUMa ShOW
counters port <NAME> queues.

Buumanue: B EcoRouterOS B komangax rpymmbl SNOW Ipu 1MoIcueTe KOJNYSCTBa TaHHBIX HE
yuuThIBatoTCs cienyromue mois Ethernet-dpeiima: Preamble, Frame delimiter, FCS, Interpacket
gap (24 Gaiita).

[TokazaHus CYETUMKOB IPYNIUPYIOTCS O IOPTaM U BBIBOAATCA B BUJIE TaOIUIIbI, B KOTOPOH
YKa3bIBAETCS KJIACC TpaduKa, KOJTMYECTBO MPOIYIIEHHBIX TAKETOB/0AlT U KOJIMUECTBO
OTOPOILIEHHBIX MAKETOB/OANT B CBS3M C MEPETIOIHEHHEM OUYepPeIN IPU UCTIOIb30BaHUH aIrOPUTMA
RED.

ITpumep:
Tab6muma 129
Koncoasn KomMenTapuii
ecorouterf#show counters port tel queues BriBecTu 3HaueHMS
cueTuynkoB QoS s
mopra tel
Port te@ B
Service instance te@/ethl bIBOJ KOMaH/IbI

Traffic scheduler pgwrr.@
Early detection algorithm: RED RED-drop
QoS Statistics: packets/bytes
o/a
Match WRED-drop Tail-drop Total-drop
queue class packets/bytes packets/bytes packets/bytes packets/bytes
a IPe 27922/42262228 a/e 3776/5716144 3776/5716144
1 1IP1 517@/7817860 a/e 1241/1878874 1241/1878874
2 IP2 a/e a/e a/e o/a
3 IP3 a/e a/e a/e a/e
4 --- a/e a/e B/e a/e
5 --- a/e a/e a/e o/e
6 --- a/e a/e a/e o/a
7 default 47/4102 a/e a/e a/e

Jns mpocmotpa cuerankoB QoS npu ucnonb3oBanuu anroputMa WRED ncnone3yercs komanaa
aJIMUHHUCTpaTUBHOTO pexkuma Show counters port <NAME> wred.

[Toxa3zeiBaeTcs kiacc Tpaduka, CKOHPUTYpHUPOBaHHbIE TApaMeTphl, TITyOnHy odepenu B % oT PIR u
KOJIMYECTBO OTOPOILIEHHBIX MaKeTOB/0alT npu ucnoiab3oBanuu anropurma WRED.

[Tpumep:
Tabmuma 130
Koncoasn KomMmenTapuii
ecorouter#show counters port te0 wred BriBecTH 3HaucHMS
cueTankoB QoS ¢
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Koncogb KommenTapuii
yuetom WRED nyst
nopta te0

Port ted BrIBO# KOMaH/IBI
Service instance teB/ethl
traffic scheduler pgwrr.@
thresholds mark current WRED-drop
queue class min max probability load packets/bytes
8 IP@ 8 8 1/1@ 44 8,8
1 --- 8 8 1/@ 5 8,8
2 IP1 8 8 1/1@ 8 8,8
3 --- 8 8 1/@ a 8/e
4 --- 8 8 1/@ a 8/e
5 --- 8 8 1/@ a 8/e
6 --- 8 8 1/@ a 8/8
7 o--- 8 8 1/@ a 8/8
ecorouters#

Jlnst mpocMoTpa cueTdrukoB QoS 10 KOJIMYECTBY ONpaHMYCHHOTO TpaduKa HCIOIb3yeTCs KOMaH 1a
aIMUHUCTpaTUBHOTO pexkuma Show counters port <NAME> policer {in | out}.

ITokazaHus CYETYMKOB IPYIIIUPYIOTCS 11O IIOPTaM, BBIBOAATCS JTaHHBIE 110 IPONACHHBIM U

OTOPOIICHHBIM TTaKeTam/0anTaM.
[Ipumep:

Tabauma 131

Koncoan

KommenTapuii

ecorouter#show counters port tel policer
in

BriBecTH 3HaUEHHA
CYETYMKOB OIPaHUYCHHOTO TpaduKa JIs
nopta tel, Bxosmui Tpaduk

Port tel
Service instance tel.tel/eth2 2
traffic limiter policer.0

MATCHED DROPPED
packets/bytes packets/bytes
30129/45596138 3184/4818608

Service instance tel.tel/eth3 3
traffic limiter policer.0

MATCHED DROPPED
packets/bytes packets/bytes
30722/46494788 3142/4756164

BriBo KOMaHIbI

JInst copoca c4eTYNKOB MOKHO BOCIIOJIB30BaThCsl KoMaH1amu Clear.

ecorouter#clear counters port tel ?
policer policer statistics
queues QoS queues statistics

red-algorithms QoS RED/WRED algorithms statistics

26.6 OrpaHu4yeHnue CKOpPOCTH

Jyis orpaHrueHusi CKOPOCTH/MPOMYCKHOM ciocoOHocTH uHTepdeiicoB B EcoRouter ncnonb3yrores

orpanuuuTen (rmosmcepsl). [Ipu momory momcepoB CEPBUCHBIM HHTEpPeiicaMm MOKET OBITH

3a/1aHO OTPAaHWYEHUE MIPOITYCKHON CITOCOOHOCTH JIJIsl TOTO, YTOOBI COATAHCHPOBATH pacipeiesieHrue
Harpy3KH MeX/y HeCKOJILKUMHU CEPBUCHBIMH HHTEpdeiicamu.
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g co3nanus nonucepa HEOOXOAUMO CO3/1aTh CEPBUCHYIO OJUTHKY U yKa3aTh B HEll
MaKCHUMaJbHO JOMYyCTUMOE 3HAaYCHHE MOJIOCHl IponycKkaHus. [t co3maHus moauTUKH
ucnonb3yercs komanaa service-policy <NAME>, rnie <NAME> moskeT ObITh JII00BIM
HAaUMEHOBAaHHEM, PEKOMEHTyeMbIi (JopMaT MMEHH — 3arjiaBHbIe OyKBbI uiau mudpsl. [Tomoca
npornyckanus 3anaetrcs komangou bandwidth {gbps | mbps | kbps | percent} <VALUE>, rae
<VALUE> — 3HaueHne MakCUMaJIbHOM CKOPOCTH B OUT/C UITH B MPOIICHTAX OT OOIIEH MPOITYCKHOM
CHOCOOHOCTH MOpTa. 3/1€Ch HEOOXOIMMO YKa3aTh BEPXHIOI TPAHUILY BBIIEISIEMON MOJIOCH
npornyckanus. MuHUManbHOE 3HaYeHHE CKOPOCTU B KUJIOOUTaX B CEKYHAY, KOTOPOE MOYKHO
YCTaHOBUTH, paBHO 64. /lnana3zoH JOMyCTUMBIX 3HAUEHUN IPU YKA3aHUU OTPAHUYCHUS B
KIJI00MTax B ceKyHay - oT 64 1o 100000000. Co3xaB no100HYO TOJUTHKY, €€ MOKHO TPUMEHUTH
Ha HY>KHBIH SK3EMIUIP cepBUca (service-instance) B Hy)KHOM HallpaBJIeHUH (CM.
COOTBETCTBYIOIIUI pa3aes pyKOBOJICTBA).

[Ipumep BKIItOUEHUS OTPAHUYEHUS UCXOAAIIET0 TpaduKa:

ecorouter (config) #service-policy ECO

ecorouter (config-policy) #fbandwidth mbps 10

ecorouter (config) #port gel

ecorouter (config-port) #service-instance test

ecorouter (config-service-instance) #service-policy ECO out

PesynbTat pabotsl orpanuuuntens Tpaduka B EcoRouterOS npu npueme 1aHHBIX CO CKOPOCTHIO,
MPEBBIIIAIOIICH YCTAHOBICHHBIN JINMUT, 0TOOpaXkaeT CleAyomuil rpaduk.

BW

Pucynoxk 49

Taxast 06paboTka Tpaduka mpou3BOAUTCS I MpeAoTBpalieHus rnodanpHoi TCP-cuHXpoHu3anun
IIPY COBMECTHOH paboTe OTpaHUIHTEINS U aJITOPUTMOB PAaHHETO OOHAPYKECHUS 3aTIOTHEHUS
ouepeziell B INIaHUPOBINKKE. TakuM 00pa3om, MOJIb30BATEISIM MOXKET IMOKA3aThCs, YTO KOJTUYECTBO
Tpadrka MpeBbIIAeT yCTAHOBICHHBIE TUMHUTHI B OTpaHuuuTene. J[jist HakOmIeHUs JOCTaTOYHOT O
o0beMa TaHHBIX U yCpeIHEeHHsI HE00X0AUMO TOBOJIIBHO MPOJIOKUTENIbHOE BpeMs (TIpH 1ojiade
Tpaduka Ha OAHOM U TOH ke ckopocTH =~ 300 cek). st onpeneneHus peaqbHOro oobema
nporyckaeMoro Tpaduka yao0Hee BOCIONb30BaThcs KoMan10i Show counters port queues-speed.
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26.7 MapxkupoBka Tpaduka

MapxkupoBka Tpaduka HactpauBaercs B EcoRouterOS npu nomomu cymuoctH filter-map (cm.
pasnen "Crucku noctyna"). Takum 00pa3om, K TpaduKy onmpeaeeHHOro BUaa MPUMEHSIOTCS
pa3jIMyHbIC IEUCTBUS, B TOM 4UCIEe, MAPKUPOBKA. 1101 MapkupoBKOH 31€Ch IOHUMAETCS TO, YTO
TpaduKy, nonajgaromeMy noj AeUCTBUE ITpaBUila, IPUCBAUBAETCs ONpeiesIeHHbIN Kiace (class-
map).

Hwxe npuBeneH npuMep MapkKUpOBKH TpaduKa ¢ coO3JaHUEM JIByX KapT KJIaccoB ¢ uMeHaMu L2 u
L3, cooTBETCTBYIOUIMMH YPOBHAM (DUIBTPALIMU, KOTOPBIE YCTAHABIMBAIOT 3HaUeHH modist dscp 30
u 40.

ecorouter (config) #class-map L2
ecorouter (config-cmap) #set dscp 30
ecorouter (config) #class-map L3
ecorouter (config-cmap) #set dscp 40

Coznanue kapThl puabTpanuu s L3.

|ecorouter(filter—map—ipv4)#filter—map ipv4d L3 10

JlobGaBneHne mpaBuilL.

ecorouter (filter-map-ipv4) #fmatch icmp host 10.10.10.10 host 192.168.1.10
ecorouter (filter-map-ipv4) #set class-map L3

Coznaewm ete onuH 010K GuabTpamuu ams L3.

ecorouter (filter-map-ipvé4) #filter-map ipv4 L3 20
ecorouter (filter-map-ipv4) fmatch icmp host 10.10.10.10 host 192.168.1.11
ecorouter (filter-map-ipv4) #fset accept

Coznanue kapthl unsTpanuu 1ig L2. 3neck aaa.bbb.ccc — MAC-aapec xocta 192.168.1.10.

ecorouter (filter-map-ethernet) #filter-map ethernet L2 10
ecorouter (filter-map-ethernet) #match any host aaa.bbb.ccc

Hazuauenwne gevicrus mist L2.

ecorouter
ecorouter
ecorouter
ecorouter

filter-map-ethernet
filter-map-ethernet
filter-map-ethernet
filter-map-ethernet

#set class-map L2
#filter-map ethernet L2 20
#match any any

#set accept

—~ o~ o~ —
—_— — — ~—

Haznauenwue filter-map L3 Ha Bxox untepdeiica.

ecorouter (config) #int test
ecorouter (config-if) #set filter-map in L3

Haznauenwue filter-map L2 Ha Bxox service-instance nopra.

ecorouter (config) #fport tel
ecorouter (config-port) #srevice-instance test
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‘ecorouter(config—service—instance)#set filter-map in L2

[Ipu mocrymneHnn Tpaduka Ha CEPBUCHBIN UHTEPPEIC eCTh BO3MOKHOCTh H3MEHHUTH 3HAUECHUE €T
nosist DSCP v cOpocuts B 0. JIJ1s 3TOTO MCIIONIB3yeTCsl KOMaHAa KOHTEKCTHOTO PeXuMa
KOH(HUTypUpOBaHHs cepBUCHOTO UHTEpdeiica qos reset dscp (<0-63>|). OTMeHuTs COpOC 3HAUCHHMSI
noJiss DSCP MOXHO mpy MOMOIIM KOMaH 1bl KOHTEKCTHOTO peXrMa KOH()UTYypUpOBaHUs
cepBucHOroO uHTEpdeiica NO os reset dscp (<0-63>|). Eciiu HOBOe 3HaYCHME TOJISI HE YKa3aHO, TO
0 YMOJTYaHUIO OHO cOpackiBaetcs B 0.

ecorouter (config) #port tel
ecorouter (config-port) #service-instance 100
ecorouter (config-service-instance) #gos reset dscp 63

26.8 IlepemapkupoBka Tpaduka

EcoRouterOS no3Bomnsier nepemapkuposats noisi DSCP, CoS, MPLS EXP. B pexume
KOH(UTYpaIMK KapThl KJIACCOB ITOJI30BATEIIO JOCTYITHA KOMaHa Set, ¢ TOMOIIbI0 KOTOPOH
MIPOU3BOIUTCS MEPEMAPKUPOBKA MOJIEH B 3apaHee BBIACICHHBIX U3 O0IIETo MOToKa Tpaduka
nakerax (mpaBuio match) myrem ykasanus HOBBIX 3HaueHui ay1st mojeir DSCP, CoS, MPLS EXP B
3aroJyioBkax IP, 802.1Q, MPLS .

[Ipumep:

class-map test
match dscp 8
set dscp 18

EcoRouterOS no3Bosser knaccupuiupoBaTh TpaduK 110 OJHUM MOJISIM @ MAPKUPOBATh MO IPYTHM.

IIpumep:

class-map test
match dscp 8
set cos 1

EcoRouterOS no3BossieT mepeMapkupoBaTh HECKOJILKO MOJIeH 0THOBpeMeHHO. J[iis
NepeMapKUPOBKU HECKOJBKHX MOJIe He00X0AUMO, YTOOBI ClieHapHil repeadn ppeiMoB
npeaycMaTpuBall 00pabOTKy COOTBETCTBYIOIINUX 3ar0JIOBKOB.

ITpumep:

class-map test
match dscp 8
set cos 1

set exp 2

Jlns nmpumeHenust pyHKIMOHANIA IEpeMapKUPOBKHU TpedyeTcsi co31aTh mpoduib Tpaduka,
MpUBS3aTh K HEMY CO3JJaHHbBIE KJacchl TpaduKa, CO3AaTh MOJUTUKY U MPUBS3ATH €€ K IK3EMILISPY
cepBuca (service-instance) B ucxosiieM HamnpapiieHuH. bosiee moapobHyo nHbopmaruio 00 3TUX
rarax MOXHO IPOYUTATH B pa3/iesiaX MOCBSIICHHBIX Kiaccu(uKanuu Tpadguka v CO3IaHHIO
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CEpBUCHBIX MONUTUK. Huke mpuBeeH TOJbKO TpUMep KOHPUTYpUpOBaHUs (PyHKIIMOHAIIA
nepeMapkupoBku ucxoasiiero Tpaduka B EcoRouterOS. TlepemapkupoBka B BXOISIIIEM
HAIpPaBJIEHUU HEBO3MOXKHA.

[Tpumep BKITIOYEHHUS IEPEMAPKUPOBKH TpaduKa, HCXOIIEro u3 nopra gel:

ecorouter (config) #fclass-map VIDEO
ecorouter (config-cmap) #match dscp 1
ecorouter (config-cmap) #set dscp 11
ecorouter (config-cmap) #exit

ecorouter (config) #class-map IPVOICE
ecorouter (config-cmap) #match dscp 2
ecorouter (config-cmap) #set dscp 12
ecorouter (config-cmap) #exit

ecorouter (config) #traffic-profile TEST
ecorouter (config-traffic-profile) #class VIDEO

ecorouter (config-traffic-profile) #class IPVOICE

ecorouter (config-cmap) #fexit

ecorouter (config) #service-policy ECO

ecorouter (config-policy) #traffic-profile TEST

ecorouter (config) #port gel

ecorouter (config-port) #service-instance test

ecorouter (config-service-instance) #service-policy ECO out

26.9 CepBucHBIE IOJIUTUKH

B EcoRouterOS s npuMeHeHus cieayronero GyHKIoHana:
e Kinaccuuxanuu naHHbIxX (classifier);
e orpanuyenus tpaduka (limiter);

e  YIpaBJICHUS OYEPESIMHU U AITOPUTMAMH paHHEro oOHapykeHus ux 3anoiaHeHus (scheduler)

HEOOXOIMMO HACTPAMBATh CEPBUCHBIC MOJUTUKH U MMPUMEHSTh MX Ha IK3EMIUIIPaxX cepBUca
(service-instance) B Hy>KHOM HarpaBJICHHH.

JIst co3aHus OJMTHKK UCTIONB3yeTcst komana service-policy <NAME>, rne <NAME> moxer
OBITH JIFOOBIM HAMMEHOBAaHHEM, PEKOMEHyEeMbIi (hOpMAT MMEHH — 3arjiaBHbIE OYKBBI WIIN LA PBHI.

[Tocne BBO/Ia KOMaH/BI CIIEIYET MEPEX0/l B KOHTEKCTHBIN PEKUM KOH(PUTYPHUPOBAHUS TOJTUTHKH,
3/1€Ch TIOCTYITHBI CIIEAYIONIE KOMAaH/IbI:

ecorouter (confiqg) #service-policy ECO
ecorouter (config-policy) #?
Service policy configuration commands:

bandwidth Bandwidth

exit Exit from the current mode to the previous mode
help Description of the interactive help system

no Negate a command or set its defaults

scheduler Select a traffic-scheduler to configure
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show Show running system information
traffic-profile Select a traffic-profile to use

Jlnst HacTpOMKM orpaHuyeHus Tpaduka cieayer HacTpouts mapamerp bandwidth. A qpmunucrparop
UMEET BO3MOXKHOCTH BBIOPATh CIIOCO0 331aHUsI MAKCUMAJIbHOM MOJIOCHI MPOITYCKAaHUs. 3HAUCHUS
MOYHO yKka3biBaTh B Kout/c, MOut/c, I'6uT/C Mau B mpoIieHTax OT MaKCUMAJIbHOW CKOPOCTH
paboTHI IOpTA.

ecorouter (config-policy) #bandwidth 2

gbps Bandwidth value in gbps

kbps Bandwidth value in kbps

mbps Bandwidth value in mbps

percent Bandwidth value as a percentage

JIyist mpuMEeHEHMSI TTOJIMTUKH Ha K3EMILISIPE CEpPBHUCA ee TpeOyeTcs yKazaTh B HYy)KHOM service-
instance ¥ BRIOpaTh COOTBETCTBYIOIICE HaNpaBiieHne. KoMaH/1a BEITISANT CIICIyONIM 00pa3oM:
ecorouter(config-service-instance)#service-policy <NAME> {in | out}, rne <NAME> — ums
3apaHee CKOH(MUTYPUPOBAHHOW MOJUTHUKH, a KIIFOYEBBIC CJI0Ba IN U OUt yKa3bIBaroOT, K TpaduKy
KaKoro HalpaBJICHUS CICAYCT IPUMECHSTh OJMTUKY.

Ot 33aaHHOTO HAIIPaBIIEHUS 3aBUCHUT B 11eJIOM paboTa ¢pyHkImoHasa QoS u orpaHuYUTeNs
Tpaduka. Tak Bo BXOAAIIEM HAPaBICHUU paObOTAIOT Kiaccu(UKaIUs TaHHBIX, O0IIee
orpanuveHue Tpaduka u orpaHnueHue Tpaduka no kiaaccam. [Ipu HacTpolike MOTUTHKH B
UCXOJISIIEM HaIPaBJICHUHU padoTalOT 00Iee OrpaHuICHHE TpaPuKa, IepeMapKUPOBKA TpaduKa,
TUTAHUPOBIIHK OYEPEICH, AITOPUTMBI PAHHETO OOHAPYKEHUS 3aITOJTHCHUS OUepe/IeH.

Jlnist HacTpOMKHU KiaccupUKaAIMK ClIeayeT NPUBA3aTh CO3aHHbIA paHee npoduib Tpaduka K
CepBUCHOM MOJMUTHUKE (service-policy) U MpUMEHUTh BO BXOAAIIEM HarnpaBieHuu. /s paboTsl ¢
IUTAHUPOBIIMKOM cJielyeT NPUBSA3aTh CO3JaHHbIM paHee Mpo(uiIh MIaHUPOBIINKA K CEPBUCHOM
NOJIUTHKE (service-policy) U IPUMEHUTh B UCXOASIEM HapaBICHUH B HYKHOM IK3EMILISpE
cepBuca (service-instance).

IIpumepsr:

Kondurypanus orpannyenus tpaduka Bo BXOSIIEM HAaIIPABJICHUU:

ecorouter (config) #service-policy ECO

ecorouter (config-policy) #bandwidth mbps 10

ecorouter (config) #port gel

ecorouter (config-port) #service-instance test

ecorouter (config-service-instance) #service-policy ECO in

Kondurypanus orpannyenus Tpaduka B HCXO/SIIEM HAMIPABICHUH:

ecorouter (config) #service-policy ECO

ecorouter (config-policy) #fbandwidth mbps 10

ecorouter (config) #port gel

ecorouter (config-port) #service-instance test

ecorouter (config-service-instance) #service-policy ECO out
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Kondurypamnus knaccudukanuu Tpadhrka BO BXOIAIIEM HAPABICHHUH:

ecorouter (config) #service-policy ECO

ecorouter (config-policy) #traffic-profile TEST

ecorouter (config) #port gel

ecorouter (config-port) #service-instance test

ecorouter (config-service-instance) #service-policy ECO in

Kondurypanus orpanndenus Tpapuka 1mo Kiaccam BO BXOJISIIEM HalpaBICHUU:

ecorouter (config) #service-policy ECO

ecorouter (config-policy) #traffic-profile TEST

ecorouter (config-policy) #bandwidth mbps 10

ecorouter (config) #port gel

ecorouter (config-port) #service-instance test

ecorouter (config-service-instance) #service-policy ECO in

Konduryparnus Bxarodenust QyHKIMIA MITAHUPOBIIKUKA OUEPEICH:

ecorouter (config) #service-policy ECO rx
ecorouter (config-policy) #traffic-profile TEST
ecorouter (confiqg) #service-policy ECO tx
ecorouter (config-policy) #traffic-profile TEST
ecorouter (config-policy) #bandwidth gbps 1
ecorouter (config-policy) #scheduler FAST
ecorouter (confiqg) #port gel

ecorouter (config-port) fservice-instance testl

ecorouter (config-service-instance) #service-policy ECO rx in
ecorouter (config) #port ge2

ecorouter (config-port) #service-instance test2

ecorouter (config-service-instance) #service-policy ECO tx out

Bbonee nonpoOHO KOH(PUTYpHpPOBaHKE BBIIIIEYKA3aHHOTO (PYHKIIMOHAIA U3JI0KEHO B
COOTBETCTBYIOIIUX pa3Jieiax JOKYMEHTAIIHH.

Z[J'IS[ IMPOBEPKHU CKOH(I)I/Il"ypI/IpOBaHHBIX JaHHBIX B IIOJIMTUKE CICAYCT BOCIIOJIb30BATHCA KOM&H,[[OIZ
show service-policy.

26.10 IMpodpuas Tpadpuka

B EcoRouterOS nosp30BaTeiio JOCTYITHO cOCTaBlieHHE MPO(UIIEH BXOISIIET0 B MapLIPyTU3ATOP
tpaduka. [TocpeacTBoM co3aanHbIX poduiel 1 3apaHee CKOH(UTYPHUPOBAHHBIX KapT KJIACCOB
(class-map) monp30BaTENH MOKET MPUMEHSATH K THM MPOGUISM pa3indHbie QOS-TOIUTHKH 1
¢dyHKIIMOHAN orpaHudeHus Tpaduka. [Ipodwmis cozgaercs npu momomu komanas! traffic-profile
<NAME>, rnie <NAME> moeT ObITh J1I0OBIM, PpEKOMEHTyeMbIi (opMaT UMEHH — 3arJIaBHbIE
OyKBBI WM HUDPHI.

[Tocne co3nanuu npoduist Tpaduka Moab30BaTeNb MPOU3BOAUTCS MEPEXO]] B PEKUM €TI0
KOH(UTypUPOBAHHUSL.

[Tpumep:
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ecorouter (config)# traffic-profile 1
ecorouter (config-traffic-profile) # ?
Traffic profile configuration commands:

class Select a class to configure

exit Exit from the current mode to the previous mode
help Description of the interactive help system

no Negate a command or set its defaults

show Show running system information

JIist IpUBSI3KH KJIacCOB Tpaduka K MpOoQUIIIO UCIIOIB3yeTCsl KoMaHIa Class ¢ ykazaHueM HMeHH
paHee CKOH(UTYpUPOBAHHOM KapThl KJIaCCOB.

ecorouter (config) #traffic-profile 1
ecorouter (config-profile) #class VIDEO
ecorouter (config-profile) #class IPVOICE

B mpodue Tpaduka Henmb3st J0OABUTH KITACCHI C TepeceKaommmucs 3Hadenusmu nosneir DSCP,
CoS, MPLS EXP. B poduiie Tpaduka CyiecTByeT €lie 0HO MpaBuiio. Jlerde BCero mosiCHUTh €ro
Ha KOHKPETHOM IpuMepe. JomycTim, Ha MapIpyTH3aTop NPUXOANUT MAKeT C TETHPOBAHHBIM MOJIEM
MPLS EXP =1 u DSCP = 3.

[Tpu sToM npoduiib Tpaduka 1 KapThl KIIACCOB CKOH(PUTYPUPOBAHBI CIEAYIOIIUM 00Pa30oM:

ecorouter (config) #class-map A
ecorouter (config-cmap) #match dscp 3
ecorouter (config-cmap) #fexit
ecorouter (config) #class-map B
ecorouter (config-cmap) #match cos 1
ecorouter (config-cmap) #fexit
ecorouter (config) #traffic-profile C
ecorouter (config-profile) #class A
ecorouter (config-profile) #fclass B

B takom ciydae npu noctyruienuu nakera ¢ MPLS EXP =1 u DSCP = 3 naker Oyzer
IIpUHAUIEKATh Kiaccy B, Tak kak 3arosnoBok DOT1Q uzner nepen 3aronoskom IP. Mcxons u3 atoro
EcoRouterOS cnauana nposepur nozne CoS, 3areMm MPLS u numis B konue none DSCP.

[Tpodunu Tpaduka npruMeHsroTcst a0COMIOTHO 7S Bcero GpyHkiuoHana QoS u Tpedyror
IpUMEHEeHHs Ha KOHKPETHOM cepBUCHON noiuTuke (service-policy). IlonpoOHee naHHbIM
(YHKLIMOHAJ OMMCaH B COOTBETCTBYIOLIEM Pa3Jielie PyKOBOJCTBA.

26.11 Kaprtsl ki1accoB

3a co3gaHue Ki1accoB TpaduKa U IPUBSI3KY K HUM KOHKpeTHbIX 3HaueHui noneir DSCP, CoS,
MPLS EXP B EcoRouterOS orBeuarot kapThl kitaccoB (class-map). [TomoOHbBIe KapThl SIBISTIOTCS
HEOTheMJIEMOH JacThio Beex QpyHkiui QoS B mapuipytuzarope EcoRouter, mockoiabky IMEHHO
OHM T03BOJISIFOT pabOTaTh MO OT/IEIBHOCTHU C PA3IMUYHBIMHU TUIIAMU BXOJSIIETO B MApIIPYTHU3ATOP
Tpaduka.

KapTbl HacTpauBaroTCst B KOHPHUTYpAIIHOHHOM pekumMe. [t co31anust HOBOM KapThl TpeOyeTcst
BBecTH KomaHy class-map <NAME>, rnie <NAME> mokeT ObITh JIIOOBIM, PEKOMEHIYEMBII
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¢dbopmat numeHu — Bce OyKBbI 3aryiaBHble. [lociie BBoga KOMaH bl TPOUCXOIUT MEPEXO/ B
KOHTEKCTHBIN PEKUM KOH(GUTYPHUPOBAHUS KapThl KJIacCOB.

ecorouter (config) # class-map VOICE
ecorouter (config-cmap) #?
Traffic classifier configuration commands:

exit Exit from the current mode to the previous mode
help Description of the interactive help system
match Classification criteria

no Negate a command or set its defaults

set Set marking values

show Show running system information

Jns ykazanusi CooTBeTCTBUS onpeaesneHHoro 3nayenus noyeit DSCP, CoS, MPLS EXP u camoit
KapThl, CJICIYET BOCIOIB30BaThCSI KOMaH10# match.

ecorouter (config-cmap) #fmatch ?

cos IEEE 802.1Q class of service priority values
dscp Match DSCP in IP packets

exp Match MPLS experimental

ecorouter (config-cmap) #match cos ?

<0-7> Enter class-of-service values

ecorouter (config-cmap) #fmatch dscp ?

<0-63> Enter DSCP values

ecorouter (config-cmap) #fmatch exp ?

<0-7> Enter MPLS exp values

ITonp30BaTeto 1OCTYIHO BBEJIEHHE B KJIaCC HECKOJIBKO KOMaH/1 match u onpeneneHue kiacca 1no
HECKOJIbKUM IOJISIM pa3Horo Tuna. TakuM oOpa3oMm, B KapTe HAYMHAET paboTaTh JIOTUYECKOE
npasuio «WJIN». [Ipu nepBom coBnaieHUH BXOIAIIEro TpaduKka co 3HaU€HUEM JH000T0 Mo,
CKOH(UTYpHPOBAHHOTO B KJacce, Tpaduk OyJ1eT COOTBETCTBOBATh 3TOMY KJlaccy.

Jlst yeranoBku HoBoro 3HadeHust B iosist DSCP u CoS nipu Beixoze Tpaduka u3z EcoRouter cnegyer
BOCIIOJIb30BATHCSI KOMaHA0M Set.

ecorouter (config-cmap) #set 2

cos IEEE 802.1Q class of service priority values
dscp Match DSCP in IP packets
ecorouter (config-cmap) #set cos ?

<0-7> Enter class-of-service values
ecorouter (config-cmap) #set dscp ?

<0-63> Enter DSCP values

B xomanmax match u set 3Hauenus MOT'YT 3aaBaTbCA TOJIBKO B JCCATUIHOM BUIC. Mo:xHO
3aaaBaTb Ha60p 3Ha‘-IeHPII>i, HCIOJIB3YS B KAYCCTBC Pa3ACIIUTECIIA 3aIIATYIO «,», HJIN JUAalla30H,
HCIIOJIb3YS B KAYCCTBEC PA3ACTIUTCIIA IIC(I)I/IC «=».

KapTs! k51accoB Mo3BoJISIOT KiIaccuPpUIMPOBaTh TpapuK, OrPaHUYUBATH €T0 10 Kaccam,
pacnpenensarts Tpauk B pa3Hble OYePeaU U MPUMEHITh K HUM pa3Hble MOJIUTUKHU 00CTyKUBAHUS.
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26.12 Orpanuyenue Bxoasiuero rpaguka no Kiaccam

B EcoRouterOS nmomMumMo BO3MOKHOCTH OTpaHUYEHUs Tpaduka Ha FIK3EeMILIIpax cepBHca (service-
instance) B pa3JIMYHBIX HAMPABICHUSX CYLIECTBYET BO3MOXKHOCTh OIPaHUYMBATh BXOASIINHN Tpaduk
o kiaccam. [Ipuxopsiime Ha MapIIpyTH3aTOP JaHHBIE HEOOXOAUMO KiIacCHU(PUIIMPOBATh, & 3aTEM B
co3aHHOM Mpoduiie Tpauka ykazaTb MaKCUMaIbHO aAonycTuMble ckopoctu (PIR) mst kaxxaoro
kiacca. CKOpOCTH MOKHO 33/1aBaTh B OUT/C U B MPOLIEHTaX OT MAKCHUMAJIBHO JIOIYCTHMOTO
3HA4YEHUS MOJIOCHI IPOIYCKaHUs B OTpaHUYUTENe Tpaduka.

Komanna st 3a1anust orpaHUYEHUs CKOPOCTH B poduiie Tpaduka:

class <NAME> {kbps | mbps | gbps | percent} <VALUE>, rne <NAME> moxeT ObITh JTH00BIM
HaUMEHOBaHHUEM, PEKOMEH/IyeMbli JopMaT MMEHU — BCE 3ariaBHbIe OYKBbI HIIH MU(PBL.

[Tpumep:

traffic-profile test
class testl0 kbps 500
class test7 mbps 5
class test8 mbps 2
class test9 mbps 2
traffic-profile test?2
class A percent 50
class B percent 20
class C percent 20
class D percent 10

Buumanue: B npoduse Tpaduka HeoOX0IUMO MPUAECPKUBATHCS OJHOTO CTUIIS 33/1aHUSI CKOPOCTH,
TO €CTh €CJIU I IEPBOr0 CKOH(UTYPUPOBAHHOTO KJIacca CKOPOCTh Obljla yKa3zaHa B MPOIEHTAX, TO
U TIOCTIEIYIONINE OTPAaHUYEHUS CKOPOCTEH NIl KJIacCOB JOJKHBI ObITh YKa3aHbI B POICHTAX.

Jlanee He0OXOAMMO PUBS3aTh CKOHGUTYPHUPOBAHHBIN TPOGUIH TpaduKa K CEPBUCHON MOTUTUKE
(service-policy) 1 yka3aTh MaKCUMAJILHO JOMYCTUMYIO OOLIYIO IJIsl BCeX KJIACCOB MOJIOCY
npornyckaHus Tpapuka.

service-policy CLIENT A
traffic-profile test
bandwidth max mbps 100

Jlanee /Ui BKITIOYEHHUST OTPpaHUYEHUS BXOISAIIETO Tpadhuka HE0OX0IMMO B KOHTEKCTHOM PEKHME
KOH(QUTYypUPOBaHUS HK3EMIUIApa cepBHca (service-instance) yka3zaTb CKOHUTYPUPOBAHHYIO
MIOJIUTHKY | 33]1aTh €€ BO BXOJSIIEM HaIPaBICHHH.

port tel
service-instance A
service-policy CLIENT A in

HpOCMOTp JaHHBIX 00 OrpaHUYCHHOM Tpa(bI/IKe MMPOU3BOAUTCA ITPU MMOMOIIIU KOMAaHIbI show
counters port <NAME> policer in.

[Tpu HE0OXOAMMOCTH MOKHO JJAHHBIE CTATUCTHKHA MOKHO COPOCHTH TIPH IMTOMOIIM KOMaHbI Clear
counters port <NAME> policer in.
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27 HacTpoMKH 3epKaJIupPOBAHMS

3epkanupoBaHue — 3T0 GyHKIUS TyOIMPOBAHHUS TAKETOB OJTHOTO MJIM HECKOJILKUX TTOPTOB
(uHTEpdEiicoB) HA IPYTroOM, TaKXKe Ha3biBaeMas oTciaexuBanueM rmopta uiu SPAN (Switched Port
Analyzer — B tepmunonoruu Cisco). B 0CHOBHOM OHa pUMEHSIETCS JJIsl MOHUTOPHUHTA BCETO
Tpaduka B HesisIx 6€30MacHOCTH, JTUOO0 OLEHKU MPOU3BOAUTEILHOCTH/3arPy3KU CETEBOIO
000pyI0BaHUS C IPUMEHEHHEM alIapaTHBIX CPE/ICTB.

B xonuenuuu EcoRouter nannast pyHkius peanuzoBana nporpaMMHBIMU CPEACTBAMH, U B
kauecTBe SPAN-iopTa MOXKET OBITH HACTPOEH JIt000# (pr3uveckuii cereBoit nHTEpdEiic (port)
MapLIpyTU3aTopa.

271 Mirror-session

JIs1st HAaCTPOIKK (DYHKIMHU 3epKaTHUPOBAHUS UCTIOIB3YIOTCS 00BEKTHI KOH(PUTypaLuK THIIA MIrror-
Session, KOTOpbIE PacoararoTCs MOCIIE OMMCAHUs TIOPTOB. JlaHHBIH 00BEKT KOHPHUTYpaLUuH
BKJIFOYAET B ce€0s1 MapaMeTpbl, OIMCAHHBIE B TAOJINIE HUXKE.

Tabauma 132

ITapamerp Onucanue
mirror-session <Ha3zpanue™> | Ha3BaHue mpaBuia, o KOTOPOMY OCYIIECTBIISIETCS 3epKAIUPOBaHHE
tpaduka. HazBanne MoxkeT OBITH 32J1aHO TOJBKO ITHpaMHu

description Omnmcanne npasuina. Heobs3aTenpHEIN mapaMeTp
destination port [TopT, Ha KOTOPBII OTIIPABISETCS 3epKATpyeMblii Tpaduk. PexomeHayeTcs,
<Ha3BaHUE™> 4T00BI K JAHHOMY TOPTY He ObLI IpHBs3aH interface u service-instance

(mogpoOHee ¢ KOHIENIIHEH port, interface u service-instance MOXHO
03HaKOMHTHCsI B paszesie Bujpl nunTepdericon)

source <TUm> <Ha3BaHue> | McTouHUK, Tpaduk KOTOpOro Aydaupyercs. B kauecTBe HCTOUHUKA MOXKET
<mapameTpbr> OBITh yKa3aH:

e port,
e interface,
e service-instance.

VY npaBuia MOXeT ObITh HECKOJIBKO UCTOYHHKOB Tpadrka, B 7TOM Clrydae
OHU YKa3bIBAIOTCS C HOBOM CTPOKH. JIJ1s yAaJICHUs OJJHOTO U3 UCTOUHHKOB B
KOH(QUTYpaIMK Mirror-session UCHojib3yeTcs KOMaH1a no source <rui>
<Ha3BaHHWeE>.

B03MOXHOCTE HACTPOIKH ITPABUII 3EPKATUPOBAHUS OJTHOBPEMEHHO C

KOH(UrypupoBaHHeM cepBrcHOro unrepdeiica EcoRouter onncana Hike
ITapametpsl source

<HanpasJIeHHUE> Onpepnensier, Kakoi UIMEHHO TpaduK HEOOXOIUMO Iy OIUpOBaTh:

e X —ucxomsmmi,
e X — BXOJSIINM,
e both — o06a HanpasneHus.

s service-instance BO3SMOXKHO 3€PKaJIMPOBAHUE TOJIBKO BXOJISILIETO
Tpaduka (rx)
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ITapameTp Onucanne

NPUMCHCHBI OIIE€paliu HaJl METKaMU. HOI[pO6He€ O METKaxX MOXXHO
npounTath B paznene CepBUCHBIE HHTEP(EHCHI

<omepanuu Hag MeTkami> | HeoOs3arenpHbril mapamerp. K 3epkammpyemomy Tpaduky MoryT OBITH

push <mertkal> <metka2> | [loGaBieHre OHOW METKH HITH IBYX. BEpXHsS METKa yKa3bIBAETCS IEPBOM.
JoctynHo s tpaduka, 3epkamTupyeMoro ¢ interface u service-instance

pop <konu4ecTBO METOK> | CHsITHE METKHU WK MeTOK. KomuecTBO METOK MOXeT ObITh 1 wim 2.
JocTynHo uis Tpadhuka, 3epKaIupyeMoro ¢ service-instance

METOK >-t0-<KOJHUUYECTBO service-instance
METOK> <METKa>

translate <komm4aecTBO 3amMeHa OIHUX METOK IpyrumMu. JlocTymHO s Tpadrka, 3epKaIupyeMoro ¢

Jlyist co3maHust paBriia 3epKaTMPOBAHUS HCIIOJIb3YETCsS KOMaHa: MIirror-session <Ha3panme>.

I[J'IH YIaJICHU IIpaBuJjia 3€pKaJIMpOBaHUA UCIIOJIB3YETCSA KOMaHaa: NO MIirror-session <Haspanme>.

Hctounuku 3CPKAJTIMPOBAHUA MOKHO YKAa3bIBATh HEC TOJIBKO IIPU KOH(l)I/IprI/IpOBaHI/II/I

COOTBETCTBYIOIIETO TpaBmiia, HO ¥ IPU KOH(MUTYpHUPOBaHUK caMOro McTouHuka (port, interface,

service-instance). /Iy aToro ucmnobs3yercst komanaa add-mirror-session <nazpanue>
<HamnpasJieHHe> [onepanuu HaJl MeTKaMH|.

HacTtpauBaemas ceccust yke 10JKHa ObITh orpeseneHa. JlaHHast KoMaH1a He COXpaHsSEeTCs B

KOH(UTypaluu, a mpeodpasyercs B mapameTp SOUICe B paszese KOHPUrypauu, OTHOCAIIEMCS K

mirror-session.

[Tpumep co3nanus mpaBuiia AJs AalbHEHIIeH HACTPOIKU:

ecorouterf#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #mirror-session 0

ecorouter (config-mirror) #destination port tel

[Tpumep HacTpoKK MpaBUIIa 3epKAIMPOBAHUS ITPU KOHPUTYpUpOBaHUM POIt:

ecorouter (config) #port te2
ecorouter (config-port) #add-mirror-session 0 both

[Mpumep HaCTpOIKH MpaBuiIa 3epKaTUPOBAHKS IPU KOHPHUTYpHUpoBaHuu interface:

ecorouter (config) #interface e3
ecorouter (config-if) #add-mirror-session 0 tx push 107

[Ipumep HACTPOIKH MpaBUIIa 3epKaTUPOBaHUS TPH KOHPUTYpUpOBaHUH SErvice-instance:

ecorouter (config) #port te3
ecorouter (config-port) #service-instance te3
ecorouter (config-service-instance) #add-mirror-session 0 rx push 100

BriBog KOH(I)I/Il"ypaI_II/II/I MOCJIC BBIMICYKA3aHHBIX HACTPOCK IIPAaBUJI 3CPKAJTUPOBAHUA:

]
irror-session 0O

destination port tel
source port te2 both
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source interface €3 tx push 107

source port te3 service-instance te3 rx push 100
|

Jns ogroro uaTepdetica (port, interface uau service-instance) Moxer ObITh CO3aHO 10 8 MPaBUII

3epkanupoBanus. [Ipu aToM, npaBuia ¢ 3epkaaupoBanueM Tpaduka B 000UX HANpPaBICHUIX,

cuuTaroTcsa ABoWHBIMU. Beero B kondurypanmu EcoRouter MmoxkeT ObITh 3aBeieno 1024 npasuina.

27.2 IIpuMep HACTPOIKH 3epKAJTUPOBAHUSA

PaccmoTpuM npruMep HaCTPOWKH 3epKaJIMPOBAHUS U1 MapLIPYTU3aTOPa U IBYX KIMEHTCKUX
YCTPOICTB, CKOH(QUTYPUPOBAHHBIX, KaK MIPEICTABICHO HA CXEME HIKE.

EcoRouter

L.41-1/24 1.1.1.100/24 2.2.2.100/24 2.2.2.2/24

O <

Client 1 SPAN Client 2

te3

tel

A

Pucynok 50
B xondurypanumn EcoRouter HacTpoeHbI clieayrolme COOTBETCTBHS CEPBUCHBIX HHTEP(DENCOB:
port te2 — service-instance te2 — interface e2,
port te3 — service-instance te3 — interface e3.

Kondurypamus EcoRouter:

|
interface e2

ip address 1.1.1.100/24
|
interface e3

ip address 2.2.2.100/24
|

port tel
|
port te?2

service-instance te2

encapsulation untagged

connect ip interface e2
|
port te3
service-instance te3
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encapsulation untagged
connect ip interface e3

Huxe paccMOTpeHO HECKOJIBKO PUMEPOB MPABUII 3epKATHMPOBaHUs. J[j1st TOro 4TOOBI 3TH MpaBuiia
HE BBINOJIHUIUCH BCE BMECTE, HEOOXOAMMO JINOO yJalATh HEHYKHbIE IIPaBUIIa, INOO
IIPUOCTaHABJIMBATh UX, KaK OMHUCAHO HUXE B MyHKTe [IprocTaHoBKa 3epKannpoBaHusl.

27.2.1 Tlpumep npaBuaa 1

B xoudurypanuio EcoRouter BHOCHM MpaBuIio 3epKaUpOBaHUs, IPH KOTOPOM Bech Tpaduk ¢ port
te2 Oynet 3epkanupoBarbes Ha port tel.

ecorouter (config)# mirror-session O
ecorouter (config-mirror)# destination port tel
ecorouter (config-mirror) # source port te2 both

B BbIBOIE KOHGHUTYpALIUH TPH TIOMOIIIXA KOMaH bl Show run 3To npaBuiio OyaeT BITIISACT
CJICTYFOIIIMM 00pa3oMm:

|
mirror-session 0

destination port tel
source port te2 both

Paboty npaBuia Mirror-session 0 MO>KHO MPOMJLIFOCTPUPOBATD, BBIMOIHUB C KIIMEHTCKOTO
ycrpoiicta Client 1 komanay ping 1.1.1.100 u oTcieanB n3MeHeHHE 3HAYCHUH CUCTUUKOB TSI
port te2 u port tel. Cxema 3epkannpoBaHusl, peainzyemas IpaBuioM Mirror-session 0
npeJCTaBIeHa HIDKE.

EcoRouter

1.1.1.1/24 1.1.1.100/24

\ te2
< pingfotBer i>>

| el
- / /"; Client 2
_7"'-—--,....// ’//
< SPAN: ping/oteet -
Pucyrox 51

ITpu sToMm, ecu Client 1 ornpasun Ha EcoRouter 10 nunros u nosryumn ot Hero 10 oTBETOB,
MPUPOCT 3HAYEHUI CUETUUKOB OyIeT:

port te2
Total received packets: 10
Total transmitted packets: 10
port tel
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| Total transmitted packets: 20 |

27.2.2 Tlpumep npaBuJjia 2

B kondurypamuo EcoRouter BHOCUM mpaBmiio 3epKaipoBaHus, IPU KOTOPOM BXOISAIIHNNA Tpadhuk
service-instance te3 sepkanupyercs Ha port tel.

ecorouter (config) # mirror-session 1
ecorouter (config-mirror) # destination port tel
ecorouter (config-mirror) # source port te3 service-instance te3 rx

B BbIBOJIE KOH(UTYpaAIIUK ITPH TOMOIIX KOMaHAbI Show run 3To mpaBusio OyAeT BITIIAICTD
CIIEAYIOIIUM 00pa3oM:

1
mirror-session 1

destination port tel
source port te3 service-instance te3 rx

Paboty npaBuiza mMirror-session 1 MoKHO IPOMUTIOCTPUPOBATH, BHIIIOJIHHUB C KITMEHTCKOTO
ycrpoiictBa Client 2 komanay ping 2.2.2.100 u otciieiB U3MEHEHHE 3HAYCHUH CYSTUUKOB IS
port te3 u port tel. Cxema 3epkaqupoBaHus, peajnsyemast mpaBuiIoM Mirror-session 1
IIpeJICTaBICHA HUXKE.

EcoRouter

2.2.2.100/24 2.2.2.2/24

. te3 \
<_ ping/oTBeT >

\ P
QN N

Client 1 Client 2

./ SPAN:ping
N )

Pucynok 52

ITpu atom, eciiu Client 2 otnpasuit Ha EcoRouter 10 nmuHroB u moxyuu ot Hero 10 oTBETOB,
MPUPOCT 3HAUEHUHN CUETYUKOB OyJIEeT:

port te3
Total received packets: 10
Total transmitted packets: 10
port tel
Total transmitted packets: 10

27.2.3 Ilpumep npaBuia 3

B kondurypamuo EcoRouter BHOCHUM npaBuiio 3epKalipOBaHus, IPU KOTOPOM HCXOJSAIIUIN TpapuK
interface e3 3epkanupyercs ua port tel.
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ecorouter (config)# mirror-session 2
ecorouter (config-mirror)# destination port tel
ecorouter (config-mirror)# source interface e3 tx

B BbIBOJIE KOH(UTYpALIUH IPH TOMOIIX KOMaHbl Show run 3To npaBmuiio OyJeT BHITIISIETD
ClIeAyIOUMM 00pa3oM:

|

mirror-session 2
destination port tel
source interface e3 tx

Paboty mpaBusza Mirror-session 2 MoKHO IPOMUTFOCTPUPOBATH, BHITIOIHHUB C KIIMEHTCKOTO
ycrpoiicta Client 2 komanay ping 2.2.2.100 u oTcienB W3MEHEHHE 3HAYEHUN CUCTUUKOB IS
port te3 u port tel. Cxema 3epkaaupoBaHus, peain3yemast IpaBuaIoM MIrror-session 2
Npe/ICTaBICHA HIDKE.

EcoRouter

2.2.2.100/24 2.2.2.2/24
e3

&

Client 1 Client 2

— ///
<ij SPAN: otBeT -

Pucynok 53

ITpu sToM, eciu Client 2 otnpaBui Ha EcoRouter 10 nuHroB u nosryumn ot Hero 10 oTBETOB,
IPUPOCT 3HAYEHUIN CUETUUKOB OyIeT:

interface e3
Total received packets: 10
Total transmitted packets: 10
port tel
Total transmitted packets: 10

27.3 IIpnocTanoBKa 3epKaJTUPOBAHUS

Jln1st Toro 4ToOBI MPHOCTAHOBUTH JICHCTBHE TpaBIJIa, UCIob3yeTcs mapamerp shutdown. [Tpumep
BBO/Ia ITapaMeTpa:

ecorouter#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #mirror-session 3

ecorouter (config-mirror) #shutdown
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Bo300HOBIIEHHE [eiCTBUS MpaBUIIa OCYIIECTBISCTCS yaanenneM mapamerpa shutdown mpu
nmoMoIy koMauael N0 shutdown.

ecorouter (config) #fmirror-session 3
ecorouter (config-mirror) #no shutdown

274 IIpocMoTp npaBuI 3epKATUPOBAHUS

CHHCOK CyIIECTBYOIMX MMPABUII 3€PKATMPOBAHKS U UX COCTOSHUSI BRIBOAUTCS 1O KOMaH1e Show
mirror-session rules. Jlanuast koMaH/1a IEHCTBYET B KOHQUTYPAITMOHHOM PEKHUME KOHCOJIH.

IIpumep BpIBOIa KOMAHJIBIL:

ecorouter#show mirror-session rules
Mirror session 0 is up
10001.rx: rx port te2 -> port tel
10001.tx: tx port te2 -> port tel
Mirror session 1 is administratively down
10031.rx: rx service instance te3/te3 -> port tel
Mirror session 2 is administratively down
6.tx: tx interface e3 -> port tel

J11g mpocMOTpa HACTPOEK MPaBUI 3€PKATUPOBAHMS U CTATUCTUKH 110 HUM HUCIIOJIb3YETCsl KOMaH/1a
show mirror-session [<HazBanmue>|. B ciyuae, eciiu He yka3aHO Ha3BaHHE MMPaBUIIa, KOMaH/1a
BBIBOJIUT JJISL IPOCMOTPa HHGPOPMAIIUIO TI0 BCEM CYIIECTBYIOIIMUM IpaBuiiaM. JlaHHas KoMaHaa
JEHCTBYET B KOH(PUTYPAIIMOHHOM PEKUME KOHCOJIH.

[Ipumep BpIBOIa KOMAHJIBL:

ecorouterf#show mirror-session
Mirror session 0 is up
Destination: port tel
port te2 both
rx packets 0, bytes 0
tx packets 17, bytes 1022
Mirror session 1 is up
Destination: port tel
service instance te3/3 rx
rx packets 7, bytes 570
Mirror session 2 is up
Destination: port tel
interface e3 tx
tx packets 0, bytes 0

Jlnst cOpoca 3HaYCHMI CUETYMKOB MIPABUII 3epKaTMPOBAHUS HCIIONIb3yeTCs KoMaHa clear counters
mirror-session [<nazpanue>]. B ciaydae, ecinu He yka3aHO Ha3BaHHE MPaBUIIA, CYUCTUUKU OYIyT
OOHYIIEHBI JTsl BCceX MpaBuil. JlaHHas KoMaH/1a AeMCTBYET B KOHPUTYPAIIMOHHOM PEKUME KOHCOIH.
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28 Berpoennbiit NAT

NAT (Network Address Translation) — 3To MexaHu3M, IO3BOJISFOIINN MaPIIPYTH3ATOPY
OCYUIECTBIISITH TPAHCIALMIO (TIOAMEHY) CETEBBIX aJpecoB AJisl TpaH3UTHOTO Tpaduka. Hapsay c
aJipecaMu OTIPABUTEIISA/TIONyYaTENsl MOTYT Takxke nmoaMeHsTbest Homepa TCP unn UDP-noproB
ornpaButens/monyyarens. Texnonorus NAT yarie Bcero UCMoib3yeTcs AJisl MPel0CTaBICHUs
onHoro myommynoro [P-afgpeca MHOXKeCTBY JIOKaJbHBIX MTOJIb30BATENICH ¢ TPUBATHBIMH aJPECaMU.
A Ttaxoke s obecrieuenus noctymna u3 LAN B WAN, 1o ecTh obecriedeHns1 BO3MOKHOCTH
YCTPONCTBAM C MPUBATHBIMH aJpecamMy OTCHUIATH/TIOIYyYaTh JaHHBIE U3 III00ATBHOM ceTH (0T
YCTPOWCTB ¢ MyOMuHbIMU aapecamu). [Tpu ucnonb3oBanuu NAT Tomosorus BHyTpeHHEH CETH
CKPBITA U JIOCTYII U3 BHEITHEH CETU MOXKET ObITh OTPAaHUYCH.

CymectByet aBa Buaa NAT:

= source NAT (SNAT),
= destination NAT (DNAT),

U TPY OCHOBHBIX KOHIICTIIIMH TPAHCIISIIUY aJipecoB (B paMkax ¢yHkimonana EcoRouter):

= static NAT,
= dynamic NAT,
= NAT with overload (PAT).

Source NAT — sto Haubonee pacnpoctpaneHHblid Tult NAT, cyTh Mexanu3ma paboThl KOTOPOTO
coctouT B noamene [P-aapeca otnpaBurens (MCTOUHMKA) HA MYTH IIaKeTa U3 BHYTPEHHEH CETH BO
BHEIIIHIOI U 00paTHOM MOMEHE ajjpeca MoJiyyaTelis Ha ITyTH aKeTa U3 BHEIIHEeH ceTH BO
BHYTpEeHHIO0. YacTelil clieHapuii mpuMeHeHus: oobecrieuenue nocryna us3 LAN B WAN.

Destination NAT — tunt NAT, cyTs MexaHu3ma paboThl KOTOPOTO COCTOUT B moamene [P-anpeca
nojyyaress (Ha3HaueHHs) Ha IMyTH NaKeTa U3 BHEIIHEH ceTH BO BHYTPEHHIOI U 00paTHOM
MIOJMEHE aJipeca OTIPABUTENS HA MMYyTH MMAKETA U3 BHYTPEHHEHN CETH BO BHEIIHIOK. YacThIii
CIIeHapHil pUMeHeHUs: o0ecrieyeHre JOCTya U3BHE K KaKMM-TH00 cepBHCcaM, IPe0CTaBIsIEMbIM
cepBepamu, Haxoasmucs B LAN-cetu.

Static NAT — craTuyeckasi TpaHCIISIIIUS OJMH-B-OIMH — [TOJIMEHA OJTHOTO 3apaHee OIPe/ICIICHHOTO
IP-anpeca Ha npyroii, Takke 3apaHee onpezaenaeHHbIH. [IpaBuio o Takolt mogMeHe XpaHUTCS B
TabJIMLE TPAHCISIMI HEOrPaHMUYEHHOE KOJTMYECTBO BPEMEHHU WIIM JI0 TEX MOp, TIOKa COXPaHAETCs
COOTBETCTBYIOIIAs KOH(UTYpalKs MapIIpyTU3aTOpPa.

Dynamic NAT — HeoHO3HAYHAs TPAHCIISINS OJJUH-B-OJINH, TO €CTh ITOJIMEHA OJHOTO U3 3apaHee
ornpeneneHHbIx [P-anpecoB Ha nepBbIif cBOOOIHBINA U3 0003HAYEHHOT0 auarna3oHa (myna). [Ipasuiio
0 TaKOM MOJIMEHE XpaHUTCA B TaOJIUIE TPAHCISIIMIA 10 TeX MOp, OKa BHYTPEHHUI U BHEIITHUN
XOCTBI IPOJIOJIKAIOT OOMEH JaHHBIMH. ECliu B Te€4eHHE HEKOTOPOrO yCTaHOBJICHHOTO BPEMEHU
TpauK MO 3TON TPAHCISLUU OTCYTCTBYET, IPABUIIO yJIAISIeTCs U apec 0CBOOOKAAETCA, TO €CTh
BO3BPALLAETCS B ITYII.

NAT with overload (PAT) — TpaHcsiiiist MHOTO-B-OJIMH, TO €CTh TIOJIMEHA HECKOJIBKHX 3apaHee
oTpe/ieNIeHHBIX BHYTPEHHUX aJpEecoB Ha OJIMH U TOT ke BHelIHUil. [IpaBuio o Takoil mogmene
KpoMe camux azapecoB cojiepkuT TCP/UDP nopt ucrounuka, KOTOpbIi UCTIONb3YeTCs IS
UACHTUPUKAIMY TpaduKa Ha IPUHAAICKHOCTh TOMY WX HHOMY BHYTPEHHEMY XOCTY.
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Omnucanue komana s HacTpoiiku NAT na EcoRouter mpencraBneno B Tabiuiie HIKe.

Komanga

Onucanue

ip nat inside

Komanna BBoguTcs B KoHpHUTyparmoHHoM pexxknme (config-if). B
pe3yJbTaTe BBIIOIHEHHS ATOM KOMaH bl HHTep¢eiic moMedaeTcs
Kak "BHyTpeHHUH uHTepdeiic NAT", 3To 03HauaeT, 4To BECh
Tpad K, BOIISAMNN Ha 3TOT HHTep(deiic moMedaeTcs Kak
"BO3MOKHO TPAaHCIUPYEMBIi"

ip nat outside

Komanna BBoanTcs B koH(puUrypanuonHom pexxume (config-if). B
pe3yJbTaTe BBIIOIHEHHS ATOM KOMaH bl HHTep¢eiic moMedaeTcs
kak "BHemmHUN nHTEepdeiic NAT", 3To 03HagaeT, 9To BeCh Tpaduk,
MpeJHa3HaYeHHBIN U BRIXOJa Yepe3 3ToT uHTepdeiic u
MMOMEUEHHBIN KaK "BO3MOXHO TPAaHCIUPYEMbIii" OyneT

IOABEPraThbCAa TPAHCIAIUN

ip nat source static
A.B.C.D Q.W.E.R [vrf]

Komanna BBoguTcs B KOHPUTypariuoHHOM pexknMe (config). B
pe3ybTaTe BHIMTOJIHEHHS 3TOH KOMaHIbI OyeT co3/laHa
CTaTUYCCKas TpaHCIALUA aApeC-B-aAPeC OTIIPABUTEIIA B
Harnpasienun inside-to-outside . ITapamerp Vrf sBisieTcs
HeoO0s3aTeIBHBIM U 0€3 YKa3aHus onpeesieHHoro vif mpaBuiio
oyner cozaano mis default vrf

ip nat destination
static A.B.C.D
Q.W.E.R [hairpin]
[vrf]

Komanna BBoguTcs B KOHPUTyparimoHHOM pexknMe (config). B
pe3yabTaTe BBIMOJHEHUS 3TOW KOMaH bl OyIeT co3/laHa
CTaTUYECKasi TPAHCISALUS aJpec-B-aipec MOoIyJaTens B
Hanpasienun inside-to-outside. ITapamerp hairpin Bxmouaer
BO3MOKHOCTh JIOCTYIIA K pecypcy B JIOKallbHOU ceTH 1o IP anpecy,
KOTOPBII UCTIONB3YeTCs ISl IOCTYTA K Pecypcy U3 MHTEpHETA.
IMTapametp Vrf sBiseTcst He0Os3aTEMBHBIM 1 0€3 YKa3aHUS
onpeaenennoro vrf mpasuio Oyxaet cozmano s default vrf

ip nat source static
network A.B.C.D
Q.W.E.R mask [vrf]

Komanna BBoguTcs B KOHPUTyparuoHHOM pexxknMme (config). B
pe3yabTaTe BBIMIOJIHEHHUS 3TOW KOMaHbI OyJIeT CO3/IaHo cpa3y
HECKOJIBKO CTaTHYECKaX TPAHCIISIIUHN apec-B-apec sl IBYX
PaBHBIX JMANa30HOB aapecoB. KonmnuecTBo TpaHCIsuii
onpenensieTcs: mapamerpom mask (macka mozacern). [Tapamerp vrf
SIBJIICTCS] HEOOSI3aTeNIbHBIM U 0€3 yKa3aHus ONpeaeieHHOro vif
npaBmio Oyer cosnano i default vrf

ip nat source static
A.B.C.D interface
<IF NAME> [vrf]

Komanna BBoguTcs B KOHPUTypariuoHHOM pexxknMme (config). B
pe3ybTaTe BHIMTOJHEHHS 3TOW KOMaHbI OyIeT co3/laHa
CTaTU4YecKasl TPaHCIALUS ajpec-B-ajpec. B kauectse inside global
azipeca JUIsl TPAHCISIUK OyIeT B3ST a/Ipec, Ha3HaYEeHHbIH Ha
yKasaHHbII B komaHe untepdeiic. [Tapamerp vrf seisercs
HeoOs3aTebHBIM 1 0€3 YKa3aHus ompejieleHHoro vif mpaBuiio
oyaer cozaano s default vrf

ip nat pool
<POOL NAME> <RANGE>

Komangna BBoanTCs B KoHuUTrypanuoHHoM pexxume (config). B
pe3ybTaTe BBITIOHEHHS 3TOM KOMaH bl OyIEeT CO3/1aH Iyl
aJlpecoB, KOTOPBII MOXKHO Oy/IeT NCTIOIB30BATh IS 3a/1aHHs
MPaBWI JUHAMUYECKUX TpaHCsIUIKK. [luana3on aipecoB MOKHO
3ajaBath uepes aeduc u yepes samaryro: 1.1.1.1-
1.1.1.10,2.2.2.2,3.3.3.5-3.34.5

ip nat source dynamic
inside pool

<POOL NAME> overload
A.B.C.D [vrf]

Komanaa BBoauTCS B KOHPUTypaliuoHHOM pexxume (config). B
pe3yJIbTaTe BBITIONHEHMSI STOW KOMaH (bl HAYHYT CO3/1aBaThCs
JUHAMHYCCKUE TPAHCIIAILUH MHOTO-B-OIMH 11 TakeToB 13 LAN,
source [P koTopsIx OyeT momnaaath B AUana3oH ajpecos,
oTpeAeNsieMbli TyJI0M. BpeMst )KU3HU TPaHCISIUH ITOCIIe
NpOoX0KeHUd nocienuero nakera - 300 cexkynn. B kauectse
inside global agpeca ns TpaHCaALUE OyIET B3AT aapec,
yKa3aHHbIH nociie KiroyeBoro ciosa overload. [apamerp vrf
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Komannga Onucanne

SBIISIETCS] HEOOSI3aTeNFHBIM U 0€3 yKazaHus oIpeneeHHoro vif
npaBuio Oyner cozmano s default vrf

ip nat source dynamic | KomaHnma BBOAUTCS B KOH(pUTYypammoHHOM pexume (config). B

inside pool pe3yiabTaTe BBITOIHEHUS 3TOM KOMaHAbl HAUHYT CO34aBaThCs
<POOL_NAME> overload JMIMHAMAYECKHUE TPAHCIIAIIMA MHOTO-B-0JIUH JUIsl TakeToB u3 LAN,
interface <IF NAME> source [P koTopbIx 6yI[eT nonajgaTth B JUaa3oH apecoB,

[vrf] omnpenensieMblil myaoM. BpeMsi xKU3HH TPaHCIALMY [10CIIE

MPOX0XAeHUs TocieaHero makera - 300 cexynz. B kadectse
inside global agpeca s Tpancnsmu OyAeT B3ST

ajZipec, Ha3HAYEHHBIN Ha yKa3aHHBIA B KOMaH/le HHTEpQeiic.
[MTapameTp Vrf siBisieTcst He0Os3aTEIBHBIM U 0€3 YKa3aHUs
onpenenenroro vrf mpaswio oyaet co3aano s default vrf

ip nat translation Komanzga BBoauTcs B KOHQUTYpaioHHOM pexkume (config). B
(icmp-timeout | tcp- pe3yiabTaTe BBIIOIHEHUS 3TOM KOMaHAbl MOKHO U3MEHUTh
timeout |udp-timeout) 3HAQYEHHUS 10-YMOJIYaHUIO BPEMEHHU KU3HU TPAHCIISILIUMA 7151
<30-14400> Pa3HBIX MPOTOKOJIOB. 3HaYeHMs 10 yMomdanuio 3600 cexyH ams

TCP u 300 cekyH A5l BCEX OCTaJbHBIX IPOTOKOJIOB

[TocMoTpeTh cocrostHre TabuIbl TpaHcanuii Ha EcoRouter MOKHO Tipy TOMOIIK KOMaHAbI ShOW
ip nat translations:

ecorouter#show ip nat translations
Static translations:
Source Translated VRF
3.3.3.3 4.4.4.4 default
PAT translations:
Source Translated Destination IF
Time: 5s, Protocol: ICMP, VRF: default
IN: 10.10.10.10 20.20.20.21 20.20.20.20 N/A
OUT: 20.20.20.20 20.20.20.21 20.20.20.21 N/A
Time: 3s, Protocol: TCP, VRF: default
IN: 10.10.10.10:171 20.20.20.21:35005 20.20.20.20:35091 N/A
OUT: 20.20.20.20:35091 20.20.20.21:35005 20.20.20.21:35005 N/A

28.1 NAT port forwarding

®yuknuonan NAT port forwarding nogpasymeaer ctatuueckuid mpoopoc NAT-noptoB (oTKpbITHE
noptoB 3a NAT) 11 opraHu3anuy yAaaeHHOTO CTaTHYECKOro JOCTyIa J1I0 000py10BaHUS B
nokainsHOM cetr uepe3 NAT. DTOT (hyHKIIHOHAT TTO3BOJISIET CO3/1aBaTh CTATHYECKHE
(cymiecTByIOLIME BCerJa U paboTarolIe B pa3HbIX HaNpaBlIeHUAX repenayn Tpaduka) mpaBuia
TPaHCISIUH AJ11 KOHKPETHBIX [P-aipecoB uCTOUHMKA U TIOTy4YaTensl, a TAKXKE YKa3bIBATh JIJIST KAKUX
TCP/UDP nmoptoB 3Ta TpaHCisus nmpeaycMoTpena. st co3nanust moJ00HBIX MPaBIIT
NpUMEHSETCs CIIeAYIONIas KOMaH/1a KOH(PUTYPallMOHHOTO peKuMa:

ip nat source static <tcp/udp> <IP src> <port src> <IP dst> <port dst>

[TapameTpsl JaHHOW KOMaH/IbI ONKMCAHBI B TAONIHUIIE HIDKE. Bee mapaMeTphl SBISIOTCS
o0s3aTeIpHBIMUA !

Tabmuia 134
IMapameTp Onucanne
tcp uimu KittoueBsie coBa s yka3aHHus TPaHCIIOPTHOTO MPOTOKOIA
udp
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ITapamerp Onucanne
IP src IP-agpec ncroynnka
port src L4 mopt ucrounnka. MoxeT ObITh 3a1aH JUAINAa30H MOPTOB, JUIsl Y4ETO HEOOXOIUMO yKa3aTh

HaYaJIbHOE U KOHEYHOE 3HAYCHUs uepe3 npoden. Pasmep nuanazoHa mopToB UCTOYHHUKA U
TTOJTy9aTelIsl TOJDKEH COBIANATh (CM. IpUMep HIKE)

IP dst IP-anpec momygaresst

port dst L4 mopt nonyvarens. MoxkeT ObITh 33/JaH TUana30H MOPTOB, JAJI 4Yero HE0OXO0AMMO YKa3aTh
HaYaJIbHOE U KOHEYHOE 3HAYCHUs uepe3 npoden. Pasmep nuanazoHa mopToB UCTOYHHUKA U
TTOJTy9aTelIs TOJDKEH COBIANATh (CM. IpUMep HIKE)

[Tpusenem npumep ucnomas3zoBanus NAT port forwarding u dynamic PAT.

Kondurypamnus PAT:

ecorouter (config) #ip nat pool TEST 10.0.0.0-10.0.0.254
ecorouter (config) #ip nat source dynamic inside pool TEST overload
interface wan

ecorouter (config) #interface wan

ecorouter (config-if)# ip address 77.0.0.1/30
ecorouter (config-if)# ip nat outside
ecorouter (config) #interface lan

ecorouter (config-if) # ip address 10.0.0.1/24
ecorouter (config-if) # ip nat inside

77.0.0.0/30

. ECO-1

— ‘}-_5\ | 1 ds 1 J/.-——-r""__'““:.-__
e @ )
— < lan wan — <

10.0.0.0/24

Pucynok 54

3anaqy opra"uszanuu yjgaieHHoro nocryna 10 LAN cepsepa ¢ agpecom 10.0.0.2 MokHO pemuTh
IIPY IOMOIIM CO3JaHUs CTATUYECKOTO IIpaBuila TPAHCIALNN U ONPEIEIEHUS KOHKPETHBIX
TCP/UDP nopros. [IpaBuiio, KoTopoe 1mo3BoJuT nojakiaodarses K LAN-cepBepy co CTOPOHBI
WAN, npu noneitke TCP noaxmouenus Ha aapec 77.0.0.1 u L4 nopt 2222, 6yAeT BbITIAIAETD
CIIEIYIOLIUM 00pa3oM:

|ecorouter(config)#ip nat source static tcp 10.0.0.2 22 77.0.0.1 2222 |

st opraamzanuu qoctymna mo SSH k xocty 10.0.0.2:22 u3 moacern 10.0.0.0/24 mo aapecy u L4
nopty 77.0.0.1:2222 cnenyet Bocnionb3oBaThest NAT Hairpin mpaBusiom:

ecorouter (config) #ip nat destination static tcp 77.0.0.1 2222 10.0.0.2
22 hairpin

EcoRouter User Guide 361



LIRDP.RU

[Tpumep npaBuIiIa ¢ yKa3aHHEM Juana3oHa MOPTOB:

ip nat source static tcp 10.0.0.1 100 300 7.0.0.1 400 600 |

28.2 IIpumep xkoudurypamuu static source NAT

TPaHCAALMA
10.10.10.10 --> 20.20.20.21
InsideHost
SW3 EcoRouter sSWa
etho 1 el e2 3

10.10.10.1 20.20.20.1
IP=10.10.10.10

GW=10.10.10.1

Pucynok 55
Kondurypamus EcoRouter:

Hacrpoiika natepdericoB 1 OpTOB:

ecorouter (config) #port tel

ecorouter (config-port) #service-instance si0

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (confige) #port tel

ecorouter (config-port) #fservice-instance sil

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config) #interface in

ecorouter (config-if) #ip address 10.10.10.1/24

ecorouter (config-if)#ip nat inside

ecorouter (config-if) #connect port tel service-instance si0
ecorouter (config) #interface out

ecorouter (config-if) #ip address 20.20.20.1/24

ecorouter (config-if)#ip nat outside

ecorouter (config-if) #connect port tel service-instance sil

3amanne CTaTUYeCKON TPAHCIISIITUH:

kcorouter(config)#ip nat source static 10.10.10.10 20.20.20.21
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28.3 IIpumep xkoudurypanum static source PAT

InsideHost-1

E etho

IP=10.10.10.11

Tpancnauwnwa PAT
10.10.10.0 --= 20.20.20.1

GW=10.10.10.1 SW3 Eco-router-1

InsideHost-2 10.10.10.1

4

etho

IP=10.10.10.12
GW=10.10.10.1

Pucynok 56
Kondurypamus EcoRouter:

Hacrpoiika natepdericoB 1 IOpTOB:

LIRDP.RU

20.20.20.1

ecorouter (config) #port tel

ecorouter (config-port) #service-instance si0

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (confige) #port tel

ecorouter (config-port) #service-instance sil

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config) #interface in

ecorouter (config-if) #ip address 10.10.10.1/24

ecorouter (config-if) #ip nat inside

ecorouter (config-1if) #connect port tel service-instance si0
ecorouter (config) #finterface out

ecorouter (config-if) #ip address 20.20.20.1/24

ecorouter (config-if) #ip nat outside

ecorouter (config-if) #connect port tel service-instance sil

Coznanue myna agpecoB AJis BXOJSAIIETro Tpaduka:

hcorouter(config)#ip nat pool POOL 10.10.10.0-10.10.10.20

3amaHue npaBuiIa TPAHCIALUT:

ecorouter (config) #ip nat source dynamic inside pool POOL overload

20.20.20.21
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29 NTP

NTP (network time protocol) — mpoTokos1 CHHXpOHH3AIUK BPEMEHH B CETH.

NTP cunxponusupyet Bpems Ha ycrpoiictBax cetu otHocuTensHO UTC (Coordinated Universal
Time). DTo UCMOIB3YyETCS ISl HACTPONUKH CEPBUCOB O€3011acHOCTH U JiorupoBanusi. NTP
UCTIONIb3YEeT UePAPXUUYECKYIO0 YPOBHEBYIO CUCTEMY HCTOUHUKOB BpeMeHH. KakIplii ypOBEHb
cucTtembl Ha3biBaeTcs «CTpaTyM» U UMeeT orpeneieHHbI HoMep. Hymepaniusg HaunHaeTcs ¢ Hys
¢ BepxHero ypoBHs. CtpatyMm 0 onpenensieT cucteMy, HEOCPEACTBEHHO B KOTOPOH HAXOAUTCS
HCTOYHUK TOYHOTO BpeMeHH. Cructema, MOAKIIOYeHHAs K CTpaTyMy 0, HAUMHAET OTHOCHUTHCS K
cTpatymy | u Tak ganee. Homep ypoBHS onpesienser y1aleHHOCTh OT IEPBOMCTOYHUKA BPEMEHH.

[Ipotokon paboTtaeT Ha ocHOBe npoTokojia UDP, ucrons3ys 123 nopr.
Cunxponuszauus ¢ 3aganabiM NTP cepBepom npoucxoaut kaxabie 15 MUHyT.

Komangast HacTpoiiku NTP npezncraBiieHbl B Ta0/In1IEe HUXKE.

Tabmuua 135
Komanna Onucanne
ntp authentication-key <1- 3anmaHue Kiroua JUis ayTeHTUHUKaImu cepepa. [lepsoe
65535> md5 string 3Ha4YEHHE SABJSAETCS MOPAIKOBBIM HOMepoM Kitoua. Cam
KJII0Y 337a€TCsl B OTKPBITOM BHJIE, ITOCTIE YET0 XPAHUTCS
B 3aIlIM()POBAHHOM
ntp server <ip-azpec cepbepa> 3anmanue ip-agpeca NTP ceprepa. B cTpoky MoxeT OBbITh
<ip-ampec cepepa> <key> 3aJJaHO HECKOJIbKO aJIpeECOB CEPBEPOB Uepe3 IIpoder ¢
OJIMHAKOBBIM HOMEPOM KiItoya. APryMEeHT C HOMEPOM
KJII04a HE SIBJISIETCS] 00s13aTeIbHBIM
ntp server <ip-azmpec cepsepa> VYka3zanue Ha pabOTy MPOTOKOJIA TOJIBKO Yepe3
<ip-ampec cepsepa> mgmt management opT
ntp server <ip-azpec cepsepa> 3ananue ip-anpeca NTP cepsepa nocTymnHbli
<ip-ampec cepBepa> <uMs Yyepe3 BUPTYAIbHBIH MapIIpyTH3aTOp U HOMEP KItoYya
BMPTYaJIbHOI'O MaplupyTmu3aTopa>
<key>
ntp timezone <uacosoit nosc UTC> | 3ajaHue BpeMEHHOTro nosica. BoaMoxHble 3HaYeHHs
UTC, UTC+1..UTC-12.
ntp date <rrrr.MMm.pono> <4ddy:MM> 3agaHue 1aThl U BpEMEHU
29.1 ba3oBas HacTpoiika

HTar 1. Hactpoiika npou3BOIUTCS U3 KOHPUTYPAIIMOHHOTO PEXUMA.

ecorouter>en
ecorouter#conf t
Enter configuration commands, one per line. End with CNTL/Z.

IIIar 2. Hactpolika agpeca ceppepa.

‘ecorouter(config) #ntp server 89.109.251.21

[IIar 3. Hactpolika BpeMEHHOM 30HBI.
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ecorouter (config) #fntp timezone *?

utctl Central European Time
utc+10 Vladivostok Time
utc+1l1l Magadan Time

utc+12 Kamchatka Time

utc+4 Samara Time

utct5 Yekaterinburg Time

utc+6 Omsk Time

utct7 Krasnoyarsk Time

utc+8 Irkutsk Time

utc+9 Yakutsk Time

utc-1 East Greenland Time

utc-10 Hawaii-Aleutian Standard Time
utc-11 Samoa Standard Time

utc-2 South Georgia Time

utc-3 West Greenland Time

utc-4 Atlantic Standard Time

utc-5 Eastern Standard Time

utc-6 Central Standard Time

utc—-7 Mountain Standard Time

utc-8 Eastern Standard Time

utc-9 Alaska Standard Time

ecorouter (config) #ntp timezone UTC+3

utc Greenwich Mean Time, Universal Time (Default)

utc+2 Eastern European Time, Kaliningrad Time
utc+3 Further-eastern European Time, Moscow Time

JIiist IpUMEHEHUS pe3yJibTaTa BBIMOJHEHUS KOMaH IbI NtP timezone HeoOX0 MO COXpaHHUTh

KOH(HUTYpaIMIO KOMaH10# Write.

[ar 4. Hactpoiika TeKyLIeil 1aTbl 1 BpEMEHH BPYUHYIO.

bcorouter(config)#ntp date 2016.07.01 11:35

YcrpoiicTBo OyeT UCTIONb30BaTh MOCIEAHEE 3aJaHHOE BpeMs. B ciyuyae eciu cHauyana Ob110
yKa3aHO BpeMsi ¢ TIOMOIIbI0 KoMaH 16l NtP date, To oHo OyaeT NCIoIb30BaThCS A0 TEX MOp, TOKa He

OyZeT MOoIy4eHO BpeMsl ¢ yKa3aHHOT'o ntp cepBepa.

29.2 Komanasl npocmorpa NTP

Ta6muma 136
Komanna Onucanue
show ntp status OtoOpaxaet ajipeca ntp-cepBepOB JUIsl CHHXPOHHU3ALHU
show ntp date OToOpakaeT TEKYIIYIO AaTy U BpeMsl
show ntp timezone OTto0OpakaeT TeKyUIUH 4acoBOM HOsIC

Komanna show ntp status otoOpaxaer CucOK BCEX MCIOJIB3YIOIIUXCS CEPBEPOB U CEPBEP, C
KOTOPBIM YCTPOMCTBO CUHXPOHU3UPYET CUCTEMHOE BPEMSI.

ecorouterf#show ntp status

Status Description
* best

+ sync

= failed
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Status | VR name | Server | Stratum | Delay | Version
| Offset | Last

&l mgmt | 95.104.192.10 | 2 | 0.0441 | 4 | 0.0001
| 6

+ | mgmt | 91.206.16.3 | 2 | 0.0639 | 4 | 0.0034
| 0

CunxpoHM3aIys OyAeT MPOU3BOIUTHCS C CEPBEPOM C HAMMEHBIIUM CTPATyMOM WIIH, B CIIy4dae ecliu
CTPaTyMBI COBIIAJAIOT, C CEPBEPOM, JI0 KOTOPOI0 MUHUMAJIbHAS 3aepKKa IIPH 9X0-3aIpoce.

Komanna npocmoTtpa 4acoBoro nosca Ha yCTpONCTBE.

ecorouter#show ntp timezone
System Time zone: UTC

Komanna npocmotpa Tekyuiei AaTbl Ha yCTPOMCTBE.

ecorouter#show ntp date
Wed Jul 13 12:08:23 UTC 2016
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30 PTP

PTP (Precision Time Protocol) — mpoTokoJ1, HCIOIb3yeMbIi 1JIsi CAHHXPOHU3AIIMU YacoOB T10
KOMITBIOTEPHOU ceTH. B TOKaIbHBIX CeTSX OH 00ecreynBaeT TOYHOCTh CHHXPOHU3ALUHU J0
JIECSITKOB HAHOCEKYHT (7151 cpaBHEHUS, TPOTOKOI NTP MoxeT obecrnedynTh TOYHOCTh
CUHXPOHHU3AIMH IO MUJUIMCEKYH/), KOTOpasi TpedyeTcs 17151 HEKOTOPBIX U3MEPUTENBbHBIX CUCTEM U
cucreM ynpasieHus. CylecTByeT ABe BEpcuu nIpoTokosa, EcoRouter mognepkuBaeT ToJIbKO
BTOPYIO, T. €. PTPVv2. IIpoTokon PTP paboraer no npuHiunmy master-slave, T. €. B 0JJHOI cxeme
CHHXPOHM3AIIMHU JOJDKEH MIPUCYTCTBOBATh HCTOYHUK (master) u MpUeMHHUK CHHXpoHu3aImH (slave).
YcTpoiicTBa, KOTOpbIE HE SBISIOTCS UCTOYHUKOM WM MPUEMHUKOM CHHXPOHHU3ALIUN, MOTYT
y4acTBOBAaTh B CXEME PACIIPOCTPAHEHUS] CHHXPOHU3ALMU B KAUECTBE ITPOMEXKYTOUHBIX YCTPOMCTB
pu ycaoBuu 3amnosHenus correction field B coorBercrByromux PTP-makerax.

CyI1ecTBYIOT CIEAYIOIIUE TUTIBI YCTPOMCTB, YUACTBYIOIIUX B CXEME PAaCIPOCTPAHECHUS
CUHXPOHU3ALMH 10 1poTokoay PTPv2:

« ordinary clock (ycrpoiicTBo, KOTOpOE y4acTByeT B CXeMe TOJILKO B OJJHOM posn - master
nuiu slave);

e boundary clock (ycTpoiicTBo, KOTOpOE y4acTByeT B cXxeMe B 00euX polisix - master u slave.
Hamnpumep, nprHAMaeT CHHXPOHHU3ALIMIO U3 OJTHOIO CErMEHTa CETH B POJIH slave u mepenaer
CHHXPOHU3AIIMIO B IPYroi CErMEHT CETU B POJIHM master);

e transparent clock (ycTpoicTBO, KOTOpOE YU4aCTBYET B CXeME B KaU€CTBE MPOMEKYTOYHOTO
y35a Mex 1y master u slave u 3amonusier correction field B coorserctyromix PTP-
MaKeTax).

CyIecTBYyIOT CIEAYIONINUE PEXKUMBI pad0THI IpoTOoKOIa PTPV2:

e EZ2E (end-to-end - koppekTHpOBKa yYHTHIBACT TOIBKO BPEMsl 3aICPIKKU HA IPOMEKYTOUHBIX
yCTpOiicTBax);

e P2P (peer-to-peer - KOppeKTHPOBKA YUUTHIBACT BPeMs 33JICPKKH HA TIPOMEKYTOUHBIX
YCTPOMCTBAX, a TAKKE BPEMS paCIPOCTPAHEHUS CUTHAIA MEXIY MPOMEXKYTOUYHBIMU
YCTpOICTBaMM).

Cy1iecTBYIOT clielytoliye YpoBHU paboTsl mpotokona PTPv2:

o L2 (IEEE 802.3 Ethernet ¢ ucnons3oBanuemM cienyromumx multicast agpecos: 01-1B-19-00-
00-00, 01-80-C2-00-00-0E);

e L3 (IPv4/IPv6 c ucnons3zoBanueM crneayromux multicast agpecos: 224.0.1.129/FF0x:: 181,
224.0.0.107/FF02::6B).

B Texymieii peaquzanuu mapupyrusarop nomaep:xkusaer L2/L.3 E2E transparent/boundary
clock pexunmbl paéoTsI.

Ilepen HacTpoiikoit HEOOX0AUMO BKIIOUNTH noaepxKy PTP Ha ycrpoiictse. [l aToro
HE00XOIMMO MTPOU3BECTH CIIEAYIONIUE EHCTBUS.

1. BeinosiHUTh B KOH(UTYpAIIMOHHOM peknMme Komanay enable ptp.

2. CoxpaHUTh KOH(UTYPALIUIO.
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3. Ilepe3arpy3uthb yCTPOHCTBO.

ecorouter (config) #enable ptp

Changes will be applied after reboot. Please save config and reload.
ecorouter (config) #enable ptp

Changes will be applied after reboot. Please save config and reload.
ecorouter (config) #ptp mode transparent-eZ2e udp

% PTP is not enabled yet: reload required. Please save config and
reload.

ecorouter (config) #write

Building configuration...

ecorouter (config) #exit

ecorouterf#reload

reboot system? (y/n): y
...reboot...

ecorouter login: admin
Password:

User Access Verification
EcoBNGOS version 3.2.5 EcoRouter 07/02/19 13:48:51
ecorouter>show running-config

hw mgmt ip 192.168.255.1/24
|

enable ptp
|

ip vrf management

ecorouter>enable

ecorouterfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #enable ptp

PTP has already been enabled.

Komanna xondurypanumonsnoro pexuma (config) qis Hactpoiiku PTPv2 Ha mapuipyTtuzatope
UMEET BUJL:

@tp mode {transparent|boundary} {e2e|p2p} {ethernet|udp}

[TapameTpsl KOMaH/bI IPEJICTABICHBI B TAOIHIIE HUXKE.

Tabmuna 137
IMapametp Onucanue
transparent |boundary Turm yacos.
transparent — transparent clock;
boundary — boundary clock
eZe|pZp Pexxum pabots! mpoTokoma PTPv2.
e2e — End-to-End pexwm;
p2p — Peer-to-Peer pexxum
ethernet |udp Pexxum coobrennii
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ITapamerp Onucanne
ethernet — L2-pexum;

udp — L3-pexum

IMpumeuanue: pexxum paboTel UAP OyaeT AOCTYIEH I HACTPOWKH TOJIBKO MOCIe YKa3aHus ip-
ajipeca JIsl OTIPABKU CITy)KeOHBIX cooOmeHuit. Komanna koHpUrypannoHHoro pexxuma (config)
JUISL HACTPOMKH 1p-ajpeca Ui OTIPABKH CITY>KEOHBIX COOOIICHUI NMEEeT BUI:

fptp source <A.B.C.D> |

KoMaHga KOHTEKCTHOTO KOH(PUTYPAIIMOHHOTO pexkuMa (config-port) i BKIIFOUEHUS Ha
BbIOpaHHOM 1opTy PTPV2 umeer Bu:

[ptp {transparent|slave|master|bmca} |

B pesysbrare BHIOTHEHHUS 3TOM KOMaH bl HA COOTBETCTBYIOIIEM MOPTY OyI€T BKIFOUEH MPOTOKOI
PTPv2 B pexxume transparent, slave, master uiau OyeT BKIIFOUYCH alrOPUTM BbIOOpa
rpanamactepa — bmca (Best Master Clock Algorithm), KOTOpPBI# TO3BOJIMT aBTOMATHYECKH
OIPECIUTh PEXKUM paboThI opTa (Master wiu slave).

Pexxum nopra transparent noctynes, TOJIbKO €CJIM MapLIPYTU3aTOP HACTPOEH JIJIsl padOThI 110 THUILY
transparent.

Pexxumbl opta slave u master 1ocTymHbI TOJIBKO, €CITH MapIIPyTH3aTOP HACTPOECH sk pPAGOTHI IO
tuiy boundary.

[Tpu BrJIFOYEHUH bMCca ¢ HacTpolikamMu 0 YMOTYaHUIO 3HAUCHHUS apameTpoB priorityl u
priority2 paBubl 128. 3HaueHUs MPHOPUTETOB IS 3AIOJIHEHUSI COOTBETCTBYIOIINX MOJICH B
aHOHCAaX MOXXHO U3MEHUTH MPH MOMOLIM KOMaH 1l KOHPUTypalMoHHOTo pexxuMma (config):

|ptp announcment priority <0-255> <0-255>

30.1.1 Komanabl mpocMoTpa

Tabnuna 138
Komannaa u pe3yabTaT ee BbINOJHEHUS KomMenTapuii
show ptp status ITokaszaTe Tekymmii cratyc PTP
Device type: boundary Turm yacoB
Delay measurement mechanism:
end-to-end PesxiM u3MepeHus 3a1epKKH
Mode: udp
Clock ID: 1c8776fffed4005al PexuM cooBIeHui
Ports:
ge3: slave ID yacos

[oprel, yuactByrouue B PTP, u ux pexumsl

show ptp boundary-clock [Toxazare mogpobuyto naGopmarmo PTP (Tonsko mis tuma
boundary)
ge3: [opT, uadopmarnst 0 KOTOPOM MOKa3aHa
State: slave
Assigned by: static PexxuM mopra
Grandmaster ID:
1c8776fffed4005al
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Komanna u pe3yJbTaT ee BbINOJHEHUS KommenTapmii
Priority: N/A Crioco0 3amanust pexxuma nopra (static/bmce)
Offset: 456 ns

Path Delay: 783 ns ID Grandmaster yacos

[Ipuopurer wacos. Ucnonszyercs s BMC (ans
CTATUIECKOTO CII0c00a 3aManns pexkuma moprta N/A)

IMocneHee 3HaYEHNE PACCYMTAHHOTO CMEIICHHUS B
HaHOCEKyHax (ecnu pexxum mopta master, N/A)

[locneanee 3HaueHNE pacCUMTAHHON 3aI€PKKU Nepeadn
COOOIIeHNs B HAHOCEKYHAAX
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31 Flow export

B EcoRouter peanmmzoBana noanepxkka IPFIX, cormacno RFC5101 (NetFlow v.10), ¢
ucnosb3zoBanreM UDP u nopta 4739 niig nepenadn 1aHHBIX KOJUIEKTOPY.

Netflow-cerncop BbiieseT U3 IPOXOSAIIETo TpadrKa MOTOKH, XapaKTePH3yEMbIe CIICAYOIIUMU
COBIAJIAIOLUMU [TapaMETPAMU:

e aJpec UCTOYHUKA;

e aJpec Ha3HAYCHWS;

e nopt ucrounuka aist UDP u TCP;

o 1nopt HazHaueHus aust UDP u TCP;

e TN U KOJ coobmenus wist ICMP;

e HOMep nportokoda IP;

e cereBoil unrepdeiic (mapamerp ifindex SNMP);
e IP Type of Service;

e MacKa UCTOYHHKA,

e MAaCKa Ha3HAa4YCHU.

[ToTokoM cunrtaercss HabOp MAKETOB, MPOXOASIIUX B OAHOM HanpasieHuu. Koraa cencop
OTIpE/IETISIeT, YTO MOTOK 3aKOHUYMJICS (110 U3MEHEHHIO MTapaMeTpoB MakeToB, 1160 no copocy TCP-
CECCHM), OH OTIPABISAET HH(POPMALIMIO B KOJUIEKTOP. B 3aBUCMMOCTH OT HACTPOEK OH TAK)KE MOKET
MEePUOJNYECKH OTIPABIATH B KOJIEKTOP HHGOPMAIUIO O BCE €Il UAYIIUX MOTOKaX.

JUyist yIIpaBIIeHUS] CEHCOPAMH HCIIONIB3YIOTCS 00BEKThI KOH(DUTYPAIINH, Ha3bIBaeMbIe PODHIISIMH
cercopos (flow-export-profile). J{ist co3aanus npoduiis ceHcopa UCIOIb3yeTCs KOMaHIa
koH(wuryparuonHoro pexuma flow-export-profile <NUM>, rne <NUM> — unzekc npodus.

Jlnst HacTpoiiku nmpoduis ucnop3yercs Ta ke Komania. KomaHipl, JOCTYIHBIE B peXXUME
KOH(UTYpUpOBaHUs NPOUIIsl, ONMCAHBI B TAOIHIIE HUXKE.

Tabmuna 139
Komanna Onucanue

description Cosznanue onucanus npohuis

<DESCRIPTION>

destination <IP> IP-anpec komnekropa. Anpec 3anaercs B popmare A.B.C.D. [Tocne

[port <1-65535>] yKazaHus agpeca MoxXHO yka3zats UDP-niopt kosuiekropa. Takxke MOKHO

[vrf <NAME>] [source | yka3aTh BUPTyalbHYyI0 Tabnuiy mapmpyruzanun (VRF), uepes koTopyro

<IP>] OyIeT Mporu3BOAUTHCA NIepeada JaHHbIX (MTapamMeTp HeJOCTYTICH s
BHPTYaIbHBIX MapuIpyTu3aTopos). C momoIisio napameTpa source
MOJKHO YKa3aTh onpeaeieHHbli [P anpec, koTopblit OyaeT ucrosib30Ban
KaK aJIpec MICTOYHMKA B NTAKETaX, OTIPABISIEMBIX Ha KOJJIEKTOP.
[TopsinKoBBIM HOMED MMaKeTa U3 TIOTOKA, KOTOPBIM OyIeT MepeIan Ha

packet-sampling <1- koyiektTop. Hanpumep, kaxapiii S0-p1id. 3HaueHure no ymondanuro - 500

1000>
BpemeHHO# HHTEpBa, 10 HCTEYCHUU KOTOPOTO TaHHbIE OYAyT

timeout active nepeaaHsl Ha KOJUIEKTOP TPY aKTUBHOM CECCHH, B CEKyHIaX. 3HaUeHHE

<1- 10 yMOJT4aHuo - 60
300>
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Komannga Onucanne
Bpemennoit uHTEpBaI, IO UCTEUYEHUH KOTOPOTO JaHHBIE OyIyT
timeout inactive<5- NepelaHbl Ha KOJUIEKTOP TMOCTIE 3aKPBITHS CECCUH, B CEKYH/IAX.
300> 3HaueHue 1Mo yMOTYaHumo - 15

BpemenHoli nHTEpBa, IO HCTEYEHHH KOTOPOTO Ha KOJUIEKTOp OyaeT
timeout template <1- | mepenaH mabOH COOONICHUH O MOTOKE, B CEKYHIaX. 3HAYCHHUE T10
30> yMo4aHuio - 15

[Mpussi3ka mpoduiis ceHcopa K HHTepeiicy OCyIecTBISIETCS MTPU TOMOIINA KOHTEKCTHON KOMaHIbI
pexxuma koHpurypuposanus uarepdetica flow-export-profile <NUM>.

Hacrpoiika mpoduiieii CeHCOpOB Takke JOCTYITHA JUTsl BUPTYAIBHBIX MapIIpyTH3aTOpOoB. KoMaH b1
KOH(UTypUpOBaHUsI, aHAJIOTMYHBIE ONMCAHHBIM BbIIIE, BBOAATCSA B MHTEp]elice BUPTYaIbHOIO
MapLIpyTU3aTOpA.
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31.1 IIpuMep HacTpoOMKH

f0/0

192.168.3.0/24

R2

@.168.2.100/24
f0/0 192.168.2.1/24

10.0.0.0/16

Pucynok 57
B nanHOM crieHapuu MpUBOAMTCS HACTpOIKa ceHcopa Ha uHTepdeiice e3 ycrpoiicta ECO-2.

[ar 1. Hactpoiika ocymiecTBIsieTcs B peKUMe II100anbHON KOH(UTYpaIUH.

ecorouter>en
ecorouter#configure terminal

[IIar 2. Hactpoiika naTepdeiicoB U MOPTOB YCTPOKCTBA.

ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter

config) #interface el
config-if) #ip add 172.16.0.1/16
config) #interface e2
config-if) #ip add 192.168.2.1/24
config) #interface e3
config-if)#ip add 192.168.3.1/24

—~ o~ o~~~ —~
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ecorouter (config) #port tel

ecorouter (config-port) #service-instance tel/el

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip int el
ecorouter (config) #port tel

ecorouter (config-port) #service—-instance tel/e2

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip int e2
ecorouter (confiqg) #port te2

ecorouter (config-port) #service-instance te2/e3

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect ip int e3

LIRDP.RU

[ar 3. Co3ganue mpoduis cercopa.

ecorouter (config) #flow-export-profile 1
ecorouter (config-flow-export) #description Netflow

ecorouter (config-flow-export) #destination 172.16.0.2
ecorouter (config-flow-export) #packet-sampling 1

ecorouter (config-flow-export) #timeout active 30
ecorouter (config-flow-export) #timeout inactive 30

[ar 4. Ha3znauenue npoduias ceHcopa Ha HHTepQeEric.

ecorouter (config) #interface e3
ecorouter (config-if) #flow-export-profile 1

31.2 Komanasl npocmoTpa

HpOCMOTp CKOH(I)I/Il“ypI/IpOBaHHOFO HpO(i)I/IJ'ISI OCYHICCTBIIACTCA KOMaHAaMHU aIMUHUCTPATUBHOT'O
pexxuma show flow-export-profile u show flow-export-profile <NUM>. D1tu koMaH/bI BBIBOAST
BECh CITMCOK CKOH(UTYPUPOBAHHBIX CEHCOPOB Ha yCTPOICTBE O€3 yKa3aHus HoMepa npopuiis U

oTpeieNIEeHHBIN MPO(UIL C HOMEPOM.

ecorouter#show flow-export-profile
NetFlow profile 1
Description: Netflow.10
Destination: 172.16.0.2
Active timeout: 30
Inactive timeout: 30
Packet sampling: 1

Jlst npocmotpa cratuctuku mo Netflow ucmosb3yercs Ta je KOMaH/1a a AMUHUCTPATHBHOTO
PEeKUMA, YTO | IS TPOCMOTPa HHPOPMAIHH O COCTOSIHUU HHTepdeiica — Show interface

<NAME>.

IIpumep.

ecorouter#sh interface el
Interface el is up
Ethernet address: 1c¢87.7640.d603

EcoRouter User Guide

374



LIRDP.RU

MTU: 100

ICMP redirection is on

Label switching is disabled

<UP, BROADCAST, RUNNING, MULTICAST>

Connect service instance te0.telO/el symmetric
inet 10.0.0.1/16 broadcast 10.0.255.255/16
NetFlow profile 0

Destination: 10.0.0.2:9996

Total packets: 2077, dropped packets: 0, flow count: 10
total input packets 103844, bytes 6647020
total output packets 100917, bytes 6463274

3neck:
Total packets — konudecTBo makeToB, nepeaanHsix B Netflow 6ydep mapupyrusaropa,

dropped packets — konudecTBO MakeToB, He NepenanHbix B netflow Oydep B pesynbrate
BO3HHUKIIIECH OIIHOKH,

flow count — konruecTBO MOTOKOB B Oydepe.
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32 CoPP

CoPP (Control-Plane Policing) — monutuka ypoBHs yIpaBieHUs.

[TonuTtrka ypoBHS yrpaBiaeHUs! CIY>KUT JJIs 3aLUTHI OT BO3MOKHBIX aTaK Ha CETEBOE
ob0opynoBanue. Bech Tpaduk, moctynaroumii Ha ypoBeHb KOHTPOJIS C YPOBHSI KOMMYTaIlUH,
npoxoauT uepes punprpytromure npasuia. CoPP orpannuuBaeTt mojocy npomycKaHus Ajst
HauboJIee N3BECTHBIX MPOTOKOJIOB. TakuM 00pa3oM Mpu aTake Ha ceTeBOe 000pyI0BaHHE
KOJIMYECTBO MAKETOB, MOMAIAI0NINX Ha YPOBEHb KOHTPOJIS, HE OyIeT MPEeBHIIATh YCTAHOBICHHBIN
HOPOT MOJIOCHI MPOITyCKaHus. Eciau Mo KOHKpeTHOMY NMPOTOKOJTY HaOII0Ial0TCs pacTyIiue MOTepH,
TO MOYHO MPEIOJIOKUTh, YTO B CETU CYIIIECTBYET aHOMAJIbHOE KOJIMYECTBO TpaduKa Mo 3TOMY
IIPOTOKOITY.

[Tonocs! nponyckanust CoPP, 3agannblie no ymonuanuto a1 Mapuipyruszaropa ECOBNG, onucanst
B TaOJIALIE HAXKE.

Tabmuma 140
IIpoToxo Kosn4uecTBO NaKETOB B CEKYHTY
Bxogamuiit ARP 128
Bxopmsamuit BGP 512
Bxomsmuit DHCP-Discovery | 1024
Bxomammit DHCP-Other 1024
Bxomsmmii ICMP 1024
Bxopgsamuii IS-1S 512
Bxomsamuii LDP 512

Bxomammit Multicast-IGMP 128
Bxomamumii Multicast-Other 4096
Bxoasmumit Multicast-PIM 512

Bxopgsammuii non-1P 256
Bxopgsammuit OSPF 512
Bxopgsammuit Other 8192
Bxogsiiniit SNMP 128
Bxogammuit SSH 512
Ucxongammit ICMP 1024
Ucxopsamuii Other 1024

B CLI EcoBNG nonb30Bateab MOKET OrpaHHUYUTh [TOJIOCY NMPOITyCKaHUs TpaduKa I
IIPOTOKOJIOB, NTEpeUnciIeHHbIX B Tabnuie, B CP mapmpytuszaropa. Hactpoiiku 3ammutst ot DoS u
DDoS atak noctynHsl Ha HHTEepdeiicax u moprax, a Takke u riodansHo Ha CP ycrpoiicTsa.
[Tepexon B pexxum koupurypuposanust CP ocymiectsisercs mo komanae control-plane 8
KOH(UTypanMoHHOM pexxuMme. [losb30BaTens MOXKET OJJHOBPEMEHHO HACTPOUTH 3aIUTY B Pa3HbIX
pexuMax (Ha pa3HbIX dJIeMeHTax ycTpoiicTBa). KomaH bl orpaHU4eHHUs [T0JIOCH IPOITYCKaHUs
(KOJIMYECTBO MAKETOB B CEKYH/Y) VISl PA3IMYHBIX POTOKOJIOB MIPECTABIICHBI B TAOIHUIIE.

Tabmuna 141
Komanna Pe:xnmbl Omnncanue
rate-limit dhcp- (config-cp), (config- OO1iee orpaHMYeHNUE OJIOCHI IPOITYCKaHUS
discovery <0-262144> port), (config-port- coobmennit DHCP Discovery ot Bcex
channel), (config-int) KIIMCHTOB
rate-limit dhcp-other | (config-cp) OO1iee orpaHMYeHNE BXOIHOM MOIOCHI
<0-4096> nponyckanus Bcex coodmennidt DHCP ot
BCEX KJIMEHTOB
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discovery per-
subscriber <0-15>

Komanna Peskumbl Onucanue
rate-limit dhcp- (config-int) OO0riiee orpaHMYEHHUE TIOJIOCHI TIPOITYCKAHUS
discovery per- coobmenuiit DHCP Discovery Ha
interface <0-262144> nHTepdeiice OT BceX KIIMECHTOB
rate-limit dhcp- (config-int) OrpaHryYeHHE TOJIOCHI IPOITYCKAHUS

coobmenuit DHCP Discovery ot ogaOr0
KIIEHTa

rate-limit arp <0-
524288>

(config-cp), (config-
port), (config-port-
channel), (config-int)

O011ee OrpaHUYCHUE TIOJOCHI TPOITY CKAHHS
coobmenuit ARP Request ot Bcex
KIIHCHTOB

2048>

rate-limit arp per- (config-int) OO1mee orpaHUYeHNUE MOJIOCH! IPOITYCKaHUS
interface <0-524288> coobmenuiit ARP Request Ha uHTEpdeiice
OT BCEX KIIMCHTOB
rate-limit arp per- (config-int) OrpaHuueHUEe MOJIOCHI POy CKAHHS
subscriber <0-524288> coobmmenuit ARP Request ot oHOTO
KJIMEHTa
rate-limit bgp <0- (config-cp) OO0riee orpaHMYeHNE BXOTHOM MOJIOCH
4096> nponyckanus BGP tpaduka
rate-limit icmp <O0- (config-cp) OO011ee orpaHM4YeHHE MOJIOCH TPOITY CKaHUS
2048> (in]|out) st ICMP Tpaduka B pa3mmaHbIX
HaIpaBJICHUAX
rate-limit isis <0- (config-cp) OO011ee OrpaHM4EeHHUE BXOJHON MOJIOCH
4096> nporyckanus [S-IS Tpadura
rate-limit 1ldp <0- (config-cp) OO011ee OrpaHM4EeHHUE BXOJHON MOJIOCH
4096> nponyckanus LDP tpaduka
rate-limit multicast- | (config-cp) OOGi1ee orpaHMYEeHHUE BXOJHOU MOJIOCH
igmp <0-262144> nponyckanus IGMP tpaduka
rate-limit multicast- | (config-cp) OO011ee orpaHU4eHHE BXOJHON ITOTIOCH
other <0-262144> MPOITyCKaHMsI MyJIbTUKACTHOTO Tpaduka
rate-limit multicast- | (config-cp) OO011ee orpaHMYEeHHE BXOJHOU MOJIOCHI
pim <0-262144> nporryckanust PIM tpaduka
rate-limit non-ip <0- | (config-cp) OO011ee OrpaHMYeHHE BXOJHOU MOJIOCH
4096> nponyckaHus ais odoro He [P Tpaduka
OT BCEX KIIMCHTOB
rate-limit ospf <0- (config-cp) OO011ee orpaHU4eHHE BXOJHON ITOTIOCH
4096> nponyckanus OSPF tpaduka
rate-limit other <0- (config-cp) OO01ee orpaHU4YeHHe MOIOCH! IPOITY CKaHUS
524288> (in|out) JUTSI FOHUKACTOBOTO TpauKa B pa3imuHbIX
HaIpaBJICHUSAX
rate-limit snmp <O0- (config-cp) OO011ee orpaHM4YeHHe BXOJHOU MOJIOCH
512> nponyckanust SNMP tpaduka
rate-limit ssh <0- (config-cp) OO011ee orpaHM4YeHHe BXOJHOU MOJIOCH

nponyckanus SSH tpaduka

B cnyuae npesbimienus rate-limit mo ARP wnu DHCP ¢ onnoro MAC-aapeca, mogo3puTeNnbHbII
Tpaduk ot aboHeHTa Omokupyercst Ha 30 CeKyHI.

32.1

Komanasl npocMoTpa

,HJ'ISI MMPOCMOTpPaA TEKYIICTO COCTOAHUA CYCTYUKOB IMOJIMTUKH YPOBHS YIIPABICHUA HCO6XO)II/IMO B
PCKUMEC aIMUHUCTPUPOBAHUS BBIIIOJIHUTH KOMaHY show counters copp.

|ecorouter# show counters copp

| Received
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rate limit packets bytes

dropped

OSPF 512 182483 12718584
0

ISIS 512 0 0
0

LDP 512 42 2058
0

ARP 2048 2 92
0

IGMP 128 689758 31887634
0

PIM 512 45491 2638478
0

SNMP 128 45326 3550662
0

SSH 4096 213469 46415291
849

ICMP 1024 25399 5731432
0

BGP 512 81 4046
0

DHCP 1024 3399 1165613
0

DHCP DISC 1024 322 110891
0

MCAST 4096 3693916 946661169
0

L2 256 109178 5022188
0

Other 8192 705552 36033915
0

Transmitted

rate limit packets bytes

dropped

ICMP 1024 34622545 1938862520
29433

Other 8192 2864904 125315112
0

B nmanHOM BBIBOJIE OTOOPAKEHO KOJTMYECTBO BXOASAIINX/UCXOSAIINX MTaKETOB,
BXOSIIUX/UCXOASAIUX OAUTOB, a TAK)KE KOJIMUECTBO COPOIIEHHBIX MAKETOB (M3-32 MPEBbIIICHUS
[OpOra MoJIOCH! MPOIYCKAHUS).

JUJIst OYMCTKH TEKYIMX 3HAUCHUI CYCTYMKOB HEOOXOIMMO BBIIIOJHUTH KoMaHy clear counters
COPP B peXuUMe KOH(PUTYPUPOBAHHSL.
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ecorouter (config) #clear counters copp |
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33 Ilotok E1

E1 — nudpoBoii MeTo mepeaun NaHHBIX U T0JIOCA, OCHOBAHHBIN Ha BPDEMEHHOM pa3iciiCHUN
kaHana. Kagp nmoroka E1 coctout u3 32 BpemeHHbIX HHTEPBaIOB ¢ 0 1o 31, Ha3pIBaeMbIX
taiimciiotamu (timeslot). Kaxxaprii TallMCIIOT, B CBOIO O4epeib, CONEPKUT 8 OUT nHPOopMarun. 3a
onHy cekyHay nepenaercs 8000 kagpoB, clieZJ0BaTeIbHO, CKOPOCTh Mepeaun JAHHbBIX 110 KaHAITy
E1 moxer nocturare 2048 Kour/c.

HyneBoii TaiiMcIoT CIy»)UT JJIs CUTHAIM3AIK. B HeM niepenaercs ynpasiisitomas HHGOpMaIus.
TakuMm oOpa3om ISl Iepeauu NaHHbIX ucnonb3yercs 31 taitmcnot (¢ 1 mo 31). Takoit pexum
paboThl HA3bIBACTCS CTPYKTYPUPOBAHHBIM peskuMoM (framed). OpHako HyJIeBOM TaliMCIIOT TaKkKe
MOYET OBITh 33/ICHCTBOBAH MO/ Nepeady JaHHbBIX, — TAKOW PEXUM pabOThI Ha3bIBACTCS
HECTPYKTYpPHUPOBAHHBIM peKUMOM paboTel (unframed). [Ipu cTpyKTypupOBaHHOM peXUME
HE00XO0IMMO yKa3aTh, KaKHe TAWMCIIOTHI OyIyT NCIIOIB30BATHCS IS IIepejauu TaHHbIX. B ciydae
MCIIOJIb30BaHUs BCEX OCTABIIMXCS JIOCTYITHBIX TAalIMCIIOTOB 3anuch OyaeT umeth Bua — 1-31.
3HaueHUE UCTIO0NIb3yEMbIX TAHMCIIOTOB Ha yCTPOUCTBAX, COEAMHEHHBIX OJIHOM JIMHUEHN nepeaayu,
JIOJIKHO COBIAAATh.

Jlnst TecTUpOBaHUS MOTOKA CYHIECTBYIOT 1Ba peskuma: loopback local u loopback networkline.
[lepBrIii pesxuM CITyKUT JUIsl TECTUPOBaHUs JIoKajpHOro nopra E1, Bropoil — s marucrpanu
MEXTy 000pYI0BaHHEM.

Cy1ecTByeT peXuM OTCIIEeKHMBaHUS OIIMOO0K, HazbiBaeMblii CRC-4. Ecnu 1aHHBIN peXuM BKIIOUEH,
IPOUCXOJUT pacueT KOHTPOJIbHON CYMMBI IIpU OTIIPABIIEHUH U HA yAajleHHOU cTopoHe. Eciu
IPUHATAs] U PaCCUUTaHHAs CyMMa COBIAJIAIOT, TO KaJlp CYMTACTCS LENbIM. BUT KOHTPOIBbHOM
CYMMBI HAXOJIUTCS B HYJIEBOM TaiiMcioTe. [ Toro, 4To0bl HOCYUTATh KOHTPOJIBHYIO CYMMY,
YCTPOMCTBO IpynnupyeT 16 TaiMCIIOTOB, 3Ta rpyIa Ha3blBa€TCsA MYyJIbTUKAIPOM. J[aHHBIN pexuM
BKJIIOUAETCs ONIMOHaNbHO. Ha 000MX CTOpOHaxX MarucTpaiu pexXuMbl JOKHBI COBIAAATh.

MapupyTusarop UCIoJIb3yeT 1Ba Tuna MHKancyasauuu B notoke E1: HDLC u PPP. Tun
MHKAICYJIALUN HAa 000UX CTOPOHAX JOJIKEH COBIMAAATh.

33.1 IMopTtel 1 kanaas! E1

Hexkotopsie Mogenu mapmpytusatopoB EcoRouter moanepkuBaroT rnepegady JaHHBIX 4epe3

1 poBble HHTEPGENCH IEPBUYHOTO YPOBHS €BPONENCKOro cTaHAapTa MIIE3UOXPOHHON IIU(PPOBOI
uepapxuu (PDH), u3Bectsie kak E1. Texunueckue xapakrepuctuku uurepdeiica E1
cootBeTcTBYIOT pexkomeHaarmu MCO-T G.703/6. burosas ckopocts motoka E1 — 2048 Kout/c. B
KadyecTBe (PM3UUECKOro KaHaja Mepeadd UCIob3yeTcss CUMMETPpUYHAs BUTAs Mapa ¢ UMIIEJaHCOM
100-120 Owm, B xauecTBe pa3zbEMOB — KOHHEKTOpbI 8P8C, n3BecTHbIe Takke kak RJ45. Ha pucynke
HIKE NIPUBECHA Pa3BO/Ka JIMHUH 110 KOHTAKTaM pa3beMa.
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Pucynok 58

[Tonnep>xuBaroTCs Kak HeCTpYKTypupoBaHHble 10ToKU E1, Tak u crpykrypupoBanusie (framed,
structured, channelised) B coorBercTBHu ¢ pekomenganuerr MC3-T G.704. B mociennem ciryyae
HYJICBOW KaHAJIbHBIA MHTEPBAJ (TAaiiM-CJIOT) UCHOIB3YETCS ISl CHHXPOHU3AINH, U MaKCUMaJIbHas
MIPOITYCKHAsl CIOCOOHOCTH CHIKaeTcst 1o 1984 Kowut/c. Beigenenue oTAenbHBIX KaHATBHBIX
WHTEPBAIOB U151 OPMUPOBAHUS KaHAJIBHBIX TPYIIT HE MOIACPKUBACTCS.

33.1.1 Hacrpoiika KOHTpOJJIepa

B EcoRouterOS ¢ unrepdeiicom E1 cBs3anbl 1Ba 00beKTa KOHPHUTYpAITUU: KOHTPOILIEP
(controller) u opr (port). KonTposiepsl co3atTes B KOHPUTypalui aBTOMATHYECKH TPH
noaxioueHuu uurepgericaon kaptel E1. Ecniu B qannoit mogenu EcoRouter oTcyTcTBYyeT
uHTepdeiicHas kapta E1, To KoHTposuieps! Oy1yT HEAOCTYIHBI 1151 KOH(UTYPUPOBAHMSL.

Nmena xortpoiiepoB El, 3agannbie cucremoii: 1.1 n el.2.

JInst HaCTPOMKU KOHTPOJIEPOB UCIIONB3yeTCsl KOMaH1a KOH(DUTYpaIllMOHHOTO peskuma controller
el.<NUM>, rnpe <NUM> — HOMep KOHTpoJUIepa, COOTBETCTBEHHO. [locie 3Toro B pexxume
KOH(HUTYpUPOBaHHS KOHTPOJUIEpa OYAYT TOCTYITHBI KOMaH/Ibl HACTPOWKH MapaMeTpOB,
IIPUBEJICHHbIE B TaOJIMIIE HIKE.

Tabauna 142
Komanna Onucanne
clocking {internal | remote} Br160p MCTOYHHMKA CHHXPOHU3AIIHN:
internal — BHyTpeHHUIT HCTOYHUK CHHXPOHHU3AIINH,
remote — yaqeHHbI UCTOYHUK CHHXPOHHM3ALNUU
framing {crc4 | nocrc4 | unframed} | Hacrpoiika CTpyKTypbl KaapOB:

crcd — sxurroueH pesxxum CRC-4,
nocrc4 — seikimoueH pexkxum CRC-4,

unframed — BKIIIOYECH HECTPYKTYPUPOBAHHBIN
peXUM
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Komanna Onucanue
loopback {local | remote} Bxirouenue pexuma neTiu:

local — metnst Ha TOKaTPHOM 00OPYIOBAHHUH,

remote — ety Ha yIaJeHHOM 000pYAOBaHUHU

[Iprmep HACTPOUKH KOHTPOJLIEpA.

ecorouterfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #controller el.l

ecorouter (config-contr-el) #framing nocrc4

ecorouter (config-contr-el) #clocking internal

JI7ist AMATHOCTUKU KOHTPOJUICPOB MCIIOJIB3YFOTCSI KOMAH bl 3 IMUHUCTPATHBHOTO peskimMa Show
controller (ms BeiBoga nudopmaimu 060 Becex KonTpoiuiepax) u Show controller el.<NUM>
(U1 BEIBOZa MH(GOPMAIIMK O KOHKPETHOM KOHTPOJIIEPE).

ecorouter#show controller el.l
Controller el.l
Clocking source: internal
Framing: no-crc4
Loopback mode: off

1-32 free

33.1.2 Hacrpoiika nopta E1

[TopTsl, cBA3aHHBIE ¢ KOHTpOIUIepamu El, co3maroTcs moap3oBaresieM, a UMEHa IOPTOB YKA3bIBAKOT
Ha TUI MHKAICYJISIUH, KOTOpas OyAeT MCIoJIb30BaThCs Ul epeaayn kajapoB. EcoRouter
noanepkuBaet aBa tuna uHkancyassuuu: HDLC u PPP, nostomy nmeHna noptoB OyAyT UMETh BUJL
hdlc.<NUM> mis unkancymnsiun HDLC u ppp.<NUM> — miis ppp, rae <NUM> — Homep mopra.

[TonpobHee 0 co3aHNM U HACTPOIKe MOpTa MOXKHO MPOUYUTATh B paszene "Buisl uHTepdeiicos.
[opt". Cnenuduunsie 11t noproB E1 HacTpoiiku npuBeneHs! B Tabnuie HIbke. Bee onn
BBITOJIHSAIOTCS B KOHTEKCTHOM peXUMe KOH(PUTYpUpPOBaHUs TOPTA.

Taonuua 143
Komanna Omnucanue

timeslots controller | Beigenenue taitmcioroB ¢ koutpoiuiepa E1, rne <NUM> — Homep

el.<NUM> (1-31) KoHTposuiepa. s pexkxuma unframed uanazoH TaiMCIIOTOB He
yKa3bIBaeTCs

service instance 3amaHue cepBUCHOTO UHTEpdeEiica

<NAME>

encapsulation 3amaHue HETErHPOBaHHOM WHKarCysaunu. O0s3aTenbHas KOMaH1a

untagged

connect ip interface | IIpusssbiBanue IP-agpeca naTepdeiica k manHomy mopty. Uarepdetic,

<NAME> KOTOPBIH IIpUBsA3bIBaeTCS K NOpTy ¢ nHKancyssnuet HDLC, nomxex
umetrb MTU ne 6osee 1486 OaiT

[Ipumep nHacTpoliku nopra PPP.

ecorouterfconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
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ecorouter (config) #interface pppO

ecorouter (config-contr-el) #ip address 10.1.1.1/30

ecorouter (config) #interface pppO

ecorouter (config) #fport ppp.0

ecorouter (config-port-ppp) #timeslots controller el.l 1-31
ecorouter (config-port-ppp) fservice-instace unit0

ecorouter (config-service-instance) #encupsulation untagged
ecorouter (config-service-instance) #connect ip interface ppp0

JIJ1sl AMarHOCTUKH MOPTOB MCIIOJI3YIOTCS KOMaH/ bl aIMHHUCTPATHBHOTO pexxnma Show port (aus
BbIBOJIa MH(popMauK 000 Beex noptax) u Show port <NAME> (ans BeiBoa mHGOpMAaIMu o
KOHKPETHOM TIOPTE).

ecorouterf#show port ppp.0
PPP port ppp.0 is up [10.1.1.1/30]
PPP authentication is off
MTU: 17940
Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
Service instance ppp.0.unit0 is up
ingress encapsulation untagged
ingress rewrite none
egress encapsulation untagged
egress none
Connect interface mpppO symmetric
Input packets 6, bytes 588
Output packets 26, bytes 1484

33.1.3 Hacrpoiika ayreHTU(PUKAIIUH

Jlnia nnkancynsuuu PPP MoxxHO 3a71aTh ayTeHTHQUKAIUIO A1 UACHTU(DUKAIMK yAATIeHHON
croponsl. B EcoRouter ans ayrentudukanuu ncnomib3yercs nporokoia CHAP. Pexum
ayTeHTU(HKAIIUK 33aeTCsI KOHTEKCTHOW KOMaH 101 HacTpoiku mopta PPP win mppp (Multilink
ppp). st mopra mppp ayTeHTuduKanys KoHpUrypupyercs Ha oo0beAnHeHHOM nopTy Multilink.

3amanue ayreHTH(UKanuu o mporokoiy CHAP BeimomHseTCS TPy TOMOIIM KOMaHIbI
authentication chap hostname <LOCAL-NAME> username <REMOTE-NAME> password
<PASS>. 3nece <LOCAL-NAME> — nms nokanbHO#M MamuHb! (hostname MapmpyTru3aropa win
mo6oe npyroe ums), <KREMOTE-NAME> — ums yaanennoit mammnel, <PASS> — naposs s
TaHHOTO TTOIKITFOYCHUSI.

[Ipumep nactporiku nopta PPP.

ecorouter#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #interface pppO

ecorouter (config-contr-el) #ip address 10.1.1.1/30
ecorouter (config) #finterface pppO

ecorouter (confiqg) #port ppp.0

ecorouter (config-port-ppp) #timeslots controller el.1l 1-31

ecorouter (config-port-ppp) #authentication chap hostname Bob username
Clara password supersecret
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ecorouter (config-port-ppp) fservice-instace unitO
ecorouter (config-service-instance) #encupsulation untagged
ecorouter (config-service-instance) #connect ip interface pppl

J1J1s AMarHOCTUKH MTOPTOB UCIIOJIb3YIOTCS KOMaH/Ibl 3 IMUHUCTPATUBHOTO pexkuma Show port (s
BbIBOIa HH(popMaru 000 Becex noptax) u show port <NAME> (1151 BeiBoAa nHGOpMAIIAK O
KOHKPETHOM TOPTE).
ecorouter#show port ppp.0
PPP port ppp.0 is up [10.1.1.1/30]
PPP authentication is on
protocol: chap
hostname: Bob
username: Clara
MTU: 17940
Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
Service instance ppp.0.unit0 is up
ingress encapsulation untagged
ingress rewrite none
egress encapsulation untagged
egress none
Connect interface mppp0 symmetric
Input packets 6, bytes 588
Output packets 26, bytes 1484

33.2 Hacrpoiika Multilink PPP

st yBenuueHus MpomyCcKHOM CITOCOOHOCTH U 00€CTIEUeHUS OTKa30yCTONYMBOCTH MOKHO
00BeAMHUTD J1BA TIOPTa PPP B 0uH Jorudeckuit mopt — Multilink PPP. Takoii mopt 6yzaer
HasbiBaThcst MPPP.<NUM>, rne <NUM> — Homep nopra. [l cozmanust mppp nopra,
HE00X0UMO CKOH(UTYPUPOBATH Ba PPP MopTa U J0OABUTH UX B OUH MPPP MOPT.

Jns coznanus nmopta Juig Multilink PPP ucnionb3yercs komana KOH(UTYpallmOHHOTO peKuMa
port mppp.<NUM>, rie <NUM> — Homep nopra. Jlanee B pexxrmMe KOH(OUTYpUPOBaHUS
CO3IaHHOTO TIOPTa HE0OXO0 MO 100aBUTh MOPTHI ppp B Multilink npu nmomou komauas! bind
ppp.<NUM>, rne <NUM> — Homep nopTa.

ITpumep Hactpoiiku Multilink PPP.

ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter
ecorouter

config) #interface mpppl

config-if) #ip address 10.3.3.2/30

config-if) #exit

config) #port ppp.0

config-port-ppp) #timeslots controller el.l
config-port-ppp) #port ppp.1l

config-port-ppp) #timeslots controller el.2
config-port-ppp) #exit

config) #port mppp.0

config-port-mppp) #bind ppp.0
config-port-mppp) #bind ppp.1

config-port-mppp) #service-instance unitO
config-service-instance) #encapsulation untagged
config-service-instance) #connect ip interface mpppO

P N N N N N

EcoRouter User Guide 384



LIRDP.RU

JIiist IUArHOCTHUKH MTOPTOB MCIIOJIb3YETCS KOMaH 1a a IMUHHCTPATUBHOTO peskuma Show port
mppp.<NUM>, rnre <NUM> — HOMep noprTa.
ecorouter#show port mppp.0
Multilink PPP port mppp.0 is up [10.3.3.2/30]
PPP authentication is off
PPP port ppp.0
PPP port ppp.1l
MTU: 17940
Input packets 0, bytes 0, errors 0
Output packets 0, bytes 0, errors 0
Service instance mppp.0.unit0 is up
ingress encapsulation untagged
ingress rewrite none
egress encapsulation untagged
egress none
Connect interface mppp0 symmetric
Input packets 0, bytes 0
Output packets 3, bytes 126
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34 BupryajibHble MAIINHbI U KOHTEHEPbI

34.1 BupryanbHble MallIMHBI U KOHTelHepbl. O01IHe CBeAeHNs

Ha mnardopme mapiipytusaropa KpoMe BCTPOSHHOTO MporpaMmmMHoro odecnedenus: EcoRouterOS
MOeT OBITh 3aITyIIEHO MPOTPaMMHOE 00eCIIedeHrne CTOPOHHUX pou3BoanTene. J{is aroro
HCIIOJIB3YIOTCA TCXHOJIOTMW BUPTYyaln3alliuu ABYX THIIOB:

e monHas BUpTyanusanus Ha 6aze QEMU/KVM;
e KOHTEWHepHas BUpTyanu3anus Ha 6aze Docker.

[Tonnas BUpTyanu3anus MO3BOJISET 3aIlyCKaTh ONEPAIIMOHHBIE CUCTEMBI U SMYJIHPOBAThH
wiatdopmel, moepxuBacMbie QEMU/KVM. Ecin cTtopoHHEE TpOrpaMMHOE 00€CIICUCHIE
pabotaet Ha Linux u He TpeOyeT IMyJISILUU JOIOIHUTEIBHOT0 000py10BaHus, TO OoJee
TOIXO/IAIINM BapHAHTOM OyAeT KOHTeHHepHas BUpTyanu3anus Ha ocHoBe oaHoit OC.

QOyHKIMOHAT BUPTYAIbHBIX MAIIMH U KOHTEHHEPOB MO3BOJISET OTKA3aThCs OT MPUOOPETEHHS U
MOAJIEPKKHU JOIOJHUTEIBHBIX CEPBEPOB U PA3MECTUTh HEIIOCPEACTBEHHO Ha MapILIPYTU3aTOPE
IpoTrpaMMHOE 00ECTIeYeHHE ISl Pa3IIMIHBIX CETEBBIX CEPBHCOB.

[Ipu koHpUTrypHUpOBaHUM BUPTYaJIbHBIX MAIIMH U KOHTEHHEPOB HEOOXOJMMO pa3anyaTh ABa
BApHUAHTA B3aUMOJICUCTBUS:

e  YINpPaBJICHHE BUPTyaJIbHOW MAIIMHOM, KOTOPOE MPOU3BOJANUTCS BHEIIHUMH CPEICTBAMHU
(co3nanue, 3ammycK, OCTAHOBKA, YHUUTOKEHHE);

e KOHUTYpUPOBAHHE MOJKITIOUEHIS HHTEP(HEHCOB BUPTYaTbHON MAIIHHEI K IIOPTaM
EcoRouter, koTopoe nenaercs uz komanaHoun ctpoku EcoRouterOS.

EcoRouterOS
console

EcoRouter

Pucynok 59
Buumanue! IIpu vcrmonb30BaHiK CETEBBIX HHTEPPEHCOB ¢ ApaiiBepom Virtio HeoOxoaumo
orkrounts TCP offload engine, Tak kak Ha JaHHBI MOMEHT CYIIIECTBYET OIMHOKA TPH MOJICUETE
KoHTposbHOU cyMMbl B TCP-3aronoske.

Otxmounts TCP offload engine moxkHO cenyromumMu crmocodamu:

1. B OC Ha BupTYyaIbHOM MAaIlTUHE BBITIOJIHATH CICAYIONIYI0 KOMaHIY:
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bthtool ——offload eth0 tx off |

2. B virsh orpenaktupoBaTh CBONHCTBA CETEBOr0 HHTEpdeiica, T00aBUB CICYIONINE CTPOKH:

<host csum='off' gso='off' tsod4="'off' tsob6="'off' ecn="'off' ufo='off'
mrg rxbuf='off'/>
<guest csum='off' tsod='off' tso6='off' ecn='off' ufo='off'/>

J1y1st 5TOro He0OXOAMMO BBIITOTHUTH CJICTYIONINE ACHCTBUS:

2.1. IOAKIIOYUTHCA K YAAJIEHHOMY XOCTY:

|virsh -c gemu+tls://admin@ecorouter/system

2.2. OCTaHOBUTH BUPTYAJIbHYIO MALLIUHY:

|shutdown virt name

2.3. BOWTHU B PEKUM peakTupoBanus xml-daiina HacTpoek JUIsl 3TOM MAITUHBI:

|edit virt name

2.4. B cexiuio interface mo6aBuTh caeayroNMe CTPOKH:

<driver>

<host csum='off' gso='off' tsod4='off' tso6='off' ecn="'off' ufo='off'
mrg rxbuf='off'/>

<guest csum='off' tsod='off' tso6="'off' ecn='off' ufo='off'/>
</driver>

2.5. coxpaHuTh (ailsl u BBIATH;

2.6. 3aIyCTUTh BUPTYaAJIbHYIO MAIIMHY U MPOBEPUTH NPUMEHEHNE JAHHBIX OMIIMIA:

bthtool -k ifname

34.2 Kon¢purypuposanue noak/jo4eHust MHTep(eiicoB BUPTYAJIbHOM
MamnHbl K EcoRouter

Mapupytuzarop EcoRouter mpenoctaBisier s BUPTyaabHbIX MAILIMH BUPTYaJIbHBIE IIOPTHI,
KOTOpBIE MOTYT ObITh OTOOpakeHbI B (pu3nueckue, 1100 K HUM MOTYT MOJKIH0YaThCs
MapuipyTusupyemsie L3 unrepdeincs.

Komanna xongurypamnmnonHoro pexxuma enable container sximouaet GpyHKIIMOHAT PabOThHI €
BUPTYaJIbHBIMU MalllMHAMU MJIH KOHTEHHEpaMHU.

HpOCMOTp CYHICCTBYIOIIUX BUPTYaAJIbHBIX CeTeﬁ, HCIOJIb3YCMbIX BUPTYAJIbHBIMU MAalllTUHAMU UJIA
KOHTeﬁHepaMH, OCYHICCTBIIACTCA IMMPU IMMOMOIIHU KOMAaHJbl aAMUHUCTPATUBHOI'O PEXUMaA ShOW
virtual-network vm umm show virtual-network container mis KoHTelHEpOB.

[TopTsl BUPTYaIbHBIX MAIIMH CO3JAIOTCS U KOHOUTYPUPYIOTCS TIPU TIOMOIIH KOMaH IbI
KoHHryparroHHoro pexuma Port virt. <NUM>, rie <NUM> — HOMep BHPTYaIbHOI'O MOpPTA.
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B pexunme KoHPHUTypaIy mopTa BUPTYaIbHOW MallliHBl MOXKHO CBSI3aTh BUPTYaJIbHBINA TIOPT C
BUPTYAJIBHOU CEThIO MpH ToMotu koMau el Virtual-network vm <IDENTIFIER>, rae
yKa3bIBaCTCS UICHTU(PHUKATOP BUPTyaIbHOTO HHTEp(deiica u3 BpIBOAa KoMaH a6l Show virtual-
network vm. [l KOHTEIHEPOB, COOTBETCTBEHHO, UCIIOJIB3YETCsl KOHTEKCTHAs kKomana Virtual-
network container <IDENTIFIER>, rae yka3piBaeTcst HACHTH(PHUKATOP BUPTYaIbHOTO
unrepdeiica u3 BeIBoa koMan bl Show virtual-network container.

B pexuMe KOHGUTypaluy opTa BUPTYaTbHON MAIIHHBI TAK)KE MOKHO HACTPOMTH CEPBUCHBIE
uHTepdeics KoMaHoit service-instance <NAME>,

JlanbHetiee KOHPUTYpUPOBaHUE CPECTBAMHU CEPBUCHBIX HHTEP(DEHCOB AeTaeTCsi aHaIOTHIHO
00BIYHBIM MTOpTaM (cM. pasnen «CepBUCHBIE HHTEP(PEHCHD).

34.3 KondurypupoBanue 10cTyna BHEIIHUX CPEICTB YIIPABJICHUSA
KOHTellHepaMu

VYipaieHrne KOHTeHHepaMu OCYILECTBIISIETCS TPU TOMOIIY BHEITHUX MEHEIKEPOB,
noguepxkuBatonmx APl kinacrepo docker-kontelinepo. Hamprumep, MOXeT UCTIOIB30BATHCS
crangapTHbIi KimeHT docker Bepcun 1.12 u Bpimie. JlocTyn BHEITHUX CPENICTB YIPABICHUS
KOHTEHHEepaMH BO3MOXKEH TOJIBKO Yepe3 management-iopT. AyTeHTH()UKAIUS 1 3a1IUTa
coennHEeHUs o0OecrieunBaercs ¢ momoibio TLS u TokeHa kimactepa.

YrtoOb! ynpaBieHne KOHTeHepaMu ObLIO BO3MOXKHO, HeoOxoauMo BKIIOUUTh EcoRouter B kiactep
(u3BecTHBIN Takxke Kak "swarm"). lns atoro B CLI EcoRouter ucnons3yercst komanaa
aJIMUHHUCTpATHBHOTO pexkuma Virtual-container join-swarm <TOKEN> <IP> <PORT>, rze:

e <TOKEN> — 85-cuMBOJIBHBII TOKEH KJIacTepa,
o <IP>-— IP-agpec menemxepa,
e <PORT>— TCP-niopt MeHexepa.

HeobxoauMbie mapameTpsl BeIBOASTCs Komanaoi docker swarm join-token worker na
MEHe/Kepe KiacTepa.

[Tocne BKITIOYEHHS MapIIPyTH3aTOpa B KJIacTep JalbHEHIee yIpaBlIeHne OCYIIeCTBISETCS
CTaHJIapTHBIMHU KOMaHIaMu kinenTta docker pexxuma swarm mode. TLS-coequnenme
bopMupyeTcsi aBTOMaTUYECKH U HE TpeOyeT KOH(UTYPUPOBAHUSI.

HpI/I HCO6XOI[I/IMOCTI/I BBIMTH U3 KJIaCTEpa UCIIOJIb3YCTCA KOMaH/{a aAMUHUCTPATUBHOI'O PCIKUMaA no
virtual-container join-swarm.

34.4 KonupoBanue BUPTYaJbHBIX IMCKOB

B EcoRouterOS ectb BO3MOXHOCTh KOMUPOBAHUS BUPTYAIbHBIX TUCKOB JJISl BUPTYAJIbHBIX MaIHH.
JIn1s 5TOTO MCHOIB3YyeTCsl KOMaH1a KOH(PHUTYpalMoHHOTO peskuma copy <ftp | tftp> virtual-disk
<AJIPEC> <mgmt | vr default | vii <VR NAME>>.

ecorouterf#copy ftp virtual-disk
ftp://ftpuser:ftpuser@192.168.255.2: /ubuntu-14.04.gcow2 mgmt
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|Download of virtual disk ubuntu-14.04.gcow2 complete |

B tabnuiie Huke onucanbl BapuaHThl JaHHOM koMauab! 1t FTP u TFTP-ceprepos.

Tabnuna 144
Komanpna Onncanue
copy ftp virtual-disk C FTP-cepBepa Oynet ckayan
ftp://user:password@xxx.xxx.xxx.xxx/filename yKa3aHHbIH (ailyl BUPTYaIbHOTO
mgmt nucka, FTP-cepep noctynex
4yepe3 MEeHeKMEeHT-NopT (mgmt)
copy ftp virtual-disk C FTP-cepBepa Oynet ckayan
ftp://user:password@xxx.xxx.xxx.xxx/filename yKa3aHHbIH (ailyl BUPTYaIbHOTO
vr default nucka. loctyn x FTP-cepBepy
OCYLIECTBIISIETCS Uepes
nHTepdelic BUpPTyaIbHOTO
MapLIpyTU3aTOpa, BBIOPAaHHOTO
10 YMOJIYaHUIO
copy tftp virtual-disk C TFTP-cepBepa Oyner ckauaH
tftp://xxx.xxx.xxx.xxx/filename vr vrname yKa3aHHbIH (ailyl BUPTYanbHOTO
nucka. Hoctyn k TFTP-cepsepy
OCYUIECTBIISIETCS Yepes
nHTep(deiic BUpPTyaIbHOTO
MapLIpyTU3aTOpa C UMEHEM
vrname
copy tftp virtual-disk C TFTP-cepBepa Oyner ckauaH
tftp://xxx.xxx.xxx.xxx/filename mgmt yKa3aHHbIH (ailyl BUPTYanbHOTO
nucka. Hoctyn k TFTP-cepsepy
OCYIIECTBIISIETCS Yepes
MEHEDKMEHT-TIOPT (mgmt)
345 Pacnpenenenue saep Mexay BUPTYaJIbHBIMHM MalIMHAMU U data-
plane

B EcoRouterOS npenycMoTpeHa BO3MOKHOCTb BbIJENIEHUS SAep AJI BUPTYalbHBIX MAIIUH.
Bo3moxxHOE KOm4ecTBO BbIAEIEHHBIX saep: 0 umm 4.

JI71st 3TOr0 MCIONB3yeTCsl KOMaHaa KoHpuryparnonHoro pexuma hw reserved-cores {0 | 4}, rae 0
03HAYaEeT, YTo siipa He OYIyT BBIIEIEHBI; 4 03HA4YaeT, 4TO OYyJET BbIAEIEHO 4 sipa.

BHUMAHME: Pe3ynbTaT BEINOJIHEHHS TaHHOW KOMaH bl OyET TOCTYNEeH TOIBKO MOCIIe
COXpaHEHHUs KOH(UTYpAIH U TIepe3arpy3ku MapupyTu3aropa.

ecorouter (config) #hw reserved-cores 4

Changes will be applied after reboot. Please save config and reload.
ecorouter (config) #write

ecorouter (config) #reload

reboot system? (y/n): y

B pesynbTare mocie BoimoaHEeHUs] KoMaHab NW reserved-cores, coxpaneHus KOHQUTYypaIu 1
nepe3arpy3ky MapipyTu3aTopa Juis BUPTyalbHbIX MAIIWH OyAeT BbIJeNneHo 4 spa.

HpOBepI/ITB KOJMYCCTBO BBIACICHHBIX JJIs1 BUPTYaJIbHBIX MAIIWH AACP MOKHO IIPHU IIOMOIIU
koman el Show platform cpu detail.
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34.6 IHoaknrovyeHne K BUPTYAJIbHON MALIMHE
34.6.1 IoaroroBKa KJIHMEHTCKON MALIHHBI

Jns moaxmrouenust k BcrpoeHHoit B EcoRouter cucreme Bupryanuzanun QEMU/KVM
HE00XOAMMO KOPPEKTHO MOATOTOBUTh KIMEHTCKYIO MamnHy Ha 6a3e Linux/Unix. MHCTpyKIHS
COCTaBJIeHa U MpoBepeHa Ha 6a3ze kiauenta noja CentOS 7.

Jnist yripaBiieHHsI MAallIMHOM HE00X0AMMO ycTaHOBUTH Oubimoreky LibVirt u OpenSSL.

&um install libvirt openssl

Jlnist yripaBieHusI MAaIIMHOW TTPU IOMOIIM rpaduyeckoro naTepdeiica Takke He0OX0IMMO
YCTAHOBUTB Virt-manager U €ro 3aBUCUMOCTH.

yum install gemu-kvm python-virtinst libvirt libvirt-python virt-manager
libguestfs-tools

s yecranoBku rpaduaeckoro uaTepderica B CentOS 7 ucnonb3yercs clieayromas
MIOCJIEIOBATEIIBHOCTh KOMaHI.

yum -y groups install "GNOME Desktop"
startx

34.6.2 KondurypupoBanue 10CTyNa BHEIIHUX CPEACTB YIIPABJIEHHUS
BHPTYAJbHOM MAIIUHOM

JUi1st yripaBiieHUs] BUPTYalbHBIMU MAIlIMHAMH HCHIONB3yeTcs mporpamma libvirt. Toctyn BHemHIX
CPEeZCTB yIpaBJICHUS BUPTYATbHBIMHA MAlIMHAMH BO3MOKEH TOJIBKO Uepe3 management-mopr.
AyTeHTH(HKAIMA U 3aIUTa COETUHEHNs 00eCIeYrBaeTCs C MOMOIIbI0 poTokona TLS u
uHppacTpykTypsl oTKpbITHIX Kintouel (PKI). [Tonyuenue ceprudukara Lentpa cepruduxanmu
(CA), monp30BaTeNbCKOro cepTu(uKaTa 1 3aKphITOrO KIIH04a MOJIb30BATENs OMMCAHO B pa3jiele
«ABTopuzaius B cucteme». x Heo0X0IMMO COXpaHUTh B (pailyibl ¢ Ha3BaHUsIMU Cacert.pem,
clientcert.pem u clientkey.pem cooTBeTCTBEHHO ¥ TOMECTHTH 3TH (ailiibl B TUPEKTOPHU Ha
yIpaBISAIONIEH MalllnHe, MpeTHa3HaYeHHbIe 171 UX XpaHeHus. Hike npuBeneH npumep
KOH(UTYPUPOBAHUS AT onepaiioHHbIX cucteM Unix/Linux.

#mv cacert.pem /etc/pki/CA/

#mv clientcert.pem /etc/pki/libvirt/

#mv clientkey.pem /etc/pki/libvirt/private/
fchmod 444 /etc/pki/CA/cacert.pem

#chmod 440 /etc/pki/libvirt/clientcert.pem
/etc/pki/libvirt/private/clientkey.pem

Tarxoke He0OX0TMMO 00ECTIEYNTh pa3pelIeHNe TOMEHHOTO UMEHH MapIIpyTH3aTopa, MPOMHCaHHOTO
B cepTudurarax Subject: CN=ecorouter. [Ins storo 3aneiictByercs cucremMa DNS minm umst
nponuckiBaercs B (aiin /etc/hosts.

Ecnu panee HacTpOMKM XOCTOB Ha MAIIMHE HE BBHITIONHSIIUCH, TO (hailyt OyneT BBITIIAETh MOA00OHBIM
obpa3zom:
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127.0.0.1 1localhost localhost.localdomain localhost4
localhost4.localdomaind

3gdl localhost localhost.localdomain localhost6
localhost6.localdomain6

127.2.2.2 ecorouter

34.6.3 YnpaBjeHue runiepBu3opom

[ToxkiroueHUE K TUIIEPBU30PY YCTAHABINBACTCS C KJIMEHTCKON MAIMHBI IIPH TIOMOILH CPEJICTB
ynpasienus, noaaepxkusatonux libvirt, nanpumep, virsh wim virt-manager:

|virsh -c gemu+tls://admin@ecorouter/system |

JIu1st npriMepa JaHHO# KOMaHI0M OCYIIECTBILSIETCS 3aIIPOC COCTOSIHUS BUPTYAIBHOTO HpoLieccopa
BUpTyaIbHOW MalmHbl Show_debian.

[root@localhost ~]# virsh -c gemu+tls://admin@ecorouter/system vcpuinfo
show debian | grep State
State: running

JToCTyII HEMTOCPEACTBEHHO K paboyeMy CTOJTY HIM KOMaHIHOM CTPOKE BUPTYaIbHON MAIIHHBI
OCYIIECTBIISAETCS, HAIIPUMEP, C MOMOIIBIO Virt-manager wiu Vvirt-viewer:

|$virt—viewer -c gemu://ecorouter/system <mumsa BM> & |

B citydae eciu ncnons3yercs rpaduueckas 000104Ka, TO HE0OX0AUMO OTKPBITH KOHCoub Virtual
Machine Manager. ITepeiitu B pa3nen File — Add Connection, 3anonHuTh nosBUBLIYIOCS HOpMY,
Kak IMOKa3aHo Ha PHCYHKE HIKe, 1 Haxats Connect.
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\/ - A - -
Virtual Machine Manager

u Add Connection

Hypervisor: QEMU/KVM v

v/ Connect to remote host

Method: SSL/TLS with certificates ¥

Username: | admin

Hostname: l ecorouter| v

Autoconnect:

Generated URl: gemu+tls://admin@ecoroute...

Cancel Connect
Pucynok 60
34.7 BricTpasi HacTPOiKa BUPTYaJIbHbIX MALINH

Jnis 6bIcTpOit HACTPOMKHU BUPTYyaibHbIX MaminH B EcoRouter HeoOxoqumMo npousBecTu AeHCTBYS,
OIMCaHHBIE HUXKE.

1. BKITIOYHTE TIOAIEPIKKY BUPTYAIbHBIX MaliH B EcoRouter mpu momorm KoMaH b1
KOH(HTypaIrroHHOTro peskrMa enable vm.

[To ymom4anuto, Ut BCEX BUPTYyaIbHbIX MAIllMH UCIIOJIB3YETCS OJHO AApO. B ciydae, ecnn
HE00XO0IMMO 3arpy3UTh BUPTYAJIbHYIO MAIIMHY C PECYPCOEMKUMU NMPHIIOKEHUSMH, TO KOTUYECTBO

AJ1ep MOXKET OBITh YBEJIMYEHO /10 4.

J171s1 3TOTO MCIOB3YeTCsl KOMaHIa KOHGHUTryparmoHHoro pexuma hw reserved-cores <N>, rae N —
KOJIMYECTBO SI7IEP, PE3EPBUPYEMBIX IO BUPTYaTbHbIE MAIIIWHBL.

[Tpumep:

‘ecorouter(config) #hw reserved-cores 4

2. CxonmpoBath 00pa3 BUPTyabHOI MamiHbl Ha EcoRouter mpy moMomy KoMaHabl pexnMa
anmuHKACcTpUpoBanus copy {ftp | tftp} virtual-disk.

ecorouter#copy ftp virtual-disk ftp://user:password@xxx.xxx.xxx.xxx/filename

ecorouter#copy tftp virtual-disk tftp://xxx.xxx.xxx.xxx/filename
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3. Y6enutncs, 9TO Ha JJOKATBHOM KOMITBIOTEPE, C KOTOPOTO OyeT MPOM3BOAUTHCS yIIPAaBICHNE
BUPTyaJIbHBIMU MallIMHAMH, YCTaHOBIIEHHI libvirt u openssl.

JU1st NOAKIIIOYEHHMsI K BUPTYalIbHBIM MaminHaM Ha EcoRouter ucnons3yercs yruinra KOMaHIHON
cTpok# virsh nmm rpaduuecknii ananmor virt-manager. Bepcus virt-manager 10JpKHa OBITH HE
Menble 1.3.

4. DKCOPTUPOBATH HA JIOKAJIBHYIO MAIIUHY CEPTU(GHUKATHI OJIB30BATENS IS TOAKIIOYECHHS K
libvirt na EcoRouter. [Ipumep sxcriopra g Linux MamvH NpuBeACH B TAOJINIE HUXKE.

Tabmmma 145
BoiBoa komanabl Ha EcoRouter CKONMPOBATH B (pailj1 HA JIOKAJIBLHOM KOMIIbIOTEPE
crypto ca export /etc/pki/CA/cacert.pem
crypto certificate export /etc/pki/libvirt/clientcert.pem
crypto key export /etc/pki/libvirt/private/clientkey.pem

Bce KOMaH/Jbl, YKa3aHHBIC B Ta6J'II/HIe, BBOJATCA B PCIKUME AAMUHUCTPUPOBAHUS.

Ji1st KoppeKTHOU paboThl HEOOXOIMMO YCTAaHOBUTH CIICYIONIUE TIpaBa J0CTyNa Ha (anbl:

chmod 444 /etc/pki/CA/cacert.pem
chmod 440 /etc/pki/libvirt/clientcert.pem
/etc/pki/libvirt/private/clientkey.pem

5. JlobaBuTth B (aiin /etc/hosts 3amuce 06 IP-agpece EcoRouter ¢ mMenem xocra — ecorouter.

6. [Togxmounthes k libvirt Ha EcoRouter. B koHconmu 111 9T0r0 He06X0AMMO BBECTH KOMAaHTy
virsh -c gemu+tls://admin@ecorouter/system.

B ciydae, ecnu ucrionbs3yetcs rpadudeckast 000109Ka, TO HEOOXOAUMO OTKPHITH KoHcoub Virtual
Machine Manager. Ilepeiitu B paznen File — Add Connection, 3amoiHUTh TOSBUBIIYOCS GOPMY,
KakK IMO0Ka3aHo Ha PHCYHKE HUXKe, U Hakate Connect.
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Virtual Machine Manager

[] Add Connection

Hypervisor: QEMU/KVM Y
v/ Connect to remote host

Method: SSL/TLS with certificates ¥

Username: | admin

Hostname; ecorouter{

Autoconnect:

Generated URI: gemu+tls://admin@ecoroute...

Cancel Connect

Pucynoxk 61

7. Co3aaTh HOBYIO BUPTYaIbHYIO MAIIHY, HCIIOIB3Ys 00pa3 )KeCTKOTO JUCKA, CKOTTMPOBAHHBIN
panee Ha EcoRouter (cm. miar 2).

8. CeteBble nHTEp(dEICHl BUPTYATbHBIX MAIINH HEOOXOIMMO MOAKIIOYATh K H30JIMPOBAHHBIM
ceTsM. JJisg co3taHust TakoM ceTH HEOOXOIMMO TIEpeNTH B JieTainu noakiodeHus Kk EcoRouter
co31aTh BUPTyalbHYH0 ceTh ¢ TunioM Isolated virtual network (u3onupoBanHast BUpTyanbHas
CETh).
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Overview Virtual Networks | Storage Network Interfaces

eco-lan
eco-log
eco-mng
eco-wan
str

str1
str ¢
vip1
vip2
vip3

Create a new virtual network

t, Create virtual network

Connected to a physical network:

© Isolated virtual network
Forwarding to physical network

Destination: Anyphysical device v

Mode: NAT v

| Enable IPv6 internal routing/networking

If an IPv6 network address is not specified,
this will enable IPv6 internal routing
between virtual machines. By default, IPv4
internal routing is enabled.

DNS Domain Name: | test

Cancel Back Finish

r

Pucynok 62

9. Ilpu HEOOXOMUMOCTH TOOABHUTH ceTeBble nHTepdeiichl. Kaxaplit mHTEpdelic moaKmouaeTcs K
OJIHOM M3 paHee CO3/ITaHHBIX BUPTYAJIbHBIX CETEHl.
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B overview Virtual Network Interface

& Performance Network Source: | victyal network 'str': Isolated network, internal and host routing only

Device model: | e1000 v
S’u Boot Options MAC address: 52:54:00:d0:36:d7
| IDE Disk

3 NIC:d0:36:d7
NIC:7e:23:f0
NIC:58:5¢c:44

U Mouse

i Keyboard

M Display Spice

I sound:ich6

S ;

G Serial1

g

& Channelspice

M video QXL
Controller USB
Controller PCI
Controller IDE

PO N | Ry B R B

Pucynok 63

10. B mynkre Display Spice B mone Address Beiopats All interfaces.
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=0 I 8

! Overview Spice Server
Performance Type: | Spice server v
m 2l Address: |’ Allinterfaces v |
B8 Memory
& Boot Options Port: ¥ Auto (Port 5901)
| IDEDisk1 TLS port: (3 Auto
NIC:d0:36:d7 password: [ )
NIC:7e:23:f0 : :
NIC:58:5¢:44 Keymap: | i
ij Mouse

|:_| Display Spice

ﬁ Sound: ich6
E;a Serial 1

E;a Channel spice
Ml video QXL

Pucynok 64

11. BkimtouuTh MalinHy U yOeIUTHCS, YTO HA BUPTYAIbHOM MOHUTOPE TOSIBHIIACH 3arpy3Ka
ONEPaMOHHON CHCTEMBI.
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Sep 2b 23:46:37 gateZ kernel:
r, acct=1

[ 2.2873 nf_conntrack.acct=1 kernel paramete
mtrack module option
gateZ kernel: [ 2.267382]1 sysct] net.netfilter.nf_conntrack_a
: K 2.392519] cryptopm: module license 'Proprieta
ry’ taints kernel.
Sep 26 £3:46:37 gated kernel: [ £.392521] Disabling lock debugging due to ker
nel taint
Starting m message bus: dbus,
Starting 35D Secure Shell server: sshd.
starting ACPI services....
Starting Hardware abstraction layer: hald.
starting kdump-tools: loaded kdump kernel.
otarting VPN log daemon.. done.
otarting IPsec daemon
atarting lésve: ls: canmot access =.conf: No such file or directory

No configuration files found. Exiting.

Debian GNU/Linux 6.0 gateZ ttyl

gateZ login:
Debian GNU/Linux 6.0 gateZ tiyl

gateZ login:

Pucynok 65

12. Jliia coequHenust BUpTyalbHOW MamuHbl ¢ EcoRouter ncnonb3yroTcst BUpTyaibHble TOpThL. Ha
MapIIpyTU3aTOpe HEOOXOAMMO CO3aTh BUPTYAJIbHBIA MOPT KOMaH/10i KOHPUTypallMOHHOTO
pexuma port virt.0. JlanHbIil MOPT NPUCOEANHNUTE K OAHOHW U3 BUPTYAJIbHBIX CETEH, CO3aHHBIX
yepes virt-manager. Torjga uarepdeiic BUpTyalbHON MalllMHbI U BUPTYalbHBINA OPT
MapuipyTu3aropa OyIyT CBS3HBI Yepe3 BUPTYaIbHYIO ceTb. Ilocie 3Toro ¢ JaHHBIM TOPTOM MOXKHO
paboTaTh Kak ¢ OOBIYHBIM [TOPTOM MapuipyTH3aTopa. Harmpumep, MoKHO HACTPOUTH MOTOK,
KOTOpBIH OysieT Ha ypoBHE L2 cBA3BIBaTH pealibHbIN MOPT MapUIpyTU3aTOpa U BUPTYaJIbHBIN, TEM
CaMbIM BC€ MAKEThl BUPTYATbHON MalIMHBI OYyT IPOXOIUTH YEPe3 peabHbIN MOPT
MapIlpyTHU3aTopa.

ITpumep:

Kon¢urypupoBanue BUpTyalIbHOTO MOPTA.

ecorouter#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #port virt.0

ecorouter (config-port-virt) fservice-instance virtO0

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect port gel
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Kondurypuposanne BHemHero nopra EcoRouter.

ecorouter#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ecorouter (config) #port gel

ecorouter (config-port-virt) #service-instance gel

ecorouter (config-service-instance) #encapsulation untagged
ecorouter (config-service-instance) #connect port virt.0

[Tocne ykazaHHBIX HACTPOEK B KOHPUTYPALMK MapUIPyTU3aTOpa MOSBITCS CIAEAYIOUINE 3alHCH.

ecorouter#show running-config
|

|
port gel
lacp-priority 32767
mtu 9728
service-instance gel

encapsulation untagged
|

|
port virt.O
virtual-network vm uplink
service-instance virtO0

encapsulation untagged
|

|
flow port gel service-instance gel port virt.O

flow port virt.0 service-instance virt0 port gel
|

end

Z[J'IS[ TOro, I-ITO6I:»I HpOBepI/ITB HpaBI/IJ'ILHOCTB HaCTpoﬁKH COCINHCHUA Me)I(I[y BHCIIITHUM U
BUPTyaJbHbIM TOpTOM EcoRouter He06X011MO BBECTH KOMaHly aIMUHUCTPATUBHOTO pexuMa
show virtual-network vm.

ecorouter#show virtual-network wvm
Virtual network uplink

bridge virbrl

port virt.O

13. lanee Bce Hactpoiiku [P-agpecamuu OyyT NMpon3BOIUTHCA Ha BUPTYIBHOW MaIlliHE.
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35 JlorupoBaHue M OTJIAIKA

35.1 JlorupoBanue

B cucreme EcoRouter Benercst 3anuch 000 BceX MPOUCXOAALINX COOBITHSX (BBITOIHIEMBIX
olepanusix, U3BMEHEHUAX KOH(puUrypauum) — joruposanue. [1o ymoauanuto xypHas coObITHI (J10T)
BEJIETCS HA CAMOM YCTpPOMCTBE.

Coo01eHus 0 COOBITHSX MULIYTCS B IBYX (pOpMaTax, OMMCAHHBIX HIKE.

dopmar CUCTEMHBIX COOOLIEHUN — NeMCTBUH, TPOU3BOAUMBIX CEPBUCAMU (IEMOHAMM) CUCTEMBI:
><DATE> <TIME> [VERBOSE] [SERVICE] <MESSAGE>

dopmar cool1ieHuit 00 onepanusx, IPOU3BOAUMBIX MOJIb30BATEIIAMU (AKKAYHTHHIA):

<DATE> <TIME> [VERBOSE] [IMISH] AUDIT [USER] <MESSAGE>

[TapameTpsl IpUBEICHHON YCIOBHOH 3anucy ()OpMAaTOB COOOIICHUI ONMUCAHBI B TAOJIHIIE HIXKE.

Tabmuma 146
ITapameTp Onucanue
DATE jara coobitus B popmare [TTT-MM-JJ
TIME Bpemst coObITHs B popmare H4:MM:CC.CCCCCC

VERBOSE | ypoBeHb cOOBITHS:

. FATAL — kpuTtnaeckue cooOIeHws,
o ERROR - ormb6kwu,

e  WARN - npenynpexaeHus,

. INFO — undopmarus

SERVICE | cucremHsIi cepBuC (IEMOH)
MESSAGE | coo0menue o coObITHH
USER nmoyib30BaTesb EcoRouter, KOTOPBIN BRITOTHIII OIIEPAIIHIO

I[J'I}I IMPpOCMOTpPA U 3aIlUCH KYypHAJIa B (I)aﬁ)'[ HCIIOJIB3YCTCA KOMaH/Ida aAMUHUCTPATUBHOT'O PCIKUMA
show log.

Oo6mmit cunatakcuc komanasl: Show log (all |) (excessive |) (lines <NUM> |) (follow |reverse|). Kak
W OJId APpYTUX KOMaH/[ I'PYIIIbL ShOW, 3/1€Ch TAKKE€ JOCTYITHBI MO}II/I(bI/IKaTOpI)I.

YroObl OTIPABUTH BHIBO KOMAH/IbI B YKa3aHHBIN (aiii, HE0OX0auMO 100aBUTh K KoMaH1e Show
log momuduxkarop | redirect <FILE> unu ero kparkyio gpopmy:

‘ecorouter#show log > Textl.log \

Komanna show log 6e3 mapameTpoB BEIBOAHUT Ha KOHCOJIb BCE COOOIEHUS U3 CHCTEMHOTO )KypHala
C MOMEHTA 3arpy3KH yCTPONCTBA.

ecorouter#show log
>2016-10-26 13:55:28.490128 [info] [ecolog] writer thread started
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>2016-10-26 13:55:28.490128 [info] [ecolog] reader thread started
>2016-10-26 13:55:28.490128 [info] [ecolog] listener thread started
>2016-10-26 13:55:28.490128 [info] [ecolog] watchdog thread started
>2016-10-26 13:55:28.490128 [info] [ecolog] Ecolog v1.0 connection

request([0]: 1
>2016-10-26 13:55:28.490128 [info] [ecolog] Ecolog v1.0 connection
request[0]: OK

>2016-10-26 13:55:28.490128 [info] [ecolog] [0] reader thread started
>2016-10-26 13:55:28.490128 [info] [ecobus] reader thread started
>2016-10-26 13:55:28.490128 [info] [ecobus] listener thread started
>2016-10-26 13:55:28.490128 [info] [ecobus] watchdog thread started

Komanma show log ¢ mapamerpowm all BeiBouT Ha KOHCOJIB BCe coobmieHust u3 journalctl.

Komanma show log ¢ mapamerpom €XCeSSive BBIBOAUT Ha KOHCOJIb COOOIIECHHSI U3 CUCTEMHOTO
KypHaJIa ¢ IONOJHUTEIIbHON HHpOpMaIuen o daiisie, yHKIINH U CTPOKE UCXOAHOTO (haiina.

ecorouter#show log excessive

>2016-10-27 12:25:10.571110 [info] [ecolog]
[src/writer.c:263,ecolog writer thread proc] writer thread started
>2016-10-27 12:25:10.571110 [info] [ecolog]
[src/reader.c:295,ecolog reader thread proc] reader thread started
>2016-10-27 12:25:10.571110 [info] [ecolog]
[src/listener.c:380,ecolog listener thread proc] listener thread started
>2016-10-27 12:25:10.571110 [info] [ecolog]
[src/watchdog.c:197,ecolog watchdog thread proc] watchdog thread started
>2016-10-27 12:25:12.571112 [info] [ecolog]
[src/listener.c:212,ecolog listener accept] Ecolog v1.0 connection
request[2]: 1

>2016-10-27 12:25:12.571112 [info] [ecolog]
[src/listener.c:225,ecolog listener accept] Ecolog v1.0 connection
request[2]: OK

>2016-10-27 12:25:12.571112 [info] [ecolog]
[src/reader.c:155,ecolog reader session thread proc] [2] reader thread
started

>2016-10-27 12:25:12.571112 [info] [IMI] [log.c:311,openzlog] trace
started

>2016-10-27 12:25:12.571112 [info] [IMI] [imi ercp.c:488,imi ercp init]
-> imi ercp init []

>2016-10-27 12:25:12.571112 [info] [IMI]

[imi ercp.c:750,imi ercp platform init] -> imi ercp platform init []
>2016-10-27 12:25:12.571112 [info] [IMI]
[imi ercp snmp.c:318,imi ercp snmp init] -> imi ercp snmp init

[snmp config 0x00000000]
>2016-10-27 12:25:12.571112 [info] [IMI]
[imi ercp snmp.c:382,imi ercp snmp init] <- imi ercp snmp init: O0xO0

Komanna show log ¢ mapamerpom lines <KNUM> BbIBOAHMT Ha KOHCOJIb HECKOJIBKO MOCIICTHIX

coobmenuit, rae <NUM> - KoTH4eCTBO COOOIIEHUIA.

ecorouterf#show log lines 10

>2016-10-27 12:25:29.571129 [info] [OSPF] OSPFd (3.2.1) starts
>2016-10-27 12:25:29.571129 [info] [IMI] imi server send config called
(PM 4)
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>2016-10-27 12:25:29.571129 [info] [IMI] imi server send config called
(PM 44)

>2016-10-27 12:25:29.571129 [info] [BGP] BGPd 3.2.1 starting: vty@2605,
bgp@179

>2016-10-27 12:25:29.571129 [info] [IMI] imi server send config called
(PM 44)

>2016-10-27 12:25:30.571130 [info] [ecolog] Ecolog v1.0 connection
request[11]: 1

>2016-10-27 12:25:30.571130 [info] [ecolog] Ecolog v1.0 connection
request[1l1]: OK

>2016-10-27 12:25:30.571130 [info] [ecolog] [1l1l] reader thread started
>2016-10-27 12:25:30.571130 [info] [PIM] trace started

>2016-10-27 12:25:30.571130 [info] [IMI] imi server send config called
(PM 11)

Komanma show log ¢ mapamerpom follow BeiBoaMT Ha KOHCOJIBb HEMIPEPHIBHBIH MOTOK JOTOB. JlJIst
HEMPEPHIBHOTO MPOCMOTPA JIOrOB HEOOXOIMMO OTKIIFOUKTH pager: Show log follow | nopager.

KOMaH)Ia show IOg C ImapaMeTpoM reverse BbIBOOUT Ha KOHCOJIb IIOTOK JIOI'OB B O6paTHOM IopAaKe.

MOo’KHO 331aTh HECKOJIBKO IMapaMeTPOB U MOJAH(PHUKATOP OJHOBPEMEHHO.

ecorouter#show log excessive lines 2

>2016-10-27 14:14:20.577660 [info] [ecobus]
[src/listener.c:BSl,ecobus_listener_accept] Ecobus v1.0 connection
request[7109]: 0/2/0

>2016-10-27 14:14:20.577660 [info] [ecobus]
[src/listener.c:366,ecobus_listener_accept] Ecobus v1.0 connection
request[7109]: OK

HaHpHMep, JJIL TOTO YTOOBI BBIBECTH TOJIBKO T€ COO6H_IGHI/I}I, KOTOPBIC OTHOCATCA K JIEHCTBUSAM

I10JIB30BAaTCJIA, HCO6XOI[I/IMO BBCCTHU KOMAaHAY:

ecorouterf#show log all | include IMISH

2016-10-27 12:25:43.571143 [info] [IMISH] AUDIT Logged in user
2016-10-27 12:25:43.571143 [info] [IMISH] AUDIT [admin] logged in
>2016-10-27 12:25:43.571143 [info] [IMISH-1648] trace started

2016-10-27 12:25:46.571146 [info] [IMISH] AUDIT ER user

2016-10-27 12:25:46.571146 [info] [IMISH] AUDIT [admin] logged in
2016-10-27 12:25:48.571148 [info] [IMISH] AUDIT [admin] en

2016-10-27 12:26:29.571189 [info] [IMISH] AUDIT [admin] terminal monitor
2016-10-27 12:26:47.571207 [info] [IMISH] AUDIT [admin] conf t
2016-10-27 12:26:58.571218 [info] [IMISH] AUDIT [admin] port tel
2016-10-27 12:28:11.571291 [info] [IMISH] AUDIT [admin]

2016-10-27 12:28:42.571322 [info] [IMISH] AUDIT [admin] service-—

instance 100
2016-10-27 12:29:02.571342 [info] [IMISH] AUDIT [admin] ex
2016-10-27 12:29:05.571345 [info] [IMISH] AUDIT [admin] ex

JI71s1 HOTIOTHUTENIBHOTO KOHTPOJIS 332 IPOU3BOAUMBIMU JEHCTBUSIMHU MPEyCMOTPEHA BO3MOKHOCTh
BBIBOJIa COOOIIIEHMI JIOTOB Ha KOHCOJIh B PEKUME PEATHHOTO BPEMEHHU.

JInst BKITFOYEHUS TAaHHOW (DYHKIMH MCIIOb3yeTCss KOMaH/1a aIMUHUCTPATUBHOTO pexxima terminal
monitor. JIjist OTKIIFOUEHHS BBIBOJIA COOOIIIEHU I Ha KOHCOJIb UCIIOJIb3YETCs KOMaH 1a
aJIMIHUCTPATHBHOTO pekruma NO terminal monitor.
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35.2 Bxirouenue/BBIKJIIOYEHHE OTJIAAKHA

JI1st KaxA0ro KOMIIOHEHTA CUCTEMBbI JCHCTBYIOT OTJIaJOYHbIE KOMAH/Ibl, OMNMCAHHBIE B 3TOM
pasuerne.

JIiist BKITFOUEHUS OTJIAJIKU OT/ICIbHBIX TOJICHCTEM UCIIOIBb3YI0TCs Koman1a debug
<SUBSYSTEM?>, rne SUBSYSTEM — ums noacucremsl. J[aHHast KoMaHa TOCTyITHA U B
aJIMUHUCTPATUBHOM, U B KOH(UTYpAITMOHHOM pexume. [Ipu KCIosib30BaHUK JaHHOW KOMaH/IbI B
KOH(UTYpaIMOHHOM peXMMe OHa OyJIeT 3alrcaHa B KOHPUTYpaLnio MapIIpyTU3aTopa.

Kpome moacrcTeM MOKHO BKIIFOUHTH OTJIAAKY /IS OTACIBHBIX OIIHii, Harmpumep, debug nsm
packet recv detail.

B Ta6JII/III€ HUKC IMPUBCICH CIIMCOK JOCTYIIHBIX IMOJACHUCTEM U ITIapaMETPOB I[B.HHOﬁ KOMAaH/HI.

Tabauna 147
IMoacucrema/ Onucanue Pexxum
napamerp
KOMAaHAbI
bgp Border Gateway Protocol (BGP) AJIMUHHUCTPATUBHBIN
KOH(QUTYypalMOHHBIH
bgp all all debugging
bgp dampening BGP Dampening
bgp events BGP events
bgp filters BGP filters
bgp fsm BGP Finite State Machine
bgp keepalives BGP keepalives
bgp mpls BGP MPLS
bgp nht NHT message
bgp hsm NSM message
bgp updates BGP updates
data-plane Data Plane AJIMUHHUCTPATUBHBIN
KOH(UTYPAIMOHHBII
data-plane all Enable all debugging

data-plane bridge

Bridge subsystem

data-plane cp

Control Plane subsystem

data-plane fastpath

Fastpath subsystem

data-plane general

General subsystem

data-plane
integrator

Integrator subsystem

data-plane mac
check

Mac check

data-plane
packetflow

Packetflow subsystem

data-plane print

Print subsystem

data-plane slowpath

Slowpath subsystem

data-plane test

Test subsystem

igmp Internet Group Management Protocol AJIMAHUCTPATUBHBIN 1
(IGMP) KOH(HUTYpauMOHHBIN

igmp all All IGMP debugging

igmp decode IGMP decode

igmp encode IGMP encode

igmp events IGMP events

igmp fsm IGMP FSM
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Ioacucrema/ Onucanne Pexxum
napamMerp
KOMAaH/AbI
igmp tib IGMP Tree-Info-Base (TIB)
igmp vrf VPN Routing/Forwarding instance
isis Intermediate System - Intermediate AIIMAHHUCTPATUBHEIN K
System (IS-IS) KOH(HUTypanrOHHBINA
isis all Enable all debugging

isis authentication

IS-IS Authentication

isis checksum

IS-1S Check-Sum

isis events IS-1S Events

isis hello IS-1S Hello Debug

isis ifsm IS-IS Interface Finite State Machine

isis local-updates IS-1S Local Updates

isis Isp IS-1S Link State PDU

isis mpls Multi-Protocol Label Switching (MPLS)
isis nfsm IS-1S Neighbor Finite State Machine
isis nsm IS-IS NSM information

isis pdu IS-1S Protocol Data Unit

isis protocol-errors

IS-1S Protocol Errors

isis rib

IS-1S RIB information

isis spf

IS-1S SPF Calculation

Idp

Label Distribution Protocol (LDP)

AJIMUHHCTPATUBHBIN U
KOH(HUTYPAITMOHHBII

Idp advertise-labels

List IP access lists of advertise-labels

Idp all Enable all debugging

Idp dsm LDP Downstream SM

Idp events LDP events

Idp fsm LDP FSM

Idp graceful-restart | LDP Graceful Restart Debugging

Idp hexdump LDP HEXDUMP

Idp nsm NSM messages

Idp packet LDP packet

Idp gos LDP QoS

Idp rib RIB messages

Idp tsm LDP Trunk SM

Idp usm LDP Upstream SM

Idp vc LDP VC Info

mrib Multicast Routing Information Base AJIMUHUCTPATHBHBIN U
(MRIB) KOH(HTYpaIMOHHBIN

mrib all All MRIB debugging

mrib event MRIB events

mrib fib-msg MRIB FIB messages

mrib mrib-msg MRIB MRIB IPC messages

mrib mrt MRIB route

mrib mtrace MRIB traceroute

mrib mtrace-detail

MRIB traceroute detailed debugging

mrib nsm-msg

MRIB NSM IPC messages

mrib register-msg

MRIB PIM Register messages

mrib stats MRIB statistics

mrib vif MRIB interface

mrib vrf VPN Routing/Forwarding instance

nsm Network Service Module (NSM) AJZIMUHUCTPAaTUBHBIN 1
KOH(UT'YpallMOHHBIN

nsm all Enable all debugging

nsm events NSM events
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Hoacucrema/ Onucanue Pexum
napaMeTp
KOMAaH/IbI
nsm packet NSM packets
ospf Open Shortest Path First (OSPF) AIMHMHUCTPATUBHBIN 1
KOH(UTYPAIMOHHBII
ospf all Enable all debugging

ospf database-timer

OSPF Database Timers

ospf events

OSPF events information

ospf graceful-

OSPF graceful-restart

restart

ospf ifsm OSPF Interface State Machine

ospf Isa OSPF Link State Advertisement

ospf nfsm OSPF Neighbor State Machine

ospf nsm OSPF NSM information

ospf packet OSPF packets

ospf policy OSPF policy information

ospf redist OSPF redistribute information

ospf retransmission | OSPF Debug retransmission information

ospf rib OSPF RIB information

ospf route OSPF route information

pim Protocol Independent Multicast (PIM) AJIMUHHUCTPATUBHBIN
KOH(DHUTypaImmOHHBII

pim all All PIM debugging

pim events PIM events

pim mfc PIM MFC updates

pim mib PIM mib

pim mtrace Mtrace messages

pim nexthop PIM nexthop

pim nsm NSM message

pim packet PIM packet

pim state PIM state

pim timer PIM timers

pim vrf VPN Routing/Forwarding instance

rib Routing Information Base (RIB) AJIMUHUCTPATUBHBIN U
KOH(UTYPAIMOHHBII

rib all Enable all debugging

rib events RIB events

rib nsm NSM messages

rib packet RIB packets

rib routing Enable debugging for routing events

security-profile Security profile AIMUHUCTPATUBHBIN U
KOH(UTYpauOHHBINA

vITp Virtual Router Redundancy Protocol AJIMAHUCTPATUBHBIHN 1

(VRRP) KOH(HUTYpaMOHHBINH

vrrp all Enable all debugging

vIrp events VRRP events

vrrp packet VRRP packets

aaa AAA KondurypauuoHHsiit

aaal critical

aaa 2 error

aaa 3 warning

aaa 4 notice

aaa b info

aaa 6 debug
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JIyist OTKITIOYEHUS OTIIAKU MCITOb3yeTcs komanaa N0 debug <SUBSYSTEM>, kotopas Takke
pabotaet B 1ByX pexumax. [Ipeagycmorpena Taxke komanaa un debug <SUBSYSTEM>, oxnaxo,
OHa paboTaeT TOJBKO YIS MOJCKUCTEM H JJOCTYITHA TOJILKO B aIMUHUCTPATUBHOM PEKHME.

I[J'ISI OTIIFOYCHUA OTJIAAKH Cpa3y IJid BCEX JOCTYITHBIX IMOACUCTEM HUCIIOJIB3YHOTCA KOMaHIbI no
debug all u undebug all.

Jliis BBIBO/IA HA KOHCOJIb HH(OpMAIHK 00 OTJIaIKe MOACHCTEM UCIIOIB3YETCs KOMaH 1a
anMuHHCTpaTUBHOTO peskuma show debugging <SUBSYSTEM>, rne SUBSYSTEM — ums
nojcucTeMsl. JlaHHas KoMaH1a 10CTyIHA s moacuctem: bgp, data-plane, igmp, isis, Idp, mrib,
nsm, ospf, pim, rib, security-profile, vrrp.

35.3 ApXHB JIOTOB
35.3.1 IIpocmoTp apxuBa JIOTOB

B EcoRouterOS B ciydae HenpeaBUICHHBIX CUTYalluid COOMPAETCS apXHB C JIOTAMH B CO BCEMHU
HEOOXOAMMBIMHM JIJIsl TUATHOCTUKH TaHHBIMU. DTH (paiisibl umerot npedukc "report" B Ha3BaHuu. B
Ha3BaHUE KAKJOTO TAKOTO apXHBa TAKXKE BKIIOYAETCS JlaTa U TOUHOE Bpemsi co3aanust. Bee
PEnopTHI XpaHATCS JIOKAIbHO HA MapuipyTu3aTope. st ux mpocMoTpa ciaeayeT BOCIOIb30BaThCs
KoMaH 101 ShOW reports. B pe3yibraTe ee BHIIIOIHEHUS BHIBOAUTCS CITMCKO apXHUBOB JIOTOB C
yKa3aHHeM pa3MepOB apXMBOB U JIaThl U BPEMEHH UX CO3/IaHUS.

ecorouter#show reports
report-20171107T143644UTC-3.2.3.9.11254-develop-68fb7f7.tar.xz: 181 KB
2017-10-07 14:36:45
report-20171107T143606UTC-3.2.3.9.11254-develop-68fb7f7.tar.xz: 174 KB
2017-10-07 14:36:07

35.3.2 Yaanenue apxuBa JIOTOB

Heny»Hble WM cTapble apXUBbI MOKHO YAAIUTh MPH TOMOIH koMaH b1 delete report
<REPORT_NAME>, rne <REPORT NAME> — ums ygansemoro apxusa. J[ist ynanenus Bcex
apXMBOB CJIEAyeT HCIoNb30BaTh koMany delete report all.

ecorouter#show reports
report-20171107T143644UTC-3.2.3.9.11254-develop.tar.xz: 181 KB 2017-10-
07 14:36:45

report-20171107T143606UTC-3.2.3.9.11254-develop: 174 KB 2017-10-07
14:36:07

ecorouterfdelete report report-20171107T143644UTC-3.2.3.9.11254-
develop.tar.xz

ecorouter#show reports
report-20171107T143606UTC-3.2.3.9.11254-develop.tar.xz: 174 KB 2017-10-
07 14:36:07

ecorouter#delete report all

ecorouter#show reports

No reports found!

ecorouter#
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35.3.3 KonupoBaHue apxuBa JIOTOB HA BHEIIIHUI cepBep

[Tpu HEOOXOIMMOCTH apXUB JIOTOB MOKHO ckonupoBaTh Ha BHemHHe FTP/TFTP-cepBepa. O6mumii
BUJ1 KOMaH/IbI [Tl KOMUPOBAHUS CIICTYIOIIUH:

copy report {ftp | tftp} <REPORT NAME> <URL>[<NEW FILENAME>] {mgmt | vr
default | vr <VRNAME>}

3nece <REPORT NAME> — ums konupyemoro apxusa Jjioro, <URL> — aznpec cepsepa ¢
yKa3zaHueM UMEHH Mojb3oBarens u napoist, <NEW FILENAME> — HoBoe ums ¢aiina apxua
JI0TOB (ecH BO3HUKIIA HEOOXO0AUMOCTh COXPAHHUTh €r0 Ha CEPBEPE MO UCXOAHBIM UMEHEM,
OTJIMYHBIM OT UCXOJHOTO).

Paznuunbie BapuaHThl MPUMEHEHHS] KOMaH bl COPY report npeacTaBieHbl B TaOIUIIE.

Tabauma 148

Komanna Onucanune
copy report ftp REPORT NAME ApXHUB JIOTOB ¢ UMEHEM
ftp://user:password@xxx.xXxx.xXxx.xxx/ mgmt REPORT_NAME Gyner
BoIrpyxeH Ha FTP-cepsep, FTP-
cepBep JOCTYIIEH Yepes3
MEHEDKMEHT-TIOpT (Mgmt)
copy report ftp REPORT NAME ApXHUB JIOTOB ¢ UMEHEM
ftp://user:password@xxx.xxx.xxx.xxx/filename REPORT_NAME 0Oyner
vr default BeIrpykeH Ha FTP-cepsep.
Hoctyn x FTP-cepsepy
OCYILIECTBIISIETCA YepE3
uHTepdeic BUPTYanbHOTO
MapHUIpyTU3aTopa, BEIOPAHHOTO
10 YMOJYaHUI0. ApXHB JIOTOB
OyzeT coxpaHeH Ha cepBepe MoJ
umenew filename
copy report tftp REPORT NAME ApXWUB JIOTOB ¢ UMEHEM
tftp://xxX.xXX.XXX.xXXX/ VI vrname REPORT_NAME 6yner
BoirpyxeH Ha TFTP-cepsep.
Hoctyn x TFTP-cepBepy
OCYILECTBIISIETCS Yepe3
uHTEepdeic BUPTYanbHOTO
MapuIpyTH3aTOpa ¢ UMEHEM
vrname.
copy report tftp REPORT NAME ApXHUB JIOTOB C UMEHEM
tftp://xxX.xxX.xXX.xxx/filename mgmt REPORT_NAME 6yner
BeIrpyxkeH Ha TFTP-cepsep.
Hoctyn x TFTP-cepBepy
OCYILIECTBIISIETCA YepE3
MEHEeDKMEHT-TIopT (Mgmt).
ApXuB JIOTOB OyZIeT COXpaHEH Ha
cepsepe noa umeneM filename

354 Cuauddunr

B EcoRouterOS MoxHO BKITI0UNTh CHU(DGUHT Tpaduka Ha GU3HIECKUX MMOPTaX YCTPOUCTBA.
Tpadux 3anuceiBaercs B ¢aiin ¢ pacumpenreM PCAPNG, u xpaHuTcs BO BHyTPEHHEM XpaHHIIHILE.
Nms daiina popMupyeTcst aBTOMaTHUECKU M COAEPKUT UM IIOPTA, OHO HE MOXKET ObITh U3MEHEHO.

EcoRouter User Guide 407



LIRDP.RU

st crapra cauddunra tpaduka B pexxuMe aIMUHUCTPUPOBaHUS enable-exec (ecorouter#) BBeauTe
KOMaHJy:

service dump port <NAME> start

rne NAME — ums nopra.

[To ymom4anuio 11 Kaxa0ro pu3nyeckoro nopra yctaHosiaeH JUMHAT Ha 3anmuchk B PCAPNG daiin
B 1000 makeros, mocie coopa 1000 makeroB B paiin cunppunr Tpadphuka Oyaer aBTOMaTUYECKH
octaBHOBJIEH. CHU(PGUHT MOXKHO TaK)K€ OCTAHOBUTH IPUHYAUTEIHHO KOMaHIOM:

service dump port <NAME> stop

rane NAME — ums nopra.

st Toro, 4ToOBI U3BMEHHUTH JIMMUT 110 YMOJTYaHUIO BOCIIOJIB3YHTECh KOMaHI0M:

service dump port <NAME> limit (mbyte <1-100> | pkts <1-1000000>)

rae NAME — ums nopTa, a kiito4yeBsie cioBa mbyte u pkts yka3pIBarOT THUIT TUMHUTA, JUMUT MOKET
OBITH 33/1aH B:

* merabaiitax — pasmep PCAPNG aiina,

* xonmuuecTBe makeToB — B PCAPNG daiine.

BepHyTh TUMUT K 3HAUEHHIO IO YMOIYAHUIO MOKHO KOMaH10M:

service dump port <NAME> limit unset

VI KOMaHJIOU:

no service dump port <NAME> limit

rne NAME — ums nopra.

[Tpu crapre cHudduHra €cTh BO3MOKHOCTH 3371aTh (PUIBTPHI AJIs 3aMucu Tpaduka, YToObI B
koHeuHblid PCAPNG ¢aiin moman Tpaduk BKIIOUArOIMK TONBKO onpeneneHusii [P anpec, MAC
ajipec WK NpoToKoL. YTOObI 3a1aTh GUIBTP BOCIIONB3YHTECH KOMAHIOM:

service dump port <NAME> filter (ether <WORD> | ip A.B.C.D | mac XXXX.XXXX.XXXX))

rne NAME — ums nopra, a kinroueBsle ciioBa ether, ip 1 mac yka3bIBatOT TN (QUIbTpa:

* A.B.C.D — unrepecyromuii [P angpec (MoxeT OBITh KaK B KQUeCTBE HCTOYHHUKA TaK U TTOTyJaTelIs
B MTaKETE),

HXXXXXXXXXXXX — unrepecyronmiit MAC agpec (MoxeT ObITh Kak B KaueCTBE UCTOUHUKA
TaK | Mojydarens Bo ¢peiime),
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* WORD - Ilone EtherType Bo dpeiiMe ykakeT HHTEpECyIONTU MTPOTOKOJ, 3HAYCHUE BBOIUTCS B
dopmarte hex B mpenenax 0x600-0xffff (Bocnonw3yiitech moackaskoii B CLI, uToObI yBUACTH
npeaycranosieHHbie GunbTpsl Ay EtherType).

MaxkcruManbHOE KOJI-BO CO3/IaHHBIX (DUIBTPOB AJIs Kaxaoro nopra — 10, Mmexxay HUMuU OyJeT
pabotath mornyeckoe npasmwio «JIWy. s ynaneHus mpaBuia BOCIOIb3YHTECh KOMAaH IOM:

no service dump port te0 filter <1-10>

rae <1-10> — nomep ¢uibTpa, KOTOPBIA MOKHO Y3HATH C MIOMOIIBIO KOMaH/IbI:
show dump port <NAME> stats

riae NAME — ums nopra.

IIpumep BrIBOZA:

ecorouterf#show dump port gel stats

Stats for port:gel
limit: 1000 packets, current 0
filter 1: enable (mac: any, ipv4: 1.1.1.1, ether type: any)
filter 2: enable (mac: any, ipvéd: 2.2.2.2, ether type: any)

[Tocne ocranoBku cHubpepa oopadoranusie PCAPNG daitibl MOXHO TOCMOTPETH ¢ TOMOIIBIO
KOMAaH Il

show dump files

Jns nansbHeiero ananuza PCAPNG ¢aiinoB npucyTcTByeT BO3MOXKHOCTb OTIIPABUTh UX Ha
ynanennsiii cepBep win [1K ¢ momorrsto mpotokona SSH, Bocmosib30BaBaIncy, KOMaH 10

copy scp dump <FILENAME> <URL>, rie FILENAME — umss PCAPNG oaiina
(Bocmonb3yiiteck komanaoi show dump files), a URL — xoHeunslit anpec momydarens. Y 6enauTecs,
yto B Security-profile (cMm. pa3gen ABropusanus B CHCTEME) €CTh BO3MOYKHOCTD MOAKITIOUCHHS K
YCTPOMCTBY C MOMOILBIO ITpoToKosia SSH.

Buumanue!

Brnouenue chugpghunea mpaghuka Ha 6biCOKOCKOPOCMHBIX PUUYECKUX NOPMAX CHUNCAEM
npouzgooumenvHocms ycmpoticmea! Hcnonv3yiime smo cpedcmeao 05t OmaAaoKu NOOKOHMPOIbHO U
C 0CMOPOACHOCMBIO, NPU HEOOXOOUMOCHU 60CHONL3YUMECh CUTAMU MEXHUYECKOU NOOOEPICKU
6eHdopa.
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36 CripaBOYHHMK KOMAaH/]

B tabnuue Huxke npeacTaBieH ClipaBOYHUK 110 komaHaMm EcoRouter.

LIRDP.RU

B Tabnuie coaepKuTcs onrMcaHue KOMaH Ibl, PeKUM KOHCOJIU, B KOTOPOM JaHHAasi KOMaHaa
JIOCTYIIHA, POJIH, 111 KOTOPBIX KOMaH/1a TOCTYIIHA.

B cronbue "PexuM KoHCONMN" HCTIONB3YIOTCA CIEAYIOUIEe 0003HAUCHHMS:

[Tob3 — 0JIB30BATENBCKUN PEXKUM,

A,I[MI/IH — PCKUM aIMUHHUCTPHUPOBAHUA,

Kou¢ — pexum kondurypamuu.

Koman1b1, 10CTyIHBIE TOIBKO Ist poir admin u 3amperineHHble s T0ObIX IPYTUX POJICH,
ormeueHbl OykBoii d (access denied).

Tab6muma 149
Komanna Onuncanmne Pexxum Poan
KOHCO0JIN
admin | noc | helpdesk
bgp Border Gateway Protocol (BGP) Ioms3 +
clear Reset functions Ioms3 +
crypto Security specific commands ITone3
debug Debugging functions (see also [Monb3 +
‘undebug’)
disable Turn off privileged mode command ITonb3 + + +
enable Turn on privileged mode command ITonb3 + + +
exit End current mode and down to IMons3 + + +
previous mode
help Description of the interactive help [Monb3 + + +
system
logout Exit from the EXEC Ilone3 + + +
no Negate a command or set its defaults IToss3 + + +
ping Send echo messages IToss3 +
quit Exit current mode and down to ITons3 + +
previous mode
show access-group | Show access group [onp3 + +
show access-1list | Show access list configuration ITonb3 + +
show banner motd | Show current motd banner message TToss3 + +
show bgp Border Gateway Protocol (BGP) ITonb3 + +
show bridge Bridge status and configuration ITons3 + +
show bridge mac- Bridge mac-table ITone3 + +
table
show cli Show CLI tree of current mode [onk3 + +
show clns Connectionless-Mode Network IToss3 + +
Service (CLNS)
show controller Controller status and configuration [Tone3 + +
show counters Counters Ilons3 + +
show debugging Debugging information outputs ITons3 + +
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Komanna Onucanue Pexum Poan
KOHCOJIH
show dhcp-profile | DHCP profile configuration [Tonb3 + +
show filter-map Filterring rules ITosp3 + +
show flow-export- | Flow export profile configuration [Tose3 + +
profile
show hostname Hostname ITomns3 + +
show hw EcoRouter platform [Tonp3 + +
show interface Interface configuration [Tonb3 + +
show ip Internet Protocol (1P) [Tonp3 + +
show isis Intermediate System — Intermediate ITons3 + +
System (IS-IS)
show lacp LACP ITons3 + +
show 1ldp Label Distribution Protocol (LDP) ITons3 + +
show list Show command lists [Tonk3 + +
show users Display users database information [Tose3 + d
localdb
show log Display log [Tonb3 + +
show mirror- Mirror session status and configuration | Tlons3 + +
session
show mpls Show MPLS specific data Ions3 + +
show platform Show platform information IMons3 + +
show port Port status and configuration [Tonk3s + +
show pppoe Point-to-Point over Ethernet (PPPOE) [Tons3 + +
show privilege Show current privilege level Ions3s + +
show reports Show existing reports IMons3 + +
show role Display information about role [Tonk3s + d
show running- Current Operating configuration [Tone3 + +
config
show security- Security profile [Tose3 + +
profile
show traffic- Traffic classifier status and IMosne3 + +
classifier configuration
show traffic- Traffic limiter status and configuration | ITons3 + +
limiter
show traffic- Traffic scheduler status and [Tone3 + +
scheduler configuration
show transceiver Transceiver information [Mosb3 + +
show uptime Show system uptime [Tosb3 + +
show users Display information about terminal [Tonb3s + +
connected lines
show version Display version [Tons3 + +
show virtual- Virtual Router information [Tosb3 + +
router
show vrrp VRRP information ITons3s + +
terminal Set terminal line parameters [Tonp3 + +
undebug Disable debugging functions (see also [Tonb3s + +
'debug’)
virtual-container | Virtual container settings ITonb3
boot Boot options of EcoRouterOS AnMuH +
clear Reset functions AnmMuH +
configure Enter configuration mode Anmvun +
terminal
copy Copy from one place to another AnMuH +
copy report Upload report to remote server AnmuH +
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crypto ca export Certification Authority settings AnMuH +
crypto Display security information Anmun +
certificate
export
crypto key export | User private key AnvmuH +
debug Debugging functions (see also AnMuH +
‘undebug"
delete report Delete existing reports AnMUH +
develop Debug command Anmun +
disable Turn off privileged mode command AnmuH +
enable Turn on privileged mode command AnmuH +
exit End current mode and down to AnMuH + +
previous mode
faults Fault management command AnmvuH +
help Description of the interactive help AnMuH + +
system
image Image of EcoRouterOS Anmun +
login Login as a particular user Anmun + +
logout Exit from the EXEC AnMuH + +
mstat show statistics after multiple multicast | Ammun + +
traceroutes
mtrace Trace multicast path from source to AnmuH + +
destination
no Negate a command or set its defaults AnMuH +
ping Send echo messages AnMuH + +
poweroff Turn system off Anmun +
quit Exit current mode and down to AnmuH + +
previous mode
reload Halt and perform a cold restart AnMuH +
reload in <1-600> | Reboot device automatically after a AnMuH +
certain timespan (in minutes)
reload at <HH:MM> | Reboot device automatically at a
certain time (within 24 hours). HH=00
to 23; MM=00 to 59
reload cancel Cancel the scheduled reboot AnMuH +
restart Restart process AnMUH +
show access—group | Access group AnMUH + +
show access-1list | Access list configuration Anmun + +
show arp ARP table AnMuH + +
show banner motd | Show current motd banner message AnmuH + +
show bgp Border Gateway Protocol (BGP) AnmuH + +
show boot Boot configuration of EcoRouterOS AnmuH + +
show bridge Bridge status and configuration AnmuH + +
show bridge mac- | Bridge mac-table AnMun + +
table
show cli Show CLI tree of current mode AnmuH + +
show clns Connectionless-Mode Network AnvmuH + +
Service (CLNS)
show controller Controller status and configuration AnmuH + +
show counters Counters AnvmunH + +
show debugging Debugging functions (see also AnmuH + +
‘undebug"
show develop Debug output Anmun + +
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show dhcp- DHCP profile configuration Anvun + +
profile
show faults Show recorded faults Anmun + +
show filter-map Filterring rules AnmuH + +
show flow-export- | Flow export profile configuration AnMuH + +
profile
show hostname Hostname AnmuH + +
show hw EcoRouter platform AIMUH + +
show images Images that can be used to upgrade Anvun + +
EcoRouterOS
show interface Interface configuration Anmun + +
show ip Internet Protocol (IP) Anmun + +
show isis Intermediate System - Intermediate AnmuH + +
System (IS-IS)
show lacp LACP AnmMun + +
show 1dp Label Distribution Protocol (LDP) AnmuH + +
show list Show command lists AnmuH + +
show users Display users database information AnmMuH + +
localdb
show log Display log AnMuH + +
show mirror- Mirror session status and AnMuH + +
session configuration
show mpls Show MPLS specific data AnMuH + +
show mrib MRIB Anmun + +
show nsm NSM Anmun + +
show ntp Configuration NTP Anmun + +
show platform Show platform information AnmMuH + +
show port Port status and configuration AnMuH + +
show pppoe Point-to-Point over Ethernet (PPPOE) AnMuH + +
show privilege Show current privilege level AnmuH + +
show process Process AnMuH + +
show process- Process AnMuH + +
group
show proc-names Show process hames AnmMuH + +
show reports Show existing reports AnmMun + +
show rib RIB Anmun + +
show role Display information about role AnMuH + +
show route-map Route-map information AnmuH + +
show router-id Router ID Anmun + +
show routing Display routing information Anmun + +
show running- Current Operating configuration AnMuH + +
config
show security- Security profile Anmun + +
profile
show snmp Display snmp settings Anmun + +
show startup- Contents of startup configuration AnmuH + +
config
show tech- Show router technical information AnmuH + +
support
show tech- Show technical information of non Anmun + +
support-vr privileged
show traffic- Traffic classifier status and AnMuH + +
classifier configuration
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show traffic- Traffic limiter status and configuration | Axmun + +

limiter

show traffic- Traffic scheduler status and AnmuH + +

scheduler configuration

show transceiver | Transceiver information Anmun + +

show uptime Show system uptime Anvun + +

show users Display information about terminal Anmun + +

connected lines

show version Display version Anmun + +

show virtual- Virtual network Anmun + +

network

show virtual- Virtual Router information AnmuH + +

router

show vrrp VRRP information Anmun + +

start-shell Start shell Anmun +

telnet Open a telnet connection Anmun + + +

terminal Set terminal line parameters AJMUH + + +

traceroute Trace route to destination AnmMuH + + +

undebug Disable debugging functions (see also AnvuH +
'debug")

virtual-container | Virtual container settings. Join a Anmun +

join-swarm swarm as a hode

write Write running configuration to AnMuH +
memory, file or terminal

aaa Authentication Authorization Koud +
Accounting

aaa-profile AAA server-profile configuration Koud +

arp Address Resolution Protocol (ARP) Koud +

bandwidth Bandwidth configuration Kond +

banner Define a login banner Kond +

bgp Border Gateway Protocol (BGP) Koud +

bridge Bridge configuration Kond +

class-map Class-map configuration Kong +

controller Controller configuration Kond +

cvlan Configure C-VLAN parameters Kond +

debug Debugging functions (see also Koud +
‘undebug")

debug dns client | Display DNS debugging messages Koug +

dhcp-profile Select a DHCP profile to configure Koud +

do To run exec commands in config mode | Koud +

enable container Enable containerization Kond +

enable password Assign the privileged level password Kond +

enable vm Enable libvirt/kvm virtualization Koud +

exit End current mode and down to Kond +
previous mode

fib FIB information Koud +

filter-map Filter by L2 header Koud +

ethernet

filter-map ipv4 Filter by L3 header Kond +

flow-export- Flow export profile configuration Kond +

profile

help Description of the interactive help Kond +
system
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hostname Set system's network name Kong +
hw EcoRouter platform Kong +
interface Select an interface to configure Koud +
ip Internet Protocol (IP) Kond +
IP domain-list Define a list of default domain names Kond +
used to complete unqualified host
names
IP domain-lookup Enable DNS host name-to-address Kond +
translation
IP domain-name Set the default domain name used to Kond +
complete unqualified host names
IP host Define static hostname-to-address Kond +
mappings in DNS
IP name-server Add 1-3 DNS server addresses that are Koud +
used to translate hostnames to IP
addresses
isis Intermediate System - Intermediate Kong +
System (IS-IS)
key Authentication key management Kond +
12vpn-vpws Configure MPLS specific attributes Kond +
line Configure a terminal line Kong +
mac-access-list Add an access list entry Kond +
max—-fib-routes Set maximum fib routes number Kond +
maximum-paths Set multipath numbers installed to FIB |  Koud +
max-static-routes | Set maximum static routes number Kond +
mirror-session Select a mirror session to configure Kond +
mpls Configure MPLS specific attributes Koud +
no Negate a command or set its defaults Koud +
ntp Configuration NTP Kond +
oep Configure OVC endpoint map Kond +
ospf Open Shortest Path First (OSPF) Kond +
platform sensor Enable sensor alarm notifications Koug +
alarm
policy-filter- Add an access list entry Kond +
list
port Port configuration Kond +
role User role management Koud +
route-map Create route-map or enter route-map Kond +
command mode
router Enable a routing process Kond +
rsyslog rsyslog options Kong +
security Set security profile Koud +
security-profile Security profile Kond +
service Setup miscellaneous service Kond +
service-policy Service-policy configuration Kong +
show cli Show CLI tree of current mode Koudg +
show list Show command lists Koug +
show running- Current Operating configuration Kond +
config
show hosts Display the DNS name servers and Kouo + + +
domain names
show running- Show the DNS settings the running Kond + + +
config dns configuration
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snmp snmp Kond +
snmp-server Configure snmp server Koug +
traffic-class Select a traffic class to configure Koud +
traffic- Select a traffic classifier to configure Koud +
classifier

traffic-limiter Select a traffic limiter to configure Kond +
traffic-profile Select a traffic profile to configure Kong +
traffic-scheduler | Select a traffic scheduler to configure Kond +
username Establish User Name Authentication Koud +
virtual-router Virtual-router configuration Koud +
vlan Configure VLAN parameters Kond +
vrrp VRRP configuration Kong +
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